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Chapter 1
Terms
· Globalization
· Convergence of people, businesses, and governments at a global level
· Possible through flattened world (all competitors have equal opportunity) and the Internet
· Emergence of Digital firm
· Businesses with the ability to conduct business online
· Accounts for customers, suppliers and employees
· Decrease in operating costs

Information System (IS)
· A set of interrelated components that collect, process, store, and distribute information to support in decision making	
· Works in a circle (Process -> Collect -> Store -> Distribute -> Process)
· Can turn raw data into viewable information 
· Ex: Sorting survey results into a report format
· Works with Management, Organizations, and Information Technology
· Has 4 Activities
· Input
· Captures raw data from organization or external environment
· Processing
· Converts raw data into meaningful form through Classifying, Arranging, and calculating
· Output
· Transfers processed information to people or activities that use it
· Feedback
· Output that allows evaluation and correction

Role of Information Systems
· Increase in wireless technology use (cellphones)
· Increase in Internet use

Business Objectives
· Operational Excellence
· Improving efficiency for higher profits
· New products, services, and possibly new business mottoes
· Creating or innovating products
· Customer and supplier Intimacy (relations)
· Brings customers back
· Can help negotiate prices with suppliers
· Improving decision making
· Poor decision making can cause:
· Overproduction/underproduction of goods and services
· Misallocation of resources
· Poor response times
· Having competitive advantages
· Includes:
· Delivering better performance
· Charging less for superior products
· Responding to customers and suppliers in real time

Hierarchy of authority and responsibility (Highest to Lowest)
· Senior management
· Middle management
· Operational management
· Knowledge workers
· Data workers
· Production or service workers

Contemporary Approaches to Information Systems
· Technical Approaches
· Management Science
· Computer Science
· Operations Research
· Behavioural Approaches
· Psychology
· Economics
· Sociology

Organizational dimension of information systems
· Separation of business functions in:
· Sales and marketing
· Human resources
· Finance and accounting
· Manufacturing and production
· Unique business processes
· Unique business culture
· Organizational politics

Management dimension of information systems
· Set organizational strategy for responding to business challenges
· Act creatively in:
· Creation of new products and services
· Occasionally re-creating the organization

Information technology dimension of information systems
· Computer hardware and software
· Data management technology
· Networking and telecommunications technology
· IT infrastructure: provides platform on which the system is built




Chapter 2: How Businesses use IS
Terms
· Transaction processing systems (TPS)
· Keeps track of transactions:
· Sales
· Receipts
· Cash deposits
· Payroll
· Credit decisions 
· Flow of materials in a factory
· Used by Managers to monitor status of internal operations and firm’s relations with external environment.
· Major producer of info for other types of systems.
· Often central to the business. 
· TPS failure can lead the firm to its demise. (Oh noes)
· Management IS (MIS)
· Provides managers with reports on the firm’s current performance.
· Used by Middle Managers
· Monitoring
· Controlling
· Decision making
· Admin activities
· Summarize and report basic operations using data from TPS.
· Usually show weekly, monthly and yearly results
· Can change to daily or hourly if needed
· Provide answers to routine questions that have been specified in advance.
· Decision Support System (DSS)
· Support non routine decision making for middle management.
· Focus on rapidly changing problems for which procedure for arriving at solution is not specified in advance.
· Uses info from TPS and MIS but brings in external info as well. (Ex. Current stock prices)
· Condense large amount of data into form that can be easily analyzed.
· Designed to be user-friendly so that users can work with them directly.
· Sometimes referred to as “business intelligence systems”
· Executive Support system (ESS)
· Helps senior management make decisions

Business Processes
· Manner in which work is organized
· Coordinated and focused to produce a product/service.
· Performance depends on how a firm’s processes are designed/coordinated.
· Business is a collection of processes.
· Many tied to specific functional area
· Ex. Sales and marketing

How IT Enhances Business Processes
· Automates previously manual processes.
· Make it possible for more people to access and contribute information.

How IS Serve Management
· Many different business processes related to different interests, specialities and levels in an organization.
· Typical business will have systems for each of the major business functions. 
· Sales/marketing
· Finance/accounting
· Human Resources
· They usually also have separate systems for each level of management
· Operational management
· Middle Management
· Senior management.
· Systems that operate separately from each other are being replaced by ones that are cross-functional to integrate all of them.

Executive Support Systems for Senior Management.
· Executives need systems that address strategic issues and long term trends in-firm and externally.
· Address non-routine decisions requiring judgment, evaluation and insight.
· Presents data from many sources.
· Delivers data through a portal which uses web interface.
· Incorporates data from external events (new tax laws) and summarized info from MIS and DSS.
· Digital dashboards have become a popular feature for ESS.

Systems that Span the Enterprise
· Enterprise Applications span functional areas, focusing on executing business processes across the business firm. 
· Includes all levels of management.
· Enterprise systems or Enterprise resource planning (ERP)
· Improves efficiency by defragmenting scattered data in many different and separate systems.
· Collects and stores data from various key business processes in a single central data repository.
· Supply chain management systems (SCM)
· Help businesses manage relationships with their suppliers.
· Suppliers, purchasing firms, distributors and logistics companies share info
· Orders
· Production
· Inventory levels 
· Delivery of products/services.
· One type of interorganizational system
· Automated flow of information across organizational boundaries.
· Customer relationship systems
· Helps firms manage relationships with their customers.
· Provides info to coordinate business processes that deal with customers in 
· Sales
· Marketing
· Service.
· Purpose
· Optimize revenue
· Customer satisfaction 
· Retention
· Consolidate and integrate info from multiple channels
· Phone
· Email
· Web
· Knowledge about customers and their preferences help increase effectiveness of advertising campaigns and allow them to provide better customer service.
· Knowledge management systems
· Helps organizations to manage processes for capturing and applying knowledge and experience in a firm and make it available wherever and whenever it is needed.
· Links firm to external sources of knowledge.
· Support processes for
· Acquiring
· Storing
· Distributing
· Applying knowledge 
· Both creating and discovering i

Intranets and Extranets
· Tech platforms rather than specific applications.
· Used to increase integration and expedite flow of info.
· Extranets are intranets extended to authorized users outside the company.
· intranets can be connected to internal company transaction systems.

Collaboration and Communication systems
· Globalization has made it necessary for there to be continuous interaction and communication between all individuals involved in business activities.
· Internet based collaboration environments
· Email and instant messaging
· Social networking
· Wikis
· Virtual worlds

E-Business, E-Commerce and E-Government.
· Uses technology and Internet to connect with customers (businesses) and public (government) to execute various processes.

The IS Function in Business
· Most firms have an Information Systems department that is responsible for maintaining hardware, software, data storage, and networks.
· Programmers
· Write software instructions.
· Systems analysts
· Translate business problems and requirements into information requirements and systems.
· Information systems managers
· Leaders of teams of programmers and/or other groups of specialists in the IT department.
· Chief info officer (CIO)
· Head of IT department.
· Chief security officer (CSO)
· In charge of info security for the firm. Enforces firm’s info security policy.
· Chief privacy officer (CPO)
· Ensures company complies with existing data privacy laws.
· Chief knowledge officer (CKO)
· Responsible for firm’s knowledge management program.
· End users:
· People the applications and systems are designed to be used by.

Organizing the Information Systems Function
· IT governance
· How the IT department should be organized in the company to best serve its needs.
· Strategies and policies for IT use in the organization.

Chapter 14
Decision making and information systems
· Decision making used to be limited to management
· Recently, lower level employees have been made responsible for some of them.

Business value of improved decision making
· Decisions are made at all levels of the firm
· Some of these are common, routine and numerous
· Unstructured
· Decision maker must provide judgement, evaluation and insight to solve problem.
· Structured
· Repetitive and routine
· Has a definite procedure for for handling them.
· Usually made at lower organization levels. Vice versa
· Usually faced by Middle Management
· Made by Operational Management and Employees
· Semi structured
· Has elements of both
· Occasionally faced by Middle Management
· Improving any single decision may be small, but improving many of these “small” decisions adds up to a large annual value..

Decision making process
· Intelligence
· Discovering, identifying and understanding problems in the organization.
· Design
· Identifying and exploring possible solutions.
· Choice
· Choosing the best solution among alternatives.
· Implementation
· Making choice of alternative work and monitoring its effectiveness. 

Managers and the real world
· Managerial roles
· Making decisions
· Writing reports
· Attending meetings
· Organizing gatherings.
· Classical model of management
· Planning
· Organizing
· Coordinating
· Deciding and controlling.
· This description of management activities has dominated management thought for a long time and till today.
· does not address what exactly managers do when they plan, decide and control things.
· Behavioural models
· Actual behaviour of managers appears to be less systematic, more informal, reactive and less organized that the classical modal states.
· Managers perform work at an unrelenting pace.
· Managerial activities are fragmented 
· Last less than 9 minutes and rarely over an hour
· Managers prefer oral forms of communication over written. 
· Less effort
· More flexibility, 
· Faster response
· Managerial roles are expectations of the activities that managers should perform in an organization.
· 3 categories of roles:
· Interpersonal
· Managers act as figureheads for the organization when they rep their companies. Motivate, counsel and support subordinates.
· Informational
· Act as nerve centres by receiving and distributing information to those who require it.
· Decisional
· Initiating new activities
· Handling disturbances
· Allocating resources
· Negotiating conflicts 
· Mediating conflicting groups.
· Real world decision making. IS not helpful for all managerial roles.
· Information quality: 
· high quality decisions require high quality info.
· if output of IS doesn’t meet quality criteria, decision making will suffer.
· Management filters:
· managers have filters to sort out information they receive to make sense of the world around them.
· selective attention, focus on certain kinds of problems and solutions, have biases that reject info that doesn’t conform to them.
· Organizational structure:
· When environments change, businesses need to adopt new models to survive.
· Forces within the organization resist making decisions that call for major change.
· decisions usually are the balancing of the firm’s interests rather than the best solution to the problem.

Systems for Decision Support
· Group decision support systems (GDSS)
· Systems that provide a group electronics environment in which managers and teams are able to collectively make decisions and design solution for unstructured and semi structured problems.
· MIS
· DSS
· DSS database is a collection of current or historical data from a number of applications or groups.
· data in DSS databases are extracts or copies of production databases so that using the DSS does not interfere with critical operations systems.
· DSS software contains the software tools that are used for data analysis. 
· OLAP tools
· Data mining
· Mathematical and analytical models.
· Model
· An abstract representation that illustrates the components or relationships of a phenomenon.
· Using spreadsheet pivot tables to support decision making
· Managers also use spreadsheets to identify and understand patterns in business information.
· A pivot table is a table that displays two or more dimensions of data in a convenient format.
· Data visualization and geographical information systems
· Data visualization tools help users see patterns and relationships in large amounts of data that would be difficult to discern if the data were represented in traditional lists.
· Geographical info systems (GIS)
· Uses data visualization tech in the form of digitized maps.
· Web Based customer decision support systems
· Customer decision support systems
· Support the decision making process of an existing/potential customer.
· Web based DSS have become especially popular in financial services.
· Group decision support systems (GDSS)
· Facilitating the solution of unstructured problems by a set of decision makers working together as a group in the same or different locations.
· Making it possible to increase meeting size and productivity at the same time.
· Individuals contribute simultaneously rather than one at a time.
· ESS and the balances scorecard framework
· Balanced scorecard method is the leading methodology for understanding the really important information needed by executives.
· Four dimensions of a firm’s performance:
· Financial business process
· Customer
· Learning and growth.
· Key performance measures (KPI)
· Measures for understanding how well firm is performing along any given dimension.
· The role of ESS in the firm
· ESS have the ability to drill down, moving from a piece of summary data to lower and lower levels of detail.
· Useful to executives and employees at lower levels who need to analyze data.
· Major challenge
· integrate data from systems design for very different purposes so that senior executives are able to review organizational performance from an enterprise-wide perspective.
· Most ESS rely on data provided by the firms existing applications rather than entirely new info flow and systems.
· Business value of ESS
· Much value is found in the flexibility and their ability to analyze, compare and highlight trends.
· Executives are using ESS to monitor key performance indicators and to measure the firm’s performance against changes in the external environment.
· dramatically improve management performance and increase upper management’s span of control.
· allows executives to monitor activities of subordinates and intervene when necessary.



Chapter 3
Terms
· Organization
· Technical Explanation
· A formal social structure that uses resources to produce outputs
· A formal legal entity with internal rules and procedures, as well as a social structure
· Behavioural Explanation
· A collection of rights, privileges, obligations, and responsibilities that is balanced over a period of time through conflict and conflict resolution
· Microeconomics Definition
· Takes from Environment -> Creates Product/Service -> Releases Product into Environment -> Becomes Profit -> Profit joins environment -> Repeat
· Disruptive technologies
· Technology that brings about sweeping change to businesses, industries, markets
· Replaces old technology
· Personal computers, word processing software, the Internet, the PageRank algorithm
· First movers
· Inventors of disruptive technologies
· Fast followers
· Firms with the size and resources to capitalize on that technology

Features of organizations
· Routines 
· Standard operating procedures
· Business processes
· Collection of routines
· Business Firm
· Collection of Business Processes
· Organizational politics
· Different viewpoints lead to political struggle, competition, and conflict
· Political resistance greatly hampers organizational change
· Organizational culture
· What products the organization should produce
· How and where it should be produced
· For whom the products should be produced
· Organizational environments
· Organizations are open to, and dependent on, the social and physical environment
· Organizations can influence their environments
· Environments generally change faster than organizations
· Organizational structure
· Other organizational features

Impact of Information Systems
· Economic impacts
· Changes costs of capital and information
· Is a factor of production
· Capital
· Labor
· Affects the cost and quality of information and changes economics of information
· Helps firms contract in size 
· Reduce transaction costs (the cost of participating in markets)
· Lowers transaction costs for firm, making it worthwhile for firms to transact with other firms rather than grow the number of employees 
· Agency theory
· Firm is a connection of contracts among parties who are interested
· As the firm grows, the costs grow
· IT can reduce agency costs, making it possible for firms to grow without adding to the costs of supervising, and without adding employees
· Organizational resistance to change
· Information systems become bound to organizational politics because they influence access to information
· Information systems potentially change an organization’s structure, culture, politics, and work
· Most common reason for failure of large projects is due to organizational and political resistance to change
· In order to change, the organization must change Task, Technology, People and the Structure simultaneously
· The Internet and organizations
· The Internet increases the accessibility, storage, and distribution of information and knowledge for organizations
· The Internet can greatly lower transaction and agency costs
· Example: Large firm delivers internal manuals to employees via corporate Web site, saving millions of dollars in distribution costs

Porter’s Competitive Forces Model
· Problems both the firm and competition face
· Other Competition
· All firms share market space with competitors who are continuously devising new products, services, efficiencies, switching costs
· New Market Entrants
· Some industries have high barriers to entry
· New companies have new equipment, younger workers, but little brand recognition
· Substitute Products
· Customers might use these if prices become too high
· Ex. iTunes substitutes for CDs
· Suppliers
· Must adjust own prices to cover supplier prices
· Customers
· Switches to competitors with lower prices

Information systems strategies for dealing with competitive force
· Low-cost leadership
· Produce products and services at a lower price than competitors while enhancing quality and level of service

· Product differentiation
· Enable new products or services, greatly change customer convenience and experience
· Focus on market niche
· Use information systems to enable a focused strategy on a single market niche
· Strengthen customer and supplier intimacy
· Use information systems to develop strong ties and loyalty with customers and suppliers

Business value chain model
· Views firm as series of activities that add value to products or services
· Supplier’s Supplier -> Supplier -> Firm -> Distributor -> Customer
· Highlights activities where competitive strategies can best be applied
· Primary activities
· Inbound Logistics
· Automated warehousing systems
· Operations
· Computer controlled systems
· Sales and marketing
· Computerize ordering system
· Service
· Equipment maintenance system
· Outbound logistics
· Automated shipment scheduling systems
· Support Activities
· Administrative management
· Outbound logistics
· Human resources
· Workforce planning system
· Technology
· Computer aided systems
· Procurement
· Computerized ordering system
· At each stage, determine how information systems can improve operational efficiency and improve customer and supplier intimacy
· Utilize benchmarking, industry best practices

Improving Overall Performance
· Synergy
· When output of some units are used as inputs to others, or organizations pool markets and expertise

Core competencies
· Activity for which firm is world-class leader
· Relies on knowledge, experience, and sharing this across business units

Network-based strategies
· Take advantage of firm’s abilities to network with each other
· Include use of:
· Network economics
· Virtual company model
· Business ecosystems

Virtual company strategy
· Virtual company uses networks to ally with other companies to create and distribute products without being limited by traditional organizational boundaries or physical locations

Business ecosystems
· Industry sets of firms providing related services and products
· Examples
· Microsoft platform used by thousands of firms for their own products
· Wal-Mart’s order entry and inventory management system
· Keystone firms
· Dominate ecosystem and create platform used by other firms
· Niche firms
· Rely on platform developed by keystone firm
· Individual firms can consider how IT will enable them to become profitable niche players in larger ecosystems

Chapter 4

Understanding social,legal and ethical issues Related to systems
· In the past 10 years, have been very ethically challenging period for Canadian an global business.
· lapses in management ethical and business judgement occurred across many industries.
· Past: firms would pay for the legal defence of their employees in civil charges and criminal investigations.
· Today: firms are encourages to cooperate with prosecutors so they themselves are not charged with obstructing investigations.
· managers and employees have to decide for themselves what is proper legal and ethical conduct.
· Failures in ethical and legal judgment are not masterminded by TS departments, but IS were a big part in helping these frauds occur.
· IT can be used to achieve social progress and also commit crimes and threaten social values.
· Produce benefits for many and costs for others
· Internet and digital firm techs assemble, integrate and distribute info.
· New concerns: appropriate use of customer info, personal privacy, protection of intellectual property, accountability for the consequences of the use of IS, setting standards to ensure system quality and protection of the safety of the individual.

Model for thinking about ethical, social, and political issues
· New info techs could create disturbances in the ethical, social and political equilibrium if there are no established rules to deal with it.

Five Moral Dimensions of the Information Age
· Info rights and obligations
· property rights and obligations
· protection of intellectual property
· Accountability and control
· who is responsible when harm is done?
· System quality
· standards
· Quality of life
· what values should be preserved in an info and knowledge based society?
Key Tech Trends that Raise Ethical Issues
· IS has heightened ethical concerns, taxed social arrangements, made laws obsolete or crippled.
· Doubling of computing power every 18 months” possible for most organizations to use IS for their production processes.
· Result: dependence on systems has increased venerability to systems errors and poor data quality.
· Data storage techniques and rapidly declining storage costs are responsible for growing databases on individuals maintained by private and public organization.
· Has made the routine violation of of individual privacy both cheap and effective.
· Companies can assemble + combine the myriad pieces of info about individuals stored on computers more easily than in the past.
· The use of computers to combine data from multiple sources and create electronic dossiers of detailed information on individuals is called profiling.
· Demand for personal data is so huge that data broker businesses are flourishing.
· Non obvious relationship awareness (NORA) has given both the government and the private sector even more powerful profiling capabilities.
· Advances in networking greatly reduce the costs of moving and accessing large quantities of data.

Ethics in an Information Society
· Basic concepts: 
· Responsibility, 
· accountability
· liability
· Due process
· Ethical analysis
· Identify and describe clearly the facts.
· Define the conflict or dilemma and identify the higher-order values involved.
· Identify the stakeholders
· Identify possible options you can reasonably take.
· Identify the potential consequences of your options.
· Candidate Ethical Principles
· Golden rule
· Immanuel Kant’s categorical imperative: If an action is not right for everyone to take, it is not right for anyone.
· Descartes’ rule of change: if an action cannot be taken repeatedly, it is not right to take at all.
· Risk aversion principle: take the action that produces the least harm or the least potential cost.
· Utilitarian principle: Take the action that achieves the higher or greater value.
· Ethical “no free lunch” rule: assume that virtually all tangible and intangible objects are owned by someone else unless these is a specific declaration otherwise..
· Professional codes of conduct
· when groups claim to be professionals they take on special rights and obligations because of their special claims to knowledge, wisdom ans respect.
· professional codes of conduct are promulgated by associations of professional.
· Codes of ethics are promises by professions to regulate themselves in general interest of society.
The moral dimensions of information systems
Info rights: privacy and freedom in the Internet age
· Privacy is the claim of individuals to be left alone, free from surveillance or interference from other individuals or organizations.
· Canada’s modern privacy law PIPEDA establishes the following principles to govern the collection, use, and disclosure of personal info:
· accountability
· identifying the purposes for the collection of personal info
· obtaining consent
· limiting collection, disclosure and retention
· ensuring accuracy
· providing adequate security
· making info management policies available
· providing individuals with access to info about themselves
· giving individuals a right to challenge an organization compliance with these principles.
· Laws prevent the unnecessary distributing of ones personal info and guarantee access to unrestricted government info.
· Due process requires that a  set of rules or laws exist that clearly define how info about individuals will be treated and what appeal mechanisms are available.
· Canadian Standards Association’s Model Privacy code. Published in march 1996, established 10 basic principles for all organizations that use or collect personal info.
· Accountability
· identifying purposes
· Consent
· Limiting collection
· limiting use, disclosure and retention
· accuracy
· safeguards
· openness
· individual access
· challenging compliance
· Most N.American and Euro privacy law is based on Fair Info Practices (FIP)
· principles governing the collection and use of into about individuals
· the individual has an interest in engaging in a transaction and the record keeper requires in about them to support the transaction.
· once info has been gathered, individual maintains an interest in the record and the record cannot be used to support other activities without their consent.
· euro directive on data protection. Euro standards are much stricter than in n. America.
· Info cannot be used without prior consent. 
· Consent must be informed.
· Internet challenges to privacy
· info sent over the Internet may pass through many different networks, all of which could monitor, capture and store it.
· Cookies: files deposited on user’s computer when they visit a site.
· Web bugs: graphic files embedded in email and web pages that monitor who is reading them.
· Spyware
· secretly installs itself on user’s computer along with other programs.
· opt-in
· users allow their info to be collected.
· Opt-out
· Users will have their info collected until they say they don't want it to be.
· Technical solutions
· techs available for protecting one’s privacy. Most for encrypting emails.
· Platform for Privacy Preferences (P3P): provides a standard for automatically communicating a web site’s privacy policy to Internet users.
· Property rights: intellectual property
· intangible property created by individuals/organizations
· Trade secrets: intellectual work used for a business purpose. Information cannot be part of the public domain.
· Trade secret law: Information must be confidential. Must be communicated in confidence. must have been misused by the party to whom it was communicated. (For breach of trade secret law)
· Copyright: statutory grant that protects creators of intellectual property from having their work copied for at least 50 years.
· Most industrial nations have their own copyright laws.
· Canadian copyright law is the Copyright Act.
· protects original literary, artistic, musical, and dramatic works.
· Computer software is protected in Canada as a literary work.
· Protects the copying of entire programs or parts of them.
· Patent:grants owner exclusive monopoly on the ideas behind an invention for 17-20 years.
· Challenges to intellectual property rights.
· world wide web makes it easy to copy/distribute intellectual property illegally.
Accountability, liability and Control
· IT is challenging existing liability law and social practices for holding individuals/institution accountable.
· Computer related liability problems
· In general insofar ad computer software is part of a machine and it brings harm to someone, the producer of the software and the operator can be held liable for damages.
· Very difficult to hold software producers liable for their products when they are considered like books, regardless of other physical or economic harm that results.
System quality: data quality and system errors
· individuals and organizations may be held responsible for avoidable and foreseeable consequences which they have a duty to perceive and correct.
· Grey area: some errors are foreseeable but can only be corrected at great expense.
· This level of perfection would make the software unaffordable.
· Three principle sources of poor system performance:
· Software bugs/errors
· hardware/facility failures 
· poor input data
· Users must be aware of potential for catastrophic failure.
Quality of life: Equity, Access and Boundaries
· many negative social consequences caused by new IT are not violations of individual rights or property crimes.
· can be extremely harmful to individuals, societies and political institutions.
· Balancing power: Center versus Periphery
· Lower level employees may be empowered to make minor decision but the key policy decisions may be centralized as in the past.
· Rapidity of change: reduced response to competition
· More efficient global marketplace has made it harder for firms to adjust to competition.
· maintaining boundaries: family, work, and Leisure
· traditional boundaries that separated the three will be weakened.
· possible to do more work anywhere and any when.
· Work umbrella now extends far beyond the 8 hour day.
· Dependence and Vulnerability
· We are incredibly dependent on IS and therefore highly vulnerable if these systems fail.
· Computer abuse and crimes
· Computer crime: commission of illegal acts through the use of a computer or against a computer system.
· Computer abuse: commission of acts involving a computer that may not be illegal but that are considered unethical.
· Spam: junk email.
· Employment
· Redesigning business processes could potentially cause millions of middle level managers and clerical workers to lose their jobs.
· Some economists believe this will result in workers moving to better jobs in fast-growth industries.
· Equity and Access: increasing racial and social class cleavages
· will the social and cultural gaps that exist in society today be reduces or increased by IT?
· Create a divide between the computer literate and those who are not.
· “Digital divide”
· Health risks: RSI, CVS, and Technostress
· Repetitive stress injury (RSI): repetitive actions often with high impact loads.
· Carpal Tunnel syndrome (CTS)
· Computer vision syndrome (CVS): eyestrain condition related to computer display screen use.
· Technostress: stress induced by computer use. aggravation, hostility towards others, impatience, fatigue. RAAAAAAAAAAAAAAAAAAAGE. <= not really/kinda I’m tired...







Chapter 5 & 7
IT infrastructure
· The shared technology resources that provide the platform for the firm’s specific information system applications.
· Includes investment in hardware, software, and services, such as consulting, education, and training.
· Set of firm wide services including:
· Computing platforms providing computing services
· Telecommunications services
· Data management services
· Application software services
· Physical facilities management services
· IT management, standards, education, research and development services
· “Service platform” perspective more accurate view of value of investments
· Refers to analyzing the actual services enabled by new technology tools.
· Ex. a new PC might save an employee one hour per day in wait time for information, dramatically increasing his value to the firm
 
Communication
· Within a corporation
1 Business Strategy, IT Strategy, and Information Strategy all communicate with each other
2 They then communicate to the IT Services and Infrastructure
3 It then communicates to customer service, supplier service and enterprise services
· Accessing a Site
1 Client communicates to a Webserver through the Internet.
2 Webserver communicates to an Application Server.
3 Application server communicates to different departments (Sales, Production, Accounting, Human Resources)
4 Various departments access the data
 
Evolution of IT infrastructure:
· Electronic accounting machine era: 1930-1950
· General-purpose mainframe and minicomputer era: 1959 to present
· Personal computer era: 1981 to present
· Client/server era: 1983 to present
· Enterprise Internet computing era: 1992 to present
· Cloud Computing: 2000 to present
 
Technology drivers of infrastructure evolution
· Moore’s Law and microprocessing power
· The power of microprocessors doubles every 18 months
· Computing power doubles every 18 months
· The price of computing falls by half every 18 months
· Nanotechnology uses individual atoms and molecules to create computer chips and other devices
· The Law of Mass Digital Storage
· The amount of digital information is roughly doubling every year
· The cost of storage is falling at an exponential rate of 100 percent per year
· Metcalfe’s Law and network economics
· The value of a network grows exponentially as a function of the number of network members
· Declining communications costs and the Internet
· Standards and network effects
 
Computer Hardware Platforms
· Client machines (desktops, laptops, and PDAs)
· Server machines
· Blade servers
· Server Farms
· Mainframes systems used as giant servers for enterprise networks and corporate Web sites
 
Different Operating Systems (Examples)
· Microsoft Windows dominates the market of client machine software
· Unix or Linux widely used as server software
· Linux available as open-source software (Explained under trends)
 
Enterprise Software Applications (Examples)
· SAP
· Oracle
· PeopleSoft (acquired by Oracle)
 
Data management and storage (Examples)
· Database software:
· IBM (DB2)
· Oracle
· Microsoft (SQL Server)
· Sybase (Adaptive Server Enterprise)
· MySQL
· Physical data storage:
· EMC Corp (large-scale systems)
· Seagate
· Maxtor
· Western Digital
· Storage area networks (SANs):
· Connects multiple storage devices on dedicated network
 
Networking/Telecommunications Platforms
· Leading network hardware providers
· Cisco
· Lucent
· Nortel
· Juniper
· Software leaders
· Microsoft
· Novell
· Linux
· Unix
· Service vendors
· Bell Canada
· Primus
· Regional carriers
· Growth of wireless and Voice over IP (VoIP)
 
Consulting and system integration services
· Large firms do not have resources for full range of support for new, complex infrastructure
· Software integration
· Ensuring new infrastructure works with legacy systems
· Legacy systems
· Older TPS created for mainframes that would be too costly to replace or redesign
· Examples
· Accenture
· IBM Global Services
· EDS
· Infosys
· Wipro

Internet platforms
· Includes
· Hardware
· Software
· Management services to support company Web sites (including Web hosting services) intranets
· Extranets
· Internet hardware server market:
· Dell
· HP/Compaq
· IBM
· Web development tools/suites:
· Microsoft  (FrontPage, .NET)
· IBM (WebSphere)
· Sun (Java)
· Independent software developers:
· Macromedia/Adobe
· RealMedia
 
Contemporary Hardware Platform Trends
· The emerging mobile digital platform
· Cell phones, smartphones (BlackBerry, iPhone) have data transmission, Web surfing, e-mail and IM duties
· Netbooks
· Small, low-cost lightweight notebooks optimized for wireless communication and core computing tasks
· Grid computing
· Involves connecting geographically remote computers into a single network capable of working in parallel on business problems that require short-term access to large computational capacity
· Rather than purchasing huge mainframes or super computers, firms can connect multiple smaller desktop clients into a single computing grid
· Cloud computing and Computing Utility
· Computing power at remote, large-scale data processing centers
· Firms pay only for the computing power they use
· Excellent for firms with spiked demand curves caused by seasonal variations in consumer demand
· Ex. holiday shopping
· Saves firms from purchasing excessive levels of infrastructure
· Data permanently stored in remote servers, accessed and updated over the Internet by users
· Autonomic computing
· Computer systems (both hardware and software) have become complex causing the cost of managing them has risen
· 30% - 50% of a company’s IT budget is spent preventing or recovering from system crashes
· Operator error is the most common cause of crashes
· Autonomic computing is an industry-wide effort to develop systems that configure, heal, and protect themselves
· Virtualization
· Computing resources can be accessed in ways that are not restricted by configuration
· Allows multiple operating systems to run on one machine
· Increases server utilization rates from 10-15 to 70 percent of capacity
· Multicore processors
· Reduced power requirements, enhanced performance
 
Trends
· Linux and open-source software
· Open-source software is free and can be modified by users
· Developed and maintained by a worldwide network of programmers and designers under the management of user communities
· Linux is the most widely used open-source software program. Linux is an operating system derived from Unix
· Linux plays a major role in the administration of local area networks.
· Around 20 percent of the server operating system market is owned by Linux.
· Software for the Web
· Java
· Object-oriented programming language (Sun Microsystems)
· Operating system, processor-independent (Java Virtual Machine)
· Can be used on Computers, Laptops, and/or Mobile devices
· Leading programming environment for Web
· Applets, E-commerce applications
· Ajax
· Asynchronous JavaScript and XML
· Allows client and server to exchange small pieces of data without requiring the page to be reloaded
· Web services and Service-Oriented Architecture
· Software components that exchange information using Web standards and languages
· Different systems using different languages (Listed below) cannot communicate with each other (ie: XML cannot communicate with SOAP)
· XML (Extensible Markup Language)
· More powerful and flexible than HTML
· Tagging allows computers to process data automatically
· SOAP
· Simple Object Access Protocol
· Rules for structuring messages enabling applications to pass data and instructions
· WSDL
· Web Services Description Language
· Framework for describing Web service and capabilities
· UDDI
· Universal Description, Discovery, and Integration
· Directory for locating Web services
· Mashups
· Combinations of two or more online applications, such as combining mapping software (Google Maps) with local content
· Widgets
· Small programs that can be added to Web pages or placed on the desktop to add additional functionality
· Software outsourcing
· Changing sources of software
· Software packages and enterprise software
· Software as a Service (SaaS)
· Software outsourcing
 
Management Issues
· Dealing with infrastructure change
· As firms shrink or grow, IT needs to be flexible and scalable
· Scalability
· Ability to expand to serve larger number of users
· Firms using mobile computing and cloud computing require new policies and procedures for managing these new platforms
· Contractual agreements with firms running clouds and distributing software required
· Management and governance
· Making wise infrastructure investments
· Amount to spend on IT
· Deciding whether to Rent vs. buy or to outsource
· Competitive forces model for IT infrastructure
· Market demand for firm’s services
· Firm’s business strategy
· Firm’s IT strategy, infrastructure, and cost
· Information technology assessment
· Competitor firm services
· Competitor firm IT infrastructure investments
· Total cost of ownership of technology assets
· TCO model
·  Used to analyze direct and indirect costs of systems
· Hardware, software account for only about 20% of TCO
· Other costs include
· Installation
· Training
· Support
· Maintenance
· Infrastructure
· Downtime
· Space
· Energy
· TCO can be reduced through greater centralization and standardization of hardware and software resources
 
Competitive Forces Model for IT Infrastructure
· All factors are connected and communicate to the firms’ IT Services and Infrastructures
· Internal Factors
· The firm’s business strategy
· The firm’s IT Strategy, Infrastructure, and cost
· External Market factors
· Market Demand for Firm’s customer services, supplier services and enterprise services
· Competitor firms’ IT infrastructure investments
· Competitor firms’ IT services
· Information Technology
 
Networking and communication trends
· Convergence:
· Telephone networks and computer networks converging into single digital network using Internet
· Cable companies providing voice service
· Broadband wireless:
· Voice and data communication as well as Internet access are increasingly taking place over broadband wireless platforms
 
Computer network
· Network Interface Card (NIC)
· Network Operating System (NOS)
· Routes and manages communications on the network and coordinates network resources
· Dedicated server computer
· Hubs
· Routers
 
Key Digital Network Technologies
· Client/Server Computing
· Some processing power is located within small, inexpensive client computers
· The clients are linked to one another through a network that is controlled by a network server computer
· The server sets the rules of communication for the network and provides every client with an address so others can find it on the network
· Packet Switching
1 Messages are first broken down into small bundles of data called packets
2 Packets are sent along different communication paths as paths become available
3 Packets are reassembled once they reach their destinations
· TCP/IP and Connectivity
· Connectivity
· Ability of computers and computer-based devices to communicate and share information
· Protocol
· Set of rules and procedures governing transmission of information in a network

Signals
· Digital
· Discrete, binary waveform (0’s and 1’s)
· Analog
· Continuous waveform, typically used for voice (Sine graph)
· A modem converts from one state to the other

Types of Networks
· Local Area Network (LAN)
· Up to 500 meters
· Usually used for offices or floor of a building
· Campus Area Network (CAN)
· Up to 1000 meters
· Usually used for college campus or corporate facility
· Metropolitan Area Network (MAN)
· Used for a city
· Wide Area Network (WAN)
· Used Globally

Physical Transmission Media
· Twisted wire
· Coaxial cable
· Fibre optics and optical networks
· Wireless transmission media and devices
· Transmission speed

Transmission Speed
· Twisted Wire
· Up to 1GB/s
· Microwave
· Up to 600MB/s
· Satellite
· Up to 600MB/s
· Coaxial Cable
· Up to 1GB/s
· Fibre Optic Cable
· Up to 6TB/s

Internet
· Links hundreds of thousands of individual networks all over the world
· Most homes connect to the internet by subscribing to an Internet Service Provider (ISP)
· Connected with:
· Digital Subscriber Line (DSL)
· Cable Internet connections
· T1 and T3 lines

Internet addressing and architecture
· Every device connected to the Internet has a unique 32-bit numeric IP address
· A Domain Name System (DNS) converts IP addresses to English-like domain names
· The domain name is the English-like name that corresponds to the unique 32-bit numeric IP address

The Future Internet
· IPv6
· Allows 128 bit addresses, which is a quadrillion possible addresses
· Internet2
· Association of agencies working to provide an new robust and high-bandwidth version of the Internet

Internet Services and Communication Tools
· E-mail
· Person-to-person messaging; document sharing
· Usenet newsgroups
· Discussion groups on electronic bulletin boards
· Chatting and instant messaging
· Interactive conversations
· Voice over IP (VoIP)
· Voice in digital form over the Internet
· Unified Communications
· Integrates all communications (voice, data, etc.) into one stream to allow user to switch back and forth
· Virtual Private Networks (VPN)
· Secure, encrypted private network for use internal to an organization

The World Wide Web
· Hypertext Transfer Protocol (HTTP)
· Communications standard used for transferring Web pages
· Uniform resource locators (URLs)
· Addresses of Web pages
· Web servers
· Software for locating and managing Web pages

Searching for information on the Web
· Search engines
· Started in early 1990s as relatively simple software programs using keyword indexes
· Today, major source of Internet advertising revenue via search engine marketing, using complex algorithms and page ranking techniques to locate results
· Shopping bots
· Uses intelligent agent software for searching Internet for shopping information

The Internet
· Intranet:
· An internal organizational network that provides access to data across the enterprise
· Protected from public with firewalls
· Extranet:
· Authorized visitors (vendors, customers) are given limited access to an internal intranet

Wireless computer networks and Internet access
· Bluetooth
· Wi-Fi
· Wi-Fi and wireless Internet access
· WiMax
· Broadband cellular wireless and emerging wireless services

Radio frequency identification (RFID)
· Use tiny tags with embedded microchips containing data about an item and location, and antenna
· Tags transmit radio signals over short distances to special RFID readers, which send data over network to computer for processing
· Active RFID
· Tags have batteries, data can be rewritten, range is hundreds of feet, more expensive
· Passive RFID
· Range is shorter, also smaller, less expensive, powered by radio frequency energy

Wireless sensor networks
· Networks of hundreds or thousands of interconnected wireless devices in a physical environment to provide measurements of many points over large spaces
· Used to monitor building security, detect hazardous substances in air, monitor environmental changes, traffic, or military activity
· Devices have built-in processing, storage, and radio frequency sensors and antennas
· Require low-power, long-lasting batteries and ability to endure in the field without maintenance
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Organizing Data in a traditional file environment

File organization terms and concepts
· bits<bytes (single character)<field (group of bytes into word or something)<record (group of related fields)< file (group of records of the same type)
· group of related files is called a database
· each characteristic decribing an entity is called an attribute.
· Entity: person, place, thing about which info is maintained and collected

Problems with the traditional file environment
· often accounting, finance, manufacturing, hr and sales/marketing each develop their own systems and data files
· resulting problems:
· Data redundancy and inconsistency: duplicate data that might not even have the same values in different systems. 
· wastes storage space.
· Program-data Dependence: coupling of data stored in files and the specific programs required to update and maintain those files so that changes in programs require changes in the data.
· Lack of flexibility: traditional file system can deliver routine scheduled reports but cannot deliver ad hoc reports or respond to unanticipated info requirements quickly.
· Poor security: access to and dissemination of info may be out of control. No way of knowing who is accessing/changing data.

Database management systems (DBMS)
· software that permits an organization to centralize data.
· relives the programmer or end user from the task of understanding where or how the data are actually stored by separating the logical and physical views of the data.
· Logical view: presents data as it would be perceived by end users
· Physical view: shows how data is actually organized and structured on physical storage media.
· DBMS reduce redundancy ad inconsistency by minimizing files in which the same data is repeated.
· Relational DBMS: represent data as two-dimensional tables (relations or tuples)
· can be combined easily to deliver data required by users, provided that the two tables share a common data element.
· Object oriented DBMS: stores data such as drawings, images, photos, audio and videos.
· relatively slow compared with relational DBMS for processing large numbers of transactions.
· hybrid object-relational DBMS available to combine both.

Capabilities of Database management systems
· capabilities for organizing, managing and accessing data in the database
· Data definition: specifies the structure of the content of the database
· data dictionary: automated or manual file that stores definitions of data elements and their characteristics.
· Querying and reporting
· data manipulation language is used to add, delete and retrieve data in the database.
· Prominent data manipulation language today is Structured Query Language. (SQL)

Designing Databases
· to create database you must understand the relationships among data, the type of data that will be maintained, how it will be used and how the organization will need it.
· Normalization and entity relationship diagrams
· conceptual database design describes how the data elements in the database are to be grouped.
· Design process identifies relationships among data elements
· identifies redundant data elements and the grouping of data elements required for specific application programs.
· Normalization: process of creating small, stable yet flexible and adaptable data structures from groups of data.
· Relational database systems try to enforce referential integrity rules to ensure that relationships between coupled tables remain consistent.
· Distributed database: stored in more than one physical location.

Using databases to improve business performance and decision making
· databases used to keep track of basic transactions. Keeping track of customers, paying employees, etc.
· also provide info to businesses so they can make better decisions.

Data warehouses
· stores current and historical data of potential interest to decision makers.
· consolidates and standardizes info from different operational databases.
· Data mart: subset of a data warehouse in which a summary or highly focused portion of the organization’s data is placed.

Business Intelligence, Multidimensional Data analysis and data mining
· Business intelligence: consolidating, analyzing and providing access using data to help users make better decisions.
· Online Analytical Processing (OLAP): supports multidimensional data analysis, enabling users to view the same data in different ways using multiple dimensions.
· Data mining: provides insights into corporate data that cannot be obtained with OLAP b/c it find hidden patterns in large databases.
· Types of info obtainable from data mining include: 
· associations: occurrences linked to a single event
· sequences: events linked over time
· classifications: recognizes patterns that describe the group to which an item belongs. 
· clusters: works in a manner similar to classification when no groups have yet been defined.
· forecasts: uses a series of existing values to predict what future values will be.
· Predictive analysis: uses data mining techniques, historical data and assumptions about future conditions to predict outcomes of events.
· Text mining and web mining
· text mining tools: extract key elements from large unstructured data sets, discover patterns and relationships and summarize the information.
· web mining: discovery and analysis of useful patterns and info from the WWW.

Databases and the web
· many “back end” databases don't understand HTML so the web server translates it to SQL.
· in a client/server environment, the DBMS resides on a dedicated computer called a database server.
· Advantageous to using the web to access an organization’s internal databases. Cheaper and easier to use.

Managing Data Resources

Establishing an Info Policy
· Specifies the organization’s rules for sharing, dissemination, acquiring, standardizing, classifying and inventorying info.
· lays out procedures and accountabilities, identifying which users can share info and where it can be distributed.
· Data administration: is responsible for the specific policies and procedures through which data can be managed as an organizational resource.
· large organization will also have a database design and management group withing the corporate information systems division that is responsible for defining and organizing the structure and content of the database and maintaining it.

Ensuring data quality
· data that is inaccurate, untimely or inconsistent with other sources of info lead to incorrect decisions, product recalls and financial losses.
· inaccurate data in criminal justice and national security databases might even subject you to unnecessary surveillance or detention.
· if a database is properly designed and enterprise-wide data standards established duplicated or inconsistant data elements should be minimal.
· Most data problems occur during data input (misspelled names etc.)
· Data quality audit: survey of the accuracy and level of completeness of the data in an info system.
· Data cleansing (data scrubbing): activities for detecting and correcting errors in a database.
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Internet vulnerabilities
· Vulnerable to outside attacks
· Abuses can have widespread impact
· E-mail increases system vulnerability

Wireless security challenges
· Radio frequency bands are easy to scan
· The service set identifiers (SSID) identifying the access points broadcast multiple times
· Often no protections against war driving
· War driving is finding unsecured Wi-Fi spots using a portable device (Laptop, Phone, etc.) while moving in a vehicle

Malicious Software: Viruses, worms, Trojan Horses, and Spyware
· Computer viruses
· Rogue software programs that attach to other programs in order to be executed, usually without user knowledge or permission
· Worms:
· Programs that copy themselves from one computer to another over networks
· Can destroy data, programs, and halt operation of computer networks
· Trojan Horse:
· A software program that appears to be benign, but then does something unexpected
· Often “transports” a virus into a computer system
· Name is based on Greek ruse during Trojan war
· Delivers a payload
· Can spread by email attachments

Computer Crime
· Hackers
· People who attempt to gain unauthorized access to a computer system
· Cracker
· Hacker with criminal intent
· Cybervandalism
· Intentional disruption, defacement, or destruction of a Web site or system

Methods
· Spoofing
· Pretending to be someone else, or redirecting a Web link to an unintended address
· Sniffing
· A program that monitors information travelling over a network
· Denial of Service (DoS) Attacks
· Flooding a server with false communications in order to crash the system
· Distributed DoS
· Numerous computers to crash the network

Computer Crime
· Identity theft
· A crime in which the imposter obtains key pieces of personal information
· Phishing
· Setting up fake Web sites or sending email messages that look legitimate, and using them to ask for confidential data
· Pharming
· Redirects users to a bogus web site
· Click Fraud
· Falsifys clicks for profit
· Cyberterrorism and Cyberwarfare
· Exploitation of systems by terrorists
· Internal Threats
· Employees
· Software vulnerability

Risks
· Inadequate security and control may create serious legal liability
· Businesses must protect the information of their customers, employees, business partners and themselves.
· Failure to do so can lead to costly legal battles for data exposure or theft
· A good security and control framework that protects business information assets can produce a high return on investment

Access Control
· Authentication
· Username and Password
· Token
· Smart card
· Biometric authentication

Security Measures
· Firewalls
· Hardware and software controlling flow of incoming and outgoing network traffic
· Packet Filtering
· Network Address Translation (NAT)
· Application proxy filtering
· Intrusion Detection Systems
· Full-time monitoring tools placed at the most vulnerable points of the corporate networks to detect and deter intruders 
· Antivirus and Antispyware
· Checks computer systems for viruses
· Encryption and Public Key Infrastructure
· Coding and scrambling of messages to prevent unauthorized access to, or understanding of, the data being transmitted
· Secure Socket Layer (SSL), and its successor Transport Layer Security (TLS)
· Secure Hypertext Transfer Protocol (S-HTTP)
· Public key encryption:
· Uses two different keys, one private and one public. The keys are mathematically related so that data encrypted with one key can be decrypted using only the other key
· Message integrity
· The ability to be certain that the message being sent arrives at the proper destination without being copied or changed
· Digital signatures and digital certificates
· Public Key Infrastructure (PKI)
· Ensuring System Availability:
· Online transaction processing
· Fault-tolerant computing
· High-availability computing
· Controlling Network Traffic
· Deep packet inspection
· Security Outsourcing
· Ensuring Software Quality

Chapter 9
Degrees of organizational change (Low Risk with Low Return to High Risk with High Return)
· Automation
· Mechanizing procedures to speed up the performance of existing tasks
· Rationalization of procedures
· The streamlining of standard operating procedures
· Business process reengineering
· Redesign of business processes to reorganize workflows and reduce waste and repetitive tasks
· Paradigm shift
· Radical reconceptualization of the nature of the both the business and the organization

Steps in Effective Reengineering
· Select Business Processes
· Strategic analysis
· Identify
· Inputs and outputs to a  business process
· Flow of products and/or services
· Network of activities and buffers in the process
· All resources
· Information structure and flow
· Process owners
· Process actors and decision makers
· Understand how much processes cost and time to perform
· Think about how IT can be used improve processes

Process Improvement
· Business Process Management (BPM)
· Methodology and tools for revising the organization’s business processes enabling continual improvements
· Workflow management
· Business process modelling
· Quality management
· Change management
· Total Quality Management
· Quality is the responsibility of all people and functions within an organization
· Six Sigma
· –Measure of quality 
· Ex. 3.4 defects per million opportunities

System Development
· Systems analysis
· The analysis of a problem that the organization will try to solve with an information system
· Feasibility study
· Determine whether the solution is achievable, given the organization’s resources and constraints
· Establish information requirements
· Who needs what information, where, when, and how
· Systems design
· Shows how an information system will fulfill the objectives determined during systems analysis
· The role of end users
· Users must have sufficient control over the design process to ensure that the system reflects their business priorities and information needs
· Completing the systems development process
· Programming
· Translating the system specifications prepared during the design stage into program code
· Testing
· Determine whether the system produces the desired results under known conditions
· Unit testing (program testing)
· Testing each program separately in the system
· System testing
· Testing the information system as a whole to determine if discrete modules function together as planned
· Acceptance testing
· Provides the final certification that the system is ready to be used in a production setting
· Conversion
· Moving from the old system to the new system
· Parallel Strategy
· Direct Cutover Strategy
· Pilot Study
· Phased Approach
· Production and Maintenance

Traditional systems lifecycle
· Oldest method for building information systems
· Phased approach 
· Divides development into formal stages
· Follows “waterfall” approach: Tasks in one stage finish before another stage begins
· Maintains formal division of labor between end users and information systems specialists
· Emphasizes formal specifications and paperwork
· Still used for building large complex systems
· Can be costly, time-consuming, and inflexible

Prototyping
· Building experimental system rapidly and inexpensively for end users to evaluate
· Prototype
· Working preliminary version of information system
· Approved prototype serves as template for final system
· Steps in prototyping
· Identify user requirements
· Develop initial prototype
· Use prototype
· Revise and enhance prototype

End-user development:
· Uses fourth-generation languages to allow end-users to develop systems with little or no help from technical specialists
· Fourth generation languages
· Less procedural than conventional programming languages (Programs that does the coding for you after filling in information)
· PC software tools
· Query languages
· Report generators
· Graphics languages
· Application generators
· Application software packages
· Very high-level programming languages
· Advantages:
· More rapid completion of projects
· High-level of user involvement and satisfaction
· Disadvantages
· Not designed for processing-intensive applications
· Inadequate management and control, testing, documentation
· Loss of control over data
· Managing end-user development
· Require cost-justification of end-user system projects
· Establish hardware, software, and quality standards

Application software packages
· Save time and money
· Many packages offer customization features
· Allow software package to be modified to meet unique requirements without destroying integrity of package software
· Evaluation criteria for systems analysis include
· Functions provided by the package
· Flexibility
· User friendliness
· Hardware and software resources
· Database requirement
· Installation and maintenance efforts
· Documentation
· Vendor quality
· Cost 
· Request for Proposal (RFP)
· Detailed list of questions submitted to packaged-software vendors; used to evaluate alternative software packages

Application Development
· Rapid application development (RAD)
· Process of creating workable systems in a very short period of time
· Utilizes techniques such as:
· Visual programming and other tools for building graphical user interfaces
· Iterative (repeating a process) prototyping of key system elements
· Automation of program code generation
· Close teamwork among end users and information systems specialists
· Joint Application Design (JAD)
· Used to accelerate generation of information requirements and develop initial systems design
· Brings end users and information systems specialists together in interactive session to discuss system’s design
· Can significantly speed up design phase and involve users at intense level
· Agile development
· Focuses on  rapid delivery of working software by breaking large project into several small sub-projects
· Subprojects
· Treated as separate, complete projects
· Completed in short periods of time using iteration and continuous feedback
· Emphasizes face-to-face communication over written documents, allowing collaboration and faster decision making
· Component-based development
· Groups of objects that provide software for common functions (e.g., online ordering) and can be combined to create large-scale business applications
· Web services
· Reusable software components that use XML and open Internet standards (platform independent)
· Enable applications to communicate with no custom programming required to share data and services
· Can engage other Web services for more complex transactions
· Can result in significant cost-savings and opportunities for collaboration with other companies
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Information Resource Management (IRM)
· Process of managing information systems 
· Hardware
· Software
· Data and databases
· Telecommunications
· People and the facilities that house these information system (IS) components

The information systems department
· Employees
· Chief Information Officer (CIO)
· The strategic level manager for information systems
· A member of senior management
· Ensures that all IS plans, systems, and operations support the organization’s overall strategy
· MIS steering committee
· Sets policy and priorities for the IS department
· Approves budgets for major projects
· Reviews progress reports for major projects
· Manage computer operations
· Manage systems development and systems development projects
· Manage IS personnel
· Budget for the department and others in the organization who use computers
· Plan for the strategic, tactical, and operational level systems and for the IS department’s operations
· Justify financial investment in information systems

Managing Systems Development
· Systems operators
· Run hardware, ensure backups are completed
· Data entry operators
· Enter data in computer-readable format
· Network managers
· Web masters

Managing Personnel
· Non computer scientists find careers with IS departments
· IS professionals demand high salaries
· Skilled Canadians being hired by U.S. companies
· Difficulty of keeping skills up-to-date

Managing Budgets
· IS projects often run over budget
· How to justify financial investments in IS

Project Management
· Consequences of Poor Management
· Cost overruns
· Time slippage
· Technical shortfalls impairing performance
· Failure to obtain anticipated benefits
· Objectives
· Definition of a project
· Project Management
· Scope

Selecting Projects
· Critical success factors
· Principal method:
· Interviews with 3-4 top managers to identify goals and resulting CSFs
· Personal CSFs aggregated into small number of firm CSFs
· Systems built to deliver information on CSFs
· Suitable for top management, building DSS and ESS
· Disadvantages:
· No clear methods for aggregation of personal CSFs into firm CSFs
· Confusion between individual CSFs and organizational CSFs
· Bias towards top managers

System Portfolio
· High Risk, High Benefit
· Cautiously Examine
· Low Risk, High Benefit
· Identify and Develop
· High Risk, Low Benefit
· Avoid
· Low Risk, Low Benefit
· Routine Projects

Scoring Models
· A quick method for arriving at a decision on alternative systems
· The most important outcome of a scoring model is not the score but agreement on the criteria used to judge a system
· Best practice is to cycle through the scoring model several times, changing the criteria and weights, to see how sensitive the outcome is to reasonable changes in criteria

Information system costs and benefits
· Tangible benefits:
· Can be quantified and assigned monetary value
· Systems that displace labor and save space:
· Transaction and clerical systems
· Intangible benefits:
· Cannot be immediately quantified but may lead to quantifiable gains in the long run
· Ex. more efficient customer service or enhanced decision making
· Systems that influence decision making:
· ESS, DSS, collaborative work systems

Capital budgeting for information systems
· Measure value of investing in long-term capital investment projects
· There are various capital budgeting models used for IT projects:
· Payback method
· accounting rate of return on investment
· net present value
· internal rate of return (IRR)

Real options pricing models (ROPM)
· Can be used when future revenue streams of IT projects are uncertain and up-front costs are high
· Use concept of options valuation borrowed from financial industry
· Gives managers flexibility to stage IT investment or test the waters with small pilot projects or prototypes to gain more knowledge about risks before investing in entire implementation

Limitations of financial models
· Does not include social and organizational dimensions that may affect costs and benefits

Managing Project Risk
· Controlling risk factors
· Managing technical complexity
· Formal planning and control tools
· Increasing user involvement and overcoming user resistance
· Designing for the organization
· Sociotechnical design
· Project management software tools
· Dimensions of project risk
· Level of project risk influenced by:
· Project size
· Indicated by cost, time, number of organizational units affected
· Organizational complexity also an issue
· Project structure
· Structured, defined requirements  run lower risk
· Experience with technology
· Change management
· Required for successful system building
· New information systems have powerful behavioral and organizational impact
· Changes in how information is used often lead to new distributions of authority and power
· Internal organizational change breeds resistance and opposition
· Implementation
· All organizational activities working toward adoption, management, and routinization of an innovation
· Change agent
· One role of systems analyst
· Redefines the configurations, interactions, job activities, and power relationships of organizational groups
· Catalyst for entire change process
· Responsible for ensuring that all parties involved accept changes created by new system
· Role of end users
· With high levels of user involvement
· System more likely to conform to requirements
· Users more likely to accept system
· User-designer communication gap:
· Users and information systems specialists
· Different backgrounds, interests, and priorities
· Different loyalties, priorities, vocabularies
· Different concerns regarding a new system
· Management support and commitment
· Positive perception by both users and technical staff
· Ensures sufficient funding and resources
· Enforcement of required organizational changes
· Controlling risk factors
· First step in managing project risk involves identifying nature and level of risk of project
· Each project can then be managed with tools and risk-management approaches geared to level of risk
· Managing technical complexity
· Internal integration tools
· Project leaders with technical and administrative experience
· Highly experienced team members
· Frequent team meetings
· Securing of technical experience outside firm if necessary
· Formal planning and control tools
· Document and monitor project plans
· Help identify bottlenecks and determine impact of problems on project completion times
· Chart progress of project against budgets and target dates
· Gantt chart
· Lists project activities and corresponding start and completion dates
· Visual representation of timing of tasks and resources required
· PERT chart
· Portrays project as network diagram
· Nodes represent tasks
· Arrows depict task dependencies
· Increasing user involvement and overcoming user resistance
· External integration tools consist of ways to link work of implementation team to users at all organizational levels
· Active involvement of users
· Implementation team’s responsiveness to users
· Strategies to overcome user resistance
· User Participation
· User education and training
· Management edicts and policies
· Incentives for cooperation
· Improvement of end-user interface
· Resolution of organizational problems prior to introduction of new system
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Global business drivers
· General cultural factors
· Global communication and transportation technologies
· Development of global culture
· Emergence of global social norms
· Political stability
· Global knowledge base
· .Specific business factors
· Global markets
· Global production and operations
· Global coordination
· Global workforce
· Global economies of scale

Business Challenges
· Cultural particularism:
· Regionalism
· Nationalism
· Language differences
· Social expectations
· Brand-name expectations
· Work hours
· Political laws:
· Transborder data and privacy laws
· Commercial regulations
· Standards:
· Different Electronic Data Interchange (EDI)
· Telecommunications standards
· Reliability:
· Phone networks not uniformly reliable
· Speed:
· Different data transfer speeds, many slower than Canada
· Personnel:
· Shortages of skilled consultants

State of the art
· Most companies have inherited patchwork international systems using 1960s-era
· Batch-oriented reporting
· Manual entry of data from one legacy system to anothe
· Little online control and communication
· Significant difficulties in building appropriate international architectures
· Planning a system appropriate to firm’s global strategy
· Structuring organization of systems and business units
· Solving implementation issues
· Choosing right technical platform

Global strategies and business organization
· Organizational Structure
· Centralized
· In the home country
· Decentralized/dispersed
· To local foreign units
· Coordinated
· All units participate as equals
· Main global strategies
· Domestic exporter
· Multinational
· Franchisers
· Transnational


	Business Function
	Domestic Exporter
	Multinational
	Franchiser
	Transnational

	Production
	Centralized
	Dispersed
	Coordinated
	Coordinated

	Finance/Accounting
	Centralized
	Centralized
	Centralized
	C

	Sales/Marketing
	Mixed
	Dispersed
	Coordinated
	Coordinated

	Human Resources
	Centralized
	Centralized
	Coordinated
	Coordinated

	Strategic Management
	Centralized
	Centralized
	Centralized
	Coordinated



Global systems to fit the strategy
· Configuration, management, and development of systems tend to follow global strategy chosen
· Centralized
· Systems development and operation occur totally at domestic home base
· Duplicated
· Development occurs at home base but operations are handed over to autonomous units in foreign locations
· Decentralized
· Each foreign unit designs own solutions and systems
· Networked
· Development and operations occur in coordinated fashion across all units

Develop a global company and information systems support structure:
1 Organize value-adding activities along lines of comparative advantage
· Ex. Locate functions where they can best be performed, for least cost and maximum impact
2 Develop and operate systems units at each level of corporate activity
· Regional, national, and international
3 Establish at world headquarters
· Single office responsible for development of international systems
· Global CIO position

Principle management challenges in developing global systems
· Agreeing on common user requirements
· Introducing changes in business processes
· Coordinating application development
· Coordinating software releases
· Encouraging local users to support global systems

Fixing Disorganization on a global scale
· Global systems strategy
1 Define the core business processes
2 Identify the core systems to coordinate centrally
3 Choose an approach
· Incremental
· Grand design
· Evolutionary
4 Make the benefits clear
5 Results of the capital budgeting analysis
· Share only core systems
· Core systems support functionality critical to firm
· Partially coordinate systems that share some key elements
· Do not have to be totally common across national boundaries
· Local variation desirable
· Peripheral systems
· Need to suit local requirements only

Managing Global Systems
1 Define core business processes
2 Identify core systems to coordinate centrally
3 Choose an approach
· Piecemeal and grand design approaches tend to fail
· Evolve transnational applications incrementally from existing applications
4 Make benefits clear
· Global flexibility
· Gains in efficiency
· Global markets and larger customer base unleash new economies of scale at 
· production facilities
· Optimizing corporate funds over much larger capital base

Management solution
· Agreeing on common user requirements
· Introducing changes in business processes
· Coordinating applications development
· Coordinating software releases
· Encouraging local users to support global systems

Technology challenges of global systems
· Computing platforms and systems integration
· How new core systems will fit in with existing suite of applications developed round globe by different divisions
· Standardization
· Data standards
· Interfaces
· Software
· Connectivity
· Internet does not guarantee any level of service
· Many firms use private networks and VPNs
· Low penetration of PCs, outdated infrastructures in developing countries
· Software
· Integrating new systems with old
· Human interface design issues, languages
· Software localization: converting software to operate in second language
· Most important software applications:
· TPS and MIS
· Increasingly, SCM and enterprise systems to standardize business processes
Applications that enhance productivity of international teams
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Enterprise systems
· Suite of integrated software modules and a common central database
· The database collects data from many different divisions and departments in a firm and from a large number of business processes
· Information collected from one process can be accessed and used by other processes in the firm
· Built around thousands of predefined business processes that reflect best practices
· Finance/accounting
· General ledger, accounts payable, etc.
· Human resources
· Personnel administration, payroll, etc.
· Manufacturing/production
· Purchasing, shipping, etc.
· Sales/marketing
· Order processing, billing, sales planning, etc.
· To implement, firms:
1 Select functions of system they wish to use
2 Map business processes to software processes
3 Use software’s configuration tables for customizing
· Business Value of Enterprise Software
· A more uniform organization
· More efficient operations and customer-driven business processes
· Firm-wide information for improved decision making

Supply Chain Management System
· The supply chain
· A network of organizations and business processes for procuring raw materials
· Supplier would be Tier 1
· Supplier’s Supplier would be Tier 2
· Supplier’s Supplier’s Supplier would be Tier 3
· Firm’s Distributor to Retailer to Customer would be Downstream
· Information Systems and Supply Chain Management
· Inefficiencies cut into a company’s operating costs
· Can waste up to 25% of operating expenses
· Just-in-time strategy:
· Components arrive as they are needed
· Finished goods shipped after leaving assembly line
· Safety stock
· Buffer for lack of flexibility in supply chain
· Bullwhip effect
· Information about product demand gets distorted as it passes from one entity to next across supply chain
· Supply Chain Management Software
· Supply chain planning systems
· Model existing supply chain
· Demand planning
· Optimize sourcing, manufacturing plans
· Establish inventory levels
· Identifying transportation modes
· Supply chain execution systems
· Manage flow of products through distribution centers and warehouses
· Global Supply Chains and the Internet
· Before Internet, supply chain coordination hampered by difficulties of using disparate internal supply chain systems
· Enterprise systems supply some integration of internal supply chain processes but not designed to deal with external supply chain processes
· Intranets
· To improve coordination among internal supply chain processes
· Extranets
· To coordinate supply chain processes shared with their business partners	
· Models
· Push Model
· Supplier forecasts amount to make
· Manufacturer makes based on forecasts
· Distributor receives inventory based on forecasts
· Retailer stocks based on forecasts
· Customers buy what’s on the shelves
· Pull Model
· Customer makes an order
· Retailer stocks on order
· Distributor stocks on order
· Manufacturer processes the order
· Supplier supplies for order
· Business Value of Supply Chain Management Systems
· Match supply to demand
· Reduce inventory levels
· Improve delivery service
· Speed product time to market
· Use assets more effectively
· Reduced supply chain costs
· Increased sales

Customer Relationship
· Customer relationship management software
· Capture and integrate customer data from across the organization
· Consolidate the data
· Analyze the data
· Distribute the results to various systems and customer touch points across the enterprise
· Touch Point
· Method of interaction with the customer
· CRM Software
· More comprehensive packages have modules for:
· Partner relationship management (PRM)
· Employee relationship management (ERM)
· Most packages have modules for
· Sales force automation (SFA)
· Sales prospect and contact information, and sales quote generation capabilities; etc.
· Customer service
· Assigning and managing customer service requests; Web-based self-service capabilities; etc.
· Marketing
· Capturing prospect and customer data, scheduling and tracking direct-marketing mailings or e-mail; etc.
· Business value of customer relationship management
· Increased customer satisfaction
· Reduced direct-marketing costs
· More effective marketing
· Lower costs for customer acquisition/retention
· Increased sales revenue
· Reduced churn rate
· Churn rate:
· Number of customers who stop using or purchasing products or services from a company.
· Indicator of growth or decline of firm’s customer base

Enterprise Applications
· Challenges
· Highly expensive to purchase and implement enterprise applications
· Total cost may be 4 to 5 times the price of software
· Requires fundamental changes
· Technology changes
· Business processes changes
· Organizational changes
· Incurs switching costs, dependence on software vendors
· Requires data standardization, management, cleansing
· Next generation enterprise applications
· Enterprise solutions / suites:
· Replacing stand-alone enterprise, CRM, SCM systems
· Make these applications more flexible, Web-enabled, integrated with  other systems
· Open-source and on-demand applications
· SaaS, Salesforce.com
· Service platform
· Integrates multiple applications to deliver a seamless experience for all parties
· Order-to-cash process
· Portals:
· Increasingly, new services delivered through portals
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Technology Foundations
· Wireless Internet Connections
· Rich Site Summary or Really Simple Syndication (RSS)
· Computing and Networking component prices continue to fall
· New Internet-based models of computing expand B2B opportunities

Why E-commerce is different
· Ubiquity (Being everywhere at once)
· Internet/Web technology available everywhere: work, home, etc., and anytime
· Marketplace removed from geographic locations to become “marketspace”. Enhanced customer convenience and reduced shopping costs
· Global reach
· The technology reaches across national boundaries, around Earth
· Commerce enabled across cultural and national boundaries seamlessly and without modification. Marketspace includes, potentially, billions of consumers and millions of businesses worldwide.
· Universal standards
· One set of technology standards: Internet standards
· Different computer systems easily communicate with each other.
· Lower market entry costs (costs merchants must pay to bring goods to market). 
· Lower consumers’ search costs (effort required to find suitable products)
· Richness
· Supports video, audio, and text messages
· Possible to deliver messages with text, audio, and video simultaneously to large numbers of people. Video, audio, and text marketing messages can be integrated into single marketing message and consumer experience.
· Interactivity
· The technology works through interaction with the user
· Consumers engaged in dialog that dynamically adjusts experience to the individual. Consumer becomes co-participant in process of delivering goods to market.
· Information density
· Increases in information density
· Total amount and quality of information available to all market participants 	
· Greater price transparency. Greater cost transparency. Enables merchants to engage in price discrimination
· Transparency means the amount of information available about something
· Personalization/customization
· Technology permits modification of messages, goods
· Personalized messages can be sent to individuals as well as groups.
· Ex. Logging in to a website, and it says “Welcome Back Mr. X”
· Products and services can be customized to individual preferences.
· Social Technology
· Technology promoting user content generation and social networking 
· New Internet social and business models enable user content creation and distribution, and support social networks.

Digital Markets and Digital Goods
· Information Asymmetry
· study of decisions in transactions where one party has more or better information than the other
· Lower Menu Costs
· Dynamic Pricing
· Disintermediation (Less use of banks to borrow money)
· Digital Goods

Internet Business Models
· Virtual storefront
· Sells goods or services online 
· Ex. Chapters.indigo.ca
· Information broker
· Provides information on products or services 
· Ex. Edmunds.com
· Transaction broker
· Provides online transaction facility 
· Ex. Expedia.ca
· Online marketplace
· Provides a trading platform for individuals and firms
· Ex. eBay.ca
· Content provider
· Creates revenue by  providing content 
· Ex. Yahoo.ca, Canada.com
· Online service provider
· Provides online services, including search service
· Ex. Salesforce.com, Xdrive.com
· Virtual community
· Provides an online community to focused groups 
· Ex. facebook.com, youtube.com
· Portal
· Provides initial point of entry to Web, specialized content, services 
· Ex. Yahoo.ca, MSN.ca
· Pure-Play
· Uses only the internet to conduct business

ClickStream
· Tracks the user’s activity on a site, and uses that information to know what is popular and what is not. Also shows what goes with what
· Amazon’s “Here is what other people bought with this item”

Communication and Social Networking
· Banner ads
· Pop-up ads
· Social networking sites
· Social shopping

Digital Content, Entertainment, and Services
· Podcasting
· Portals
· Syndicators
· Pure-play versus clicks-and-mortar

Types of electronic commerce
· Business-to-customer (B2C)
· Retailing of products and services directly to individual customers
· Ex. Chapters.Indigo.ca
· Business-to-business (B2B)
· Sales of goods and services to other businesses 
· Ex. ChemConnect
· Consumer-to-consumer (C2C)
· Individuals using the Web for private sales or exchange
· Ex. eBay.ca 
· M-commerce
· Mobile commerce
· Applications
· Content and location-based services
· Banking and financial services
· Wireless advertising
· Games and entertainment
· Accessing information from the wireless Web
· M-Commerce challenges
· Limitations
· Data limitations
· Small display screens

Types of electronic payment systems
· Digital credit card payment systems
· Digital wallet
· Stores and automatically enters
· Credit card Number
· Owner identification information
· Name
· Shipping information 
· Micropayment systems
· Accumulated balance digital payment systems
· Used for micropayments ($10 or less)
· Accumulating debit balance that is paid periodically on credit card or telephone bills
· Stored value payment systems
· Enable online payments based on value stored in online digital account
· May be merchant platforms or peer-to-peer 
· Ex. PayPal
· Digital cash
· Peer-to-peer payment systems
· Digital chequing
· Using existing checking accounts for online payments
· Electronic billing presentment and payment systems
· Paying monthly bills through electronic fund transfers or credit cards
· Digital payments systems for m-commerce
· Three types of mobile payment systems in use in Japan
· Stored value system charged by credit cards or bank accounts
· Mobile debit cards
· Mobile credit cards
· In the U.S., the cell phone has not yet evolved into a mobile payment system
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The knowledge management landscape
· knowledge management and collaboration systems are among the fastest growing area of corporate and government software investment.
· Knowledge that cannot be communicated and shares with others is nearly useless. => becomes useful and actionable when shared throughout the firm.

Important dimensions of Knowledge
· there is a difference between data, info, knowledge and wisdom.
· data: streams of raw facts
· Wisdom: thought to be the collective and individual experience of applying knowledge to the solution of problems.
· Tactic knowledge: residing in the minds of employees that has not been documented.
· Explicit: Documented knowledge.
· organizational learning and knowledge management.
· organizations that learn then adjust their behaviour to reflect that learning by creting new business processes and by changing patterns of management decision making. Called “organizational learning”.

The knowledge management value chain
· knowledge management refers to the set of business processes developed in an organization to creat, store, transfer, and apply knowledge.
· Knowledge acquisition
· Knowledge storage
· “ Dissemination
· “ Application
· Building organizational and management capital: collaboration, communities of practice and office environment.
· Communities of practice (COP): informal social networks of professionals and employees within and outside the firm who have similar work-related activities and interests.

Types of knowledge management systems
· enterprise wide knowledge management systems: general purpose firm-wide efforts to collect, store, distribute and apply digital content and knowledge.
· Knowledge work systems (KWS) are specialized systems built for engineers, scientists and other knowledge workers charged with discovering and creating new knowledge for a company.
· Intelligent techniques: data mining, expert systems, neural networks, fuzzy logic, genetic algorithms and intelligent agents.

Enterprise Wide Knowledge Management systems

Enterprise content management systems
· unstructured Knowledge: tactic knowledge
· Structured knowledge: explicit knowledge that exists in formal documents
· enterprise content management systems help organizations manage both types of information.
· Key problem: creation of an appropriate classification scheme or taxonomy to organize info into meaningful categories. Once created, each knowledge object needs to be “tagged” so that it can be easily retrieved.
· Digital asset management systems: help companies classify, store and distribute these digital objects.

Knowledge network Systems
· address problems that arise when the appropriate knowledge is not in the system but instead in the memory of experts in the firm.

Collaboration tools and learning management systems
· social bookmarking: makes it easier to search for an share information by allowing users to save their bookmarks to web pages on a public website and tag these bookmarks with keywords.
· learning management system (LMS): provides tools for the management, delivery, tracking and assessment of various types of employee learning and training.

Knowledge work systems

Knowledge workers and knowledge work: 
· Knowledge workers usually have high levels of education and memberships in professional organization and are often asked to exercise independent judgement as a routine aspect of their work.
· They perform 3 roles that are critical to the organization:
· Keeping the org. current in knowledge as it develops in the external world.
· Serving as internal consultants regarding the areas of their knowledge, changes taking place, and opportunities.
· Acting as change agents, evaluating, initiating and promoting change projects.

Requirements of knowledge Work Systems
· knowledge workers require highly specialized work systems with powerful graphics, analytical tools, and communications and document management capabilities.
· also must give the workers fast and easy access to external databases.
· Knowledge workers are highly paid so its expensive to waste their time.
· Computer aided design (CAD): automates the creation and revision of designs, using computers and sophisticated graphics software.
· Virtual reality systems have visualization, rendering and simulation capabilities that go far beyond those of conventional CAD systems.
· Virtual reality applications developed for the web use a standard called Virtual Reality Modelling Language 9VRML)

Intelligent Techniques
· Expert systems, case based reasoning and fuzzy logic are used for capturing tactic knowledge.
· neural networks and data mining are used for knowledge discovery. 
· They can discover underlying patterns, categories and behaviours in large data sets that could not be discovered by managers alone or by experience.
· Genetic algorithms are used for generating solutions for problems that are too large and complex for human beings to analyze on their own.
· Artificial intelligence (AI) tech, which consists of computer based system that attempt to emulate human behaviour.

Capturing Knowledge; Expert Systems
· intelligent technique for capturing tactic knowledge in a very specific and limited domain of human expertise.
· They model human knowledge as a set of rules that collectively are called the knowledge base.
· The strategy that is used to look through the knowledge base is called the inference engine.
· Forward chaining: inference engine begins with the info entered by the user and searched the rule base to arrive at a conclusion.
· Backward chaining: starts with a hypothesis and proceeds by asking the user questions about selected facts until the hypothesis is either confirmed or disproved.

Organizational Intelligence: Case based reasoning (CBR)
· Descriptions of past experiences of human specialists, represented as cases are stored in a database for later retrieval when the user encounters a new case with similar parameters.

Fuzzy Logic Systems
· rule based technology that can represent the type of imprecision that humans think in.
· can describe a particular phenomenon or process linguistically and then represent that description in a small number of flexible rules.
· can be used to create systems that capture tactic knowledge where there is linguistic ambiguity.

Neural Networks
· used for solving complex, poorly understood problems for which large amounts of data have been collected.
· find patterns and relationships in massive amounts of data that would be too complicated and difficult for a human to analyze.

Genetic Algorithms
· useful for finding the optimal solution for a specific problem by examining a very large number of possible solutions for that problem.

Hybrid AI systems
· Genetic algorithms, fuzzy logic, neural networks and expert systems can be integrated into a single application to take advantage of their best features.

Intelligent Agents
· software programs that work in the background without direct human intervention to carry out specific, repetitive and predicable tasks for an individual user, business process, or software applications.
· Agent based modelling applications have been developed to model the behaivious of consumers, stock markets, and supply chains.




Practice Exam Questions (Some of them Double up)

1 Firewalls Produce _____ of their activivies, which include lists of all dropped packets, and attempts to gain unauthorized access
· Logs
2 The fact that it rained 1.2 inches today is an example of information
· False
3 When an incident is reported ________ is (are) of the essence.
· Speed
4 As software vendors discover security holes in their products they continually issue modifications called "hole repairs."
· False
5 Narrowband connections typically have connection speeds
· less than 56 kbps
6 Most managers will get involved in purchasing computer hardware and building systems.
· False
7 One reason that governance is important is
· to ensure that an organization produces good results while working to avoid bad results
8 A structured decision involves an understood and accepted method for making the decision.
· True
9 A tunnel is a virtual, private pathway over a public or shared network from the VPN client to the VPN server.
· True
10 ________ is another, more common title given to the VP of information systems.
· CIO
11 A copy of the purchase order is sent to the customer.
· False
12 When using Google Docs in a collaborative group project, workflow ensures
· One member’s work does not interfere wiht another member’s work
13 In order to prioritize their activities and protect an organization from risk and loss, security personnel must document the position ________ of all employees.
· sensitivity
14 "PartNumber" would be a good identifier for a part entity in a database application.
· True
15 A ________ must be used to convert an analog signal to a digital one, when trying to transmit data over a typical phone line.
· Modem
16 A company can use products to create competitive advantage by
· Differentiating it’s products
17 Which of the following is a file extension name of an audio file?
· .wav
18 Which of the following makes it difficult for a company to copy a rival's information systems?
·  It takes a long time for a company to master the art of integrating technology and people
19 The Canadian legislation that is similar to the Sarbanes-Oxley Act in the US is the
· Budget Measures act
20 Access' graphical query interface translates statements into ________.
· SQL
21 According to "Outlook on Human Resources in the ICT Labour Market: 2008 - 2015" satisfactory communications and other business skills are important core skills for individuals looking for a career in this industry sector.
· True
22 A spreadsheet is just another type of relational database.
· False
23 In Porter's view of the value chain ________ are important sources of efficiencies that are readily supported by information systems.
· Linkages
24 In Porter's view of the value chain ________ are important sources of efficiencies that are readily supported by information systems.
· ERP
25 Moore's Law states that
· The number of transistors per square inch on a integrated chip doubles every 20 months
26 Doing the right things refers to
· effectiveness
27 VPN stands for "Visual Protocol Network."
· False
28 Broadband communications have transmission speeds in excess of
· 256kbps
29 In today's business world content is just not about collection and distribution. It is also about
· presenting the content appropriately for the audience
30 Porter's model of the value chain and its linkages started a movement to create ________ cross-departmental business systems.
· integrated
31 Which of the following is a file extension name of a video file?
· .mpg
32 VPNs enable remote access with public Internet lines.
· True
33 It is possible for some malware to install itself on your computer by you doing nothing more than opening a(n)
· Web Page
34 A data entry form in Access can be created using the Form tool in the Create tab ribbon.
· True
35 A Virtual Private Network (VPN) is a type of WAN.
· True
36 An IT architecture is like a plan for a city that lays out the street network.
· True
37 Social media applications include
· Social networking sites
38 ________ systems are the backbone of all functional, cross-functional, and inter-organizational systems in an organization.
· OLTP
39 The ongoing process which involves fitting IT architecture to business objective is called
· Alignment
40 MIS is synonymous with IT.
· False
41 To gain a competitive advantage it is important that one be an IT developer.
· False
42 A company should clearly define the security ________ for each position.
· Responsibilities
43 Entities have an ________ which is an attribute whose value is associated with one and only one entity instance.
· Identifier
44 With symmetric encryption, different keys are used; one key encodes the message, and the other key decodes the message.
· False
45 What is the relationship between organizational strategy and information technology planning?
· An organization's competitive strategy is supported through activities in the value chain, which consists of a collection of business processes supported by information systems
46 Any action, device, procedure, technique, or other measure that reduces a system's vulnerability to a threat is a safeguard.
· True
47 Which device listed below is an example of a processing hardware device?
· Main memory
48 In an information system the people and ________ components are considered to be actors since they can take specific actions.
· Hardware
49 ________ systems link up all the direct activities in the organization including logistics, operations, manufacturing, sales and marketing, and support.
· ERP
50 The ongoing process which involves fitting IT architecture to business objective is called
· Alignment
51 Activities transform resources and data into different kinds of resources and data.
· False
52 Which of the following is an assumption about information systems that Ackoff talked about?
· Managers have no problem making decisions if they get the data they need
53 Competitive strategy is supported by operational plans.
· False
54 If Amazon's latest project can not be justified on tangible benefits then a ________ decision must be made.
· Subjective
55 An Executive Information System supports
· Strategic decisions
56 Business Process Modeling deals with
· the by product information about how the process can be improved
57 Competitive strategy is supported through activities in the value chain, which consist of collection of business processes supported by information systems.
· True
58 The review step
· is when the organization reviews the intelligence gathering
59 Data in the CPU is processed in the form of
· Bits
60 The Object-Relationship (OR) technique is the most popular one for creating a data model.
· False
61 In an ideal world, the information systems that a company uses would support the ________ of the company
· competitive strategy
62 Which of the following is the best example of the bargaining power of suppliers?
· The ability of a dominant microprocessor manufacturer to set industry standards and charge premium prices.
63 How do successful professionals often build personal human networks?
· By meeting people at professional and social situations, collecting and passing out cards, and engaging in pleasant conversation
64 A data model should show how users see their world.
· True
65 Data ________ refers to the degree of summarization or detail.
· Granularity
66 As a user, the IS department expects you to
· not report trivial problems
67 Biometric authentication has been around for some time, and because of weaknesses is not likely to see much usage in the future.
· False
68 A collection of records in a relational database can be called a
· relation
69 The description in the table design window is used for ________.
· documentation
70 In Canada, ________ has an agreement with ISACA to recognize a designated specialist in information systems auditing.
· CICA
71 Because Microsoft employs hundreds of programmers from around the world in writing its operating systems, they must have careful procedures for ________ what code gets in.
· controlling
72 ________ is a technique for intercepting computer communications.
· sniffing
73 Information systems must include the use of a computer.
· false
74 When you create subtasks the tasks associated with those subtasks automatically get the
· the duration of the longest subtask
75 A structured decision involves an understood and accepted method for making the decision.
· True
76 The IT industry has more than 100 years of experience acquiring and developing information systems, and over those years methodologies have emerged that successfully deal with these problems.
· false
77 In interviewing users the database designer needs to make sure they include the ______ that users are making.
· assumptions
78 As software vendors discover security holes in their products they continually issue modifications called "hole repairs."
· false
79 Problematic data are termed dirty data.
· true
80 Problematic data are termed dirty data.
· true
81 The principal manager of the IT department is usually called the
· CIO
82 Optical disks are an example of main memory.
· False
83 What is the role of the ISACA?
· Developing knowledge and standards relating to IT audits and IS governance
84 The decision to use batch or real time processing should depend upon
·  the nature of the transactions and the the needs of the organization
85 A(n) ________ is someone who pretends to be a legitimate company and sends e-mail requesting confidential data.
· phisher
86 "Doing the right things" refers to
· effectiveness
87 Optical disks are an example of main memory.
· false
88 The review step
· is when the organization reviews the intelligence gathering
89 Wal-Mart spends more that the industry average on information.
· True
90 ________ would be the best identifier attribute for an employee table.
· Social insurance number
91 You need to create dependencies when one task can not be completed until another task has been completed.
· True
92 Joel wants to connect his 5 home PCs together. Which of the following cables would best suit the purpose?
· Unshielded twisted pair
93 Optical fibre cables carry signals with
· lightrays
94 The term ________ suggests some committee or political party has the ability to decide on expectations for performance, to authorize appropriate resources and power to meet expectation, and perhaps eventually to verify whether expectation have been met.
· governance
95 A 1:N relationship relates ________ record(s) to ________ record(s )in a database.
· one, many
96 Adware is ________ than spyware.
· more benign
97 The purpose of the ________ group within the IS department is to manage the process of creating new information systems as well as maintaining existing ones.
· development
98 Systems that focus on making data collected in OLTP useful for decision making are often referred to as decision support systems.
· True
99 Information systems are not created for the sheer joy of exploring technology.
· True
100 ________ are those for which it is impossible to compute a dollar value.
· Intangible assets
101 In the acronym SMART refers to the characteristics of good information. In SMART the "M" refers to
· Information that is worth it’s cost
102 ISPs are rarely willing to make performance guarantees that commit them to levels of network service quality.
· false
103 Inventory management is an application that is traditionally run in the functional area of
· manufacturing
104 Networks like LinkedIn are not limited in their growth.
· false
105 The SDLC is a 5-phase process.
· True
106 Billy Beane is generally credited with introducing
· scientific and statistical techniques that capture more data for major league baseball.
107 The need to report and disclose IS operational information will require all employees to become familiar with the issues facing IT management.
· True
108 Accounting functions such as the general ledger were usually the last functions in an organization to be computerized.
· False
109 Which of the following can be best described as a disruptive technology?
· Digital music players
110 Knowledge discovery in databases is the purpose of data mining.
· True
111 A bit is a character of data.
· False
112 In symmetric encryption, the same key is used to encode and to decode.
· True
113 Activities transform resources and data into different kinds of resources and data.
· False
114 An understood and accepted method for making decisions is used to make
· structured decisions
115 Sustained competitive advantage requires
· companies find a distinctive Way to compete
116 Resources can not be added to the tasks shown in the Gantt chart.
· False
117 In a ASP agreement an organization contracts a vendor to rent applications on a fee for service basis.
· True
118 A ________ is a set of rules that two communicating devices follow.
· Protocol
119 Computers and printers on a LAN are connected to a ________ to communicate and transmit messages on the LAN.
· Switch
120 The purpose of a(n) ________ is to protect databases and other organizational data.
· Safeguard
121 Competitive strategy is supported by operational plans.
· False
122 A tunnel is a virtual, private pathway over a public or shared network from the VPN client to the VPN server.
· True
123 ________ support all of the primary business processes as well as the human resources and accounting support processes.
· Enterprise resource planning systems
124 E-commerce does not impact the flow of price information to the consumer.
· False
125 It is usually alright if you make a backup of the company database and take it home with you.
· False
126 Spreadsheets were a ________ factor in the early adoption of personal computers.
· Major
127 Main memory holds the program instructions for applications that are currently being processed.
· True
128 What is the relationship between organizational strategy and information technology planning?
· An organization's competitive strategy is supported through activities in the value chain, which consists of a collection of business processes supported by information systems.
129 The operations group in the IT department
· Manages the computing infrastructure
130 Which of the following systems fosters innovation, improves customer service, increases organizational responsiveness by getting products and services to market faster, and reducing costs?
· Knowledge management systems
131 If you were a finance graduate you would need to
· Be familiar with issues facing information technology
132 ISPs are rarely willing to make performance guarantees that commit them to levels of network service quality.
· false
133 One problem with collaborating with supply chain partners and installing a partner's inter-organizational system on your company's machines is that they could use it to infiltrate your company's systems.
· True
134 Which of the following is a file extension name of a graphics file?
· .bmp
135 Because they have input into the inventory management process, both suppliers and customers are viewed as
· resouces
136 A database form translates inputted changes into a SQL query in order for the database to process them.
· True
137 Which of the following systems fosters innovation, improves customer service, increases organizational responsiveness by getting products and services to market faster, and reducing costs?
· Knowledge management systems
