Chapter 7: Databases and data Warehouses

Outline:
· Introduction
· Low quality information
· High quality information
· Databases - basics 
· Databases - what?
· Databases - advantages
· Databases - relational database
· Databases - primary vs. foreign key
· Databases - relations
· DBMS
· Data Warehouses
· Databases & Data Warehouses - from operations to analysis

Introduction

Databases and data warehouses are at the centre of all information systems discussed in this course

· Databases
·  store the information necessary for day to day transactions (operational level)
· Data Warehouses
·  store information for analysis and decision making (management and strategic levels)

Information Granularity

· Refers to the extent of detail within the information (fine and detailed or coarse and abstract information)
· Highly granulized – large amount of detail
· Coarse Granularity – highly summarized information

Low Quality Information
· Missing 
· Incomplete 
· Inaccurate 
· Duplication
· Wrong 

Costs of Poor Quality Information (related to CRM)

· Inability to accurately track customers
· Difficulty identifying the organizations most valuable customers
· Inability to identify selling opportunities
· Difficulty tracking revenues
· Inability to build strong relationships with customers


High Quality Information must be:

· Accurate 
· Is the name spelled correctly?
· Complete
· Is the address complete (street, city, province, postal code)?
· Consistent
· Does the total field equal the total of the individual fields?
· Unique
· Are there any duplicate customers?
· Timely
· Is information updated weekly, daily, or hourly?

High Quality information can improve the chances of making a good decision and directly increase an organizations bottom line. 

Databases Fundamentals

Organizations must:
· Determine what information it requires
· Acquire that information
· Organize the information in a meaningful fashion
· Assure the information quality
· Provide software tools so that employees throughout the organization can access the information they require


Databases
· Maintains information about various types of objects, events, and people

Database Management Systems (DBMS)
· Is software through which users and application programs interact with a database

Different Database Models
· Hierarchical database model
· Information is organized into tree-like structure that allows repeating information using parent/child relationships
· Network Database Model
· Flexible way of representing objects and their relations
· Allows each record to have multiple parent and child records
· Lattice structure
· Relational database Models
· What we work with today
· Logically related two-dimensional tables

Database Advantages
· Increased Flexibility
· Physical view
· How information is actually stored
· i.e. hard drive
· Logical View
· Focuses on how users logically access information to meet business needs
· Databases support multiple logical views
· Increased scalability and performance
· Scalability is how well a database can adapt to increased demands
· Performance measures how quickly a system performs a certain process or transaction
· Reduced redundancy
· Reducing the amount of duplicate information
· i.e. Excel
· Increased Integrity
· Integrity constraints help ensure quality of information
· Relational integrity enforces basic and fundamental information constraints
· Increased Security
· Passwords
· Access Levels
· Ensures people have access only to the information they need
· Access Controls


Relational Database fundamentals
· Entities
· A person
· Entity Classes
· A collection of similar entities
· Attributes
· Fields or columns
· Characteristics or properties of a property class

Keys and Relationships
· Primary key
· a field (or group of fields) that uniquely identifies a given entity in a table
· Foreign key
· a primary key of one table that appears as an attribute in another table and provides a logical relationship between the two tables

Database Management System

· Data Definition Component
· Helps create and maintain the data dictionary
· Data dictionary a file that
·  stores definition of data types 
· Identifies the primary and foreign keys
· Maintains relationships among tables
· Data Manipulation Component
· Allows users to create, read, update and delete data in a database
· View allows users to see the contents of a database and make changes, sort and query the database
· Report generators allow users to define formats for reports along with what data they want to see
· Application Generation and Data Administration Components
· Application generation component includes tools for creating visually appealing and easy to use applications
· i.e. visual basic for access
Data administration component provides tools for managing the overall database environment by providing facilities for backup, recovery, security and performance. 





Levels of Data

· Bit
· Smallest unit of data; binary digit (0,1)
· Byte
·  Group of bits representing a single character 
· Field or column
·  group of characters, representing an attribute or characteristic or property 
· Record or row
·  group of related fields, describes an entity (e.g., person, event, place) about which information is stored
· File or table or entity class: 
· group of related records of the same type

Integration Data among Multiple Databases

· Integration
· Allows separate systems to communicate directly with each other
· Forward Integrations
· Takes information entered into a given system and sends it automatically to all downstream systems and processes
· Back Integration
· Takes information entered into a  given systems and sends it automatically to all upstream systems and processes

History of Data Warehousing

Early Issues with Data…

· In the 90’s businesses realized they needed more timely information about their businesses. 
· They also found that traditional operational information systems were too cumbersome to provide relevant information efficiently and quickly
· Information was not integrated
· Operational information was mainly current, lack of history
· Quality issues
· Operational systems were not designed for analysis and decision support

Data Warehouse Fundamentals

Data Warehouse
· An enterprise-wide collection of information designed to support analysis and decision-making rather than operational needs
· stores current and historical data that originates from operational systems and external sources
· contains summarized data
· enables decision-makers to access data without affecting the performance of the operational system
· data is transferred to the DW as often as needed (hourly, daily, monthly, …)





Data Warehouses (textbook)
· Subject Oriented
· Data is organized into subject areas
· Integrated
· Data is gathered in one spot from multiple spots
· Time Variant
· There’s some sort of date attached…
· Non Volatile
· Stable and once loaded it doesn’t fuck up


Extraction, transformation, and loading (ETL) 

A process which:
· Extracts information from internal and external databases
· Transforms the information using a common set of enterprise definitions 
· and Loads the information into a data warehouse

The data warehouse then sends subsets of the information to data marts. 

Data mart
· Contains a subset of data warehouse information. 




After an organization builds a DW and data marts, it uses them to gain insight into its operations, its customers’ behavior & buying habits, etc.

To do so the organization needs a set of Business Intelligence (BI) tools such as:
· Multidimensional Analysis (Online Analytical Processing - OLAP)
· Information cleansing or Scrubbing
· Data Mining Tools
· Cluster analysis 
· Association detection
· Statistical analysis 




Multidimensional Analysis (Online Analytical Processing - OLAP)

A database contains information in a series of two-dimension tables. Thus they are usually multidimensional tables (making a cube). 

· A cube is a common term for the representation of multidimensional information. 
· A cube can be slices and diced to drill down the information


Purpose
· Designed to find what queries and reports do not reveal
· Uses algorithms to analyze data in a DW to find patterns and infer rules that can be used to guide decision making



Information cleansing or Scrubbing

· A process that weeds out and fixes or discards inconsistent, incorrect, or incomplete information.
· happens first during ETL, then once the information is in the data warehouse


Data Mining
· Cluster analysis
· a technique used to divide information into mutually exclusive groups such that the members of each group are as close as possible to one another
· defines groups (segments) that go together
· CRM systems depend on cluster analysis to segment customer information and identify behavioral traits (e.g., best customers)
· Association detection (probability)
· determiners the likelihood of events occurring together at a particular time or following each other
· e.g., “buying chips and soda”, “buying a house then new furniture”
· Statistical analysis 
· performs such functions as information correlations, distributions, calculations, and variance analysis
· Forecasting
· Predicting future situations (e.g., “what is the likelihood that a customer switches to a competitor?”)





Chapter 8: Knowledge Management

Leveraging Knowledge at Bell

Bell built the Market Knowledge Center (MKC) Portal
· Available on Bell’s Intranet 
· A self-directed learning tool
· Enables knowledge development and sharing within Bell
· Supports hiring and training programs
· Increases technological literacy
· Etc.

The MKC Portal offers the following
· Documentation on telecommunications, technology, business, marketing, etc.
· Documentation in various forms (text, audio, video) 
· Customization possibilities
· Users can personalize the portal to access topics of their own interest
· Sophisticated search capabilities
· Email alerts for users who sign up
· “push” info to users instead of them having to “pull” it

The MKC Portal’s benefits to Bell
· Eliminates duplicate spending on consultant reports, magazines, subscriptions to databases, etc.
· Eliminates the need for physical libraries across the country
· A better informed decision making
· Increased distribution of research and corporate materials
· Improved collaboration
· Improved employee satisfaction through online learning


From Data to Info to Knowledge

· Data
· Raw fact such as “item number”
· Info
· Processed data put in useful context such as “the best selling item”
· Knowledge
· Actionable info
· Info becomes knowledge only when info can be acted upon

 “Helping employees access, share, and utilize information is perhaps the best way to convert information into knowledge”


Knowledge Management Systems (KMS)

· Supports the capturing, organization, and dissemination of knowledge throughout the organization”

Knowledge Management

· Involves capturing, classifying, evaluating, retrieving and sharing information assets in a way that provides context for effective decisions. 


Explicit and Tacit Knowledge 

· Explicit knowledge 
· consists of anything that can be documented, archived, and codified, often with the help of IT 
· e.g., patents, marketing research, etc.
· Tacit knowledge
· knowledge contained in people’s heads
· What is the best way to share tacit knowledge?
· Shadowing 
· Less experienced staff learn by observing more experienced staff
· Joint problem solving
· Novice and expert work together



Collaboration Systems

A collaboration system is “an IT based set of tools that supports the work of teams by facilitating the sharing and flow of information”

Two categories of collaboration

· Unstructured collaboration 
· (information collaboration) - includes document exchange, shared whiteboards, discussion forums, and e-mail
· Structured collaboration
·  (Process collaboration) - involves shared participation in business processes (X does something, then Y does something, etc. until the process is finished - see workflow management system
· Example: Lockheed Martin Aeronautics
· A $2.5 billion contract with the US Department of Defense (DoD) to build jet fighters
· Lockheed Martin Aeronautics developed a real-time collaboration tool to link its partners, suppliers, and the DoD via the Internet
· Participants collectively work on product design and supply chain tasks


Video and Discussion: The HP Halo Collaboration Studio

Questions
· What is telepresence?
· What are the savings it introduces?
· What are the differences between video conferencing and telepresence?
· What are the differences between virtual reality and telepresence?
· What are the possible uses of telepresence?

Enterprise portals

A single point Web-Browser interface used within an organization to promote the gathering, sharing, and dissemination of information throughout,                   an enterprise. 

· Enterprise portals are a popular KM solution
· Popularized mostly by the success of Yahoo! (www.yahoo.com) 
· They provide a directory of information located throughout an organization 
· They represent a gateway to various sorts of information

Enterprise portals typically have the following elements
· A taxonomy or classification of information categories 
· A search engine
· Links to internal and external info sources

Potential of Enterprise Portals

· Content space (content management systems)
· To efficiently manage information
· Provides access to corporate data and information
· Communication space – (groupware systems)
· To support discussion among users of the portal
· Provides channels for conversations
· Coordination space - see workflow management systems
· To support cooperative work between employees
Content management systems

· tools to manage the creation, storage, editing, and publication of information in a collaborative environment”
· e.g., Documentum by www.emc.com 

Groupware systems

Groupware is software that supports team interaction and dynamics including calendaring, scheduling, and videoconferencing
· Used to communicate, cooperate, coordinate
· Relies on email, newsgroups, chat, etc.
· Example: IBM’s Lotus Notes
· http://www-01.ibm.com/software/lotus/ 

Workflow management systems

· Workflow: 
· defines all the steps or business rules, from beginning to end, required for a business process
· Workflow management system
· facilitates the automation and management of business processes and controls the movement of work through the business process
· Employees are notified when their action is required as part of the business process

Factors Affecting Enterprise Portal Adoption and Use

· Information Politics
· System Development Process
· Information Culture
· Information sharing
· Information overload
· Information access
· Information control
· Attitudes towards using the portal


Chapter 9: Information Ethics, Privacy, and Security

Outline
· Discussion
· Information ethics
· Information privacy 
· Information security
· Discussion
spam: unsolicited email
· What is your opinion on spam? What is society’s opinion in general? Is spam legal?
· As a manager, would you use spam to reach new customers?



Discussion - Man vs. Machine

· Should a company go out of business instead of increasing automation?
· Are you willing to pay 2 to 3 times more for goods so workers will keep their jobs?
· Competitive pressure caused by our unwillingness to pay higher prices is driving the reengineering process and outsourcing which leads to job loss

Discussion - Copyright

· Do you think software should be fee? How would that affect the software industry? 
· More than 1/3 of the software worldwide is counterfeit or pirated
· $29 Billion in yearly losses from software piracy
· Do you download free music off the Internet? 
· What is the affect on the music industry?

Discussion - Privacy

· How much info about yourself do you usually give away? In what circumstances?
· Is giving away so much personal info necessary?
· Given our supposed love of privacy, why do some people have web cams in their homes where everyone can watch their activities?

Discussion - Hackers
· What do you know about hackers?
· Do you think they’re cool?
· Should they be persecuted for their crimes?

Information Ethics

 “the ethical and moral issues arising from the development and use of information technologies, as well as the creation, collection, duplication, distribution, and processing of information itself”

“Information has no ethics”

Examples of unethical IT use

· Individuals copy, use, and distribute copyrighted digital content
· Organizations collect info on customers without their knowledge or consent
· Employees search organizational databases for corporate or personal information 
· Other examples?

Unethical vs. Illegal

· Some but not all unethical activities are illegal
· e.g., in Canada, sharing/selling customers’ information without their consent is illegal (and obviously unethical)
· Not all legal activities are ethical
· e.g., unsolicited email in the absence of anti-span legislation
· e.g., making users agree to lengthy and complicated (and unfavorable) contracts before they are allowed to sign up for an online service





Information Ethics in the workplace

· Employee abuse of the Internet is hurting productivity [Source: Cyber-Slacking , by Matthew Stibbe, Microsoft. Website]
· e.g., downloading music, reading online news and e-books, reading and sending email, job hunting on company time, shopping, etc.
· 70% of Internet porn traffic occurs between 9am and 5pm
· Do you find it acceptable that workers use company computers for job hunting on company time?
· When is it acceptable for employers to monitor the Internet use of their workers?
· 82% (of 1,627 companies surveyed) acknowledged conducting some form of electronic monitoring or physical surveillance
· 63% stated that they monitor Internet connections
· 47% acknowledged storing and reviewing employee e-mail messages

Monitoring technologies

· Key logger 
· program that records keystrokes and mouse clicks
· Hardware key logger: device that captures keystrokes on their journey from the keyboard to the motherboard
· Watch this: http://www.youtube.com/watch?v=JqqIAfbwQPY 
· Cookie
·  file deposited on a hard drive by a website containing info about customers and their web activities
· Adware
· software that generates ads based on users’ activities
· Spyware
· Program hidden in free downloadable software which tracks online movements, mines the info stored on a computer, etc.

Some negative effects of employee monitoring
· Lower job satisfaction
· Rise in employee absenteeism 
· The desire of employees to do something will likely increase if they are told not to do it (psychological reactance)
· Lack of trust between employee and employer
· If the employer does not trust its employees, then perhaps it should find new ones
· Etc.

Information privacy and IT related challenges

· Individuals release info about themselves
· credit card purchases, video rental, magazine subscriptions, etc.
· Data storage costs are declining
· It is cheap to maintain databases on individuals
· Computing power doubles every 18 months 
· Information processing is becoming faster
· Advances in data analysis techniques
· More accurate profiles of individuals are created
· Advances in networking
· Invasion of privacy can be done on a larger scale
Information privacy

· Concerns the legal right or general expectation of individuals, groups, or institutions to determine for themselves when, and to what extent, information about them is communicated to others.


Opt-in vs. Opt-out model

· Opt-in model: prohibits an organization from collecting personal info unless the user agrees to it
· The default is to assume consent is not given
· Opt-out model: permits the collection of personal info until the consumer requests that it stops 
· The default is to assume consent is given

Information privacy in Europe and the US

· Europe 
· Has strong privacy laws emanating from a EU Directive
· Each country implements its own legislation and supervisory authority to conform to the Directive
· US
· Information privacy is not highly legislated nor regulated
· Some states have enacted legislation aimed at protecting citizen information privacy
· Children’s Online Privacy Protection Act (COPPA) to protect children’s online safety and privacy
· Health Insurance Portability and Accountability Act (HIPAA) to protect the exchange and sharing of healthcare information

Information privacy in Canada

Personal Information Protection and Electronic Documents Act (PIPEDA) is a Federal act that applies to all organizations

Examples of personal information
· pension and employment insurance files
· medical records
· tax records 
· security clearances
· student loan applications
· military records

Exceptions to PIPEDA
· Information is for journalistic, artistic, or literary purposes
· Information aids a legal investigation or an emergency where lives and safety at stake
· Information disclosure facilitates the conservation of historically important records
· Obtaining permission would infringe on the information’s accuracy

PIPEDA
· 2001: PIPEDA applies to all federally regulated organizations (airlines, banks, telephone companies, broadcasting companies)
· 2002: PIPEDA applies to all companies that collect, use, or disclose personal health info
· 2004: PIPEDA applies to all commercial activities


Compliance with PIPEDA is good for business 
· 84% of Canadian Internet users worry about giving out personal info online
· 35% of Canadians have experienced a breach of personal info online
· PIPEDA makes a business globally competitive 
· Canadian firms can do business with the EU, which recognizes PIPEDA as providing adequate data protection
To become PIPEDA compliant, companies need to develop a privacy policy statement
· Example from BMO website:
· http://www4.bmo.com/popup/0,4442,35649_49258,00.html?pChannelId=74876 

Developing Policies for Information Ethics and Information Privacy

Six Principles for Ethical Information Management

1) Information is a valuable corporate asset and should be managed as such
2) CIO is steward of corporate info, from creation to destruction
3) CIO is responsible for controlling access to and use of information
4) CIO is responsible for preventing the inappropriate destruction of information
5) CIO is responsible for bringing technological knowledge to the workplace
6) CIO should partner with executives to develop information management policies

· Ethical computer use policy
· Contains general principles to guide computer user behavior
· Information privacy policy
· General principles regarding information privacy
· Acceptable use policy (AUP)
· Policy that a user must agree to follow in order to gain access to something
· E-mail privacy policy
· Details the extent to which email messages may be read by others
· Internet use policy
· Guides the proper use of internet
· Anti-spam policy
· Email user’s may not send unsolicited email or spam
· Employee monitoring policy 
· Guides for monitoring employees

Information security

· the protection of information from accidental or intentional misuse by persons inside or outside an organization

The Inside risk
· 38% of security incidents originate within the organization
· Employees have access to privileged info (passwords, magnetic cards, etc.)
· They may harm the integrity of systems/data intentionally or unintentionally
· They may share their password with other employees, friends & family members
· Hackers use social engineering to trick employees into revealing access credentials or other valuable information




First Line of Defense (People)

The first line of defense (people) an organization should follow is to develop information security policies and an information security plan

· Information security policies
· identify the rules required to maintain information security
· Information security plan
· details how an organization will implement the information security policies

5 steps to creating an info security plan
1) Develop the info security policies (requiring users to log off of their systems before leaving, never sharing passwords, etc.) 
2) Communicate the info security policies
3) Identify critical info assets and risks 
4) Test and reevaluate risks (perform security reviews, audits, background checks, and security assessment)
5) Obtain stakeholder support


Second Line of Defense (Technology) 

Authentication

A method for confirming users’ identities

The most secure type of authentication involves:
· Something the user knows such as a user ID and password
· Something the user has such as a smart card
· Something that is part of the user such as a fingerprint or voice signature (biometrics) - (can be costly and intrusive)

ID and password authentication is the most ineffective form of authentication

· Identity theft
· The forging of someone’s identity for the purpose of fraud
· Phishing
· A technique to gain personal information for the purpose of identity theft, usually by means of fraudulent e-mail

Prevention and Resistance

· Intrusion detection systems

Content Filtering

· Software that filters content to prevent transmission of unauthorized information


Encryption

· The science of encrypting (scrambling) a message to ensure its privacy and integrity
· Useful in email, online banking transactions, etc.

Public Key Encryption (PKE)

· Uses 2 keys: a public key and a private key, which are mathematically related
· The public key is passed openly between the parties or published in a public repository, but the related private key remains private
· Data encrypted with the public key can be decrypted only using the private key, and vice-versa


Firewalls
· Very common
· Detect computers communicating to the internet without approval

Detection and Response Technologies
· i.e. anti-virus
· helps detect and eliminate threats

Security Threats and Hackers (review page 284 for more) 

· Denial of service (DoS) attack
· Flood of messages sent to a server in order to crash it
· The intent is to deny access to legitimate users

· Distributed denial of service (Dos) attack
· Attack comes from numerous sites
· Harder to detect and protect against

· Detection and response to DoS attacks
· Use filters to identify messages with a common characteristic (e.g., coming from the same site)
· Place “choke points” in the system: a router can have a “limit” built into it that disallows the sudden flood of messages
· “Be prepared”: backup equipment, IT staff should prepare & rehearse for a DoS attack, etc.


Holistic view of security [www.cio.com]

· The non-holistic thinker sees a virus threat and immediately starts spending money on virus-blocking software
· The holistic thinker will 
· set a policy around e-mail usage; 
· subscribe to news services that warn of new threats; 
· reevaluate the network architecture; 
· host best practices seminars for users; 
· and use virus blocking software, and firewalls






Chapter 2: E-Business

Agenda
· Disruptive Technology
· The Internet 
· Evolution of the Internet
· Intranet
· Extranet
· E-Business

Disruptive Technology

Polaroid
· a solid company with an innovative technology & a huge customer base
· One-hour film processing and digital cameras contributed to its downfall
· How can a company like Polaroid go bankrupt?

Digital Darwinism

“organizations which cannot adapt to the new demands placed on them for surviving in the information age are doomed to extinction”

· If Polaroid executives had used Porter’s Five Forces analysis would they have discovered the threat of substitute products?
· What could they have done to counter the threat?

Disruptive vs. Sustaining technologies

· Disruptive technology
· A new way of doing things that initially does not meet the needs of existing customers
· A new way that redefines the competitive playing fields; opens new markets and destroys old ones
· Sustaining technology
· Provides us with better products (faster car, cheaper mp3 player) in established markets

Innovator’s dilemma 

In his book “The Innovator’s Dilemma”, Clayton Christensen claims:
· Companies that place too much emphasis on satisfying customers’ current needs, while forgetting to adopt new disruptive technology that will meet customers’ future needs, eventually fall behind
· Watch: http://mitworld.mit.edu/video/108/ 

The Internet as a Disruptive Technology

The Internet has disrupted the way businesses operate, employees communicate, and products are developed and sold:
· Travel sites (e.g., www.Expedia.ca) 
· 13% of traditional travel agencies closed in 2002 because of their inability to compete with online travel
· $40 billion annual online music downloads are wrecking the traditional music business
· The $78 billion movie business will soon be affected 
· Dell increases profit margins while cutting prices by using the Internet to link suppliers and customers
Evolution of the Internet

· The Internet began as an emergency military communications system operated by the U.S. Department of Defense
· Gradually the Internet moved from a military pipeline to a communication tool for scientists, then businesses

Networks & Protocol

A network of computer networks which operates world-wide using a common communication protocol

· Protocol
· standards that specify the format of data as well as the rules to be followed during transmission
· ISP
· Internet Service Provider
· LAN
· Local Area Network
· T1 Line
· High-speed telephone line

Web vs. Internet

· World Wide Web (WWW) 
· a global hypertext system that uses the Internet as its transport mechanism
· Watch this interview with Sir Tim Berners-Lee, the inventor of the WWW
· http://news.bbc.co.uk/nolavconsole/ukfs_news/hi/newsid_5010000/newsid_5014600/nb_wm_5014644.stm 
· Hypertext transport protocol (HTTP) 
· the Internet standard that supports the exchange of information on the WWW
· Other protocols include: FTP (file transfer protocol), Telnet (a protocol for accessing a remote host computer), etc.

Richness vs. Reach
· Richness
· Quality and quantity of information made available to customers
· Quality and quantity of information collected by a business on its customers
· Reach
· number of customers a business can reach

ISP vs. ASP

· Internet service provider (ISP)
· provides individuals and other companies access to the Internet 
· Wireless Internet Service Provider
· Allows subscribers to connect to the internet at designate hot spots
· Application service provider (ASP)
· offers access over the Internet to applications (e.g., CRM applications by www.Salesforce.com) and related services that would otherwise have to be located in organizational computers
· Online Service Provider
· Offers their own online contents
· Perhaps even a web browser
Intranet
· Corporate network that uses Internet technology & provides Internet capabilities
· Browser, search engines, communication tools, etc.
· For internal sharing of info (organization policies, announcements, etc.)
· Secured behind a firewall
· May be within a single location (e.g., headquarters) or may connect multiple locations

Extranet

· When you extend your company's intranet to your suppliers, customers, and partners, it becomes an Extranet

Portal

· A website that offers a broad array of resources and services, such as
· Email
· Online discussion groups
· Search engines
· Online shopping malls
· i.e. Yahoo

Kiosk

· publicly accesible comput3er system that has been set up to allow interactive browsing
· OS is hidden from view


E-Business Models

· B2C 
· business to consumer
· B2B 
· business to business
· represents 80% of all online business 
· C2C 
· consumer to consumer
· C2B 
· consumer to business 
· consumer indicates a need
· businesses compete to fulfill it
· G2C 
· government to consumer
· government provides services or information to businesses or individuals
· Electronic marketplace
· E-marketplace
· B2B online market with many buyers and sellers







Organization Strategies for E-Business

Primary Areas to use E-Strategies

· Marketing and Sales
· Online ad
· Pop-up ad
· Associate programs
· Allows busienss to generate royalties
· i.e. txtbookr and amazon
· Viral Marketing
· Word of mouth type advertising
· Use pre-existing social networks
· Mass Customization
· Customized products at a good cost
· Personalization
· i.e. gmail, last.fm
· personalized web experience based on user
· Blog
· Items posted on a regular basis
· Focus on a particular subject
· Real Simple Syndications (RSS)
· News feed
· Can be embedded on a webpage
· Search Engine Optimization
· Methods used to improve the ranking of  aweb site in search engine listings
· Financial Services
· Finanical; Cybermediary
· Paypal
· Electronic cheque
· Online banking
· Method of transfering funds
· Electronic bill presentment and payment (EBPP)
· Sends bills over the internet
· i.e. checkfree and quicken
· Digital Wallet
· Software and information
· Provides security for the transaction
· Includes payment and delivery information
· Procurement
· E-procurement (web-based procurement) of maintenance, repair, and operations (MRO) supplies (office supplies, computers, etc.) is expected to reach more than $200 billion worldwide by the year 2009.
· (MRO) materials (also called indirect materials) are necessary for running an organization but do not relate to the company’s primary business activities
· Customer Service
· Consumer protection
· Intermediaries	
· Agents, software or businesses that bring buyers and sellers together




Classifications of E-Business Based on the medium

· M-commerce 
· mobile commerce 
· the ability to purchase goods and services through a wireless Internet-enabled device 
· L-commerce 
· location commerce
· m-commerce transactions targeted to individuals in specific locations

Classifications of E-Business Based on Physical Presence

· Brick and mortar
· no Internet presence
· Pure play
· no physical presence  
· internet only
· Click and mortar
· sell online
· physical stores

E-Business classification Examples
· www.amazon.ca (B2C, pure play, retail)
· www.chapters.ca (B2C, click & mortar, retail)
· www.ebay.ca (C2C, pure play, auctions)
· http://www.kijiji.ca (C2C, pure play, classifieds)
· www.royalbank.com (B2C, click & mortar, financial institution)
· www.ingdirect.ca (B2C, pure play, financial institution)
· http://www.priceline.com/ (C2B, pure play, travel)
· www.chemconnect.com, www.merx.ca (B2B, pure play, electronic marketplace)
· http://www.servicecanada.gc.ca/ (G2C)

Digital goods
· Goods that can be delivered over a digital network
· Examples: music, video, software, newspapers, magazines, books

Characteristics
· Low copying cost
· Low distribution cost
· Low inventory cost
· Learn about the Amazon Kindle e-book reader
· http://www.youtube.com/watch?v=GAf4vxGEOAo 

E-Business Marketing
· Banner ad
· box running across a Web page that contains ads
· exposure to banner ads improves brand image
· the ability to measure their impact (i.e., which site provided the most click-through) is important
· Associate program (affiliate program)
· businesses generate commissions or royalties 
· e.g., a business signs up as an associate of Amazon. The business sends potential buyers to Amazon using a banner ad. The business receives a commission when the referred customer makes a purchase on Amazon
· Ad views
· each time you view a webpage with a banner ad
· Click-through rate
· number-of-banners-clicked / number-of-banners-viewed
· Effectiveness of banner ads
· less than 2% click-through rate

E-Business Payments

Electronic bill presentment and payment (EBPP)
· System that sends bills over the Internet and provides a payment mechanism
· available through local banks or online services (http://www.epost.ca) 
· Credit cards represent 80% of online payments in north America
· Micro payments: used to purchase mp3s, news articles, etc.
· e.g., “Allowance Accounts” for kids by iTunes


E-Business Benefits 

· Highly Accessible 
· Businesses can operate 24/7
· Increased Customer Loyalty
· Additional channels to contact, respond to, and access customers helps contribute to customer loyalty
· Improved Information Content
· Web pages present customers with updated information in real-time about goods, services, and prices
· Increased Convenience
· E-business automates and improves many of the activities that make up a buying experience
· Increased Global Reach
· Businesses, both small and large, can reach new markets
· Decreased Cost
· The cost of conducting business on the Internet is substantially smaller than traditional forms of business communication

E-Business Challenges

E-business challenges include:
· Protecting consumers against invasion of privacy, hackers, etc.
· Leveraging existing systems 
· integrating old systems with the new ones
· Increasing liability
· Internet law is vaguely defined and differs from country to country
· Providing security
· To protect information while it travels on the network and while stored in databases
· Adhering to taxation rules
· The Internet remains mostly free from traditional forms of taxation 
· Stickiness
· quality of a site that makes customers visit , spend time, and return
· Scalability
· ability to grow the IT infrastructure without jeopardizing its functionality
· Maintainability 
· ability to maintain the IT infrastructure within good time and without great effort
· Reliability
· degree to which the online business can depend on the technology to work and last

Mobile commerce (M-commerce)
· New channel for reaching customers
· New opportunities for personalization
· Popular in Europe and Asia
· check train schedules, obtain movie listings, purchase tickets, etc.

Location commerce (L-commerce)
· Customers are located and offered ads or info ( weather and traffic reports, nearby restaurant specials, etc.)

Some technical challenges for M-commerce
· size of the display
· awkward input capabilities
· slow transfer
· few websites offer content for wireless Internet


Chapter 10: Systems Development

Agenda
· Systems Development
· Outsourcing
· SDLC (Systems Development Life Cycle)

Systems Development

· The activities that go into producing an IS solution to an organizational problem or opportunity
· Give examples of problems and opportunities that can be addressed by IS

Systems Development and Organizational Change

· Automate
· New IS to speed up performance of existing tasks
· e.g., bank teller uses IS to access customer records
· Streamline
· New IS to streamline processes
· e.g., eliminate bottlenecks, make processes efficient
· BPR (Business Process Re-engineering)
· New IS, processes are radically redesigned
· e.g., combine steps, eliminate repetitive steps
· Strategic Reengineering
· New IS transforms the nature of the business
· e.g., universities offering courses online

Systems Development Challenges

Challenges of systems development include:
· Time, Cost 
· It is hard to establish the information requirements of the organization
Organizational changes associated with new IS

· Deciding where and how to use the new IS
· “when the wrong business process is automated, it becomes efficient at doing what it shouldn’t do”
· New IS should evolve as the organization and its business evolve
· New IS should meet employee needs to help an organization become more productive; otherwise it may damage productivity

Systems Development Success vs. Failure

As organizations’ reliance on IS grows, so do the consequences of IS successes and failures including:

· Increase or decrease revenue
· Nike’s poorly designed SCM delayed orders, increased excess inventories, and caused earnings to fall 24% below expectations
· Prevent or incur liabilities 
· FoxMeyer sued SAP for $500 million for an ERP failure
· Increase or decrease productivity 
· Defective software accounts for 45% of computer downtime and cost U.S. businesses $100 billion in 2003
· Repair or damage to brand reputation
· Imagine how you’d feel if your bank’s website goes down

Systems Development Life Cycle (SDLC) 

· The overall process for developing information systems from planning and analysis through implementation and maintenance
· SDLC is the foundation for many systems development methodologies such as RAD and agile

Systems Development Methodologies 

Waterfall methodology
· a process where each phase is performed sequentially, without going back
· The waterfall methodology’s success rate is only 10%
· Reason 1: it assumes that users can specify all business requirements in advance
· Reason 2: it assumes that business requirements do not change over time

Rapid application development methodology (RAD) 
· also called rapid prototyping
· emphasizes extensive user involvement in the rapid and evolutionary construction of working prototypes of a system to accelerate the systems development process
· Prototype
·  a smaller-scale representation or working model of the users’ requirements or a proposed design for an IS

Extreme programming (XP) methodology
· The waterfall methodology develops the entire system, 
· whereas the XP methodology develops the system in iterations
· deals with changing requirements even late in the SDLC
Agile methodology
· aims for customer satisfaction through early and continuous delivery of useful software components with few features
· Agile is similar to XP but with less focus on team coding and more on limiting project scope
· An agile project sets a minimum number of requirements and turns them into a deliverable product
· The principles of the agile methodology include:
· Early and continuous delivery of valuable software will satisfy the customer
· Changing requirements, even late in development are welcome 
· Business people and developers must work together daily throughout the project
· Projects should be built around motivated individuals
· The best architectures, requirements, and designs emerge from self-organizing teams
· At regular intervals, the team reflects on how to become more effective, then tunes and adjusts its behavior accordingly
· 65% of agile projects are successful compared to 10% for waterfall [source: Gartner Research]

Participatory design (PD) methodology 
· promotes the active involvement of users in the development process
· user needs are better matched
· higher user trust and acceptance

Insourcing (in-house-development)
· a common approach using the professional expertise within an organization to develop and maintain the organization's information systems 

Project Management

Application of knowledge, skills, tools and techniques to project management

Fundamentals

· Project Deliverables
· Any measurable, tangible, verifiable outcome, that will result at project completion
· Project Milestones
· Key dates when something must be accomplished
· Project Manager
· Individual who is an expert in project planning

Strategy

Determined by Return on Investment

Project Scope

Work that must be completed to deliver a product
What is/are the project product, objectives, deliverables and exclusions?

Managing Resources and Maintaining the Project Plan

Project plan: A formal document outlining project execution

PERT (Program Evaluation and Review Technique ) Chart

· A network model that outlines a projects tasks and the relationships between those tasks
· Dependancy
· Logical relationship that exists between project tasks
· Critical Path
· Path from start to finish

Gant Chart

· Simple bar chart that depicts project tasks against a calendar
· Easy to keep track of project schedule
· i.e. Microsoft Project

Outsourcing
· an arrangement by which one organization provides a service or services for another organization that chooses not to perform them in-house
· IT outsourcing is used for the following reasons:
· have continuous access to IT innovation in which the company’s staff is not skilled
· lower costs (economies of scale; lower labor rates)
· focus on mission, not infrastructure
· increased flexibility to meet changing business conditions
· get work done more efficiently or effectively 
· predictable costs (tighter control of budget) 
· lower investment in internal infrastructure
· match the competition
· etc.

Outsourcing benefits include:

· Increased quality and efficiency 
· Reduced operating expenses
· Outsourcing non-core processes allows focus on core competencies
· Reduced exposure to risk
· Service providers economies of scale, expertise, and best practices
· Access to advanced technologies
· Increased flexibility 
· Avoid costly outlay of capital funds
· Reduced headcount and associated overhead expense
· Reduced frustrations and expense related to hiring/retaining employees 
· Reduced time to market for products or services

Outsourcing challenges include:

· Contract length
· Difficulties in getting out of a contract
· Problems in foreseeing future needs
· Problems in reforming an internal IT department after the contract is finished
· Competitive edge
· Effective and innovative use of IT can be lost when using an outsourcing service provider
· Confidentiality 
· Confidential information might be breached by an outsourcing service provider, especially one that provides services to competitors
· Scope creep (scope expands by the addition of new features to an already approved feature list ) is a common problem with outsourcing agreements



Project Phases:

Planning phase
· Involves establishing a high-level plan of the intended project and determining project goals
· Primary planning activities include
· Identify and select the system for development
· Assess project feasibility
· Determines if the proposed solution is feasible from the following perspectives
· Economic
· Legal and contractual
· Operational
· Scheduling
· Technical

· Develop the project plan
· a guiding force behind on-time delivery of a complete and successful system

Analysis phase
· involves analyzing user requirements and refining project goals into defined functions of the intended system
· Primary analysis activities include:
· Gather business requirements
· the detailed set of business requests that the system must meet in order to be successful
· Different ways to gather business requirements:
· Interviews
· Questionnaires
· Observations
· Review business documents

· Create process diagrams
· Process modeling
· graphically representing the processes that capture, manipulate, store, and distribute information between a system  and its environment
· Perform a buy vs. build analysis 
· considers the following 
· Time to market
· if time to market is a priority, then purchasing will likely yield faster results
· Availability of corporate resources 
· Prices of systems such as CRM and ERP are extremely high which can make buying economically unfeasible for some organizations 
· Building systems can also be extremely expensive, take indefinite amounts of time, and constrain resources
· Corporate core competencies
· the more an organization wants to build a technical core competency, the less likely it will want to buy it



Design phase
· Involves describing the desired features and operations of the system including screen layouts, business rules, process diagrams, pseudo code, and other documentation
· Primary design activities include:
· Design the IT infrastructure
· Design system models

Development phase
· Involves taking all of the detailed design documents from the design phase and transforming them into the actual system
· Primary development activities include:
· Develop the IT infrastructure
· Develop the database and programs
Testing phase
· involves bringing all the project pieces together into a special testing environment to test for errors, bugs, and interoperability, in order to verify that the system meets all the business requirements defined in the analysis phase

Implementation phase
· involves placing the system into production so users can begin to perform actual business operations with the system
· Primary implementation activities include:
· Write detailed user documentation
· Determine implementation method
· Provide user training
· There are 4 primary implementation methods: 
· Parallel
· Plunge (Direct)
· Phased
· Pilot

Maintenance phase

· Involves performing changes, corrections, additions, and upgrades to ensure the system continues to meet the business goals
· Different types of maintenance
· Adaptive - making changes to meet new business requirements
· Corrective - repairs defective systems
· Perfective - making changes to enhance the system (e.g., processing performance)
· Preventive - making changes to reduce the chance of future system failures
Note: It’s cheaper to find and fix an error during the early stages (i.e., analysis) than it is to find the same error during the maintenance phase











Chapter 11 and 12: Networks, Hardware, and Software


Introduction

Telecommunication System:
· Enables the transmission of data over public or private networks

Network:
· Is a communications, data exchange, and resource sharing systems created by linking two or more computers


Data communication Requires:
· A message 
· Transmitter/Receiver
· Computer, terminal, hardware in general
· e.g., PC, Cell phone, PDA, Kiosk, cash register, etc.
· A medium
· Wired
· Twisted-pair cabling (phone)
· Coaxial cable (cable TV)
· Fiber-optic cable
· Wireless
· Based on radio signals transmitted by microwave systems (terrestrial & satellite)
· A protocol
· a standard that specifies the format of data as well as the rules to be followed during transmission
· Transmission Control Protocol / Internet Protocol (TCP/IP)
· The communications protocol of the Internet
· In order for any computer to use the Internet, it must be equipped with the software that enables this protocol
· TCP/IP is based on “packet switching”
·  i.e.,  dividing messages into packets and sending each one individually



IP (Internet Protocol)

· Specifies the format of packets & addressing scheme
· Addresses a packet and drops it in the system

TCP (Transmission Control Protocol)

· Enables two hosts to establish a connection for a period of time to exchange data
· Guarantees that packets are delivered in the same order in which they were sent







Voice over IP

· uses IP (Internet Protocol) to deliver voice in digital form
· Based on “packet switching” (instead of “circuit switching” used in regular telephone communications)
· Low cost
· Some delay in transmission (compared to circuit switching)  low sound quality
· If high bandwidth  better sound quality

LAN (Local Area Network)

· A computer network that uses cables or radio signals to link two or more computers within a geographically limited area, generally one building or a group of buildings
· A networked office building usually contains a single LAN

Wide Area Network (WAN) 

· Computer network that provides data communication services for business in geographically dispersed areas (such as across a country or around the world) 
· The Internet is a WAN that spans the world

Metropolitan Area Network (MAN) 

· A computer network that provides connectivity in a geographic area or region larger than that covered by a local area network, but smaller than the area covered by a wide area network
· A college may have a MAN that joins the different LANs across its campus


client/server vs. peer-to-peer

Bluetooth
· A wireless networking standard for creating Personal Area Networks (PAN)
· Links devices within a 10 meter range


RFID (Radio Frequency Identification)

· Technology for tracking the movement of goods throughout the supply chain

RFID Tags

· Tiny microchips containing data about an item, its location, etc.
· Transmit radio signals over a short distance to an RFID Reader
· The RFID Reader then passes the data to a host computer for processing
· The cost of RFID tags is an important issue
· Now: they cots about 20 cents
· Future: they are expected to cost 5 cents to become usable on cheaper items
· Companies will need to upgrade their hardware and software, and redesign their processes in order to take advantage of this promising technology




Active RFID tags

· battery powered (use power to broadcast radio waves to reader); more expensive, longer read range (100 feet or more), shorter operational life

Passive RFID tags

· no power source (rely on reader to supply them with power), smaller; less expensive (hence destined for less expensive items); shorter read range (up to 20 feet); unlimited operational life

Videos & Discussion

Watch the video on RFID in Supermarkets

· Question 1:
· what are the advantages (to businesses and consumers) of using RFID chips instead of bar codes on all supermarket items?
· Question 2: 
· what are the risks/disadvantages?
· Watch the video on RFID and privacy
· Question 3
· what are the possible uses of RFID in humans (i.e., human chipping)?
· Question 4
· would you consider being injected with an RFID chip? Why or why not?


Hardware and Software

Information technology (IT) - any computer-based tool that people use to work with information and support the information and information-processing needs of an organization

Hardware - consists of the physical devices associated with a computer system

Software - the set of instructions that the hardware executes to carry out specific tasks
Hardware and Software
basics (1)

Computer - an electronic device operating under the control of instructions stored in its own memory that can accept, manipulate, and store data

Microprocessor
· CPU on a single chip
· Determines the computer’s processing power
· Processing power measured by
· Word length: number of bits processed at one time
· Bus width: amount of data that can be moved between the CPU and other devices
· Cycle speed: measured in megahertz (MHz) – determines execution speed

Central processing unit (CPU) - hardware that interprets and executes the program instructions and coordinates all the other hardware devices

Control unit - interprets software instructions and tells the other hardware devices what to do, based on the software instructions
Arithmetic-logic unit (ALU) - performs all arithmetic operations (e.g., addition and subtraction) and all logic operations (e.g., sorting and comparing numbers)

Primary storage - computer’s main memory, which consists of the random access memory (RAM), cache memory, and the read-only memory (ROM) that is directly accessible to the CPU

Secondary storage - equipment designed to store large volumes of data for long-term storage (e.g., diskette, hard drive, memory card, CD)

Input devices - equipment used to capture information and commands (e.g., keyboard, scanner)

Output devices - equipment used to see, hear, or otherwise accept the results of information processing requests (e.g., monitor, printer)

Communication devices - equipment used to send information and receive it from one location to another (e.g., modem)

System software - controls how the various technology tools work together along with the application software

Operating system software - controls the application software and manages how the hardware devices work together
· Linux, Macintosh OS X, Microsoft Windows, UNIX

Utility software - provides additional functionality to the operating system
· e.g., Disk optimization (organizes information on a hard disk in the most efficient way)

Application software - used for specific information processing needs, including payroll, customer relationship management, project management, training, and many others
Hardware and Software
disaster recovery (1)

Backup - an exact copy of a system’s information

Recovery - the ability to get a system up and running in the event of a crash; includes restoring the information backup

Fault tolerance - a computer system designed in such a way that if a component fails, a backup component or procedure can immediately take its place with no loss of service
Hardware and Software
disaster recovery (2)

Disaster recovery plan - a detailed process for recovering information or an IT system in the event of a disaster (fire, flood)

Disaster recovery cost curve - charts (1) the cost to the organization of the unavailability of information and technology and (2) the cost to the organization of recovering from a disaster over time
Hardware and Software
enterprise architecture (1)

Enterprise architecture - includes the plans for how an organization will build, deploy, use, and share its data, processes, and IT assets

Enterprise architecture components

Information architecture identifies where and how important information, like customer records, is maintained and secured

Infrastructure architecture includes the hardware, software, and telecommunications equipment that, when combined, provide the underlying foundation to support the organization’s goals

Application architecture determines how applications integrate and relate to each other
Hardware and Software
enterprise architecture (2)
Five characteristics of adaptable systems:

Flexibility - systems must meet all types of business changes

Scalability - refers to how well a system can adapt to increased demands

Reliability - ensures all systems are functioning correctly and providing accurate information

Availability - addresses when systems can be accessed by employees, customers, and partners

Performance - measures how quickly a system performs a certain process or transaction in terms of efficiency IT metrics of both speed and throughput

Evolution of Hardware and Software

Gone Down:
· Prices
· Sizes
· Amount of digital information produced
· Cost of storing digital information
· Cost of communications 

Gone Up
· Power
· Complexity
· Size of the Internet
· Size of the Internet
· Acceptance of standards and protocols (by business and consumers) 









