ITM100 Exam Review

Chapter 1 Information Systems in Global Business Today

Organizations Behavioural: a collection of rights, privileges, obligations, and responsibilities that are delicately balanced over a period of time through conflict and conflict resolution.

Organizations Technical: a stable, formal, social structure that takes resources from the environment and processes them to produce outputs.

Models:

Digital Firms: organization in which nearly all significant business processes and relationships with customers, suppliers, and employees and digitally enabled and key corporate assets are managed through digital means.

Significant Business Relationships: 
Core Business Processes: 
Business Processes: the unique ways in which organizations coordinate and organize work activities, information, and knowledge to produce a product or service.

Business models: an abstraction of what an enterprise is and how the enterprise delivers a product or service, showing how the enterprise creates wealth.

Canadian Rule on the Sarbanes-Oxley Act: U.S. law passed in 2002 that imposes responsibility on companies and their management to protect investors by safeguarding the accuracy and integrity of financial information that is used internally and release externally.

Information Technology (IT): all the hardware and software technologies a firm needs to achieve its business objectives.

Information System:

Information: data that have been shaped into a form that is meaningful and useful to human beings.

Data: streams of raw facts representing events occurring in organizations or the physical environment before they have been organized and arranged into a form that people can understand and use.

Input: the capture or collection of raw data from within the organization or from its external environment for processing in an information system.

Processing: the conversion, manipulation, and analysis of raw input into a form that is more meaningful to humans.

Output: the distribution of processed information to the people who will use it or to the activities for which it will be used.

Feedback: output that is returned to the appropriate members of the organization to help them evaluate or correct input.

Computer-based Information Systems (CBIS): information systems that rely on computer hardware and software for processing and disseminating information.

Computer: physical device that takes data as an input, transforms the data by executing stored instructions, and outputs information to a number of devices.

Information Systems Literacy: broad-based understanding of information systems that includes behavioural knowledge about organizations and individuals about computer.

Computer Literacy: knowledge about information technology, focusing on understanding of how computer-based technologies work.

Management Information Systems (MIS) (First Meaning): the study of information systems focusing on their use in business and management.

Management Information Systems (MIS) (Second Meaning): a specific category of information system serving middle management. MIS provide middle managers with report on the organization’s current performance to monitor and control the business and predict future performance.

Senior Management: people occupying the topmost hierarchy in an organization, who are responsible for making long-range decisions.

Middle Management:  people in the middle of the organizational hierarchy who are responsible for carrying out the pans and goals of senior management.

Operational Management: people who monitor the day-to-day activities of the organization.

Knowledge Workers: people such as engineers or architects who design products or services and create knowledge for the organization. 

Data Workers: People such as secretaries or bookkeepers who process the organization’s paperwork.

Production or Service Workers: people who actually produce the products or services of the organization.

Business Functions: specialized tasks performed in a business organization, including manufacturing and production, sales and marketing, finance and accounting, and human resources.

Culture: the set of fundamental assumptions about what products the organization should produce, how and where it should produce them, and for whom they should be produced. 

Computer Hardware: physical equipment used for input, processing, and output activities in an information system.

Computer Software: detailed, preprogrammed instructions that control and coordinate the work of computer hardware components in an information system.

Data Management Technology: 
Networking and Telecommunications Technology: physical devices and software that link various computer hardware components and transfer data from one physical location to another.

Network: the linking of two or more computers to share data or resources, such as a printer.

Internet: global network of networks using universal standards to connect millions of different networks.

Intranets: an internal network based on Internet and World Wide Web technology and standards.

Extranets: Private intranet that is accessible to authorized outsiders.

World Wide Web: a system with universally accepted standards for storing, retrieving, formatting, and displaying information in a networked environment.

Information Technology (IT) Infrastructure: computer hardware, software, data, storage technology, and networks providing a portfolio of shared IT resources for the organization.

Storage Technology: 
Complementary Assets: additional assets required to derive value from a primary investment.

Organizational and Management Capital: investments in organization and management such as new business processes, management behaviour, organizational culture, or training. 

Sociotechnical View: seeing systems as composed of both technical and social elements.

Data Management Software: software used for creating and manipulating lists, creating files and databases to store data, and combining information for reports.

Chapter 2 How Businesses Use Information Systems

Transaction Processing Systems (TPS): computerized systems that perform and record the daily routine transactions necessary to conduct the business; they serve the organization’s operational level.

Management Information Systems (MIS) (First Meaning): the study of informational systems focusing on their use in business and management.

Management Information Systems (MIS) (Second Meaning): a specific category of information system serving middle management. MIS provides middle managers with reports on the organization’s current performance to monitor and control the business and predict future performance.

Decision-Support Systems (DSS): information systems at the organization’s management level that combine data and sophisticated analytical models or data analysis tools to support semi structured and unstructured decision making.

Business Intelligence: applications and technologies to help users make better business decisions.

Executive Support Systems (ESS): information systems at the organization’s strategic level designed to address unstructured decision making through advanced graphics and communications.

Portal: web interface for presenting integrated personalized content from a variety of sources. Also refers to a Web site service that provides an initial point of entry to the Web.

Digital Dashboard: 
Enterprise Applications: systems that can coordinate activities, decisions, and knowledge across many different functions, levels, and business units in a firm. Include enterprise systems, supply chain management systems, and knowledge management systems.

Enterprise Systems: integrated enterprise-wide information systems that coordinate key internal processes of the firm.

Supply Chain Management (SCM) Systems: integration of supplier, distributor and customer logistics requirements into one cohesive process.

Interorganizational System: information system that automates the flow of information across organizational boundaries and links a company to its customers, distributors, or suppliers.

Customer Relationship Management (CRM) Systems: business and technology discipline that uses information systems to coordinate all of the business processes surrounding the firm’s interactions with its customers in sales, marketing, and service.

Knowledge Management Systems (KMS): systems that support the creation, capture, storage, and dissemination of firm expertise and knowledge.

Electronic Business: the use of the Internet and digital technology to execute all the business processes in the enterprise. Includes e-commerce as well as processes for the internal management of the firm and for coordination with suppliers and other business partners.

E-Business: 
Electronic Commerce: the process of buying and selling goods and services electronically involving transactions using the Internet, networks, and other digital technologies.

E-Commerce: 
E-Government: use of the Internet and related technologies to digitally enable government and public sector agencies relationships with citizens, businesses, and other arms of government.

Collaboration: working with others to achieve shared and explicit goals.

Teams: teams are formal groups whose members collaborate to achieve specific goals.

Virtual Worlds: computer-based simulated environment intended for its users to inhabit and interact via graphical representations called avatars.

Telepresence Technology: allows a person to give appearance of being present at a location other than his or her true physical location.

Programmers: highly trained technical specialists who write computer software instructions.

System Analysts: specialists who translate business problems and requirements into information requirements and systems, acting as liaison between the information systems department and the rest of the organization.

Information Systems Managers: leaders of the various specialists in the information systems department.

Information Systems Department: the formal organizational unit that is responsible for the information systems function in the organization.

Chief Information Officer (CIO): senior manager in charge of the information systems function in the firm.

Chief Security Officer (CSO): executive who heads the formal security function for the organization and is responsible for enforcing the firm’s security policy. 

Chief Privacy Officer (CPO): executive responsible for ensuring the company complies with existing data privacy laws.

Chief Knowledge Officer (CKO): senior executive in charge of the organization’s knowledge management program.

End Users: those employees in an organization outside the information systems group for whom applications are developed and who will use the application or system.

IT Governance: strategy and policies for using information technology within and organization, specifying the decision rights and accountabilities to ensure that information technology supports the organization’s strategies and objectives.

 Chapter 3 Information Systems, Organizations, and Strategy

Organizations (Behavioural): a collection of rights, privileges, obligations, and responsibilities that are delicately balanced over a period of time through conflict and conflict resolution,

Organization (Technical): a stable, formal, social structure that takes resources from the environment and processes them to produce outputs.

Routines: Precise rules, procedures, and practices that have been developed to cope with expected situations.

Disruptive Technologies: technologies with a disruptive impact on industries and businesses, rendering existing products, services and business models obsolete. 

Transaction Cost Theory: economic theory stating that firms grow larger because they can conduct marketplace transactions internally more cheaply than they can with external firms in the marketplace.

Agency Theory: economic theory that views the firm as a nexus of contracts among self-interested individuals who must be supervised and managed.

Competitive Forces Model: model used to describe the interaction of external influences, specifically threats and opportunities that affect an organization’s strategy and ability to compete.

Product Differentiation: competitive strategy for creating brand loyalty by developing new and unique products and services that are not easily duplicated by competitors. 

Efficient Customer Response System: system that directly links consumer behaviour back to distribution, production, and supply chains.

Electronic Payment System: the use of digital technologies, such as credit cards, smart cards, and Internet-based payment systems, to pay for products and services electronically.

Mass Customization: the capacity to offer individually tailored products or services using mass production resources.

Switching Costs: the expense a customer or company incurs in lost time and expenditure of resources when changing from one supplier or system to a competing supplier or system.

Value Chain Model: model that highlights the primary or support activities that add a margin of value to a firm’s products or services where information systems can best be applied to achieve a competitive advantage.

Primary Activities: activities most directly related to the production and distribution of a firm’s products or services.

Support Activities: activities that make the delivery of a firm’s primary activities possible. Consists of organization’s infrastructure, human resources, technology, and procurement.

Benchmarking: setting strict standards for products, services, or activities and measuring organizational performance against those standards.

Best Practices: the most successful solutions or problem-solving methods that have been developed by a specific organization or industry.

Value Web: customer-driven network of independent firms that use information technology to coordinate their value chains to collectively produce a product or service for a market.

Core Competency: activity at which a firm excels as a world-class leader.

Network Economics: model of strategic systems at the industry level based on the concept of a network where adding another participant entails zero marginal costs but can create much larger marginal gains.

Virtual Company: organization using networks to link people, assets, and ideas to create and distribute products and services without being limited to traditional organizational boundaries or physical location.

Business Ecosystem: loosely coupled but interdependent networks of suppliers, distributors, outsourcing firms, transportation service firms, and technology manufacturers.

Strategic Transitions: a movement from one level of sociotechnical system to another. Often required when adopting strategic systems that demand changed in the social and technical elements of an organization.

Chapter 4 Social, Ethical, and Legal Issues in Information Systems

Ethics: principles of right and wrong that can be used by individuals acting as free moral agents to make choices to guide their behaviour.

Information Rights: the right that individuals and organizations have with respect to information that pertains to themselves.

Profiling: the use of computers to combine data from multiple sources and create electronics dossiers of detailed information on individuals.

Nonobvious Relationship Awareness (NORA): technology that can find obscure hidden connections between people or other entities by analyzing information from many different sources to correlate relationships.

Responsibility: accepting the potential costs, duties, and obligations for the decisions one makes.

Accountability: the mechanisms for assessing responsibility for decisions made and actions taken.

Liability: the existence of laws that permit individuals to recover the damages done to them by other actors, systems, or organizations.

Due Process: a process in which laws re well known and understood and there is an ability to appeal to higher authorities to ensure that laws are applied correctly.

Golden rule: ethical principle of “Do unto others as you would have them do unto you.”

Immanuel Kant’s Categorical Imperative: a principle that states that if an action is not right for everyone to take it is not right for anyone.

Descartes Rules of Change: a principle that states if an action cannot be taken repeatedly, then it is not right to be taken at any time.

Utilitarian Principle: principle that assumes one can put values in rank order and understand the consequences of various courses of action.

Risk Aversion Principle: principle that one should take the action that produces the least harm or incurs the least cost.

Ethical “no free lunch” Rule: assumption that all tangible and intangible objects are owned by someone else, unless there is a specific declaration otherwise, and that the creator wants compensation for this work.

Privacy: the claim of individuals to be left alone, free from surveillance or interference from other individuals, organizations, or the state.

Informed Consent: consent given with knowledge of all the factors needed to make a rational decision.

Safe Harbour: private self-regulating policy and enforcement mechanism that meets the objectives of government regulations but does not involve government regulation or enforcement.

Cookies: tiny files deposited on a computer hard drive when and individual visits certain Web sites. Used to identify the visitor and track visits to the Web site. 

Web Beacons: tiny objects invisibly embedded in email messages and Web pages that are designed to monitor the behaviour of the user visiting a Web site or sending email.

Spyware: technology that aids in gathering information about a person or organization without their knowledge.

Banner Ads: is a graphical display on a Web page used for advertising. The banner is linked to the advertiser’s site so that a person clicking on it will be taken there.

Opt-in: model of informed consent that prevents an organization from collecting any personal information unless the individual specifically takes action to approve information collection and use.

Opt-out: model of informed consent that permits the collection of personal information until the consumer specifically requests that the data not be collected.

P3P: (Platform for Privacy Preferences Project) Industry standard designed to give users more control over personal information gathered on Web sites they visit.

Intellectual Property: intangible property created by individuals or corporations that are subject to protections under trade secret, copyright, and/or patent laws.

Trade Secret: any intellectual work or product used for a business purpose that can be classified as belonging to that business, provided it is not based on information in the public domain.

Copyright: a statutory grant that protects creators of intellectual property against copying by others for any purpose for a minimum of 50 years.

Patent: a legal document that grants the owner an exclusive monopoly on the ideas behind an invention for between 17 to 20 years; designed to ensure that inventors of new machines or methods are rewarded for their labour while making widespread use of their inventions.

MP3: (MPE3) compression standard that compress audio files for transfer over the Internet with virtually no loss of quality.

Digital Millennium Copyright Act (DMCA): U.S. law that adjusts American copyright laws to the Internet age by making it illegal to make, distribute, or use devices that circumvent technology-bases protections of copyrighted materials.

Computer Crime: the commission of illegal acts through the use of a computer or against a computer system.

Computer Abuse: the commission of acts involving a computer that may or may not be illegal but are considered unethical.

Spam: Unsolicited commercial email.

Digital Divide: large disparities in access to computers and the Internet among different social and economic groups and different locations.

Repetitive Stress Injury (RSI): occupational disease that occurs when muscle groups are forced through repetitive actions with high impact loads or thousands of repetitions with low impact loads.

Carpal Tunnel Syndrome (CTS): type of RSI in which pressure on the median nerve through the wrist’s bony carpal tunnel structure produces pain.

Computer Vision Syndrome (CVS): eyestrain condition related to computer display screen use; symptoms include headaches, blurred vision, and dry and irritated eyes.

Technostress: stress induced by computer use; symptoms include aggravation, hostility toward humans, impatience, and enervation.

Chapter 5 IT Infrastructure and Emerging Technologies

Mainframe: Largest category of computer, used for major business processing.

Minicomputers: Middle-range computer used in systems for universities, factories, or research laboratories.

Midrange Computer: Middle-size computer that is capable of supporting the computing needs of smaller organizations or of managing networks of other computers.

Wintel PC: Any computer that uses Intel microprocessors (or compatible processors) and a Windows operating system.

Client/Server Computing: A model for computing that splits processing between clients and servers on a network, assigning functions to the machine most able to perform that function.

Clients: The user point-of-entry for the required function in client/server computing. Normally a desktop computer, workstation, or laptop computer.

Server: Computer specifically optimized to provide software and other resources to other computers over a network.

Multitiered (N-tier) Client/Server architecture:  Client/server network in which the work of the entire network is balanced over several different levels of servers.

Web Server: Software that manages requests for Web pages on the computer where they are stored and that delivers the page to the user’s computer.

Application Server: Software that handles all application operations between browser-based computers and a company’s backend business applications or databases. 

Cloud Computing: Web-based applications that are stored on remote servers and accessed via the “cloud” of the Internet using a standard Web browser.

Moore’s Law: Assertion that the number of components on a chip doubles each year.

Nanotechnology: Technology that builds structures and processes based on the manipulation of individual atoms and molecules.

Technology Standards: Specifications that establish the compatibility of products and the ability to communicate in a network.

Blade Servers: Entire computer that fits on a single, thin card (or blade) and that is plugged into a single chassis to save space, power and complexity.

Unix: Open-source operating system for all types of computers, which is machine independent and supports multiuser processing, multitasking, and networking. Used in high-end workstations and servers.

Linux: Reliable and compactly designed operating system that is an offshoot of Unix and that can run on many different hardware platforms and is available free or at very low cost. Used as an alternative to UNIX and Windows NT.

Operating System: Software that manages the resources and activities of the computer.

Chrome OS: Google’s lightweight computer operating system for users who do most of their computing on the Internet; runs on computers ranging from netbooks to desktop computers.

Android: A mobile operating system developed by Android, Inc., purchased by Google, and later the Open Handset Alliance, as a flexible, upgradeable mobile device platform.

Multitouch: An interface in which users use their fingers to manipulate objects on the screen.

Storage Area Network (SAN):

Web Hosting Service:

Legacy Systems: A system that has been in existence for a long time and that continues to be used to avoid the high cost of replacing or redesigning it. 

Netbook: Small low-cost, lightweight subnotebook optimized for wireless communication and Internet access.

Grid Computing: Applying the resources of many computers in a network to a single problem.

Virtualization:

Public Cloud:

Private Cloud:

Utility Computing:

On-demand Computing: Firms offloading peak demand for computing power to remote, large-scale data processing centres, investing just enough to handle average processing loads and paying for only as much additional computing power as the market demands. Also called Utility Computing.

Open Source Software:

Java: Programming language that can deliver only the software functionality needed for a particular task such as a small applet downloaded from a network; can run on any computer and operating system.

Object-oriented Programming: An approach to software development that combines data and procedures into a single object.

Web Browser:

Graphical User Interface (GUI): The part of an operating system users interact with the uses graphical icons and the computer mouse to issue commands and make selections.  
Ajax: Development technique for creating interactive Web application capable of updating the user interface without reloading the entire browser page.

Web Services:

Extensible Markup Language (XML):

Hypertext Markup Language (HTML): The communications standard used to transfer pages on the Web. Defines how messages are formatted and transmitted.

Simple Object Access Protocol:

Service-oriented Architecture (SOA): 

Software Package:

Outsourcing: The practise of contracting computer centre operations, telecommunications networks, or applications development to external vendors.

Call Centre: An organizational function responsible for handling customer service issues by telephone and other channels. 

Software as a Service (SaaS):

Service Level Agreement (SLA):

Mashup: Composite software applications that depend on high-speed networks, universal communication standards, and open-source code.

Apps: Small pieces of software that run on the Internet, on your computer, o on your cellphone and are generally delivered over the Internet.

Scalability:

Total Cost of Ownership (TCO):

Chapter 6 Databases and Information Management

Bit: a binary digit representing the smallest unit of data in a computer system. It can only have one of two states, representing 0 or 1.

Byte: a string of bits, usually eight, used to store one number or character in a computer system.

Field: a grouping of characters into a word, a group of words, or a complete number, such as a person’s name or age.

Record: a group of related fields.

File: a group of records of the same type.

Database: a group of related files.

Entity: a person, place, thing, or event about which information must be kept.

Attribute: a piece of information describing a particular entity.

Data redundancy: the presence of duplicate data in multiple data files.

Data Inconsistency: the presence of different values for the same attribute when the same data are stored in multiple locations.

Program-data Dependence: the close relationship between data stored in files and the software programs that update and maintain those files. Any change in data organization or format requires a change in all the programs associated with those files.

Database (rigorous definition): a collection of data organized to service many applications at the same time by storing and managing data so that they appear to be in one location.

Database Management System (DBMS): special software to create and maintain a database and enable individual business applications to extract the data they need without having to create separate files or data definitions in their computer programs.

Logical View: presents data as they would be perceived by end users or business specialists.

Physical View: presents how data are actually organized and structures on physical storage media.

Relational DBMS: a type of logical database model that treats data as if they were stored in two-dimensional tables. It can relate data stored in one table to data in another as long as the two tables share a common data element.

Tuple: a row or record in a relational database.

Key Field: a field in a record that uniquely identifies instances of that record so that it can be retrieved, updated or sorted.

Primary Key: unique identifier for all the information in any row of a database table. 

Foreign key: field in a database table that enables users to find related information in another database table.

Multimedia: the integration of two or more types of media such as text, graphics, sounds, voice, full-motion video, or animation into a computer-based application.

Object-oriented DBMS: an approach to data management that stores both data and the procedures acting on the data as objects that can be automatically retrieved and shared; the objects can contain multimedia.

Object-relational DBMS: a database management system that combines the capabilities of a relational DBMS for storing traditional information and the capabilities of an object-oriented DBMS for storing graphics and multimedia.

Data Definition: DBMS capability that specifies the structure and content of the database.

Data Dictionary: an automated or manual tool for storing and organizing information about the data maintained in a database.

Data Manipulation Language: a language associated with a database management system that end users and programmers use to manipulate data in the database.

Structured Query Language (SQL): the standard data manipulation language for relational database management systems.

Normalization: the process of creating small stable data structures from complex groups of data when designing a relational database.

Repeating Data Groups: is the repetition of data in a database file that has not been normalized.

Referential Integrity: rules to ensure that relationships between coupled database tables remain consistent.

Entity-relationship Diagram: a methodology for documenting databases illustrating the relationship between various entities in the database.

Data Warehouse: a database, with reporting and query tools, that stores current and historical data extracted from various operational systems and consolidated for management reporting and analysis,

Data Mart: a small warehouse containing only a portion of the organization’s data for a specified function or population of users.

Online Analytical Processing (OLAP): capability for manipulating and analyzing large columes of data from multiple prespectives.

Data Mining: analysis of large pools of data to find patterns and rules that can be used to guide decision making and predict future behaviour.

Database Server: a computer in a client/server environment that is responsible for running a DBMS to process SQL statements and perform database management tasks.

Information Policy: formal rules governing the maintenance, distribution, and use of information in an organization.

Data Administration: a special organizational function for managing the organization’s data resources, concerned with information policy, data planning, maintenance of data dictionaries, and data quality standards.

Data Governance: policies and processes for managing the availability, usability, integrity, and security of the firm’s data.

Database Administration: refers to the more technical and operational aspects of managing data, including physical database design and maintenance.

