MIS review

CHAPTER 1

A digit firm is one in which nearly all of the organization’s significant business relationships with customers, suppliers, and employees are digitally enabled and mediated
Business Processes: refer to the set of logically related tasks and behaviors that organizations develop over time to produce specific business results, and the unique manner in which these activities are organized and coordinated. 
Information Technology (IT): All computer-based information systems used by organizations and their underlying technologies
Capital management
ICT largest component of capital investment
> 90% Canadian businesses use Internet
Success depends on ICT investment decisions
Foundation of doing business
566,000 employees in ICT sector; 4.2% growth rate between 1997 and 2003
Extensive use of IS vital for business operations
Growing interdependence between firm’s ability to use ICT and its ability to achieve corporate goals 
Productivity
Wise investments in IT  better productivity and efficiency 
Strategic opportunity and advantage
Improved decision making
Possibility to realize new business opportunities
Strategic advantage over rivals and differentiation from competitors
Information Technology (IT): 
All computer-based information systems used by organizations and their underlying technologies
Information Systems (IS): Set of interrelated components that collect, retrieve, process, store, and distribute information to support decision-making and control in organizations. Also assist in analyzing problems, visualizing complex issues, and creating new products
Information: data that have been shaped into a form that is meaningful and useful to us
Data: are streams of raw facts (representing events occurring in organizations or the physical environment) before they have been organized and arranged into a form that people can effectively understand and use. 
Three activities / functions of Information Systems: Input: Captures raw data Processing: Converts data into information, Output: Transfers information to people,  + Feedback: Output to help people correct input stage
Business Perspective: Investment in IS to create value and enhance profitability  Changing business processes and management decision-making. IS are considered as solution to business challenges.      In order to actually create the business value, it is important to balance and understand the three dimensions of IS: Organizations (people, structure, business processes, culture, politics), Managers (senior, middle, operational levels), and Technology (SW, HW, storage and communication, network, Internet, Intranet, Extranet, WWW)
Technical approach :Focuses on mathematical models to study IS (e.g., computer science, operations research)
Behavioral approach Focuses on behavioral issues (e.g., Sociology, Psychology)
Socio-technical approach Technology and organization (4 actors produce MIS – HW and SW, firm, managers & employees, firm environment)



CHAPTER 2
	Transaction Processing Systems (TPS)
Basic systems serving the operational level
Perform and record daily routine transactions necessary for daily business activities
	Decision Support Systems (DSS)
Inputs: TPS and MIS level data, external
Processing: Interactive (simulation)
Outputs: Decision analysis
Users: Professionals, staff	
Example: Contract cost analysis

	Management Information Systems (MIS)
Inputs: High volume transaction level data
Processing: Simple models
Output: Summary reports
Users: Middle managers 
Example: Annual budgeting
	Executive Support Systems (ESS)
Inputs: Aggregate data, internal and external
Processing: Interactive
Outputs: Projections
Users: Senior managers – ties CEO to all levels
 Example: 5-year operating plan 


Sales + Marketing Systems: Tupperware Party, Canadian Tire: Point of Sales Devices – Barcode IS
Manufacturing + Production Systems: Toyota Manufacturing Plants: Planning Materials
Finance + Accounting Systems: manage firm’s assets, investments, stocks, financial records, payroll
Human Resources Systems: identify potential employees, employee records, programs: talent + skills
The various types of systems in the organization have interdependencies. TPS are major producers of information that is required by many other systems in the firm, which, in turn, produce information for other systems. These different types of systems are loosely coupled in most business firms, but increasingly firms are using new technologies to integrate information that resides in many different systems.
Enterprise Applications: Support organization-wide process coordination and integration  better organizational performance. Applications include: 
Enterprise Systems: Enterprise resource planning (ERP) Resolves the problem of data fragmentation in different systems: collects the data from various processes in the four types of business functions within the firm, as well as stores the data in a comprehensive data repository  can be shared by business processes in the different functional areas, and progress of different processes can be tracked 
Supply Chain Management Systems: (SCM) A type of inter-organizational system – more outward
Link and coordinate activities involved in the buying, making, and moving of a product; Exchange info with suppliers (e.g., availability of material, delivery dates of supplies), Exchange info with distributors (e.g., inventory levels, delivery dates for finished goods), Integrate supplier, manufacturer, distributor, and customer logistics time
Customer Relationship Management Systems:  (CRM) help firms manage their relationships with customers. CRM systems provide information to coordinate all of the business processes that deal with customers in sales, marketing, and service to optimize revenue, customer satisfaction, and customer retention. Consolidate customer information from multiple channels and sources (e.g., phone, e-mail, web)  Unified view of a customer (e.g., most loyal / profitable customers, what they want to buy)
Knowledge Management Systems: (KMS) enable organizations to better manage processes for capturing and applying knowledge and expertise. These systems collect all relevant knowledge and experience in the firm and make it available wherever and whenever it is needed to improve business processes and management decisions. Value of a firm is based on physical resources + intangible knowledge assets. Better knowledge  better performance
Programmers: Write SW instructions for the computer
Systems analysts: Liaisons between IS dept and rest of the organization. Translate business problems / requirements into IS
Information systems managers: Leaders of teams (e.g., programmers and analysts, projects managers, database specialists)
CIO: Senior manager, head of IS dept who oversees the use of IT in the firm
End users: Representatives of departments outside the IS group for whom applications are developed
CHAPTER 3
Organizations: a stable, formal social structure that takes resources from the environment and processes them to produce outputs. Focuses on three elements: Capital, labor, and environment. The organization uses these inputs to create products and services, consumed by the environments in return for supply inputs.
Routines and business processes: Routines for producing goods and services. Examining business processes  understand how they might be changed or replaced by using IT 
Organizational politics: Different specialties, concerns, and perspectives  political struggle, conflict, competition hampering organizational change
Organizational culture: Fundamental assumptions about products that the organizational should produce, how to produce them, where, and for whom. Unifying force that promotes common understanding and agreement on procedures, but may act as a constraint on technological change
Organizational structures: Entrepreneurial – Small start-up business. Machine bureaucracy – Midsize manufacturing firm. Divisionalized bureaucracy – Very large firms (E.G., Fortune 500, General Motors). Professional bureaucracy – Law firms, school systems, hospitals. Adhocracy – Consulting firms
Organizational environments: Reciprocal relationship between organizations and environments
Economic Impacts
Transaction cost theory: Firms and individuals attempt to economize on transaction costs (cost of participating in markets) IT and networks can reduce transaction costs  worthwhile to contract with external suppliers instead of using internal resources as before.
Agency Theory: A firm is a nexus of contracts among self-interested parties requiring supervision. Agency costs refer to the cost of managing and supervising.  IT can reduce agency costs by reducing the cost of acquiring and analyzing information  firms can grow without adding employees and easier supervision.
More firms operate as virtual organizations: Use networks to link people, assets, & ideas. Not limited to organizational boundaries or physical locations. IT can support more flexibility (production processes) to overcome the size limitation of firms. Mass customization (ability to tailor products / services to individuals)
Role of Managers in Organizations: Based on the analysis of day-to-day managers’ behavior, three categories of roles are identified: Interpersonal – Managers act as figureheads and leaders, Informational – Managers receive and disseminate critical information, Decisional – Managers initiate activities, allocate resources, and negotiate conflicts
It is essential to understand the organization in which IS will be developed / implemented, and how IS can contribute to managerial decision-making in order to obtain benefits out of these systems: Organizational environment, Organizational structure (e.g., hierarchy, routines), Organizational culture and politics, Type of organization and style of leadership, Groups affected by IS and attitude of users, Types of tasks, decisions, and processes that the IS is designed to assist
Business Process: Set of activities and decisions that firms make that determine: Products and services to be produced, Industries in which the firm competes, Competitors, suppliers, and customers of the firm, Long-term goals of the firm, Thinking of strategy at three levels, Business – single firm, Firm – multidivisional firm, Industry – collection of firms
Two models explain how firms can identify and achieve competitive advantage: Business value chain model – specific (business level), Porter’s competitive forces model – general (industry level)
Value chain model highlights specific activities in a business where competitive strategies can be applied, and where IS can most likely have a strategic impact: Primary activities – directly related to the production and distribution of products / services. Support activities – make delivery of primary activities possible and consist of the infrastructure, HR, Technology, and procurement
In Porter’s competitive forces model, the strategic position of the firm and its strategies are determined not only by competition with its traditional direct competitors but also by four forces in the industry’s environment: new market entrants, substitute products, customers, and suppliers. A firm faces external forces that affect its ability to compete; the competitive advantage can be achieved by enhancing the firm’s ability to deal with these forces.
IS Strategies: Low-cost leadership, Product differentiation, Focus on market niche, Strengthen customer and supplier intimacy
COMPETITIVE NECESSITY VS. COMPETITIVE ADVANTAGE

CHAPTER 6
Databases and Information Management
Existing Issues: Data redundancy, Data inconsistency, Program-dependence data, Inflexibility, Poor security, Inability to share data among applications
Database Management Systems (DBMS): Software permitting the centralization of data, supporting efficient control of these data, and allowing access to them by application programs. Act as interface between application programs and physical data files. Overcome some of the challenges faced by the traditional file environment. Capabilities: Data definition language, Data manipulation language, Data dictionary
Types of Databases: Relational: Most popular for PCs and large computers. Represent data as two-dimensional tables called relations; tables may be referred to as files. Relate data across tables based on common data element. Example: Microsoft Access as a PC relational DBMS
Hierarchical and network: Mostly in large legacy (old) systems – outdated. Organize data in a tree-like structure  one to many (hierarchical) or many to many “parent-child” (network) relationship. Reliable but not very specified in advance. Do not support ad-hoc flexible; paths for accessing data should be queries
Object-oriented: Store data and procedures as objects that can be retrieved and shared automatically. Can store more complex types of information, but are slower, especially for large numbers of transactions. Hybrid object-relational DBMS are recent; provide capabilities of both object-oriented and relational DBMS
There are alternative ways of distributing a database. The central database can be partitioned (a) so that each remote processor has the necessary data to serve its own local needs. The central database also can be replicated (b) at all remote locations.
Improving Performance: Capabilities and tools used to analyze vast quantities of data and accessing data from multiple systems. Multi-dimensional data analysis and data mining, Data warehouses, Databases and the web 
Multi – Dimensional Data Analysis: Specialized type of analysis: Aka online analytical processing (OLAP), Allows users to analyze large volumes of data and present the same data in different ways, Each aspect of information represents a dimension (e.g., pricing, region, time period)
Data Mining: Discovery driven tools. Employs various techniques to identify hidden patterns and relationships in large pools of data. Leads to the identification of rules that can be used to predict future behavior and guide decision making. Protection of individual privacy??
Data Warehousing: Massive database storing current and historical data of interest to managers. Various data sources. Data are standardized (common model). Data availability for anyone, but no changes are allowed. Advantages of data warehouses: Improved information, Easier access to information (anyone), Ability to model and remodel the data. 
Data Mart : A subset of a data warehouse; built at lower cost and more rapidly. Consists of summarized or highly focused portion of the organization’s data. Targets a specific group of users and focuses on a single subject area or line of business. E.g., Marketing and sales data marts providing information on clients for better marketing, pricing and inventory decisions
Hypermedia databases: Web sites store chunks of information in the forms of nodes (containing text, graphics, sound etc.) connected by links. Placing an order online – use of web sites to access data stored in organization’s internal databases. In a client / server environment, the DBMS resides on a dedicated computer called a database server
Establishing an Information Policy: Specifies the organization’s rules for sharing, disseminating, acquiring, standardizing, classifying, and inventorying information (e.g., who can access, change or view data)
Managers should make sure that the company’s data are organized so that they can be easily accessed and used. Proper management of the files in which data are stored is essential for IS to be effective in an organization (provide accurate, timely, and relevant information)

CHAPTER 4
Social, Legal, & Ethical Issues in the Digital Firm
Key Technology Trends Associated with Ethical Issues: Computing power doubles every 18 months, Rapidly declining data storage costs, Data analysis advances, Networking advances and the Internet
Responsibility: Accepting the potential costs, duties and obligations for decisions
Accountability: Mechanisms for identifying responsible parties
Liability:  Extension of responsibility to areas of law; permits individuals (and firms) to recover damages done to them
Ethical Analysis and Principles: When confronted with a situation presenting ethical issues, perform an ethical analysis: Identify and describe the facts, Define the conflict or dilemma, the values involved, Identify the stakeholders, Identify the options, Identify the consequences, Rely on / follow ethical principles and rules in the decision making
1. Golden Rule: “Do I want someone to do this to me?” Do unto others as you would have them do unto you
2. If an action is not right for everyone to take, then it is not right for anyone
3. If an action cannot be taken repeatedly, then it is not right to be taken at any time “I will just take a peak at the records of someone only once”
4. Take the action that does the most good for the most amount of people
5. Take the action that produces the least harm or incurs the least cost to all concerned
6. Assume that all tangible and intangible objects are owned by someone else, unless shown the contrary. If there is something of value to you, then the person who created it wants compensation for its use.
Five moral dimensions of IS: (a) Information rights and obligations: Privacy and freedom in the Internet age, (b) Property rights and obligations: Intellectual property, (c) Accountability, liability, and control(d) Quality of life: Equity, access, and boundaries, (e) System quality: Data quality and system errors
Information Rights: Privacy & Freedom in the Internet Age: Claim of individuals to be left alone, free from surveillance or interference from other individuals, organizations, or the state. (a) In Canada, Personal Information Protection and Electronic Documents Act (PIPEDA) (b) Other parallel legislations were enacted at the province level. (c) Fair Information Practices (FIP) – principles governing the collection and use of information about individuals based on “mutuality of interest” and providing basis for North American and European privacy law
PIPEDA: Legislated by the Canadian government (1999). Establishes the principles that govern the collection, use and disclosure of personal information. Based on a set of 10 principles (e.g., accountability, accuracy, obtaining consent etc.). Used by organizations that develop privacy policy statements to become compliant with PIPEDA. Evolved over time to apply to federally regulated organizations, commercial activities, and companies that collect, use or disclose personal health information
European Directive on Data Protection: Privacy acts are more stringent in Europe than the U.S. European Commission Directive prohibits the use of personally identifiable information by businesses without consumer consent – “informed consent”. Internet challenges to privacy: Ability to collect data on online activities. Two models supporting web privacy: Opt-out vs. opt-in
Property Rights: Intellectual Property: Refers to intangible property of any kind created by individuals or corporations. Difficult to protect with the use of IT (computerized information easily copied and distributed on networks). Three main ways to protect intellectual property:
Trade Secrets: Intellectual work or product belonging to business, provided it is not based on information in the public domain.
Copyright: statutory grant protecting intellectual property from being copied for at least 50 years. Copyright law in Canada is one of the principal means of protecting computer SW
Patents: A grant to the creator of an inventin giving the owner an exclusive monopoly on the ideas behind an invention (Between 17 and 20 years)
Accountability, Liability, & Control: Organizations can be held liable for the content on their web sites. Computer-related liability problems: Raise issues of liability legislation for software and systems. (a) Difficulty for IS executives who are responsible for the harms done by systems developed by their staff. (b) Examples: Bank of America system failure caused cheques to bounce-insuffiencient funds; cable customers left without service due to cable damanges caused by rodents during repairs. 
System Quality: Data Quality & System Errors: What is acceptable, technologically feasible level of system quality? No software program is perfect, errors will be made, even if the errors have a low probability of occurring. At what point should software “be shipped” (stop testing)?  What kind of disclaimer statements might be appropriate? Shipping Buggy Software: Time and cost of fixing minor errors would prevent products from every being realised 
Quality of Life: Equity, Access, & Boundaries: Balancing power: Centre vs. periphery, Rapidity of change: Reduced response time to competition, Maintaining boundaries: Family, work, and leisure, Dependence and vulnerability, Computer crime and abuse, Employment: Trickle-down technology and reengineering, Equity and access: Increasing racial and social class divisions, Health risks

Is IT decentralization allowing more people (lower level employees) to participate in major decisions? (trivial empowerment)
Does the business you work for have enough time to respond to global competitors? More pressure on employees
Impact of the “Do anything anywhere environment” on the boundaries serparating work, vacation, & family time
Dependence on system applications that are critical and vulnerable with few regulatory standards that protect us from failure
Computer crime: refers to illegal acts through the use of a computer or against a computer system. Computer abuse: refers to the commission of acts involving a computer that may not be illegal but are unethical( eg. Spamming)
Reengineering existing jobs using IT results in few jobs (generally) – offshoring of jobs from high wage to low wage countries. Benefits for low wage countries but costs are paid for high wage country workers
Digital divide depending on social and wealth status. Uneven computer literacy
Health Risks: repetitive stress injury RSI (such as carpal tunnel syndrome, wrist pain). Computer visions syndrome (CVS) eyestrain. Technostress 

25 Short essay, 75 Multiple choice True and false
Short Answer: Stick to the space provided, use bullet points. Address each part of the questions
Privacy – use of an IS IT system for its intended purpose, vulnerable information, such as credit history, criminal history, SIN numbers, Providing access to which employees, who has access?
Sharing of data base, information, with third parties associated with the company
Using information for personal or profitable gain, selling information to competitors, etc

Chapter 9 - Systems Development
There are four common forms of IT-enabled organizational changes.
Automation is the most common, where applications of IT are introduced to ‘automate’ certain employee tasks to promote efficiency and effectiveness. Such applications include software to calculate paychecks and payroll registers, giving bank tellers instant access to customer deposit records, and developing a nationwide network of airline reservation terminals.
Rationalization of procedures is the streamlining of standard operating procedures. An example of this is the new instrument tracking system at the Ottawa Hospital. This system tracks instruments through the different stages of storage, use and sterilization, which promotes efficiency. 
Reengineering is when a business process is analyzed, simplified and redesigned to improve speed, service, and quality. It reorganizes workflows, combines steps to cut waste and eliminates repetitive, paper-intensive tasks. More ambitious than rationalization as it requires a new vision of how the process is to be organized. Ford reengineered its accounts payable system to a more efficient system that cut 75% labor costs (laid off 75% of 500 accounts payable clerks) associated with the old system. 
Paradigm Shifts involves rethinking the nature of the business, defining a new business model, and often changing the very nature of the organization. 
Work flow management is the process of streamlining business procedures so that documents can be moved easily and efficiently work flow and document management software automates processes such as routing documents to different locations, securing approvals, scheduling, and generating reports. Also allows for two or more people to simultaneously work on the same document.
Process Cost: total cost of the business process for a ‘complete’ transaction
Process Time: The total decision and activity time of all actors
Process Quality: The amount of time and money spent reworking defective parts and services.
Process Flexibility: the ability of the process to produce a variety of outputs, or change in the face of environmental pressures. “Flexibility” translates directly into better utilization of plants and equipment, and lower labour costs.
Business process reengineering (BPR): is primarily a one-time effort, focusing on identifying one or two strategic business processes that need radical change. Example: reduction of time to get a mortgage from 6-8 weeks to one week through business process reengineering (changing workflow and document managing procedures / SW). There are two processes for BPR; Business Process Management and Quality Improvement Programs
Business process management (BPM) is an effort to help firms manage process changes that are required in many areas of business. 
Total Quality Management (TQM) holds that the achievement of quality control is an end to end process, in that everyone is expected to contribute. The engineer finds design flaws, the production worker spots defects, the sales representative who presents the product properly, and the secretary who avoids typos. 
Six Sigma is a specific measure of quality, representing 3.4 defects per million opportunities. Most companies cannot achieve this level of quality but use six sigma as a gal to implement a set of methodologies and techniques for improving quality and reducing costs. 
Benchmarking consists of setting strict standards for products, services and other activities, and then measuring performance against those standards. Companies may use external industry standards or internally developed high standards. 
Feasibility study determines whether the proposed system was a good investment, whether the technology needed for the system is available and can be handled by the firm’s information systems specialists, and whether the organization can handle the changes introduced by the system.
Information requirements is identifying who needs what information where, when, and how (eg. Format. Medium) Requirements analysts carefully define objectives of the new or modified system and develops a detailed description of the functions that the new system must perform.

Systems development represents six core activities that go into producing an IS:
Systems analysis is the analysis of a problem that an organization will try to solve with an information system. It consists of defining the problem, identifying its causes, specifying the solution, and identifying the information requirements that must be met by a system solution. 
Systems design shows how the system will fulfill the objective of meeting the information requirements.  
Programming is where system specifications that were prepared during the design stage are translated into software program code. Many organizations now purchase software from other firms that meet the requirements for a new system. 
Testing is the exhaustive and thorough research conducted to ascertain whether the system produces the right results. “will the system produced the desired results under known conditions”
Unit (program) testing consists of testing each program separately in the system to gaurentee that the programs are error free.
System testing tests the functioning of the information system as a whole, determining whether discrete modules will function together as planned and whether discrepancies exist between the way the system actually works and the way it was conceived.
Acceptance testing provides final certification that the system is ready to be used in a production setting. 
Test plan includes all the preparations for the series of tests we have just described.
Conversion is the process of changing from the old system to the new system. There are four main strategies to do this.
Parallel strategy is when both the old system and the replacement are run together for a time until everyone is assured that the new one functions correctly. This is the safest approach.
Direct cutover strategy replaces the old system entirely with the new system on an appointed day. Very risky approach in case of malfunction.
Pilot study strategy introduces the new system to only a limited area of the organization, such as a single department or operating unit to ensure it is working smoothly, where after it is introduced to the organization in stages.
Phased approach strategy introduces the new system in stages, either by functions or by organizational units. For example, first the new payroll system beginning with workers who work by hourly wages, then those by monthly wages, and then those by salary. 
Documentation shows how the system works from both a technical and end-user standpoint is finalized during conversion for use in training and everyday operations. 
Production is when both users and technical specialists will review the system to determine how well it has met its original objectives and to decide whether any revisions or modifications are in order. 
Maintenance are changes in hardware, software, documentation or procedures to a production system to correct errors, meet new requirements, or improve processing efficiency.

Systems life cycle methodology maintains a very formal division of labour between the end users and IS specialists. IS specialists are responsible for analysis, design and implementation, and end users are responsible for providing information requirements and reviewing the work of IS. Oldest and most expensive
Prototyping consists of developing an experimental system rapidly and inexpensively for end users to evaluate. By interacting with the prototype, users can get a better idea of their information requirements. The prototype is then used as a template for the final system.	Step 1: Indentify user’s basic requirements
	Step 2: Develop initial prototype
	Step 3: Use the prototype
	Step 4: revise and enhance to prototype

Advantages and Disadvantages: Useful when there is uncertainty about the requirements from the end users. Encourages feedback from users for a more user-friendly design. Some hastily constructed systems may not be able to handle large amounts of data or large amounts of users, and are often subject to a lot of security vulnerabilities.
End user development is when end users, with little or no formal assistance, can develop some types of information systems from technical specialists. Ensures better definition of users’ needs better satisfaction with the system. Allows rapid development but testing and documentation may be inadequate; may not support processing of large number of transactionsA fourth generation language is a programming language that enables end users to create reports or develop software applications with minimal or no technical assistances, and can also enhance professional programmers productivity. A query language is a language that provides immediate online answers to requests for information that are not predefined, such as who are the highest performing sales reps. 
Outsourcing is contracting computer centre operations, telecommunications networks, or applications development to external vendors.
Criteria for evaluation of application software packages based on a request for proposal (RFP)


Chapter 7 
Network operating system (NOS) routes and manages communications on the network and coordinates network resources. It can reside on every computer in the network, or it can reside primarily on a dedicated server computer for all the applications on the network. Ex. Microsoft Windows Server, Linux, and Novell NetWare
Network Interface Card (NIC) is the card inserted in a computer enabling it to connect to a network
Dedicated server computer is a computer on a network that performs important network functions for client computers, such as serving up web pages, storing data, and storing the network operating system. 
Hubs are simple devices that connect network components, sending a packet of data to all other connected devices.
A switch has more intelligence than a hub and can filter and forward data to a specified destination on a local area network. Hubs and switches link up devices on a LAN.
Routers are network devices that connect two or more networks, for example, the cable modem in your house that brings you broadband Internet service is also a router that connects your LAN to the internet. 
Metcalfe law – each communication link can add value (exponentially)
Business value impacts of telecommunication revolution; Declining transaction costs, Declining agency costs, Increased agility, Higher quality management decisions, Declining geographic barriers, Declining temporal barriers.
Key Communication Tools Email, chat, instant messaging, electronic discussions (Cheaper, faster, and interactive ways of communication) Groupware, teamware, electronic conferencing (Support enterprise-wide communication and collaborative work (sharing ideas, commenting on projects, electronic meetings etc.)) Internet telephony – Voice over IP (Use of Internet technology for telephone voice transmission over Internet or private networks, Can reduce communication and network management costs. Virtual private networks (Private networks linked using “secure” tunnel connection over Internet)
Three key digital networking technologies – packet switching, client/server computing and TCP/IP
Packet switching is a method of slicing digital messages into parcels called packets, sending the packets along different communication paths as they become available and then reassembling the packets once they arrive at their destinations.
Protocol is a set of rules and procedures governing transmission of information between two points in a network.
Transmission Control Protocol/Internet Protocol (TCP/IP) is a suite of protocols, the main ones being TCP and IP. TCP handles the movement of data between computers, and establishes a connection between the computers, sequences the transfer of packets, and acknowledges the packets sent. IP is responsible for the delivery of packets and includes the disassembling and reassembling of packets during transmission. Each computer is assigned a unique Internet protocol address, i.e 207.46.250.119. TCP/IP is not owned by anyone but is regulated by policies
Hyper text markup language (HTML) is the language that webpages are based on.
Hyper text transfer protocol (HTTP) is the communications standard for the transfer of pages over the web
Uniform Resource Locater (URL) is the address that orient the browser software where to look for desired information
Intranets and extranets: Intranets refer to private internal networks created by organizations (Use Internet networking standards and web technology, Protected from the public by firewalls – security systems with specialized SW to prevent outsiders from entering the networks)
Extranets allow authorized vendors and customers to have limited access to an Intranet (e.g., obtain info about costs and features of products)
Business value in light of the fast declining costs for high speed wireless communication
· Easier contact with customers, suppliers, and employees
· Economies
· Intel study – gain in productivity by 2 hrs / week (5% work week) after using notebook computers accessing wireless LANs and Internet
· New products, services, and sales channels (e.g., GPS)
Different types of networks controlled by international standards
Bluetooth – personal area networks
· Allows linking up to eight devices within a 10m area.
Wi-Fi (wireless fidelity) – local area networks
· Effective distance 10-50m. Access points to communicate with a wired LAN (infrastructure mode). Useful in conference rooms and for temporary workstations. 
· Wi-Max (worldwide interoperability for microwave access) – metropolitan area network
Wireless access range of up to 50 km. Provides wireless access to rural areas and locations not served.
Advantages of IS
Opportunity to radically reduce the cost of communicating with their employees, vendors, and customers. New opportunities to develop new business models based on the new telecommunications technologies. Benefits of using wireless communication
Disadvantages of IS
Loss of management control: More difficult to manage IS and data over a distributed network environment, More power to employees
Organizational change requirements: Changing old ways of doing business to work effectively with the Internet and network technologies
Scalability, reliability, and security: Integrating wireless technology into the firm’s IT infrastructure, Network infrastructure must be able to handle e-commerce demands, and maintain security and privacy 
Solutions to managing IS systems
Develop a strategic networking plan
· How communication services and technology could enhance a firm’s competitive position
Identify areas in which wireless communication can provide value and create a management framework for wireless technology (policies related to security measures, end-user responsibilities etc.)
Use a pilot program before full-scale rollout of wireless systems 
Manage the change
· Issues of business process reengineering, shift in staffing, functions, power, and data administration
Integrated messaging solutions – communicate what is needed, where it is needed, when is needed. 
Mobile computing: Allows Internet-enabled cell phones, PDAs, & other wireless devices to access digital information on the Internet from any location
M-Commerce: Use of Internet for purchasing goods and services, and for transmitting messages using wireless mobile devices

Chapter 13 Electronic Commerce
Electronic Commerce (E-Com) The process of buying and selling goods and services electronically, involving transactions using the Internet, networks, and other digital technologies. Digitally enabled commercial transactions between and among individuals and organizations. Orig. since 1995
Internet is becoming the infrastructure of choice for electronic commerce
Unique Features
· It provides a universal and easy-to-use set of standards that can link disparate systems
· It supports interactivity and ensures direct communication between trading partners
· It ensures 24-hr service and creates extended distribution channels – ubiquity  reduces transaction costs
· It ensures global reach (size of the world’s online population) and richness (text, audio, video)
· It increases information density (amount and quality)
· It permits personalization / customization of products and services 
Key Aspects of Ecommerce
· Reduced information asymmetry and search costs (one party more informed than other party)
· Less effort to find suitable products and information about them anywhere in the world
· Disintermediation (cut out the middle man i.e direct from manufacturer to customer, no retailer). Also reduces market entry costs and raises price and cost transparency
· Digital goods (e.g., music, videos, SW, books etc.); what is the impact on traditional businesses? 
New Business Models revolving around ecommerce, Examples include virtual storefronts, information brokers, content providers, virtual communities, online marketplaces (marketspaces) etc
Types of E-Commerce
· Business-to-customer (B2C): Retailing of products and services directly to individual customers (Chapters.Indigo.ca)
· Business-to-business (B2B): Sales of goods and services to other businesses (ChemConnect.com)
· Consumer-to-consumer (C2C): Individuals using the Web for private sales or exchange (eBay.ca)
· Mobile Commerce (M-Commerce): Use of handheld devices for purchasing goods and services from any location. B2B and B2C transactions can take place in the form of M-Commerce
Customer-Centered Retailing E-Commerce
· Interactive marketing and personalization 
· Clickstream tracking tools collect data on customer activities at web sites and store them
· Collaborative filtering predicts what the user would like to see next based on a comparison with consumers with similar interests – personalized web pages
· Blogs (aka weblog) present information to the public and prospective customers about new products 
· Customer self-service
B2B E-Commerce: New Relationships - Efficiencies
Electronic Data Interchange: Companies use EDI to automate transactions for B2B e-commerce and continuous inventory replenishment. Suppliers can automatically send data about shipments to purchasing firms. The purchasing firms can use EDI to provide production and inventory requirements and payment data to suppliers. 
Private Industrial Networks/Private Exchange: A private industrial network links a firm to its suppliers, distributors, and other key business partners for efficient supply of chain management and other collaborative activities.
Net Marketplaces: Online marketplaces where multiple buyers can purchase from multiple sellers
· Electronic data interchange (EDI)
· B2B e-commerce mostly based on EDI systems
· Computer-to-computer exchange between organizations (ISs) of standard transaction docs (e.g., bills, invoices, purchase orders)
· Eliminates paper-handling through automation (decrease cost)
· Also used as a system for continuous replenishment (e.g., just-in-time inventory replenishment)
· Private industrial networks / private exchange
· Use of extranet by a large firm to link to suppliers and partners; network is usually owned by the buyer 
· Supports continuous business process coordination
· Net marketplaces (e-hubs)
· Provide a single digital marketplace for many buyers and sellers; industry-owned independent intermediaries
· Prices are established through online negotiations, auctions etc.
· Generate revenue from sales transactions 
· Several payment systems are used to pay for goods over the Internet. Examples include: Digital credit cards, Digital wallet, Accumulated balance digital payment systems, Peer to peer payment systems, Electronic billing presentment and payment systems 

Chapter 8 – Securing IS
Information systems are defined as all of an entity’s data and the hardware and software resources that process, store and circulate this data.
Information systems security ensures that an entity’s data, supporting hardware and software resources are used only for their intended purposes. 
IT security generally is comprised of five main goals:
Integrity: ensuring that the data is whole and complete and represents the intended event 
Confidentiality: ensuring that only authorized individuals have access to the resources being exchanged 
Availability: guaranteeing the information maintained by system is available when needed to fulfill the business function 
Non-repudiation: ensuring that an operation cannot be denied 
Authentication: ensuring the integrity of a transmitted message and/or ensuring the identity of a user of a specific information system service
Information Security Culture – (Information) “Security culture encompasses all socio-cultural measures that support technical security measures, so that information security becomes a natural aspect in the daily activities of every employee.”
War Driving in which eavesdroppers drive by buildings or park outside and try to intercept wireless network traffic.
Rogue Access Points are a hacker operated wireless access point in which the hacker has access to the by standards who connect to the rogue network looking for wifi access.
Malware are malicious software programs and include a variety of threats; viruses, worms, Trojans
Spyware is technology that aids in gathering information about a person or organization without their knowledge
Virus is a rogue software program that attaches itself to other software programs or datafiles in order to be executed. They deliver payloads, which can be a simple message, or an instruction to completely destroy the information on the computer. Viruses replicate and spread through email and file copying
Trojan is a software program that appeals to be neutral but then does something unexpected. They do not self replicate. They often set up gateways for viruses and malware to enter.
Key Loggers record every keystroke in order to gain access to serial codes, passwords, account numbers and personal information.
Hacker is an individual who intends to gain unauthorized access to a computer. 
Cracker denotes a hacker with criminal intent                         
Cybervandalism is the intentional disruption, defacement or even destruction of a website or corporate information system.
Spoofing is when hackers try to misrepresent themselves by uising fake email addresses or pretending to be someone else. Also when they redirect users to clone websites in order to gain personal information
Sniffer is a type of eavesdropping program that monitors information travelling over a network. They can be used legitimately to help identify potential network trouble spots or criminal activity on networks, but also can be used to steal proprietary information from anywhere on a network.
Denial of service attack (DoS) when hackers flood a network server or web server with many thousands of false communications or request for services to crash the network. 
Distributed denial of service (DDoS) attack uses thousands of computers to unundate and overwhelm a network from numerous launch points
Botnets are malware infecting unaware computer users that is designed to open a back door to a computer for hackers to give instructions
Identity theft is a crime in which an imposter obtains key pieces of personal information, such as the social security insurance numbers, in order to impersonate someone else
Phishing involves setting up fake websites for sending email messages that look like those of legitimate businesses to ask users for confidential personal data
Evil twins are wireless networks that pretend to offer trustworthy Wi-Fi connections to the internet, such as those in airport lounges. The bogus network tries to capture passwords or credit card numbers.
Pharming redirects users to a bogus web page, even when the individual types the correct webpage address into his or her browser. This is done by hacking into ISP’s networks and changing addresses
Click fraud occurs when a individual or computer program fraudulently clicks on an online ad without any intention of learning more about the advertiser or making a purchase. Since advertisers pay for each click they receive on a search engine, their cost can soar.
Social engineering is when malicious intruders seeking system access trick employees into revealing their passwords by pretending to be legitimate members of the company in need of information
Patch is software to correct flaws in software programs once they are identified.
Electronic records management (ERM) consists of policies, procedures, and tools for managing the retention, destruction, and storage of electronic records.
CSOX (Canadian Rules for Sarbanes-Oxley Act, Bill 198) imjposes responsibility on companies and their management to safeguard the accuracy and integrity of financial information that is used internally and released externally.
ISO17799 an international set of standards for security and control – specifies best practices in IS security and control, including security policy, business continuity planning, physical security, access control, compliance and creating a security function within the organization
Computer forensics is the scientific collection, examination, authentication, preservation, and analysis of data held on or retrieved from computer storage media in such a way that information can be used as evidence in a court of law
Risk assessment determines the level of risk to the firm if a specific activity or process is not properly controlled. 
Security policy consists of statements ranking information risks, identifying acceptable security goals, and identifying the mechanisms for achieving these goals. 
Acceptable use policy (AUP) defines acceptable uses of the firm’s information resources and computing equipment, including desktop and laptop computers, wireless devices, telephones and the Internet. 
Authorization policies determine differing levels of access to information assets for different levels of users.
Authorization management systems establish where and when a user is permitted to access certain parts of a web site or a corporate database. 
Online transaction processing, transactions entered online are immediately processed by the computer. Multiple changes to databases, reporting, and requests for information occur each instant.
Downtime refers to when a system is not operational.
High-availability computing uses backup servers to preserve data and restore information to prevent and remedy downtime.
Recovery-oriented computing are designed to recover quickly and uses tools to help pinpoint the source of the fault.
Disaster recovery planning devises plans for restoration of computing and communications services after they have been disrupted by an event such as an earthquake. Focus primarily on which files to back up and when, as well as the maintenance of backup servers.
Business continuity planning focuses on how the company can restore business operations. Identifies critical business processes and determines action plans for handling mission critical functions. 
Managed security service providers (MSSPs) are outsourced security functions that monitor network activity and perform vulnerability testing and intrusion detection. 
MIS audit examines the firm’s overall security  environment as well as controls governing individual information systems. 
Access control consists of all policies and procedures a company uses to prevent improper access to systems by unauthorized insiders and outsiders. 
Authentication refers to the ability to know that a person is who he or she claims to be.
Token is a physical device, similar to identification card that is designed to prove the identity of a single user. Smart card is the device about the size of a credit card that contains a chip formatted with access permission and other data.
Biometric authentication is based on the measurement of a physical or behavioral trait that makes each individual unique. Ex. Fingerprint, voice authentication. 
Packet filtering examines selected fields in the headers of data packets flowing back and forth between the trusted network and the internet, examining individual packs in isolation. 
Stateful inspection provides additional security by determining whether packets are part of an ogoing dialogue between a sender and receiver. 
Network Address Translation(NAT) conceals the IP addresses of the organization’s internal host computer(s) to prevent sniffer programs outside the firewall from ascertaining them and using that information to penetrate internal systems. 
Application proxy filtering examines the application content of packets. A proxy server stops data packets originating outside the organization, inspects them, and passes a proxy to the otherside of the firewall. 
Intrusion detection systems feature full time monitoring tools placed at the most vulnerable points or hotspots of corporate networks to detect and deter intruders continually. The system generates an alarm if it finds a suspicious or anomalous event. 
Antivirus software is designed to check computer systems and rivers for viruses, and eliminates viruses from the affected area. 
Encryption is the process of transforming plain text or data into cipher text that cannot be read by anyone other than the sender and the intended receiver. 
Secure Sockets Layer (SSL) and its successor Transport Layer Security (TLS) enable client and server computers to manage encryption and decryption activities as they communicate with each other during a secure web session.
Secure Hypertext Transfer Protocol (S-HTTP) is another protocol used for encrupting data flowing over the Internet, but it is limited to individual messages while SSL and TLS are designed to establish a secure connection between two computers. 
Public key encryption uses two keys, one shared and one totally private. The keys are mathematically related so that data encrypted with one key can be decrypted using only the other key.
Digital signature is an encrypted message (such as a senders name) that only the sender using his or her private key can create.
Digital certificate are data files used to establish the identity of users and electronic assets for protection of online transactions. 
Public key infrastructure (PKI) the use of public key cryptography working with certificate authority, is now widely used in ecommerce. 

Chapter 12 – Enterprise Applications
What are enterprise systems and how do they work?
· Aka Enterprise Resource Planning Systems (ERP)
· Consist of integrated SW modules and a common central database
· Support basic internal business processes for finance and accounting, human resources, manufacturing and production, and sales and marketing 
· Enable data to be used by multiple functions and business processes for precise organizational coordination and control
Enterprise Systems: They are based on thousands of predefined business processes, which are mapped by vendors based on process knowledge and best practices. Organizations implementing the SW select the functions they wish to use and then map their business processes to the predefined business process in the SW. Enterprise systems aim at integrating diverse internal business processes into a single information architecture  increasing efficiency
· More uniform organization
· Firm-wide information for improved decision-making 
· More efficient operations and customer-driven business processes
Supply Chain Management: Integration of processes (supplier, distributor, and customer logistics requirements) to facilitate the flow of information, product, and fund up and down the supply chain 
· Optimal movement of materials and goods among members of the supply chain  decrease in time, redundant effort, and inventory costs
· Inefficiencies exist in the supply chain due to inaccurate and untimely information
· One recurrent problem is the distortion of info about the demand for a product as it passes from one entity to another in the supply chain  Bull-whip effect 
· Good information quality supports just-in-time strategy  efficiencies in the supply chain (ex. Walmart distribution strategy)
· IS that automate the flow of info between members of the supply chain
· Make SCM more efficient by providing dynamic info that help in coordinating, scheduling, and controlling procurement, production, inventory management, and delivery of services / products  Reduce uncertainties and Better purchasing and scheduling decisions 
There are two types of Supply Chain Information Systems:
· Supply chain planning systems (help businesses plan supply chains): Enable firms to generate demand forecasts for a product and develop sourcing and manufacturing plans for that product
· Supply chain execution systems (help execute supply chain steps): Manage the flow of products through distribution centres and warehouses to ensure delivery to the right locations in the most efficient manner
Evolution to demand driven SCM: New IS driven by the pull-based model as opposed to the push-based model. Results in cost reduction, cash utilization, and improved customer service and responsiveness
Push based model – production master schedules are based on forecasts or best guesses of demand for products, and products are ‘pushed’ to customers.
Pull based model – also known as a demand-driven model or build-to-order, actual customer orders or purchases trigger events in the supply chain. Transactions to produce and deliver only what customers have ordered move up in the supply chain from retailers to distributers to manufacturers and eventually to suppliers. Only products that fulfill these orders move back down the supply chain to the retailer. Ex. Buying a vehicle with certain features from Toyota.
Customer Relationship Management: CRM systems examine customers from a multifaceted perspective. These systems use a set of integrated applications to address all aspects of the customer relationship, including customer service, sales, and marketing. Range in scope from niche tools with limited functions to large scale applications (operational and analytical levels). They include modules for : 
· Sales Force Automation (SFA) - Help staff increase productivity by focusing sales efforts on most profitable customers
· Customer service - Assign and manage customer service requests
· Marketing - Analyze marketing and customer data and support marketing campaigns
Analytical CRM uses a customer data warehouse and tools to analyze customer data collected from the firm’s customer touch points and from other sources
Business Value of CRM Systems
· Increased customer satisfaction 
· More effective marketing and reduced direct marketing costs 
· Lower costs for customer acquisition and retention 
· Increased revenue from identifying most profitable customers and segments for marketing 
· Reduced churn rate (Number of customers who stop using or purchasing products or services from a company)
Other Relationship Management systems and software
Partner Relationship Management (PRM) enhances collaboration between a company and its selling partners by sharing the same data, tools and systems of CRM
Employee Relationship Management (ERM) deals with employee issues that are closely related to CRM, such as setting objectives, employee performance management, performance-based compensation, and employee training. 
 
Chapter 14 – Enhanced Decision Making
Three types of decisions
Unstructured decisions are those in which the decision maker must provide judgement, evaluation, and insight to solve the problem. Each decision is novel, important, and nonroutine, and there is no well-understood or agreed-on procedure for making them. Prevalent in high level management.
Structured decisions, by contrast, are repetitive and routine, and they involve a definite procedure (prereq) for handling them so that they do not have to be treated each time as if they were new. More prevalent in lower organizational levels.
Semistructured decisions have both type of decisions, and only part of the problem has a clear-cut answer provided by an accepted procedure. Prevalent in middle level management. 
Management Information Systems (MIS): Provide routine reports and summaries to middle and operational-level managers. Support structured and semistructured decisions
Decision-Support Systems (DSS): Combine analytical models with operational data, Support interactive queries and analysis, For middle managers who face semistructured decision making 
DSS database: A collection of current or historical data from a number of applications or groups
DSS software system: Contains the software tools for data analysis, with models, data mining, and other analytical tools
DSS user interface: Graphical, flexible interaction between users of the system and the DSS software tools
Intelligence consists of discovering, identifying, and understanding the problems occurring in the organization – why there is a problem, where, and what effects it is having on the firm
Design involves identifying and exploring various solutions to the problem
Choice consists of selecting from among solution alternatives
Implementation involves making the chosen alternative work and continuing to monitor how well the solution is working
Classical model of management described the five functions of managers as planning, organizing, coordinating, deciding and controlling.
Behavioural models of management state that the actual behavior of managers appears to be less systematic, more informal, less reflective, more reactive, and less well organized than the classical model would have us believe. 
Managerial Roles: Interpersonal, Informational, Decisional
Decision Models: Statistical, Optimization, Forecasting models and Sensitivity Analysis
Types of Decision Support Systems
Model-driven DSS: Primarily stand-alone systems, Use a strong theory or model to perform “what-if” and similar analyses, Based on a strong theory and good user interface
Data-driven DSS: Integrated with large pools of data in major enterprise systems and Web sites, Support decision making by enabling user to extract useful information, Support online analytical processing (OLAP) and data mining
Examples of DSS tools:
Data Visualization: Presentation of data in graphical forms, to help users see patterns and relationships
Geographic Information Systems (GIS): Special category of DSS that display geographically referenced data in digitized maps
Group Decision Support System: Interactive computer-based systems used to facilitate the solution of unstructured problems by decision makers working together as a group: Hardware, Software, People
Hardware: Conference facility, audiovisual equipment, etc. The sequence of activities and collaborative support tools used in an electronic meeting system facilitate communication among attendees and generate a full record of the meeting.
Software tools: Electronic questionnaires, brainstorming tools, idea organizers, questionnaire tools, policy formation tools, voting tools, etc.
People: Participants, trained facilitator, support staff
Business Value of GDSS
· Allow a greater number of attendees than traditional decision-making meetings 
· Enable collaborative atmosphere and non-attendees to locate information after the meeting
· Use structured methods for organizing & evaluating ideas
· Can increase the number of ideas generated and the quality of decisions while producing the desired results in fewer meetings 
· Can lead to more participative & democratic decision making
Executive Support System for the Digital Firm
ESS for business intelligence: Identify changing market  conditions, formulate responses, track implementation efforts and learn from feedback
ESS for monitoring corporate performance: ESS can be configured to summarize and report on key performance indicators
ESS for enterprise-wide reporting and analysis: Support creation of firm performance measures at the enterprise level
Data: Flow of events or transactions captured by organization’s systems
Information: Data organized into categories of understanding
Knowledge: Patterns, rules, and contexts that provide a framework for creating, evaluating, and using information.  Can be tacit (undocumented) or explicit (documented) knowledge 
Knowledge Management: It increases the ability of the organization to learn from its environment and to incorporate knowledge into its business processes
Communities of Practice (COPs) are informal social networks of professionals and employees within and outside the firm who have similar work related activities and interests, including self and group education, conferences, online newsletters and day to day sharing of experiences and techniques.
Knowledge work systems (KWS) are specialized systems built for engineers, scientists and other knowledge workers charged with discovering and creating new knowledge for a company.
Intelligent Techniques: a diverse group of data mining, expert systems, neural networks, fuzzy logic, genetic algorithms and intelligent agents focused on different objectives related to discovering knowledge. 
Knowledge repository: a collection of internal and external knowledge in a single location for more efficient management and utilization by the organization
Knowledge network systems also known as expertise location and management systems, attempt to perform the function of connecting knowledge demand and knowledge supply and capturing tacit knowledge.
Taxonomy is a scheme for classifying information and knowledge in such a way that it can be easily accessed. A taxon0omy is like a table of contents. A business can function more efficiently if its information is devised into logical categories. 
Social Bookmarking: makes it easier to search for and also to share information to save their bookmarks to WebPages on a public website and tag these bookmarks with keywords
Learning management systems (LMS) provide tools for the management, delivery, tracking, and assessment of various types of employee learning and training. 
Computer aided design (CAD) automates the creation and revision of designs using computers and sophisticated graphics software
Virtual reality Systems have visualization, rending, and simulation capabilities that go far beyond those of conventional systems.
Virtual reality modeling language (VRML) is a set of specifications for interactive, 3D modeling on the world wide web that can organize multiple media types, including animation, images and audio, or to put users in a simulated real world environment
Investment workstations integrate a wide range of data from both internal and external sources, including contact management data, real-time and historical market data, and research reports.
Artificial Intelligence consists of computer based systems that attempt to emulate human behavior
Expert system  is an intelligent technique for capturing tacit knowledge in a very specific and limited domain of human expertise. Expert systems model human knowledge as a set of rules that collectively are called the knowledge base. The strategy used to search through the knowledge base is called inference engine. 
Forward chaining the inference engine begins with the information entered by the users and searches the knowledge base to arrive at a conclusion, by carrying out the action of the rule when a condition is true.
Backwards chaining the strategy of searching the knowledge base starts with a hypothesis and proceeds by asking the user questions about the selected facts until the hypothesis is confirmed or disproved. 
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FIGURE 36-2  Mujor types of knowledge management systems.
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There are three major categories of knowledge management systems, and each can be broken down further
into more specialized types of knowledge management systems.
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FIGURE 18-3  Enferprise-wide knowledge management systems.
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