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·  Ethics refers to the principles of right and wrong that individuals, acting as free moral agents, use to make choices that guide their behaviours
· Like other technologies, IT can be used to achieve social progress, and at the same time be used to commit crimes and threaten social values
5 Moral Dimensions of the Information Age
· Information rights and obligations (Privacy)
· Property rights and obligations  
· Accountability and control (Who can and will be held responsible for harm done to individual and collective information and property rights?)
· System quality (What standards of data and system quality should be demanded to protect individual rights and safety of society?)
· Quality of life (Health. Computer crime and abuse, family, dependence and vulnerability)
Key Technology Trends That Raise Ethical Issues
· Computing power doubles every month
· Data storage costs rapidly declining
· Data analysis advances
· Networking advances
NORA
· Nonobvious relationship awareness
Ethics in an Information Society
· Ethics is about individual choice
· Responsibility means that you accept the potential costs and obligations for the decisions you make
· Accountability is a feature of systems and social institutions that are in place to find out who took responsible action and who is responsible
· Liability is the extension of the concept of responsibility extended to the areas of law. Liability is a body of laws in place that permits people to recover damages done to them by others
· Due Process is a process in which laws are known and understood and there is an ability to appeal to higher authorities to ensure that the laws are applied correctly
Ethical Analysis
· 1. Identify and clearly describe the facts
· 2. Define the conflict or dilemma 
· 3. Identify the stakeholders
· 4. Identify the options that you can reasonably take 
· 5. Identify the potential consequences of your options
Ethical Decision Making Rules
· Put yourself in others’ shoes (Golden Rule)
· If action is not right for everyone to take, it is not right for anyone (Immanuel Kant’s)
· If an action cannot be taken repeatedly, it is not right to take (Descartes’ Rule)
· Take the action that achieves higher or greater value (Utilitarian Principle)
· Take the action that produces the least harm and cost (Risk Aversion Principle)
· Assume all tangible/intangible objects are owned by someone else (no free lunch rule)

