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Hands On Activity 1B

1. List the PDU at layers 2, 3, and 4 that were used to transmit your HTTP GET packet.
· Locate your HTTP GET packet in the Packet List and click on it.
· Look in the Packet Detail window to get the PDU information.
[image: ]
2. How many different HTTP GET packets were sent by your browser? Not all the HTTP packets are GET packets, so you’ll have to look through them to answer this question.
From my wireshark session, there were only 2 packets sent. The website used was www.iana.org. 

3. List at least five other protocols that Wireshark displayed in the Packet List window. You will need to clear the filter by clicking on the “Clear” icon that is on the right of the Filter toolbar.
TCP
TLSv1
DNS
HTTP
SSDP








Hands On Activity 5A
1. Use the ipconfig/all command on your computer. What is the IP address, subnet mask, IP address of default gateway, and MAC of your computer?
IP Address: 192.168.1.21
Subnet Mask: 255.255.255.0
IP address of default gateway: 192.168.1.1
MAC: c4:91:0c:b1:39:bd
2. Why does every computer on the Internet need to have these four numbers?
You need to have these four numbers to connect to the internet. The IP address, subnet mask, IP address of default gateway, and MAC of your computer are part of the network layer. You cannot find your computer on a network with a MAC address and IP address.
Ping:
1. Ping your own default gateway. How many packets were returned? How long did it take for your default gateway to respond?
27 packet returned. 0 packets lost. round-trip min/avg/max/stddev = 3.493/10.061/13.212/3.264 ms

2. Ping google.com. How many packets were returned? How long did it take for you default gateway to respond?
6 packets transmitted, 6 packets received, 0.0% packet loss. round-trip min/avg/max/stddev = 14.627/43.209/162.720/53.555 ms
3. Ping National Australian University www.anu.edu.au. How many packets were returned? How long did it take for your default gateway to respond?
8 packets transmitted, 0 packets received, 100.0% packet loss. The request timed out.

ARP:

1. Type ARP-A at the command prompt. What are the entries in your ARP table?
clearview.home (192.168.1.1) at 0:e:f4:c9:d3:7b on en0 ifscope [ethernet]
rokuultra (192.168.1.2) at 84:ea:ed:16:68:79 on en0 ifscope [ethernet]
madutstv (192.168.1.7) at 78:80:38:a8:82:54 on en0 ifscope [ethernet]
chromecast (192.168.1.9) at 14:c1:4e:16:cb:ea on en0 ifscope [ethernet]
? (192.168.1.12) at c2:4d:b:92:48:72 on en0 ifscope [ethernet]
? (192.168.1.13) at 8e:35:cd:ec:de:f7 on en0 ifscope [ethernet]
iphone (192.168.1.25) at 3e:86:4b:31:38:88 on en0 ifscope [ethernet]
? (192.168.1.255) at ff:ff:ff:ff:ff:ff on en0 ifscope [ethernet]
? (224.0.0.251) at 1:0:5e:0:0:fb on en0 ifscope permanent [ethernet]
? (239.255.255.250) at 1:0:5e:7f:ff:fa on en0 ifscope permanent [ethernet]

2. Suppose that there are no entries in your ARP table. Is this a problem? Why or why not?
The ARP table should have entries; it is a problem if there are no entries. “An Address Resolution Protocol (ARP) entry allows an interface to communicate with another interface even if they are not in the same multicast group.” So if there are no entries, you cannot communicate with devices outside the multicast group.
DNS: 
1. Display your DNS cache using the command ipconfig/displaydns.[image: ]

2. How many entries are there in your cache?
a. 20
3. Open your browser and visit www.ietf.com. Once the page loads, display your DNS cache again. Copy the DNS entry for this website.
[image: ]
Tracert: 
1. Type tracert google.com in your command window
[image: ]
2. How many computers/hops did it take the packet to reach Google?
It took 13 hops for the packet to reach google
3. What was the shortest hop (in terms of time)? Why do you think this is the shortest hop?
Hop #3 was the shortest, as it had a combined time of 5ms among the time stamps posted.
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Command Prompt

icrosoft Windows [Version 10.6.19643.1288]
(c) Microsoft Corporation. All rights reserved.

\Users\benja>google. com
google.con’ is not recognized as an internal or external command,
operable program or batch file.

\Users\benja>tracert google.com

rracing route to google.com [142.251.41.78]
ver a maximum of 30 hops:

1 2ms  1ms  3ms 16.16.0.1
2 2ms  2ms  2ms 162.212.233.198
3 2ms  1ms  2ms 209.148.251.85
4 sms  7ms  7ms 200.148.251.94
5 Sms  4ms  5ms 209.148.249.218
6 5ms  S5ms  5ms 209.148.233.136
7 * *  Request timed out.
8 6ms  7ms  Oms 108.170.251.21
9 oms 9ms  9ms 108.176.227.16

10 21ms 18 ms 15 ms 142.250.46.181
11 1ems 16ms 11 ms 168.170.256.241

12 12ms 15ms 11 ms 142.251.70.11

13 12ms  21ms 12 ms yyz16s26-in-f14.1106.net [142.251.41.78]

race complete.

\Users\benja>
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nmand Prompt

ticrosoft Windows [Version 16.0.19043.1288] ~
(c) Microsoft Corporation. All rights reserved.

C:\Users\benja>ipconfig/displaydns
tindows TP Configuration
. gstatic. com

Record Name .
Record Type .

. gstatic. con
B

Time To Live 107
Data Length . 4
Section . : Answer

A (Host) Record . 142.251.32.67

ocus.of ficeapps. live.com

Record Name . . . . . : ocus.officeapps.live.com
Record Type .

Time To Live °
Data Length . : 3
Section . Ansuer

CNAME Record prod.ocus1.1ive. com.akadns . net

Record Name . . . . . : prod.ocusi.live.com.akadns.net
Record Type . 15
Time To Live 9
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Command Prompt

ticrosoft Windows [Version 16.0.19043.1288]
(c) Microsoft Corporation. All rights reserved.

C:\Users\benja>ipconfig/displaydns
tindows TP Configuration
business.bing.com

Record Name . business.bing.com

Record Type . 5
Time To Live 23
Data Length . 8
Section . Ansuer

CNAME Record

business-bing-com.b-0065.b-msedge .net

Record Name .
Record Type .

business-bing-com.b-0065.b-msedge .net
5

Time To Live 23
Data Length . s
Section . Ansuer

CNAME Record b-0605.b-msedge .net

Record Name .
Record Type .
Time To Live
Data Length .
Section .

: b-0605.b-msedge..net
1

23

2

Answer





