Switch
	Command
	S1
	S2
	S3
	S4

	No ip domain lookup
	x
	x
	X
	x

	Hostname (insert name)
	x
	x
	X
	x

	Banner motd ^(insert banner msg)^
	x
	x
	X
	x

	Enable secret (insert password)
	x
	x
	X
	x

	Ip default-gateway (insert default ip)
	x
	x
	X
	x

	Username (insert name) secret (insert password)
	x
	x
	X
	x

	Ip domain-name (insert domain)
	x
	x
	X
	x

	Ip ssh version 2
	x
	x
	X
	x

	Crypto key generate rsa general-keys modulus 1024
	x
	x
	X
	x

	Interface vlan1
ip address  (insert ip and subnet)
-no shutdown
	x
	x
	X
	x

	Line  vty 0 15
password sshpass
logging synchronous
Login local
Transport input ssh
Exec-timeout 2

	x
	x
	X
	x

	line console 0
password localpass
login
logging synchronous
exit
Exec-timeout 2

	x
	x
	X
	x

	service password-encryption
	x
	x
	X
	x








Router
	Command
	R1
	R2
	R3
	R4

	No ip domain lookup
	x
	x
	x
	X

	Hostname (insert name)
	x
	x
	x
	X

	Banner motd ^(insert banner msg)^
	x
	x
	x
	X

	Enable secret (insert password)
	x
	x
	x
	X

	Username (insert name) secret (insert password)
	x
	x
	x
	X

	Ip domain-name (insert name)
	x
	x
	x
	X

	Ip ssh version 2
	x
	x
	x
	X

	Crypto key generate rsa general-keys modulus 1024
	x
	x
	x
	X

	Interface g0/0
ip address (insert ip and subnet)
desc (insert link description)
	X
	x
	x
	X

	Interface g0/1
ip address (insert ip and subnet)
desc (insert link description)
	X
	x
	x
	X

	Interface g0/2
ip address (insert ip and subnet)
desc (insert link description)
	X
	x
	x
	X

	Line vty 0 15
-password sshpass
-logging synchronous
-Login local
-Transport input ssh
- Exec-timeout 2

	x
	x
	x
	X

	line console 0
-password localpass
-login
-logging synchronous
- Exec-timeout 2
-exit
	x
	x
	x
	X

	service password-encryption
	x
	x
	x
	X

	login block-for 60 attempts 3 within 30
	x
	x
	x
	X

	Ip route (insert ip and subnet)
	x
	x
	x
	X



