Filesystems
ext2/ext3/ext4
· Ext2 no journal, faster than ext3
· Ext2, ext3 no larger than 4-32 TiB filesystem
· Ext4 1 EiB filesystem, up to 16 TiB files
· When fsck run: e2fsck called
· when mkfs run: mke2fs called
· get detailed information on ext2/3/4: dumpe2fs
· change filesystem metadata: tune2fs

Xfs: high-performance 64-bit journaling filesystem, default in centos
· xfs_info: extract info 
· xfsdump: make backup 
· xfsrestore: restore from backup
· xfs_repair: repair
· BTRFS

LVM 
features: physical volumes, volume groups, logical volumes
· LVM Physical Volumes: hard drives managed by LVM
· Volume groups: group of physical volumes act as a common pool of disk space
· LVM Logical Volumes: virtual disks using space from a volume group
· Can be address via /dev/mapper/* symbolic links
· Or /dev/cl/* symbolic links, if cl is the name of the volume group

LVM utilities
· Physical volumes: pvcreste/pvremove/pvdisplay/pvs/pvscan
· Volume group: vgcreate/ vgdisplay/ vgremove/ vgextend/ vgreduce/ vgs/ vgscan
· Logical volumes: lvcreate/lvdisplay/lvextend/lvreduce/lvs/lvscan

LVM commands
· Physical volumes:
Pvcreate, pvremove, pvdisplay, pvs, pvscan
· Volume groups:
Vgdisplay, vgcreate, vgremove, vgextend, vgreduce, vgs, vgscan
· Logical volumes:
Lvcreate, lvdisplay, lvextend, lvreduce, lvs, lvscan

Filesystem commands
soft link/ hard link: ln
attach filesystem: mount, umount
touch
mkswap, swapon, swapoff
hard drives can be partitioned: fdisk
after mount, use sync to force writes on filesystem changes (flushing the disk)
see how much free space: df

mkisofs
debugfs

RAID
· RAID 0: stripe, improved performance, no redundancy
· RAID 1: mirror, improved performance, redundancy at cost of disk space
· RAID 5: stripe + mirror, better performance, redundancy and disk space
· RAID managed: mdadm, configuration file /etc/mdadm.conf
· RAID arrays information: /proc/mdstat
· RAID arrays identified as device files matching the pattern: /dev/md???

Linux Files and Directories
Program files
· / root of filesystem
· /boot contain program and other files required to boot 
· /etc directory contains all configuration files
· In CentOS, /bin link to /usr/bin contains programs
· /sbin link /usr/sbin
· /home user’s home directories
· /root root user’s home directories
Virtual filesystems
· Do not reside on a block device
· /dev: device files, managed by udevd (part of system, daemon)
· /dev/pts: pseudo-terminal, connecting ssh
· /proc: process and system info
· /sys: kernel and system info, /sys/fs/selinux: subdir, devoted to SELinux
· /run: system stuff
Mountpoints
· /media and /mnt
Logging, informational and configuration
· /var: variable/changing files, log files stored in /var/log
· /etc: other files
· /etc/os-release: linux distribution you are using
· /etc/sysctl.conf and /etc/sysctl.d kernel settings
· /usr/share/doc: documentaion

/dev/shm
List of currently mounted filesystems: /proc/mounts, /etc/mtab
Auto mounted when boots: /etc/fstab
/var/log/messages,  /var/log/secure
/var/cache/yum
/var/spool/cron/

shell
login
· bash login shell starts:
· execute commands from /etc/profile
· execute commands from in order ~/.bash_profile, ~/.bash_login, ~/.profile
· when log out a record in ~/.bash_history
· login shell exits, read and execute command from ~/.bash_logout
· non-login shell starts, execute command from /etc/bash.bashrc and then ~/.bashrc

bash built-ins
· Help, echo
· . or source
· alias, export
· history, pwd, type
· let, set, unset
· umask
management
su: become root
sudo: run command as root
shutdown/reboot

Configuration
/etc/ld.so.conf
/etc/skel


Utilities
· list installed hardware on PCI bus: lspci
· list attached USB devices (keyboard/mouse): lsusb
· to manage kernel modules: lsmod (list), modprobe (load)

Signals and special keys
· ctrl-c sends the SIGINT interrupt to a process, quit
· ctrl-z suspends a process, but can be resumed later (use fg)
· ctrl-d end-of-life signal to STDOUT, end process and quit after reading STDOUT
· TAB is a path and command completion key for bash, systemctl and other utilities

Boot process
· CPU load and run instructions from BIOS
· BIOS locate a suitable boot device and loads instructions from the MBR=boot loader
· Boot loader/bootstrap program for CentOS=GRUB2
· Configuration file for GRUB2 located at /etc/grub2.cfg, don’t edit cfg file, edit/etc/default/grub instead
· Run grub2-mkconfig to generat /etc/grub2.cfg from /etc/default/grub

Hard drives
Show up as device files matching /dev/sd*
IDE device show up as /dev/hd*
Can be partitioned using fdisk utility

Commands
Basic commands
· Viewing text: man, cat, grep, head, less, tail, wc, tee, stty
· Editing text: awk, cut, sort, tr, uniq
· Managing env: env, uname, sysctl, ulimit
· Managing files: file, cp, mv, rm, ls, ln, mkdir, rmdir, touch, du
· Search files: whereis, which, locate, updated, find
· Archiving files: gzip, gunzip, tar

dnf
· Dnf: package manager download and install software and dependencies
· /etc/dnf/dnf.conf configuration file located at
· /etc/yum.repos.d: software repositories
· rpm: manually install software package

libraries
· software frequently relies on shared libraries
· configuration file in /etc/ld.so.conf
· ldconfig see which shared libraries should be used
· ldd which requires

users and groups
· account info stored in /etc/passwd, hashed passwords in /etc/shadow
· account can be disabled by setting shell to /sbin/nologin
· list of groups stroed in /etc/group
· groupadd create new group, groupdel to remove group, groupmod to modify
· new home directory /etc/skel
· chgrp, passwd, gpasswd used to administer /etc/group and /etc/gshadow
· newusers reads files and creates

processes
· bg, fg, jobs, kill, killall, nice, ps, pstree, renice, ulimit

permissions
· chmod, chown, su, sudo
· /etc/sudoers determines who can use sudo

mornitoring
· top, htop, atop, vmstat, watch, uname
· sar-records system activity
· uptime-tell you how long since last reboot
· fuser- identify processes
· lsof- list open files on mounted volume
· iotop- monitors disk I/O
· iftop- monitors network I/O
· w- who is logged in
· psacct.service-process accounting service
· ac: print statistic about users’ connect time
· last: list of last logged in users
· lastlog: reports most recent login of all users or of a given user
· lastcomm: view info on previously executed commands
· sa: summarize accounting info

Notification
· /etc/nologin: prevents login by non-root users
· /etc/issue: display before users log in, /etc/issue.net display connect via SSH
· /etc/motd: display after users log in
· wall: display broadcast message to all logged-in users

Networking
NetworkManager: daemon
· has GUI tools for config network
· keeps DHCP .lease files in /var/lib/NetworkManager
· centos/RHEL 7 network config managed by network scripts
· config: /etc/sysconfig/network-scripts
· interface conf named ifcfg-X
· static route stored in route-X file
· ipcalc: auto calculate certain parameters, broadcast address
· ifup, ifdown to enable/disable network interface
· see which network ports are open: ss
· ICMP echo-request/reply: ping
· UDP to test each hop: traceroute/ tracepath

DNS
· /etc/hostname: store hostname
· /etc/hosts: static mappings of IP add to hostnames are stored
· /etc/resolv.conf: DNS nameserver IP add
· hostname: display local hostname
· host: info of domain
· dig: obtain full DNS record

SSH
· sshd: daemon
· ssh client can be used to connect to SSH server
· windows system, program PuTTY 

Daemons
rsyslogd
· manage log files
· /etc/rsyslog.conf strore the configuration
· Facilities where log message come from
· Priorities levels of importance
· Selectors are facility combined with priority
· Logger can be used to generate log events from the command line or script
· syslog facilities include:
· auth: authorization
· authpriv: private authorization
· cron: crond
· kern: the darnel
· mail: email
· syslog: syslog itself
· syslog priorities:
· 0-emergency-system is unusable
· 1-alert-a condition requiring immediate correction
· 2-critical-a failure in a primary system
· 3-error-non-urgent failures
· 4-warning-indicates that an error will occur if required action is not taken
· 5-notice-events that are unusual but are not error conditions
· 6-informational-normal operational messages
· 7-debug-information useful to developers for debugging an application
· Selector is written facility.priority
· , combine facilities
· *. All facilities
· .* all priorities
· ; combine selectors
· .none no priority
· =priority only this priority
· !priority not this priority, only higher
· & same as the selector on previous line
· Action can be:
· Absolute pathname of a file
· Terminal or console: ex /dev/console
· @hostname: remote machine
· :omusrmsg:<user> write message on that user’s terminal
· :omusrmsg:* write message on everyone’s screen
chronyd
· setting time manually:
· system clock timedatectl
· hardware clock hwclock
· define time zone /etc/localtime or /etc/timezone
· list of valid timezones in /usr/share/zoneinfo
· setting time auto
· chronyd use NTP protocol
· chronyc administer chronyd
· configuration file for chronyd is /etc/chrony.conf
· signing keys are stored in /etc/chrony.key

journald
· daemon records local log events in binary format
· use journalctl to view logs: journalctl -k display kernel event, journalctl -u <unit> display logs for only the specified systemd unit
· dmesg is the older utility

logrotate
· not a daemon, but run periodically using anacron
· use configured in /etc/logrotate.conf and files in /etc/logrotate.d/
· similar tool can run periodically is logwatch

smartd
· daemon monitors the health of hard drives by periodically polling S.M.A.R.T
· use smartctl collect information

crond
· tasks are executed on schedule
· anacron program used to manage daily, weekly and monthly events
· scheduled jobs can be added in /etc/crontab, /etc/anacrontab, /etc/cron.d
· users add jobs to /var/spool/cron using crontab utility
· add links in /etc/cron.hourly, /etc/cron.daily, /etc/cron.weekly, /etc/cron.monthly
· /etc/cron.allow and /etc/cron.deny control who is allowed to use cron
· crond logs to /var/log/cron

systemd
· two main directories for systemd: /etc/systemd for local config and /lib/systemd for pre-made config
· /etc/system/system/default.target: loaded when system starts, link to /lib/system/system/graphical.target
· Other target files: sysinit.target, basic.target, and multi-user.target (no GUI)
systemctl
· systemctl –version
· systemctl isolate multi-user.target
· systemctl isolate graphical.target
· systemctl status x.service
· systemctl start x.service
· systemctl stop x.service
· systemctl enable x.service
· systemctl disable x.service
· systemctl mask x.service
· systemctl unmask x.service
· systemctl show x.service
· systemctl list-dependencies x.service
· systemctl list-dependencies x.target
· systemctl list-units –type service
· systemctl list-units –type mount
· systemctl list-unit-files
· systemctl daemon-reload

other daemons
· logind
· udevd
· networkd
· consoled
· timedated

Special characters
· & can be appended to a command to cause it to run in the background instead of the foreground
· | ("pipe") connects the STDOUT of one command to the STDIN of the next command
· ; can be used as a separator between commands that should be executed one after the other (no error checking)
· ' ("single-quote") is used when nothing inside the quotes should be processed by bash
· " ("double-quote") is used when some items, such as variables, should be expanded, but other items, such as spaces should be left alone
· File globbing: *, ?, [. ]
· $(...) Anything enclosed in $(and ) is executed, and the output replaces the text contained in $(...).
· \ ("back-slash") is used to escape special characters so they will be treated like normal characters
· || ("OR") run the command on the right only if the command on the left does not return an exit code of 0; preferred over ;
· && ("AND") run the command on the right only if the command on the left does return an exit code of 0; preferred over ;

VI
· /, ?: search down and up respectively
· h,j,k,l: move cursor
· i,o,a: inserts before, after, below
· d,p,y,dd,yy: deletes, pastes, copy, delete whole line, copy a line
· ZZ, :w, :wq!, :q, :q!: save and quit, save, quit, quit without save

Concepts
Environment variables: current shell env, DISPLAY, PATH env variables
Standard input, Standard output, Standard error
Absolute paths “/”, Relative paths

Security
Cryptography
· Plaintext
· Cipher
· Keys
· Ciphertext
· Cipher characteristics
· Mapping-one:one, many:one
· One-way or reversible
· Number of keys
· Symmetric, asymmetric, hashes

X windows
Programs
· startx: start script
· gdm: GNOME Display Manager, graphical login program
· xwininfo: get info on window
· xkill: terminate the process
· xdpyinfo: display info on installed display
· xhost: allow remote access to server
· fc-list: list all installed fonts at the command line
configuration
· /etc/x11/xorg.conf

[bookmark: _GoBack]PAM
· PAM’s API have prefix libpam and in /usr/lib64
· Service modules in /lib64/security
· Configuration files in /etc/security
· Use /etc/pam.conf or /etc/pam.d
· Each configuration file in /etc/pam.d is named after application uses, examples:/etc/login or /etc/passwd
