
Accountability 
The mechanisms for assessing responsibility for decisions made and actions taken.
Advertising revenue model, 346
Website generating revenue by attracting a large audience.
Adware 431
Programs installed on the user’s computer without the user’s knowledge or permission that reside in the background and, unknown to the user, observe the user’s actions and keystrokes, modify computer activity, and report the user’s activities to sponsoring organizations. Most adware is benign in that it does not perform malicious acts or steal data. It does, however, watch user activity and produce pop-up ads.
Affiliate revenue model, 348
An e-commerce revenue model in which websites are paid as “affiliates” for sending their visitors to other sites in return for a referral fee.
 Agency theory
Economic theory that views the firm as a nexus of contracts among self-interested individuals who must be supervised and managed.
Agile methods 387
Development methods, such as rapid application development (RAD), object-oriented systems development (OOD), and extreme programming (XP).
Alignment 
The ongoing, continually evolving challenge of fitting IT architecture to business objectives.
Analysis paralysis 
When too much time is spent documenting project requirements.
Analytical CRM, 283
Customer relationship management applications dealing with the analysis of customer data to provide information for improving business performance.
Application server 
Software that handles all application operations between browser-based computers and a company’s back-end business applications or databases.
Application service provider (ASP) 397
A special form of outsourcing, in which an organization contracts with a vendor to rent applications from the vendor company on a fee-for-service basis.
Apps 
Small pieces of software that run on the Internet, on your computer, or on your cell phone and are generally delivered over the Internet.
Authentication 430
The ability of each party in a transaction to ascertain the identity of the other party.
Behavioral targeting, 349
Tracking the click-streams (history of clicking behavior) of individuals across multiple websites for the purpose of understanding their interests and intentions, and exposing them to advertisements that are uniquely suited to their interests.
Benchmarking 
Setting strict standards for products, services, or activities and measuring organizational performance against those standards.
Best practices 
The most successful solutions or problem-solving methods that have been developed by a specific organization or industry.
Beta testing 
The process of allowing future system users to try out the new system on their own. Used to locate program failures just prior to program shipment.
Big Data 319
Data sets with volumes so huge that they are beyond the ability of typical relational DBMS to capture, store, and analyze. The data are often unstructured or semi-structured.
Biometric authentication 431
Technology for authenticating system users that compares a person’s unique characteristics such as fingerprints, face, or retinal image against a stored set profile of these characteristics.
Bring Your Own Device (BYOD) 254
A policy in which employees are encouraged to simply use their own devices for work rather than being provided with additional company-issued device
Budget Measures Act (Bill 417) 417
Law enforcing compliance with standards for collecting, reporting, and disclosing information.
Bullwhip effect, 274
Distortion of information about the demand for a product as it passes from one entity to the next across the supply chain.
Business analysts 389
Analysts who develop the business case for a newly proposed system and develop the requirements for the system.
Business ecosystem 
Loosely coupled but interdependent networks of suppliers, distributors, outsourcing firms, transportation service firms, and technology manufacturers.
Business functions 
Specialized tasks performed in a business organization, including manufacturing and production, sales and marketing, finance and accounting, and human resources.
Business intelligence 
Applications and technologies to help users make better business decisions.
Business model
An abstraction of what an enterprise is and how the enterprise delivers a product or service, showing how the enterprise creates wealth.
Business processes 
The unique ways in which organizations coordinate and organize work activities, information, and knowledge to produce a product or service.
Business-to-business (B2B), 341
Electronic sales of goods and services among businesses
Business-to-consumer (B2C), 341
Electronic retailing of products and services directly to individual consumers.
Certified Information Systems Auditor (CISA) 419
A globally recognized certification earned by more than 50 000 professionals; members have job titles like information systems auditor, consultant, information systems security professional, regulator, chief information officer, and internal auditor.
Chief information officer (CIO) 408
Senior manager in charge of the information systems function in the firm.
Chief technology officer (CTO) 409
The head of the technology group. The CTO sorts through new ideas and products to identify those that are most relevant to the organization. The CTO’s job requires deep knowledge of information technology and the ability to envision how new IT will affect the organization over time.
Churn rate, 284
Measurement of the number of customers who stop using or purchasing products or services from a company. Used as an indicator of the growth or decline of a firm’s customer base.
Clickstream data 305
E-commerce data that describe a customer’s clicking behaviour. Such data include everything the customer does at the website.
Client/server computing 
A model for computing that splits processing between clients and servers on a network, assigning functions to the machine most able to perform the function.
Cloud 239
A term that refers to elastic leasing of pooled computer resources over the Internet
 Cloud computing (incl. public and private, hybrid) 
Model of computing in which computer processing, storage, software, and other services are provided as a shared pool of virtualized resources over a network, primarily the Internet.
Cluster analysis 316
An unsupervised data-mining technique whereby statistical techniques are used to identify groups of entities that have similar characteristics. A common use for cluster analysis is to find groups of similar customers in data about customer orders and customer demographics.
Cold sites 442
Remote processing centres that provide office space and limited computer equipment for use by companies that need to continue operations after a loss of their primary computing site (see Warm and Hot sites).
Collaboration 
Occurs when two or more people work together to achieve a common goal, result, or product.
Commercial-off-the-shelf (COTS) 390
Software that is purchased as-is and is not customized.
Communication systems 237
Email, virtual private networks, instant messaging, and more sophisticated communications systems, dependent on the network technology available in an organization.
Community providers, 344
A website business model that creates a digital online environment where people with similar interests can transact (buy and sell goods); share interests, photos, videos; communicate with like-minded people; receive interest-related information; and even play out fantasies by adopting online personalities called avatars.
Competitive forces model 
Model used to describe the interaction of external influences, specifically threats and opportunities, that affect an organization’s strategy and ability to compete.
Competitive strategy 414
The strategy an organization chooses as the way it will succeed in its industry. According to Michael Porter, there are four fundamental competitive strategies: cost leadership across an industry or within a particular industry segment, and product differentiation across an industry or within a particular industry segment.
Complementary assets
Additional assets required to derive value from a primary investment.
Computer abuse 
The commission of acts involving a computer that may not be illegal but are considered unethical
Computer crime 
The commission of illegal acts through the use of a computer or against a computer system.
computer hardware 
Physical equipment used for input, processing, and output activities in an information system.
Computer literacy 
Knowledge about information technology, focusing on understanding of how computer-based technologies work.
Computer software 
Detailed, preprogrammed instructions that control and coordinate the work of computer hardware components in an information system.
Consumerization of IT 
New information technology originating in the consumer market that spreads to business organizations.
Consumer-to-consumer (C2C), 341
Consumers selling goods and services electronically to other consumers.
Content delivery network (CDN) 245
An information system that serves content to Web pages over the Internet. To reduce wait time, data is typically stored and served from many geographic locations.
Control Objectives for Information and Related Technology (COBIT) 420
A framework of best practices designed for IT management; provides board members, managers, auditors, and IT users with a set of generally accepted measures, indicators, processes, and best practices to assist in getting the best from organizational IT investments.
Cookies 
Tiny file deposited on a computer hard drive when an individual visits certain websites. Used to identify the visitor and track visits to the website.
Copyright
A statutory grant that protects creators of intellectual property against copying by others for any purpose for a minimum of 70 years. 
Core competency
Activity at which a firm excels as a world-class leader. 
Cost feasibility 
One of four dimensions of feasibility
Cost transparency
The ability of consumers to discover the actual costs merchants pay for products.
Cross-selling, 281
Marketing complementary products to customers.
Crowdsourcing, 354
Using large Internet audiences for advice, market feedback, new ideas, and solutions to business problems. Related to the “wisdom of crowds” theory.
Culture 
The set of fundamental assumptions about what products the organization should produce, how and where it should produce them, and for whom they should be produced.
Customer lifetime value (CLTV), 283
Difference between revenues produced by a specific customer and the expenses for acquiring and servicing that customer minus the cost of promotional marketing over the lifetime of the customer relationship, expressed in today’s dollars.
Customer relationship management (CRM) systems 
Business and technology discipline that uses information systems to coordinate all of the business processes surrounding the firm’s interactions with its customers in sales, marketing, and service.
Customization, 337
The modification of a software package to meet an organization’s unique requirements without destroying the package software’s integrity.
Data 
Streams of raw facts representing events occurring in organizations or the physical environment before they have been organized and arranged into a form that people can understand and use.
Data administration
A special organizational function for managing the organization’s data resources, concerned with information policy, data planning, maintenance of data dictionaries, and data quality standards. 
Data management technology 
Software governing the organization of data on physical storage media.
Data mart 314
A small data warehouse containing only a portion of the organization’s data for a specified function or population of users.
Data mining 
Analysis of large pools of data to find patterns and rules that can be used to guide decision making and predict future behavior.
Data mining systems 310
Information system that processes data using sophisticated statistical techniques, such as regression analysis and decision-tree analysis, to find patterns and relationships that cannot be found by simpler operations, such as sorting, grouping, and averaging.
Data resource challenge 308
Occurs when data are collected in OLTP but are not used to improve decision making.
Data safeguards 433
Steps taken to protect databases and other organizational data by means of data administration and database administration.
Data warehouse 313
A database, with reporting and query tools, that stores current and historical data extracted from various operational systems and consolidated for management reporting and analysis.
Data workers 
People such as secretaries or bookkeepers who process the organization’s paperwork.
Database administration 433
Refers to the more technical and operational aspects of managing data, including physical database design and maintenance.
Decision support systems (DSSs) 306
Information systems at the organization’s management level that combine data and sophisticated analytical models or data analysis tools to support semi-structured and unstructured decision making.
Demand planning
Determining how much product a business needs to make to satisfy all its customers’ demands.
Denial of service (DOS) 
Flooding a network server or web server with false communications or requests for services in order to crash the network.
Digital dashboard 
Displays all of a firm’s key performance indicators as graphs and charts on a single screen to provide one-page overview of all the critical measurements necessary to make key executive decisions.
Digital divide 
Large disparities in access to computers and the Internet among different social groups and different locations.
 Digital firm 
Organization where nearly all significant business processes and relationships with customers, suppliers, and employees are digitally enabled, and key corporate assets are managed through digital means.
Digital goods
Goods that can be delivered over a digital network.
Digital Millennium Copyright Act (DMCA) 
Adjusts copyright laws to the Internet Age by making it illegal to make, distribute, or use devices that circumvent technology-based protections of copyrighted materials.
Direct goods
Goods used in a production process.
Dirty data 
Problematic data. Examples are a value of B for customer gender and a value of 213 for customer age.
Disintermediation, 339
The removal of organizations or business process layers responsible for certain intermediary steps in a value chain.
Disruptive technologies 
Technologies with disruptive impact on industries and businesses, rendering existing products, services, and business models obsolete.
Drill down 307
The ability to move from summary data to lower and lower levels of detail.
Drive-by sniffers 425
People who take computers with wireless connections through an area and search for unprotected wireless networks in an attempt to gain free internet access or to gather unauthorized data.
Due process 
A process in which laws are well-known and understood and there is an ability to appeal to higher authorities to ensure that laws are applied correctly.
Dynamic pricing
Pricing of items based on real-time interactions between buyers and sellers that determine what a item is worth at any particular moment.
Efficient customer response system 
System that directly links consumer behavior back to distribution, production, and supply chains.
E-government 
Use of the Internet and related technologies to digitally enable government and public sector agencies’ relationships with citizens, businesses, and other arms of government.
Elastic 240
mount of resource leased can be dynamically increased or decreased, programmatically, in a short span of time, and organizations pay for just the resources that they use. This term was first used in this way by Amazon.com.
Electronic business (e- business) 
The use of the Internet and digital technology to execute all the business processes in the enterprise. Includes e-commerce as well as processes for the internal management of the firm and for coordination with suppliers and other business partners.
Electronic commerce (e-commerce) 
The process of buying and selling goods and services electronically involving transactions using the Internet, networks, and other digital technologies.
Electronic Data Interchange (EDI), 357
The direct computer-to-computer exchange between two organizations of standard business transactions, such as orders, shipment instructions, or payments.
Email spoofing 425
A synonym for phishing. A technique for obtaining unauthorized data that uses pretexting via email. The phisher pretends to be a legitimate company and sends email requests for confidential data, such as account numbers, social insurance numbers, account passwords, and so forth. Phishers direct traffic to their sites under the guise of a legitimate business.
Employee relationship management (ERM)
Software dealing with employee issues that are closely related to CRM, such as setting objectives, employee performance management, performance-based compensation, and employee training.
End users
Representatives of departments outside the information systems group for whom applications are developed.
Enterprise applications
Systems that can coordinate activities, decisions, and knowledge across many different functions, levels, and business units in a firm. Include enterprise systems, supply chain management systems, and knowledge management systems.
Enterprise architect 
Manages the company’s complex information systems.
Enterprise software
Set of integrated modules for applications such as sales and distribution, financial accounting, investment management, materials management, production planning, plant maintenance, and human resources that allow data to be used by multiple functions and business processes.
Enterprise systems 
Integrated enterprise-wide information systems that coordinate key internal processes of the firm.
E-tailer
Online retail stores from the giant Amazon to tiny local stores that have websites where retail goods are sold.
Ethics 
Principles of right and wrong that can be used by individuals acting as free moral agents to make choices to guide their behavior.
Exabytes 
1018 bytes.
Exchanges
Third-party Net marketplace that is primarily transaction oriented and that connects many buyers and suppliers for spot purchasing.
Executive support systems (ESS) 
Information systems at the organization’s strategic level designed to address unstructured decision making through advanced graphics and communications.
Expert systems 
Knowledge-intensive computer program that captures the expertise of a human in limited domains of knowledge.
 extensible Markup Language (XML) 
General-purpose language that describes the structure of a document and can perform presentation, communication, and storage of data, allowing data to be manipulated by the computer.
 Extranets
Private intranet that is accessible to authorized outsiders. 
Feedback 
Output that is returned to the appropriate members of the organization to help them evaluate or correct input.
FinTech
Start-up innovative financial technology firms and services.
Free/freemium revenue model, 
An e-commerce revenue model in which a firm offers basic services or content for free while charging a premium for advanced or high-value features.
Geoadvertising services, 
Delivering ads to users based on their GPS location
Geoinformation services, 
Information on local places and things based on the GPS position of the user.
Geosocial services
Social networking based on the GPS location of users.
Global Positioning System (GPS) 
A collection of dozens of satellites orbiting the earth that transmit precise microwave signals. A GPS receiver can calculate its position by measuring the distance between itself and several of the satellites.
Governance 
Using a committee to decide on expectations for performance, to authorize appropriate resources and power to meet expectations, and perhaps eventually to verify whether expectations have been met.
Granularity 
The level of detail in data. Customer name and account balance are large granularity data. Customer name, balance, and the order details and payment history of every customer order are smaller granularity.
Green computing (green IT) 
Refers to practices and technologies for designing, manufacturing, using, and disposing of computers, servers, and associated devices such as monitors, printers, storage devices, and networking and communications systems to minimize impact on the environment.
Group decision support systems (GDSSs) 
An interactive computer-based system to facilitate the solution to unstructured problems by a set of decision makers working together as a group.
Hacking 
Occurs when a person gains unauthorized access to a computer system. Although some people hack for the sheer joy of doing it, other hackers invade systems for the malicious purpose of stealing or modifying data.
Hardening 
The process of taking extraordinary measures to reduce a system’s vulnerability. Hardened sites use special versions of the operating system, and they lock down or eliminate operating systems features and functions that are not required by the application. Hardening is a technical safeguard.
Hot sites 
Remote processing centers in an advanced state of readiness that have equipment companies need to continue operations in the event of a loss of their main computing sites
Human safeguards 
Steps taken to protect against security threats by establishing appropriate procedures for users to follow for system use.
Identification
The process whereby an information system identifies a user by requiring the user to sign on with a user name and password.
Identity theft 
Theft of key pieces of personal information, such as credit card or Social Security numbers, in order to obtain merchandise and services in the name of the victim or to obtain false credentials.
Indirect goods
Goods not directly used in the production process, such as office supplies.
Information 
Data that have been shaped into a form that is meaningful and useful to human beings.
Information asymmetry
Situation where the relative bargaining power of two parties in a transaction is determined by one party in the transaction possessing more information essential to the transaction than the other party.
Information density
The total amount and quality of information available to all market participants, consumers, and merchants.
Information overload 
An overabundance of irrelevant data.
Information system 
Interrelated components working together to collect, process, store, and disseminate information to support decision making, coordination, control, analysis, and visualization in an organization.
Information systems audit 
Identifies all the controls that govern individual information systems and assesses their effectiveness.
Information Systems Audit and Control Association (ISACA) 
A key organization in developing knowledge and standards relating to information systems audits and information systems governance.
Information systems department 
The formal organizational unit that is responsible for the information systems function in the organization.
 Information systems literacy 
Broad-based understanding of information systems that includes behavioral knowledge about organizations and individuals using information systems as well as technical knowledge about computers.
Information systems managers 
Leaders of the various specialists in the information systems department.
 Information technology (IT) 
All the hardware and software technologies a firm needs to achieve its business objectives.
 Information technology (IT) infrastructure 
Computer hardware, software, data, storage technology, and networks providing a portfolio of shared IT resources for the organization.
Information Technology Infrastructure Library (ITIL) 
A well-recognized collection of books providing a framework of best practice approaches to IT operations. ITIL provides a large set of management procedures that are designed to support businesses in achieving value from IT operations.
Information technology project management (ITPM) 
The collection of techniques and methods that project managers use to plan, coordinate, and complete IT projects.
 Input 
The capture or collection of raw data from within the organization or from its external environment for processing in an information system.
Intellectual property
Intangible property created by individuals or corporations that is subject to protections under trade secret, copyright, and patent law.
Internet 
Global network of networks using universal standards to connect millions of different networks.
Interorganizational system 
Information systems that automate the flow of information across organizational boundaries and link a company to its customers, distributors, or suppliers.
 Intranets 
An internal network based on Internet and World Wide Web technology and standards.
IP spoofing 
A type of spoofing whereby an intruder uses another site’s IP address as if it were that other site.
IT architecture 
The basic framework for all the computers, systems, and information management that support organizational services.
IT governance 
Strategy and policies for using information technology within an organization, specifying the decision rights and accountabilities to ensure that information technology supports the organization’s strategies and objectives.
IT operations 
Service, maintenance, protection, and management of IT infrastructure.
IT project risk 
Structural risk, volatility risk, and project process; performance, knowledge resources, organizational support, project management practices, and both process and product performance.
IT projects 
Projects of all shapes and sizes that renew and adapt IT infrastructure.
IT services 
Commonly used name for service area within organizations focused on providing basic computing infrastructure, networking and security, standard business applications, and end user support.
Java/HTML/etc (just what they are in the context of what a manager would care about) 
Programming language that can deliver only the software functionality needed for a particular task, such as a small applet downloaded from a network; can run on any computer and operating system.
Just-in-time strategy, 274
Scheduling system for minimizing inventory by having components arrive exactly at the moment they are needed and finished goods shipped as soon as they leave the assembly line.
Key escrow 
A control procedure whereby a trusted party is given a copy of a key used to encrypt database data.
Knowledge management (KM) systems 
A control procedure whereby a trusted party is given a copy of a key used to encrypt database data.
Knowledge management systems (KMS) 
Information systems for storing and retrieving organizational knowledge, whether that knowledge is in the form of data, documents, or employee knowhow.
 Knowledge workers
People such as engineers or architects who design products or services and create knowledge for the organization.
 Liability 
The existence of laws that permit individuals to recover the damages done to them by other actors, systems, or organizations.
Lift 
In market-basket terminology, the ratio of confidence to the base probability of buying an item. Lift shows how much the base probability changes when other products are purchased. If the lift is greater than 1, the change is positive; if it is less than 1, the change is negative.
Local area network (LAN) 
A telecommunications network that requires its own dedicated channels and that encompasses a limited distance, usually one building or several buildings in close proximity.
Location-based services
GPS map services available on smartphones.
Long tail marketing, 
Refers to the ability of firms to profitably market goods to very small online audiences, largely because of the lower costs of reaching very small market segments (people who fall into the long tail ends of a Bell curve).
Mainframe 
Largest category of computer, used for major business processing.
Maintenance phase 
Last part of the SDLC, which starts the process all over again.
Malware 
Malicious software programs such as computer viruses, worms, and Trojan horses.
Malware definitions 
Patterns that exist in malware code. Anti-malware vendors update these definitions continuously and incorporate them in their products in order to better fight against malware.
 Management information systems (MIS) 
The study of information systems focusing on their use in business and management. 
Market creator, 344
An e-commerce business model in which firms provide a digital online environment where buyers and sellers can meet, search for products, and engage in transactions.
Market entry costs, 336
The cost merchants must pay to bring their goods to market.
Market-basket analysis 310
A data-mining technique for determining sales patterns. A market-basket analysis shows the products that customers tend to buy together.
Marketspace, 336
A marketplace extended beyond traditional boundaries and removed from a temporal and geographic location.
Mashup 
A marketplace extended beyond traditional boundaries and removed from a temporal and geographic location.
Mass customization
The capacity to offer individually tailored products or services using mass production resources. 
M-commerce (mobile commerce) 
Short for mobile commerce, its applications allow mobile phones to conduct certain kinds of transactions, such as mobile banking and mobile ticket purchases at movie theatres and sporting events.
Menu costs, 
Merchants’ costs of changing prices.
Metadata 
Data that describe data.
Micropayment systems
Payment for a very small sum of money, often less than $10.
Middle management 
People in the middle of the organizational hierarchy who are responsible for carrying out the plans and goals of senior management.
Minicomputers 
Middle-range computer used in systems for universities, factories, or research laboratories.
Moore’s Law 
Assertion that the number of components on a chip doubles each year.
Multicore processor 
Integrated circuit to which two or more processors have been attached for enhanced performance, reduced power consumption, and more efficient simultaneous processing of multiple tasks.
Nanotechnology 
Technology that builds structures and processes based on the manipulation of individual atoms and molecules.
Native advertising, 352
Placing ads within social network newsfeeds or traditional editorial content, such as a newspaper article.
Net marketplaces
A single digital marketplace based on Internet technology linking many buyers to many sellers.
Network 
The linking of two or more computers to share data or resources, such as a printer.
Network economics Organization 
Model of strategic systems at the industry level based on the concept of a network where adding another participant entails zero marginal costs but can create much larger marginal gains.
Network externality 
The larger the number of people using a network, the more valuable that network becomes
Networking and telecommunications technology 
Physical devices and software that link various computer hardware components and transfer data from one physical location to another.
Neural networks 
Algorithms loosely based on the processing patterns of the biological brain that can be trained to classify objects into known categories based on data inputs.
Nonobvious relationship awareness (NORA) 
Technology that can find obscure hidden connections between people or other entities by analyzing information from many different sources to correlate relationships.
On-demand computing 
Firms off-loading peak demand for computing power to remote, large-scale data processing centers, investing just enough to handle average processing loads and paying for only as much additional computing power as the market demands. Also called utility computing.
Online analytic processing (OLAP) 
Capability for manipulating and analyzing large volumes of data from multiple perspectives.
Online transaction processing (OLTP) 
Transaction processing mode in which transactions entered online are immediately processed by the computer.
Open-source soft ware 
Software that provides free access to its program code, allowing users to modify the program code to make improvements or fix errors.
Operational CRM, 
Customer-facing applications, such as sales force automation, call center and customer service support, and marketing automation.
Operational management
People who monitor the day-to-day activities of the organization.
Optical fibre cable 238
A type of cable used to connect the computers, printers, switches, and other devices on a LAN. The signals on such cables are light rays, and they are reflected inside the glass core of the optical fibre cable. The core is surrounded by a cladding to contain the light signals, and the cladding, in turn, is wrapped with an outer layer to protect it.
Opt-in 
Model of informed consent permitting prohibiting an organization from collecting any personal information unless the individual specifically takes action to approve information collection and use.
Opt out 
Model of informed consent permitting the collection of personal information until the consumer specifically requests that the data not be collected.
Organizational and management capital 
Investments in organization and management such as new business processes, management behavior, organizational culture, or training.
Organizational feasibility 
One of four dimensions of feasibility
Output 
The distribution of processed information to the people who will use it or to the activities for which it will be used.
Outsourcing 
The practice of contracting computer center operations, telecommunications networks, or applications development to external vendors.
Parallel installation 
A type of system conversion in which the new system runs in parallel with the old one for a while. Parallel installation is expensive because the organization incurs the costs of running both systems.
Partner relationship management (PRM) 
using customer data and analytical tools to improve coordination and customer sales.
Patch 
Small pieces of software to repair the software flaws without disturbing the proper operation of the software.
Patent 
A legal document that grants the owner an exclusive monopoly on the ideas behind an invention for 20 years; designed to ensure that inventors of new machines or methods are rewarded for their labor while making widespread use of their inventions.
Personal identification number (PIN) 
A form of authentication whereby the user supplies a number that only he or she knows.
Personal Information Protection and Electronic Documents Act (PIPEDA) 
In Canada, PIPEDA gives individuals the right to know why an organization collects, uses, or discloses their personal information.
Personalization
Ability of merchants to target marketing messages to specific individuals by adjusting the message for a person’s name, interests, and past purchases.
Petabytes
1000 terabytes (a terabyte is 1000 gigabytes) or 1015 bytes. Currently considered a large amount.
Phased installation 
A type of system conversion in which the new system is installed in pieces across the organization(s). Once a given piece works, then the organization installs and tests another piece of the system, until the entire system has been installed.
Phishing 
Form of spoofing involving setting up fake websites or sending email messages that resemble those of legitimate businesses that ask users for confidential personal data.
Pilot installation 
A type of system conversion in which the organization implements the entire system on a limited portion of the business. The advantage of pilot implementation is that if the system fails, the failure is contained within a limited boundary. This reduces exposure of the business and also protects the new system from developing a negative reputation throughout the organization(s).
Plunge installation 
Sometimes called direct installation, a type of system conversion in which the organization shuts off the old system and starts the new system. If the new system fails, the organization is in trouble: Nothing can be done until either the new system is fixed or the old system is reinstalled. Because of the risk, organizations should avoid this conversion style if possible.
Podcasting, 
Publishing audio broadcasts via the Internet so that subscribing users can download audio files onto their personal computers or portable music players.
Pooled 
The situation in which many different organizations use the same physical hardware.
Portal 
Web interface for presenting integrated personalized content from a variety of sources. Also refers to a website service that provides an initial point of entry to the web.
Programmers 
Highly trained technical specialists who write computer software instructions.
Pretexting 
A technique for gathering unauthorized information in which someone pretends to be someone else. A common scam involves a telephone caller who pretends to be from a credit card company and claims to be checking the validity of credit card numbers. Phishing is also a form of pretexting.
Price discrimination, 
Selling the same goods, or nearly the same goods, to different targeted groups at different prices.
Price transparency
The ease with which consumers can find out the variety of prices in a market.
Primary activities 
Activities most directly related to the production and distribution of a firm’s products or services
Privacy
The claim of individuals to be left alone, free from surveillance or interference from other individuals, organizations, or the state. 
Private cloud 
A proprietary network or a data center that ties together servers, storage, networks, data, and applications as a set of virtualized services that are shared by users inside a company.
Private exchange
Another term for a private industrial network.
Private industrial networks
Web-enabled networks linking systems of multiple firms in an industry for the coordination of trans-organizational business processes
Processing 
The conversion, manipulation, and analysis of raw input into a form that is more meaningful to humans.
Product differentiation 
Competitive strategy for creating brand loyalty by developing new and unique products and services that are not easily duplicated by competitors.
Product quality assurance (PQA) 
The testing of a system. PQA personnel usually construct a test plan with the advice and assistance of users. PQA test engineers perform testing, and they also supervise user-test activity. Many PQA professionals are programmers who write automated test programs.
 Production or service workers 
People who actually produce the products or services of the organization.
Production systems 
The entire set of systems that support operations
Profiling 
The use of computers to combine data from multiple sources and create electronic dossiers of detailed information on individuals.
Project management body of knowledge (PMBOK) 381
Provides project managers, sponsors, and team leaders with a large array of accepted project management techniques and practices.
Project management professionals (PMPs) 
Individuals certified by the Product Management Institute as having product management skills.
Protocol 
A set of rules and procedures that govern transmission between the components in a network.
Pull-based model
Supply chain driven by actual customer orders or purchases so that members of the supply chain produce and deliver only what customers have ordered.
Push-based model
Supply chain driven by production master schedules based on forecasts or best guesses of demand for products, and products are “pushed” to customers.
Record 
A group of related fields.
Referential integrity 
Rules to ensure that relationships between coupled database tables remain consistent.
Regression analysis 
A type of supervised data mining that estimates the values of parameters in a linear equation. Used to determine the relative influence of variables on an outcome and also to predict future values of that outcome.
Relational DBMS 
A type of logical database model that treats data as if they were stored in two-dimensional tables. It can relate data stored in one table to data in another as long as the two tables share a common data element.
Reporting systems
Systems that create information from disparate data sources and deliver that information to the proper users on a timely basis.
Requirements analysis phase 8
The second phase in the SDLC, in which developers conduct user interviews, evaluate existing systems, determine new forms/reports/queries, identify new features and functions, including security, and create the data model.
Responsibility 
Accepting the potential costs, duties, and obligations for the decisions one makes.
Revenue model, 
A description of how a firm will earn revenue, generate profits, and produce a return on investment.
RFM analysis 312
A way of analyzing and ranking customers according to their purchasing patterns.
Richness
Measurement of the depth and detail of information that a business can supply to the customer as well as information the business collects about the customer.
Routines 
Precise rules, procedures, and practices that have been developed to cope with expected situations.
Safe harbour 
Private self-regulating policy and enforcement mechanism that meets the objectives of government regulations but does not involve government regulation or enforcement.
Sales revenue model, 
Selling goods, information, or services to customers as the main source of revenue for a company.
Sarbanes-Oxley Act (SOX) 417
Law passed in 2002 that imposes responsibility on companies and their management to protect investors by safeguarding the accuracy and integrity of financial information that is used internally and released externally.
Scalability 
The ability of a computer, product, or system to expand to serve a larger number of users without breaking down.
Schedule feasibility 388
One of four dimensions of feasibility.
Search costs, 336
The time and money spent locating a suitable product and determining the best price for that product.
Security threats 424
A problem with the security of information or the data therein, caused by human error, malicious activity, or natural disasters.
Senior management 
People occupying the topmost hierarchy in an organization who are responsible for making long-range decisions.
Sentiment analysis 
Mining text comments in an email message, blog, social media conversation, or survey form to detect favorable and unfavorable opinions about specific subjects.
Server 
Computer specifically optimized to provide software and other resources to other computers over a network.
Service level agreement (SLA) 
Formal contract between customers and their service providers that defines the specific responsibilities of the service provider and the level of service expected by the customer.
Service packs 
A large group of fixes that solve low-priority software problems. Users apply service packs in much the same way that they apply patches, except that service packs typically involve fixes to hundreds or thousands of problems.
Service-oriented architecture (SOA)
Software architecture of a firm built on a collection of software programs that communicate with each other to perform assigned tasks to create a working software application 
Smart card 
A credit-card-size plastic card that stores digital information and that can be used for electronic payments in place of cash.
Sniffing
A technique for intercepting computer communications. With wired networks, sniffing requires a physical connection to the network. With wireless networks, no such connection is required.
Social business 
Use of social networking platforms, including Facebook, Twitter, and internal corporate social tools, to engage employees, customers, and suppliers.
Social CRM, 
Tools enabling a business to link customer conversations, data, and relationships from social networking sites to CRM processes.
Social graph, 
Map of all significant online social relationships, comparable to a social network describing offline relationships.
Social shopping
Use of websites featuring user-created web pages to share knowledge about items of interest to other shoppers.
Sociotechnical view 
Seeing systems as composed of both technical and social elements.
 Soft ware as a service (SaaS) 
Services for delivering and providing access to software remotely as a web-based service.
Soft ware package 
A prewritten, precoded, commercially available set of programs that eliminates the need to write software programs for certain functions.
Spam 
Unsolicited commercial email.
Spoofing 
Tricking or deceiving computer systems or other computer users by hiding one’s identity or faking the identity of another user on the Internet.
Spyware 
Technology that aids in gathering information about a person or organization without their knowledge.
Storage area network (SAN) 
Hardware that saves data and programs. Magnetic disk is by far the most common storage device, although optical disks, such as CDs and DVDs, also are popular, and semiconductor-based storage (also called solid-state drives) are gaining marketshare.
Strategic transitions 
A movement from one level of sociotechnical system to another. Often required when adopting strategic systems that demand changes in the social and technical elements of an organization.
Streaming
A publishing method for music and video files that flows a continuous stream of content to a user’s device without being stored locally on the device.
Structured Query Language (SQL) 
The standard data manipulation language for relational database management systems.
Subscription revenue model, 347
Website charging a subscription fee for access to some or all of its content or services on an ongoing basis.
Supervised data mining 317
A form of data mining in which data miners develop a model prior to the analysis and apply statistical techniques to data to estimate values of the parameters of the model.
Supply chain execution systems, 276
Systems to manage the flow of products through distribution centers and warehouses to ensure that products are delivered to the right locations in the most efficient manner.
Supply chain management (SCM) systems 
Information systems that automate the flow of information between a firm and its suppliers in order to optimize the planning, sourcing, manufacturing, and delivery of products and services.
Supply chain planning systems, 275
Systems that enable a firm to generate demand forecasts for a product and to develop sourcing and manufacturing plans for that product.
Supply chain
Network of organizations and business processes for procuring materials, transforming raw materials into intermediate and finished products, and distributing the finished products to customers.
Support activities 
Activities that make the delivery of a firm’s primary activities possible. Consist of the organization’s infrastructure, human resources, technology, and procurement.
Switching costs
The expense a customer or company incurs in lost time and expenditure of resources when changing from one supplier or system to a competing supplier or system.
Systems analysts 
Information systems professionals who understand both business and technology. They are active throughout the systems development process and play a key role in moving the project from conception to conversion and, ultimately, maintenance. Systems analysts integrate the work of the programmers, testers, and users.
 Tablet computer 
Mobile handheld computer that is larger than a mobile phone and operated primarily by touching a flat screen.
Teams 
Formal groups whose members collaborate to achieve specific goals.
Technical safeguards 
Safeguards that involve the hardware and software components of an information system.
Technology standards 
Specifications that establish the compatibility of products and the ability to communicate in a network.
Telepresence 
Telepresence is a technology that allows a person to give the appearance of being present at a location other than his or her true physical location.
Text mining 
Discovery of patterns and relationships from large sets of unstructured data.
total cost of ownership (TCO)
Designates the total cost of owning technology resources, including initial purchase costs, the cost of hardware and software upgrades, maintenance, technical support, and training.
Touch point
Method of firm interaction with a customer, such as telephone, email, customer service desk, conventional mail, or point-of-purchase.
Trade secret
Any intellectual work or product used for a business purpose that can be classified as belonging to that business, provided it is not based on information in the public domain. 
Transaction cost theory 
Economic theory stating that firms grow larger because they can conduct marketplace transactions internally more cheaply than they can with external firms in the marketplace.
Transaction costs, 336
Costs incurred when a firm buys on the marketplace what it cannot make itself.
Transaction fee revenue model, 348
An online e-commerce revenue model where the firm receives a fee for enabling or executing transactions.
Transaction processing systems (TPS)
Computerized systems that perform and record the daily routine transactions necessary to conduct the business; they serve the organization’s operational level.
Transmission media 
Physical media, such as copper cable and optical fibre (glass fibre) cable, or wireless media transmitting light or radio frequencies (including cellular and satellite systems) which transmit electronic signals.
Tunnel 248
A virtual, private pathway over a public or shared network from the VPN client to the VPN server.
Tuple 
A virtual, private pathway over a public or shared network from the VPN client to the VPN server.
Unauthorized data disclosure 424
Can occur because of human error when someone inadvertently releases data in violation of policy, or when employees unknowingly or carelessly release proprietary data to competitors or the media.
Unsupervised data mining 316
A form of data mining whereby the analysts do not create a model or hypothesis before running the analysis. Instead, they apply the data-mining technique to the data and observe the results. With this method, analysts create hypotheses after the analysis to explain the patterns found.
Value chain model 
Model that highlights the primary or support activities that add a margin of value to a firm’s products or services where information systems can best be applied to achieve a competitive advantage.
Value web 
Customer-driven network of independent firms who use information technology to coordinate their value chains to collectively produce a product or service for a market.
Virtual company
Organization using networks to link people, assets, and ideas to create and distribute products and services without being limited to traditional organizational boundaries or physical location.
Virtual private cloud
A subset of a public cloud that has highly restricted, secure access
Virtual private network (VPN) 247
A secure connection between two points across the Internet to transmit corporate data. Provides a low-cost alternative to a private network.
Virtualization 
Presenting a set of computing resources so that they can all be accessed in ways that are not restricted by physical configuration or geographic location.
Warm sites 
Remote processing centres that have some equipment that may be used in the event that an organization loses its primary computing facility. Readiness is somewhere between a Cold site and a Hot site.
Web beacons
Tiny objects invisibly embedded in email messages and web pages that are designed to monitor the behavior of the user visiting a website or sending email.
Web browser 
An easy-to-use software tool for accessing the World Wide Web and the Internet.
Web hosting service 
Company with large web server computers to maintain the websites of fee-paying subscribers.
Web mining
Discovery and analysis of useful patterns and information from the World Wide Web.
Web service standards 242
Worldwide standards that programs use to declare what they do, the structure of the data they process, and the ways they will communicate
Web services 242
Set of universal standards using Internet technology for integrating different applications from different sources without time-consuming custom coding. Used for linking systems of different organizations or for linking disparate systems within the same organization.
Wide area network (WAN) 238
Telecommunications network that spans a large geographical distance. May consist of a variety of cable, satellite, and microwave technologies.
Wisdom of crowds, 354
The belief that large numbers of people can make better decisions about a wide range of topics or products than a single person or even a small committee of experts.
Workflow 237
A process or procedure by which content is created, edited, used, and disposed.
World Wide Web
A system with universally accepted standards for storing, retrieving, formatting, and displaying information in a networked environment.
Zachman framework 415
Conceived by John Zachman at IBM in the 1980s, it divides systems into two dimensions, one based on six reasons for communication (what—data, how—function, where—network, who—people, when—time, why—motivation), and the other based on stakeholder groups (planner, owner, designer, builder, implementer, and worker). The intersection of these two dimensions helps to provide a relatively holistic view of the enterprise.
