CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES

Key Questions
· What is IT infrastructure and what are its components?
· What are the current trends in computer hardware platforms?
· What are the current trends in software platforms?
· What are the stages and technology drivers of IT infrastructure evolution?
· What are the challenges of managing of IT infrastructure and management solution?

IT Infrastructure
· The shared technology resources that provide the platform for the firm’s specific information system application
· Includes investments in hardware, software, and services, such as consulting, education and training
· Includes the following IT services
· Computing platforms providing computing services
· Telecommunications services
· Data management services
· Application software services
· Physical facilities, management services
· IT management, standards, education, research and development services
· Evolution of IT infrastructure
· General-purpose mainframe (IBM) and minicomputer (DEC) era: 1959 to present 
· Highly centralized computing under the control of professional programmers and system operators (corporate data center)
· Most elements of the infrastructure is provided by a single vendor, manufacturer of the hardware & software
· Changed w/ the intro of minicomputers; powerful machines at lower prices; produced by DEC (digital equipment corporation)
· Minicomputers made possible for decentralization of computers; customization for individual department needs 
· The minicomputers now evolved into what is called mid-range computers 
· Personal computer era: 1981 to present
· Although the first personal computer systems appeared in 1970s the true personal computer era started in 1981, mainly used by American businesses
· Wintel PC – windows operating system software
· Client/server era: 1983 to present
· Desktop or laptop computers called clients are networked to powerful server computers 
· Clients are usually the point of entry and access 
· Servers are typically processes and stored data shared by those clients, refers both the software application and the physical computer
· Client/server networks can be found in small businesses, big corporations often have multi-tiered client/server architectures
· Application servers – software that handles all application operations between user and an organization’s back-end business systems, resides in the same computer as the webserver or on its own dedicated computer
· Allows businesses to distribute work across series of smaller, inexpensive machines that cost less than minicomputers or centralized mainframe systems
· Enterprise computing era: 1992 to present
· Transmission Control Protocol/Internet Protocol (TCP/IP) networking standards used to tie disparate networks together
· Links different pieces of computer hardware and smaller networks into an enterprise-wide network so that info can flow freely across the organization and between the firm and other organizations
· Enables linkage of different types of computer hardware; mainframes, servers, PCs, mobile phones and other handheld devices: telephone systems, internet and public network services
· Cloud computing and mobile computing era: 2000 to present
· Cloud computing provides access to a shared pool of computing resources over a network (Internet)
· “Clouds” of resources can be accessed on an as-needed/instant basis from any device and location
· Currently the fastest growing form of computing
· Access by desktops, laptops, netbooks, entertainment centers, mobile devices and other client machines linked to the internet
· Technological drivers of infrastructure evolution
· Law of Mass Digital Storage
· The amount of digital information is doubling every year
· The cost of storage is falling at an exponential rate of 100%/year = more data but cheaper storage
· Metcalfe’s Law and Network Economics
· A network becomes more valuable as more people join it
· Example; if one person who has access to email, there is no real value to that access. If two have access the number of connections that can be made is only one. But if three have access, there are three connections that is, an increase of two with an increase of only one new member of the network and so on. 
Infrastructure components
· Computer hardware platforms
· Client machines – desktop PCs and mobile computing devices such as netbooks and laptops, but not iPhones or Blackberries
· Sever machines
· Blade servers – ultrathin computers consisting of a circuit board with processors, memory and network connections stored in racks, takes up less space than traditional box-based servers
· Server farms
· Mainframe systems used as giant servers for enterprise networks and corporate websites 
· Operating system platforms
· Software that manages the resources of the computer
· Microsoft Windows dominates the market of client machine software (75% of server operating system market)
· Unix or Linux widely used as server software (25% of corporate servers)
· Linux available as open-source software
· Scalable, reliable and much less expensive than mainframe operating systems, can be run on different types of processors
· 90% of PC use Microsoft Windows operating system
· (Google) Chrome OS, provides cloud centered operating systems for netbooks
· Allows users to access data through the Chrome Web browser
· Enterprise software applications
· Largest suppliers of enterprise software are:
· SAP
· Oracle
· PeopleSoft (acquired by Oracle)
· Data management and storage
· Database software: IBM (DB2), Oracle, Microsoft (SQL sever), Sybase (adaptive server enterprise), MySQL; supply more than 90% of the global database software marketplace
· Physical data storage: EMC Corp (large-scale systems), Seagate, Maxtor, Western Digital
· Storage area networks (SANs): connect multiple storage devices on dedicated networks
· Networking/telecom platforms
· Leading network hardware providers are Cisco, Lucent, Nortel, and Juniper
· Software leaders are Microsoft, Novell, Linux and Unix
· Software vendors include Bell Canada, Primus, and regional carriers
· Growth of wireless and Voice over IP (VoIP)
· Internet platforms
· Hardware, software, management services to support company Websites, (including web hosting services) intranets, extranets
· Internet hardware server market: Dell, HP/Compaq, IBM
· Web development tools/suites: Microsoft (FrontPage, .NET) IBM (WebSphere) Sun (Java), independent software developers: Macromedia/Adobe, RealMedia
· Consulting/Systems Integration
· Even larges firms do not have resources for full range of support for new, complex infrastructure
· Software integration: ensuring new infrastructure works with legacy systems
· Legacy systems: older TSP created for mainframes that would be too costly to replace or redesign
· Accenture, IBM Global Services, EDS, Infrosys, Wipro
Contemporary Hardware Platform Trends
· The emerging mobile digital platform – why is this important?
· Cell phones, smartphones (Blackberry, iPhone, Android) have assumed data transmission, web surfing, email and IM duties
· Netbooks: small, low-cost lightweight notebooks optimized for wireless communications and core computing task
· Tablets: not just the iPad
· Grid computing
· Connect multiple computers together, make use of existing capacity
· Requires software programs to control and allocate resources on the grid
· Communicates with a server software application, breaks data and application code into chunks that are then parceled out to the grid’s machines
· Benefits businesses; cost saving, speed of computation and agility
· Virtualization and Multicore processors
· The process of presenting a set of computing resources so that they can be accessed in ways that are not restricted by physical configuration or geographic location
· Enables a single physical resource to appear to the user as multiple logical resources
· Enables multiple physical resources to appear as a single logical resource
· Makes possible for a company to handle its computer processing and storage using computing resources housed in remote locations
· Business benefits of virtualization
· Provides the ability to host multiple systems on a single physical machine, virtualization helps organizations increase equipment utilization rates, conserving data center space and energy usage
· Allows businesses to run their legacy applications on older versions of an operating system on the same server as newer applications 
· Facilitates centralization and consolidation of hardware administration
· Cloud computing
· Firms off-load peak demand for computing power to remote, large-scale data processing centers
· Firms pay only for the computing power they use, as with an electrical utility 
· Excellent for firms with spiked demand curves caused by seasonal variations in consumer demand (holiday shopping)
· Saves firms from purchasing excessive levels of infrastructure
· Data permanently stored in remote servers, accessed and updated over the Internet by users
· On-demand self service – can obtain computing capabilities such as server time or network storage on their own
· Cloud computing have the following essential characteristics;
· On-demand self-service
· Ubiquitous network access (found everywhere)
· Location-independent resource pooling
· Rapid elasticity; depending on demand resources can be increased or decreased 
· Metered service; charged for what they use
· Three types of services
· Cloud infrastructure as a service - use processing, storage, networking and other computing resources from cloud service providers to run their information systems
· Cloud platform as a service – use infrastructure and programming tools hosted by the service provider to develop their own applications 
· Cloud software as a service – use software hosted by the vendor on the vendor’s hardware and delivered over a network
· Public cloud – maintained by an external service provider
· Private cloud – proprietary network or a data center that ties together servers, storage, networks, data and applications as a set of virtualized services shared by users inside a company
· Autonomic computing
· An industry-wide effort to develop systems that can configure themselves, optimize and tune themselves, heal themselves when broken and protect themselves from outside intruders and self-destruction
· Green computing
· Practices and technologies for designing, manufacturing, using and disposing of computers, servers and associated devices such as monitors, printers, storage devices and networking and communications systems to minimize impacts on the environment
Contemporary software platform trends
· Linux and open sourced software
· Open-source software is free and can be modified by users – but can be complex, companies often buy Linux systems/support
· Developed and maintained by a worldwide network of programmers and designers under the management of user communities 
· Linux is the most widely used open-source software program
· Software for the web: Java and Ajax
· Java – operating-system-independent, processor-indpendent, and object-oriented programming language (Sun Microsystems) that has become the leading interactive environment for the web
· Can handle text, data, graphics, sound, and video within one program
· Enables PC users to manipulate data on networked systems using Web browsers, reducing the need to write specialized software
· Ajax
· Allows client and server to exchange small pieces of data behind the scenes so that an entire webpage does not have to be reloaded whenever the user requests a change 
· Leading programming environment for the Web
· Applets, E-commerce applications
· Web services and service-oriented architecture
· Web services refers to a set of loosely coupled software components that exchange information with each other using universal web communication standards and languages
· Exchanges information between two different systems regardless of the operating systems or programming languages on which the systems are based
· Not tied to any one operating system or programming language and different applications can use them to communicate with each other without time-consuming custom coding
· Mashups and Apps 
· Mashups
· Combinations of two or more online applications, such as combining mapping software (Google maps) with local content
· Apps
· Small pieces of software that run on the internet, on your computer, or on your cellphone
· IPhone, Blackberry, Android
· Generally delivered over the internet
· Software outsourcing
· Software packages and enterprise software
· Software package – pre-written commercially available set of software programs that eliminates the need for a firm to write its own programs for certain functions, such as payroll processing or order handling
· Software outsourcing (domestic or offshore)
· Domestic
· Primarily for middleware, integration services, software support
· Offshore
· Primarily for lower level maintenance, data entry, call centers, although outsourcing for new-program development is increasing
· Cloud services
· Software as a service (SaaS)
· Accessed with Web browser over the internet
· Ranges from free or low-cost services for individuals to business and enterprise software
· Users pay on subscription or per-transaction
· Service Level Agreements (SLAs): Formal agreement with service providers
Management Issues
· Dealing with infrastructure change
· Scalability – the ability of a computer, product, system or network to expand to serve a large number of users without breaking down
· New applications, mergers and acquisitions and changes in the business volume all impact computer workload and must be considered when planning hardware capacity 
· Management and governance
· Who controls the firms IT infrastructure?
· Should departments and divisions have the responsibility of making their own information technology decisions? 
· Should IT infrastructure be centrally controlled and managed? 
· Making wise infrastructure investments
· Competitive forces model for IT infrastructure
· Market demand for your firm’s services
· Business strategy 
· IT strategy, infrastructure and cost
· Information technology assessment
· Competitor firm services
· Competitor firm IT infrastructure investments
· Total cost of ownership of technology assets 
· Used to analyze direct and indirect costs to help firms determine the actual cost of specific technology implementations
· Example: VocaLink 
· Problem: VocaLink is a leader in the automated payment and ATM systems, but its systems development efforts were hampered by the challenges of system integration
· Problem in managing staff in UK and overseas
· Solution: Investment in desktop virtualization for Indian developers supported VocaLink’s goals and contributed to overall performance
· Virtual desktop platform allowed VocaLink to reduce wasted computer resources, cut costs and power consumption
· Demonstrates that the right hardware and software investments not only improve business performance and contributes to social goals

CHAPTER SIX: DATABASES AND INFORMATION MANAGEMENT

Key Questions
· What are the problems of managing data resources in a traditional file environment, and how are they solved by a database management system?
· What are the major capabilities of a database management system (DBMS), and why is a relational DBMS so powerful?
· What are the principal tools and technologies for accessing information from databases to improve business performance and decision-making?
· Why are information policy, data administration, and data quality assurances essential for managing a firm’s data resources?
· What are some important principles of database design?

Organizing data in a traditional file environment 
· What is wrong with traditional file environment?
· Non-integrated management of data
· Separate departments have their own files
· Information in multiple places; marking, sales, accounting, logistics
· Data redundancy and inconsistency
· The presence of duplicate data in multiple data files so that the same data are stored in more than one place or location and same attributes may have different values
· Program-data dependence
· The coupling of data stored in files and the specific programs required to update and maintain those files such that changes in programs require changes to the data
· Lack of flexibility
· Traditional file system can deliver routine scheduled reports after extensive programming efforts, but cannot deliver ad-hoc reports or respond to unanticipated information requirements in a timely fashion
· Poor security 
· Management may have no knowledge of who is accessing or making changes to the organization’s data
· Lack of data sharing and availability 
· Information cannot be freely accessed across different functional areas or different parts of the organization
The database approach to data management
· It is software that permits an organization to centralized data, manage them efficiently and provide access to the stored data by application programs
· DBMS acts as an interface between application programs and the physical data files
· Logical view – presents data as they would be perceived by end users or business specialist
· Physical view – how data are actually organized and structured on physical storage media
· Operations of a relational DBMS
· Select: creates subset of rows that meet specific criteria 
· Join: combines relational tables to provide users with information
· Project: enables users to create new tables containing only relevant information 
· How DBMS solves the problems with traditional file environment
· A DBMS reduces data redundancy and inconsistency by minimizing isolated files in which the same data are repeated
· Unbinds programs an data, to allow data to be available on it’s own, allows company to centrally manage data, their use and security through the use of a data dictionary
Using database to improve business performance and decision-making
· Data warehouses
· Store current and historical data from many core operational transaction systems
· Consolidate and standardize information for use across enterprise 
· Data cannot be altered, should be cleaned first
· Data warehouse systems will provide query, analysis, and reporting tools
· Firm’s data for use by specific population of users
· Typically focus on single subject or line of business 
· Data marts
· Subset of data warehouses
· Summarized for highly focused portion of
· Tools for business intelligence: multidimensional data analysis and data mining 
· Online analytical processing (OLAP)
· Supports multidimensional data analysis, enabling users to view the same data in different ways using multiple dimensions
· Data Mining
· Tools for analyzing large pools of data
· Find hidden patterns and infer rules to predict trends
· Associations – occurrences linked to a single event, study of purchase patterns like how if there is an increase in purchase of a product due to promotions or seasonality, allows managers to make better decisions 
· Sequences – events that are linked overtime
· Classifications - recognizes patterns that describe the group which an item belongs by examining existing items that have been classified and by inferring a set of rules
· Clusters – works in the same way as classifications when there is no defined category, helps discover different groupings within he data
· Forecast – predictions of future trends 
· How not to be profiled?
· Pay in cash
· Opt-out of loyalty programs
· Don’t use Facebook or Google logins for other sites
· Text mining and web mining
· Text mining – extract key elements from large unstructured data sets, discover patterns and relationships and summarize the information
· Businesses turn to text mining to analyze transcripts of calls to customer service centers to identify major service and repair issues 
· Web mining – derive information and patters from the world wide web
· Businesses turn to web mining to help understand customer behavior, evaluate the effectiveness of a particular website, or quantify the success of a marketing campaign 
Managing data resources 
· Establishing an information policy
· Information policy – specifies the organizations rules for sharing, disseminating, acquiring, standardizing, classifying and inventorying information
· Lays out specific procedures and accountabilities, identifying which users and organizational units can share information, where information can be distributed and who is responsible for updating and maintaining the information
· Data administration – responsible for the specific policies and procedures through which data can be managed as an organizational resource
· Include developing and information policy, planning for data, overseeing logical database design and data dictionary development, monitoring how information systems specialist and end-user groups use data
· Data governance – the policies and processes for managing the availability, usability, integrity and security of the data employed in an enterprise, with special emphasis on promoting privacy, security, data quality and compliance with government regulations
· Data administration  - design group that establishes the physical database, the logical relations among elements and the access rules and security procedures
· Ensuring data quality
· Data quality audit – structured survey of the accuracy and completeness of data in an information system
· Data cleansing – consists of activities for detecting and correcting data in an information system 

CHATPER SEVEN: TELECOMMUNICATIONS, THE INTERNET, AND WIRELESS TECHNOLOGY

Key questions
· What are the principal components of telecommunications networks and key networking technologies?
· What are the main telecommunications transmission media and types of networks?
· How do the internet and the internet technology work, and how do they support communication and e-business?
· What are the principal technologies and standards for wireless networking, communication, and internet access?
· Why are radio frequency identification (RFID) and wireless sensor networks valuable for business?
Key digital networking technologies
· Client/server computing
· Client/server computing is a distributed processing model in which some processing power is located within small, inexpensive client computers
· The clients are linked to one another through a network that is controlled by a network server computer
· The server sets the rules of communication for the network and provides every client with an address so others can find it on the network
· Packet switching
· Messages are first broken down into small bundles of data called packets
· Packets are sent along different communication paths as paths become available packets are reassembled once they reach their destinations 
· TCP/IP and connectivity 
· Connectivity between computers enabled by protocols 
· Rules that govern transmission of information between two points
· Transmission control protocol/internet protocol (TCP/IP)
· Common worldwide standard that is basis for internet 
· TCP – handles the movement of data between computers
· Establishes a connection between the computers, sequences the transfer of packets and acknowledges the packets sent
· IP – responsible for the delivery of packets and includes the disassembling and reassembling of packets during transmission 
· Four-layer reference level
· Application
· Transport
· Internet
· Network interface
Communications networks
· Types of networks
· LAN – local area network
· Designed to connect personal computers and other digital devices within a 500-meter radius
· Typically connect a few computers in a small office, all computers in one building or all the computers in several buildings in close proximity
· CAN – campus area network – up to 1000 meters (a mile); college campus or corporate facility 
· MAN – metropolitan area network – a city
· WAN – wide area network – transcontinental or global office
· Physical transmission media 
· Twisted wire
· Coaxial cable
· Fiber optical cable
· Speed measured in Mb/s or Gb/s, fiber supports faster than copper, cable
· Transmission speed – total amount of digital information that can be transmitted through any telecommunications medium is measured in bits per second (bps). 
· Bandwidth – range of frequencies that can be accommodated on a particular telecommunication channel 
The global Internet
· What is the Internet?
· Links hundreds of thousands of individuals networks all over the world
· Most homes connect to internet by subscribing to an internet service provider (ISP)
· Digital subscriber line (DSL) – operate over existing telephone lines to carry voice, data, and video at transmission rates ranging from 385 kbps all the way up to 9bps
· Cable internet connections – provided by cable television vendors use digital cable coaxial lines to deliver high-speed internet access at homes and businesses, provide access up to 15mbps
· Fiber to the home (FTTH, Ex, Singapore)
· T1 and T3 lines (For business use) – international telephone standards for digital communication, suitable for businesses and government agencies requiring high-speed guaranteed service levels
· The domain name system
· Every device connected to the internet has a unique 32-bit numeric IP address
· A domain name system (DNS) coverts IP addresses to English-like name that corresponds to the unique 32-bit numeric IP address
· The web
· Hyper text (HTTP) – communication standard used to transfer pages on the web 
· Universal resource locator (URL) 
· Web 2.0 (interactive, real-time, social, UGC)
· Blogs – personal website that typically contains a services of chronological entries by its author(s) and likes to related webpages, may include blogroll that links to other blogs
· Blogsphere – total blog related websites
· [bookmark: _GoBack]Wikis – collaborative websites where visitors can add, delete or modify content on the website including the work of previous authors
· RSS (rich site summary or really simple syndication) – syndicates website content so that it can be used in another setting
· Apps – small pieces of software that run on the internet, on your computer or on your cellphone 
· Web 3.0/Semantic web – ways of making the web more “intelligent” with machine-facilitated understanding of information so that searches can be more intuitive and effective and executed using intelligent software agents 
The wireless revolution
· Cellular systems
· 3G – cellular networks based on pack-switched technology with speeds ranging from 144 kbps for mobile users to more than 2 Mbps for stationary users, enabling users to transmit video, graphics and other rich media in addition to voice
· 4G – entirely packet-switched and capable of providing between 1 Mbps and 1 Gbps speeds up to ten times faster than 3G networks
· LTE – long term revolution
· Radio frequency identification (RFID) and wireless sensor networks
· Radio frequency identification
· Use tiny tags with embedded microchips containing data about an item and location and antenna
· Tags transmit radio signals over short distances to special RFID readers, which sends data over network to computer for processing
· Active RFID – have batteries data can be rewritten, range is hundreds of feet, more expensive
· Passive RFID – range is shorter, also smaller, less expensive, powered by radio frequency energy
· Wireless sensor networks
· Networks of hundreds or thousands of interconnected wireless devices embedded into physical environment to provide measurements of many points over large spaces
· Used to monitor building security, detect hazardous substances in air, monitor environmental changes, traffic or military activity
· Devices have built-in processing, storage and radio frequency sensors and antennas
· Require low-power, long-lasting batteries and ability to endure in the field without maintenance 
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