CST8247



Lab #2


Network Scanning


Q1. Would this same attack work on most, if not all, TCP services on the server? 
Justify your answer.
Q2. What kind of information did the nmap scan results show you, specifically?

Q3. Can you readily view ONLY the Nmap packets in Wireshark?

Q4. So what, exactly, does the –sn option do?

Q5. Was the result the same? If not, what’s different?

Q6. Was the result the same as Q2? Explain why. 
And, no, timestamp differences don’t count.

Q7. Are there differences in the results between the two above commands? Explain why.
Q8. What kind of new information did the results show you?
Q9. What exactly is a nmap –sT scan? Explain & contrast to –sS in some detail.

Q10. What is a SYN Stealth scan? Explain in some detail.

Q11. What does the “Use Decoy(s)” option do, exactly?

Q12. Explain with some detail how NMap interprets & achieves O/S fingerprinting?
· Scan an open port on your target using a:

Q13. TCP Connect scan

Q14. TCP FIN stealth scan

Q15. TCP XMAS scan

Q16. TCP Null scan


· Scan a closed TCP port on your target using a:


Q17. TCP Connect scan

Q18. TCP SYN stealth scan
Q19. How would you differentiate between the scans from Q18 and Q19, from a packet PoV? 


· UDP scans (these can take a while)
Q20. Scan an open UDP port on your target

Q21. Scan a closed UDP port on your target
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