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Assignment #1

Objectives


· This assignment is intended to expose you practice decoding packets manually. 
References


· Lecture Sets – Decoding Packets
· Related supplemental resources on BB and the Internet
· TCP/IP Primer Plus or PDF of Appendix E 

Deliverables

· Make space in the document for your answers after each question as needed.

· Answers submitted back to BrightSpace’s digital dropbox by Oct 2nd, 11:59pm.
· That gives you 2 weeks to complete and submit 

· All submissions must be in PDF, one submission per student.

· N.B.: There are 3 packets included in this assignment. 
Only the first two need to be decoded to obtain full marks and complete the assignment. 

The 3rd packet is an optional bonus packet of higher complexity, and counts for bonus marks on the assignment if completed. No marks will be removed for not completing the 3rd packet or getting it wrong.



· Submission Date: 
_______________________________

· Student Name:

_______________________________

· Student Number:
_____ - _____ - _____

· Your lab section:

Section 300
	· Question #1 - Properly analyze and fully decode the Ethernet packet below, including header but not the payload content. (20 marks)

	Hexadecimal Packet Representation                ASCII representation

0012  f019   e3f3   0000  f801  8cfb  0800  4500        ........ ......E.
0028  4a70  4000  6706  f7e1  cdbc  f8ad  0a0a       .(Jp@.g. ........
010a  1446  125c  c461  4bfb  e8ce  0eba  5010       ...F.\.a K.....P.
4000  6fce   0000  0000  0000 0000                          @.o..... ....    

	The first 14 bytes are Ethernet II information:

	
	Hex value (relevant portion)
	Decoded value

	Destination MAC Address
	
	

	Source MAC Address
	
	

	Protocol Type
	
	

	Next, based on the above, we can start to decode the ___ header:

	IP Version
	
	

	Header Length
	
	

	Type of Service
	
	

	Total Length
	
	

	IP ID
	
	

	Flags
	
	

	TTL
	
	

	Embedded Protocol
	
	

	Checksum
	
	

	Source Address
	
	

	Destination Address
	
	

	We’ve determined it is a ___ header, so when decoded:

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Payload:

	Question #2 – Based on the payload and header, what specific type of packet is this, exactly? (2 marks)






	· Question #3 - Properly analyze and fully decode the Ethernet packet below, including header but not the payload content. (20 marks)

	Hexadecimal Packet Representation                            ASCII representation

0000   00 00 c0 9f a0 97 00 a0 cc 3b bf fa 08 00 45 10  .........;....E.
0010   00 3c 46 3c 40 00 40 06 73 1c c0 a8 00 02 c0 a8  .<F<@.@.s.......
0020   00 01 06 0e 00 17 99 c5 a0 ec 00 00 00 00 a0 02  ................
0030   7d 78 e0 a3 00 00 02 04 05 b4 04 02 08 0a 00 9c  }x..............
0040   27 24 00 00 00 00 01 03 03 00                    '$........                  

	The first 14 bytes are Ethernet II information:

	
	Hex value (relevant portion)
	Decoded value

	Destination MAC Address
	
	

	Source MAC Address
	
	

	Protocol Type
	
	

	Next, based on the above, we can start to decode the ____ header:

	IP Version
	
	

	Header Length
	
	

	Type of Service
	
	

	Total Length
	
	

	IP ID
	
	

	Flags
	
	

	TTL
	
	

	Embedded Protocol
	
	

	Checksum
	
	

	Source Address
	
	

	Destination Address
	
	

	We’ve determined it is a ____ header, so when decoded:

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Payload:

Question #4 – Based on the payload and header, what specific type of packet is this, exactly? (2 marks)


· Question #5 (optional) - Properly analyze and fully decode the Ethernet packet below, including header but not the payload content. (10 marks bonus)
	Hexadecimal Packet Representation                                                              ASCII representation

0000  00 13 c4 72 8f 57 00 0c  30 1d ab 40 08 00 45 00   ...r.W.. 0..@..E.

0010  00 a8 0a 37 00 00 fe 32  9a e9 0a 01 02 01 0a 01   ...7...2 ........

0020  01 01 a5 a3 b9 5c 00 00  01 7c 45 00 00 7c 03 46   .....\.. .|E..|.F

0030  00 00 ff 2f a1 09 0a 01  02 01 0a 01 01 01 00 00   .../.... ........

0040  08 00 45 00 00 64 00 62  00 00 ff 01 20 e2 c0 a8   ..E..d.b .... ...

0050  0e 03 c0 a8 0b 01 00 00  b5 a2 00 11 00 08 00 00   ........ ........

0060  00 00 01 58 48 ec ff ff  ff ff ff ff ff ff ff ff   ...XH... ........

0070  ff ff ff ff ff ff ff ff  ff ff ff ff ff ff ff ff   ........ ........

0080  ff ff ff ff ff ff ff ff  ff ff ff ff ff ff ff ff   ........ ........

0090  ff ff ff ff ff ff ff ff  ff ff ff ff ff ff ff ff   ........ ........

00a0  ff ff ff ff ff ff 01 02  02 04 da 86 55 21 6c 72   ........ ....U!lr

00b0  60 f7 ed a4 84 f2                                                                          `.....


	The first 14 bytes are Ethernet II information:

	
	Hex value (relevant portion)
	Decoded value

	Destination MAC Address
	
	

	Source MAC Address
	
	

	Protocol Type
	
	

	Next, based on the above, we can start to decode the ___ header:

	IP Version
	
	

	Header Length
	
	

	Type of Service
	
	

	Total Length
	
	

	IP ID
	
	

	Flags
	
	

	TTL
	
	

	Embedded Protocol
	
	

	Checksum
	
	

	Source Address
	
	

	Destination Address
	
	

	We’ve determined it is a ___ header, so decoding:

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
Payload:

	Question #6 – Based on the payload and header, what kind of packet is this, exactly? (1 mark bonus)
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