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	Objectives
	
	
	



To configure and install the required O/S for the course labs

Lab Outcome

· To complete the lab procedures to prepare for the first lab(s)
· Lab is due submitted to Brightspace by Sep 20th, 11:59pm
  Yes, you have two weeks to get this completed


Expectations

· Be aware that you are responsible for keeping the main host O/S running. Errors or problems at that level will not be accepted for late submission of labs.

· If you wish to select a different distribution of Linux/UNIX to install than the one indicated, however I cannot guarantee that the labs and exercises will work properly out-of-the-box.

· Please do not use/share the O/S installation between this and other courses – some of the work you will be doing will cause some functionality and capabilities issues which might conflict with other course requirements.

· VMware has snapshot and backup capabilities – get used to using them. I will assume that you at a minimum take a snapshot before beginning each lab. If you don’t, you may regret it.

· Anyone found using an illegal or pirated copy of any software in the lab – this includes pirated or cracked licenses - will be brought up under one or several of Academic Policy.

Procedure:

N.B.: Follow these procedures carefully. If at any time you are unsure or are having problems, consult your lab instructor to ensure that you are not inadvertently damaging the equipment. Don’t be afraid or embarrassed to have the lab instructor check your work before going on to another step.

Remember: You learn more by asking questions than by protecting your ego!
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Section A-	Installing OS under VMWare


· The O/S we will be using this term will all be installed under VMWare. Read the entire lab before you start to avoid wasting your time. I will not help you with your installation problems – you should be able to install operating systems in VMware by now!

· You should be using the most recent version of VMWare available to you.
At a minimum, I recommend VMWare Workstation Pro 14.x… but newer versions are better.
· Current version is Rev 15.5.1

· These installations should be done using the MSDNAA copies of the O/S you obtained previously, or a legal copy of the O/S you may already own. Some O/S are also available as pre-installed VMware images.

· If you are installing these O/S from CD-ROM, simply:
· Create a Virtual Machine (pick right O/S) with appropriate settings:

For Linux, using an IDE HD, not a SCSI, will work better.

Select 512 MB minimum, 1 GB recommended for RAM for any given VM. Select 32 GB or better for your virtual hard drive for your VM.

· Insert the CD-ROM

· Start the VMWare image to install from the CD-ROM


· If, however, you wish to install from an ISO image you have stored on your system, you will need to follow a slightly modified installation procedure.
· Create a Virtual Machine (pick right O/S) with appropriate settings.

For Linux, using an IDE HD, not a SCSI, things will work better.

Select 512 Meg minimum, 1 Gig recommended for any given VM.

Select 32 GB or better for your virtual hard drive for your VM.

· Edit the Virtual Machine settings before installing the O/S.

· Under the Hardware tab, select “Add…”

· Add a DVD/CD-ROM

· Select “Use ISO Image” and point to the appropriate .ISO file on your system.

· Close the Virtual Machine Settings window.

You’ll notice the ISO CD-ROM is now the first CD-ROM – helps for booting from it!
· Start the VMWare machine and ensure the BIOS is set to boot from CD-ROM

· Start the VM and you should be ready to install from the ISO as if it were a CD-ROM


· For each of the images installed under VMWare, ensure that you are using a bridged network connection, and give the installation an appropriate name (i.e. CST8247-OS, etc.)

· The exception could be your wireless connection – may have to use NAT instead

· Pick a name for the VM that’s relevant and that you’ll remember!
· Ensure that your VM is using the RED network (for now)
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Section B- Specific O/S installs for CST8247’s labs
· Download Kali 2019.2 (Rolling) 64-bit pre-made virtual machine or newer


· There are pre-made Kali VMs available from this site: https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/

· Just make sure you get it up and running on your PC with the proper settings.

· Shouldn’t have to change much other than network settings.

· N.B.: Kali is based on Debian Linux, which is different than CentO/S and others
· http://kali4hackers.blogspot.ca/p/kali-linux-commands.html

· https://www.kali.org/kali-linux-documentation/

· https://tools.kali.org/

· Install Kali Linux (x64) in VMWare with the settings below:

· Install using the basic/default install
· Name / Organization:your name / Algonquin College
► Computer Name:	VM1-LastName
· Administrator password:   password (you’ll fix this later)

► Hostname:	CST8247-VM1

· NIC 1: Use DCHP for network settings, connected to 172.16.0.x network / VMNet

· Can be done with just a VMNet connected thru NAT for wireless, and switching between VMNet as needed (i.e. internal or external)

· NIC 2: Use static IP, as per diagram; connected to 192.168.x.0 network / VMNet
· Time Zone:(GMT-5:00) Eastern Time (US & Canada)

· Once completed and rebooted, check that your installation can browse to the Internet and connect to known resources on the network (i.e. printer, etc…)

· Do NOT allow the O/S to update or patch itself…

· Install YOUR CHOICE of Linux distribution, just pick one you are very comfortable with

· Install using the basic/default install
· Name / Organization:your name / Algonquin College

► Computer Name:	VM2-LastName
· Administrator password:   password (you’ll fix this later)

► Hostname:	CST8247-VM2

· NIC 1: use static IP as per diagram, connected to 192.168.x.0 network / VMNet
· NIC 2: use static IP as per diagram, connected to 10.20.0.x network / VMNet
· Time Zone:(GMT-5:00) Eastern Time (US & Canada)

· Once completed and rebooted, check that your installation can browse to the Internet and connect to known resources on the network (i.e. printer, etc…)

· Do NOT allow the O/S to update or patch itself…
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· For the MS O/S images, Microsoft no longer supports the Digital Resource Portal. They are now hosted on Azure Dev Tools: https://portal.azure.com,

· Login using your normal network login account (i.e. same as Office365 logon).

· Register as a Student in Azure with your Algonquin account
· You then need to navigate to Education using the search panel at the top of the screen.
· Next, select Software from the new menu on the left.
· You should now see all the available MS O/S ISOs
 You'll get a license for it once you select it to download

· Install Win2016 Server Datacenter (x64) in VMWare with the settings below:

· Install using the basic/default install
· Name / Organization:your name / Algonquin College
► Computer Name:	VM3-LastName
· Administrator password:   password (you’ll fix this later)

► Workgroup:	CST8247-VM3

· NIC 1: use static IP as per diagram, connected to 10.20.0.x network / VMNet
· Time Zone:(GMT-5:00) Eastern Time (US & Canada)

· Once completed and rebooted, check that your installation can browse to the Internet and connect to known resources on the network (i.e. printer, etc…)

· Do NOT allow the O/S to update or patch itself…

· FOR ALL VIRTUAL MACHINES:

· Do not install any antivirus, firewall or anti-spyware products on your VMs.

· It’s counterproductive to install any updates – please leave your VMs unpatched.
· TAKE A SNAPSHOT OF YOUR CLEAN INSTALL NOW BEFORE YOU FORGET.
[image: ]
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Section C- VM Interconnection Setup

· You are going to build a small network on your laptop using 3 virtual machines

The host O/S will need to have one interface on VMNet1 (chose one) configured appropriately The host O/S will NOT have an interface on VMNetA or VMNetB..

VM1 must be Kali.

· This is the attack VM

· Also acts as the Border Gateway Router (BGR) between your network and in the Internet VM2 is your firewall using your choice of Linux O/S

· This is the firewall and packet inspection station (using your chosen Linux)

· Uses Wireshark for Packet Inspection

VM3 will vary as to which O/S we will use (i.e. per lab)
· Target / victim O/S for the labs

· O/S must have the ability to run an SSH server and a Web server (again, Linux)

VMNetA interconnects VM1 and VM2 VMNetB interconnects VM2 and VM3

172.16.0.x/16 is intended to represent the Internet.

· You can connect the interface to a VMNet with Internet access (BLUE) for downloads, but the core of the lab must be done with this NIC on the RED network.

· The basic network, once implemented, must look like this (IP ranges are NOT negotiable):
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· Internet access is represented by the 172.16.0.x/16 interface on the host
Where x = your magic number

Yes, it’s not really the Internet, but it is meant to represent it.

· The ONLY time you will need actual Internet access is if you need to download something.

· Another way would be to set a share to each VM from the Host, mount it and download the files to the directory in the Host O/S.

· VMNetA can be any VMnet not currently used (just document which it is)

No DHCP running on it (VMWare or otherwise), all interfaces set as static IP’s (for now) NOT bridged to the RED network interface or any other

Must be setup for 192.168.x.0/24 where x = your magic number Use IPs of 192.168.x.1 on VM1, 192.168.x.2 on VM2

· VMNetB can be any VMnet not currently used
No DHCP running on it (VMWare or otherwise), all interfaces set as static IP’s (for now)
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NOT bridged to the RED network interface or any other Must be setup for 10.20.0.y/16 where y = 1 or 2

· Use IPs of 10.20.0.1 on VM2, 10.20.0.2 on VM3

· The actual interface # (i.e. eth0) listed in the diagram above may be different on your machines, you'll just have to adjust accordingly throughout the lab.

· Document the addresses & masks for each of the interfaces for each machine in your lab book. Put the interface name as well, if you so wish – point is to document to avoid looking it up

· Ensure that you turn the firewall off on all the VMs
· service iptables stop (for Linux)

· some may use firewall or other names for it, check in the /etc/rc.d directories… If you don’t do this, end-to-end connectivity may be affected!

· You will need to have IP Forwarding enabled on the firewall (VM2).
There’s a couple of ways of doing this, but only one or two will persist when you restart.

And that’s the one I want you to use – research how 
This is something you should already know, but it’s an easy thing to search and find.
· N.B.: Try to set it up so it is turned on even when you reboot.

· You will need to ensure that NO firewall(s) are running on any of the 3 systems
If one is to ANY degree, it may cause grief – and lost marks - for the WHOLE lab

· You will need to manually add a couple of routes for things to work properly. One on VM1 to allow it to connect to the 10.20.0.0 network

Possibly one on VM3 to allow to connect to VM1 and the Internet (172.16.0.x. network) Possibly one on VM2 to allow for connecting back to Internet (172.16.0.x. network)

Hint: you may need to specify the gateway to use in the route entries…
Hint: you will not be able to ping unless *all* machines have their routes set up correctly!

· Document the specific route commands you used to do create routes for each VM, if necessary You can ensure they reload next boot
· In Linux, edit the nano /etc/sysconfig/network-scripts/route-eth0

There is one for each interface, with routes going through it listed

· Add the line with the network settings for the other subnet:

E.g. 172.16.5.0/24 via 10.0.0.101 dev eth0

· Test to ensure that you have end-to-end connectivity in your virtual network Ping each computer in the virtual LAN from all the other computers.

Do a traceroute to check that the expected path is being followed.

Examine the routing table for errors using route –n (windows), or ip route

· Do not proceed until your mini-network is entirely functional end-to-end.

N.B.: Connectivity outside the lab environment isn’t required for this lab. So you do NOT need to get to the “real” Internet / BLUE network.
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Section D- Lab Specific Information
· You’re going to be using this information throughout the whole semester so keep it handy.

· The T111/T114/T115/C270 labs are wired with 2x main networks and 1x support network:


· BLUE network:
· RED network:

· GREEN network:



Primary / college network (with DHCP), connected to Internet Secondary network for in-lab use only (no DHCP server, no Internet) Console connection(s) to the rack mounted devices ONLY


· The easiest way to work this is to:

· Have a single NIC in each VM if possible, not 2
· Just a matter of switching VMNet the VM is connecting to …

· Create a VMnet for each network, bridged to the appropriate live interface on Host O/S
· Don’t share VMNets across courses, there’s plenty to go around

· Assign one VMnet for the RED network

You can put a DHCP service with the range indicated below on this one

· Assign one VMNet for the BLUE network

Since you are using Wireless for the BLUE network, you may need to use NAT

· You can then switch to the appropriate network for the VM by switching which VMNet the NIC is associated with, and restart the network without having to reboot/restart the whole VM

· The lab setup for T114

· BLUE network:10.50.10.x/24 from DHCP [wired]
· Network access to Algonquin resources and Internet

· College DHCP from lab network pool

· RED networks.172.16.8.x/16 (static or DHCP) reserved for this course
· There is NO Internet access from RED

· There is NO DHCP server on RED, other than your own if you run one



· The following ranges are

· 172.16.0.0/24
· 172.16.254.0/24



off limits for ALL scanning in the T114/T115/T111/C271 labs:



· You will be assigned a magic number which is unique to you in this course. Once you have your magic number – to be henceforth referred to as X - you can use either static or DHCP assigned IP addresses on the RED network using the values above.

o Check BrightSpace to find out what your magic number is.
· No other way to obtain it. If they're not posted yet, ask Pat until he posts them.

o Take the magic number value and add it to the 172.16.8.x /24 3rd octet value
· If magic number value is 10, then the network address range assigned to you is

172.16.18.x/24
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· You are now ready to go on to lab #1: Network Traffic

(assuming I’ve got around to posting it on Brightspace yet).

Section E- ICT Lab Rules:

1. Students must have all required CDs, external hard drive and a copy of the lab ready to be used at all times in the lab. The lab teacher may, at any time, deny access to the lab to any student who does not have the required equipment or is otherwise unprepared for the lab.

2. Lab computers are for doing lab work. If you need to play games, chat, gamble or surf the net, do it someplace else. Other students must be allowed to use the lab if space permits. If you are not working on CST8247 material during our lab period, you will be asked to give up your seat if necessary.

3. No food or drink of any kind allowed in the lab at any time.

4. Broken or problem workstations should be reported to the lab technician and your lab instructor as soon as possible. Do not attempt to “fix” any workstation yourself without approval from the lab teacher.

5. Sitting on the workstation desks is not allowed, for any reason whatsoever. Rolling your chairs across the aisle is not allowed.

6. Keep your workstations tidy at all times. Organize your station neatly before you leave.

7. Turn off monitors and computers before leaving the lab

8. Lab computers are not to be opened or tampered with in any way. Anyone caught tampering with the systems in any way will risk immediately losing his or her lab access privileges.

9. Hacking the workstations or servers anywhere in Algonquin College will not be tolerated in any way. Anyone caught hacking into any workstations, theirs or anyone else's, or any Algonquin servers in any way is jeopardizing his or her access to the lab, followed by appropriate academic, ITS and/or legal sanctions, as per Directives AA24, IT01, IT05 and/or SA07.

10. Keep chitchat and conversations with other people in the lab to a normal tone and level, it cannot disrupt others trying to work.. Proper language and behavior is expected from students at all times.

11. Cell phones are not to ring, beep, or play your favorite song in the lab at any time. If you own such a device, make sure it is on silent mode BEFORE you enter the lab. If you do not do so and the device interferes with the lab in any way, you will be asked to leave the lab. MP3 players and other such devices won’t disturb others if you don’t have the volume too loud.

12. I hereby declare that the work I submit throughout the duration of this course will be my own work.

13. I understand that plagiarism, whether done deliberately or accidentally, is defined as presenting someone else’s work, in whole or in part, as one’s own, and includes the verbal or written submission of another work (for example, ideas, wording, code, graphics, music, and inventions) without crediting that source. This includes all electronic sources (for example, the Internet, television, video, film, and recordings), all print and written sources (for example, books, periodicals, lyrics, government publications, promotional materials, and academic assignments), and all verbal sources (for example, conversations and interviews).

14. I understand that the facilitation of plagiarism, that is, one student sharing his or her work with other students, is also plagiarism.

15. I understand that contravening Algonquin College Directive AA20 – Plagiarism will result in academic sanction(s) as described in Directive AA20.

16. I understand that failure to observe these lab rules means the lab teacher can invoke the right to temporarily or permanently revoke lab access privileges at any time.
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