HIT404 W20 Final Exam Information

ONLINE - Date and time:  Monday 20 April from 9am to 11am (2 hours)

Exam Format: Online with 4 Sections

	Section
	Description
	No. of questions
	Value of each question
	Score

	1
	Multiple Choice 
	30
	1
	30

	2
	Short Answers 
	12
	1
	12

	3
	Slightly Longer Answers, Part 1
· from list below
	6
	3
	18

	4
	Slightly Longer Answers, Part 2
	2
	3
	6

	
	Total
	
	
	66

	
	
The total score contributes 21% to your Final Grade.

	


· The sections will be presented in the order above.
· The questions in each section will be selected randomly from a larger pool of questions.
· Questions will be presented one at a time.  
· You will not be allowed to backtrack.  This means that once you have answered the question and proceed, you will not be able to go back and change an answer of a question that you have already answered.
· You must keep an eye on the timer.  The exam is 2 hours. It is your responsibility to ensure you have enough time to answer all questions.
· You will be tested on all course material covered in the 12 weeks of the course.  This includes chapters covered in the course and Powerpoints.  
· You will be tested on your understanding of the key concepts covered by the course.  
· The Exam is Open Book.
· You must respect Academic Integrity.  This means that you, and only you, are answering the questions.

Multiple Choice
30 questions, each worth 1 mark.

Short Answers
12 questions, each worth 1 mark.

Slightly Longer Answers Part 1
6 questions, each worth 3 marks.  You should write at least three lines for each answer.  Point form is acceptable. When asked for examples, they must be HOSPITALITY. These questions are selected from the list below.  

1. Companies such as Amazon offer web services.  They offer Infrastructure as a Service, Platform as a Service and Software as a Service.  Highlight the differences between each of these offerings.

· Infrastructure as a Service
i. model with which cloud computing providers offer remotely accessible servers, networks, and storage capacity
ii. cloud self-services for accessing & monitoring computers/networks/storage
iii. you manage applications/data/runtime/middleware/OS 
iv. Examples: Rackspace/Linode/DigitalOcean
v. Advantages
1. Flexible
2. Easy to automate
3. Scalable
vi. Limitations & Concerns
1. Security
2. Legacy Systems operating in cloud 
a. Legacy system – old ass application in use
3. Internal Resource dependency 
4. Training 
· Platform as a Service 
i. model with which customers rent servers, operating systems, storage, a database, software development technologies
ii. adding cloud components to software – customization 
iii. You only manage the applications & data
iv. Examples: Heroku/Openshift/Google App Engine
v. Advantages
1. Simple & Cost-effective
2. Scalable
3. Highly available
4. Customize apps w/o software maintenance
5. Easy hybrid model migration 
vi. Limitations & Concerns
1. Data Security
2. Runtime Issues (not avail for all)
3. Operational Limitation
4. Customization for legacy systems 
· Software as a Service 
i. delivery model with which cloud computing vendors provide software that is specific to their customers' requirements
ii. entire cloud application services 
iii. You manage nothing, provider manages all aspects 
iv. Examples: Google Apps/Dropbox/Cisco WebEx 
v. Advantages
1. Reduce time & money on managing software
2. No responsibility over hardware or software updates 
vi. Limitations & Concerns
1. Vendor lock-in (easy to start/hard to leave)
2. Lack of integration support
3. Data Security
4. Customization – none 
5. Lack of Control 

2. Computers are able to learn from large amounts of data by ‘deep learning’.  How could a company use deep learning to help with some HR decisions.  Give two examples and describe the ethical issues involved.
· Deep Learning 
i. A machine is programed with human inspired algorithms to learn information about large bodies of data to find trends/habits/behaviors
ii. Based on the artificial neural networks 
· Examples of HR decisions
i. Employee Selection – filtering resumes
ii. Developing onboarding or virtual assistances
1. Think of when you go to a site and a bot message pop ups with asking to help you 
· Ethical Issues 
i. Bias – creates assumptions based on knowledge 
ii. Only knowns what they were taught – difficulty dealing with new issues

3. What are the advantages of implementing a Best of Breed system?  What are the disadvantages?
· Best of Breed System
i. mix & matching core ERP modules & components to best match your need
ii. based on a companies need or specialty 
iii. data is not centralized leading to scattered info, different systems
· Advantages
i. Based on only what you need it to do 
ii. More agile and less risk
· Disadvantages 
i. Integration challenges 
ii. Unfamiliarity to systems 

4. What are the advantages of implementing an ERP system?  What are the disadvantages?
· ERP System 
i. Uses a centralized database for processing the business workflow (the planning, management & all uses) 
ii. Organizational flexibility & agility with good communication
· Advantages
i. Assists in decision support with essential information 
ii. Provides quality and efficiency with the workflow system
· Disadvantages 
i. You need to integrate all areas for a seamless flow of information 
ii. Changes in one area of the ERP can affect the others
iii. Requires constant information
iv. ERP systems tailored towards the best industry practices – clients adapting
v. Rewrite the code to accommodate your workflow process – expensive & timely
vi. Need to involve and train all employees

5. What is an algorithm?  Describe how an algorithm would be used in machine learning? 
· Algorithm 
i. a process or set of rules to be followed in calculations or other problem-solving operations, especially by a computer
· Algorithm in Machine Learning
i. Machine learning algorithms are programs (math and logic) that adjust themselves to perform better as they are exposed to more data
ii. programs change how they process data over time

6. What is bandwidth? Give an example of a bandwidth measurement. Why is the demand for high bandwidth growing?
· Bandwidth 
i. the maximum rate of data transfer across a given path. 
ii. Bandwidth may be characterized as network bandwidth, data bandwidth, or digital bandwidth
· Bandwidth Measurement
i. transmission capacity of a connection and is an important factor when determining the quality and speed of a network or the internet connection
ii. calculate current data flow, while others measure maximum flow, typical flow
iii. K = kilo = 1,000 bits
iv. M = mega = 1,000 kilo = 1,000,000 bits
v. G = giga = 1,000 mega = 1,000,000,000 bits
vi. T = tera = 1,000 giga = 1,000,000,000,000 bits
vii. petabit, exabit, zettabit, and yottabit
· Demand for Bandwidth 
i. Allows for faster access
ii. Faster downloads 

7. What is Hadoop?  What does it do? Why is it used?
· Hadoop 
i. open source distributed processing framework that manages data processing and storage for big data applications in scalable clusters of computer servers
· What it does
i. center of big data used to support advanced analytics initiatives, including predictive analytics, data mining and machine learning
ii. mix of structured transaction data and semistructured and unstructured information
iii. Hadoop can process and store such a wide assortment of data, it enables organizations to set up data lakes as expansive reservoirs for incoming streams of information
· Why 
i. It can store and process vast amounts of structured, semistructured and unstructured data, quickly.
ii. It protects application and data processing against hardware failures. If one node in a cluster goes down, processing jobs are automatically redirected to other nodes to ensure applications continue to run.
iii. It doesn't require that data be preprocessed before being stored. Organizations can store raw data in HDFS and decide later how to process and filter it for specific analytics uses.
iv. It's scalable, so companies can easily add more nodes to enable their systems to handle more data.
v. It can support real-time analytics to help drive better operational decision-making, as well as batch workloads for historical analysis
8. What is the difference between a Local Area Network (LAN) and a Wide Area Network (LAN)?  Give an examples of a LAN and an example of a WAN.
· Local Area Network (LAN)  
i. A local-area network (LAN) is a computer network that spans a relatively small area
ii. confined to a single room, building or group of buildings
iii. playing COD on 4 playstations – 4 players per system (16 total) and all in one lobby to fit everyone 
iv. Connecting all IT systems in a single hotel to a unified dashboard
· Wide Area Network (WAN) 
i. data network, usually used for connecting computers, that spans a wide geographical area
ii. used to connect cities, states, or even countries
iii. playing MAG online with 64+ people in each game from all around the world
iv. connecting a hotel chain throughout the country or state 

9. What is the difference between RFID and Bluetooth?  Give an example of RFID and an example of Bluetooth.
· RFID 
i. Radio Frequency Identification (RFID) is the use of radio waves to read and capture information stored on a tag attached to an object, providing a unique identifier for an object
ii. RFID systems consist of three components: an RFID tag or smart label, an RFID reader, and an antenna
iii. RFID tags contain an integrated circuit and an antenna, which are used to transmit data to the RFID reader
iv. reader then converts the radio waves to a more usable form of data
v. Information collected from the tags is then transferred through a communications interface to a host computer system, where the data can be stored in a database and analyzed later
vi. EXAMPLE: Room Keys that are cards
· Bluetooth
i. a standard for the short-range wireless interconnection of mobile phones, computers, and other electronic devices.
ii. standard protocol for short-range radio communications between many different types of devices, including mobile phones, computers, entertainment systems and other electronics
iii. wireless mouse/keyboard/headset/etc
· Difference 
i. RFID systems communicate between an antenna or a reader and a tag attached to an object, while Bluetooth technology is used to communicate between two Bluetooth compatible devices

10. What is a datacube and what are its advantages?  Give two examples of question you might ask using three of the dimensions that you would find in the Datacube. 
· Define datacube
i. Known as OLAP 
ii. refers is a three-dimensional (3D) (or higher) range of values that are generally used to explain the time sequence of an image's dat
iii. based on customers/product/time
· Datacube advantages
i. Business-focused multidimensional data
ii. Business-focused calculations
iii. Trustworthy data and calculations
iv. Speed-of-thought analysis
v. Flexible, self-service reporting
· Datacube Questions 

11. When data is moved from a relational database to a datacube, it goes through an Extraction, Transformation and Loading process.  Why is each of these steps necessary?
· Define Database
i. structured set of data held in a computer, especially one that is accessible in various ways
· Define Extraction, Transformation & Loading Process
i. ETL Process
ii. Extraction
1. involves extracting the data from the source system(s). In many cases, this represents the most important aspect of ETL, since extracting data correctly sets the stage for the success of subsequent processes
2. extraction involves data validation to confirm whether the data pulled from the sources has the correct/expected values in a given domain
iii. Transformation
1. rules or functions are applied to the extracted data in order to prepare it for loading into the end target
2. data cleansing, which aims to pass only "proper" data to the target
iv. Load
1. load phase loads the data into the end target, which can be any data store including a simple delimited flat file or a data warehouse
· Why are they necessary
i. Filters through data & organizes it in a way to make it useful for future decisions 

12. Why would a company use the Systems Development Lifecycle?  What are some of the reasons that a software system has to be maintained?
· Define Systems Development Lifecycle
i. (SDLC) is a conceptual model used in project management that describes the stages involved in an information system development project, from an initial feasibility study through maintenance of the completed application
ii. Basically keeping your systems up to date based on these 5 steps:
1. Investigation, analysis, design, build, test, implement & maintain
a. Analysis – consider the requirements needed for the solution
b. Analyze, understand the needs of end users to meet their expectations
c. Measures the feasibility & creates a clearer vision for the end product
· Reasons to why software needs to be maintained
i. IT is always changing and to ensure your business does not fall behind the software and hardware requires maintenance for efficiency 

13. Describe the purpose of a transaction processing system.  Give two examples of transactions.
· Define Transaction Processing System
i. It is a business interaction where something is exchanged for a product/good/service 
ii. There are multiple transaction within the Point of Sales system from when the cashier scans the item to identify what it is and what the price is
iii. Processing the payment method and providing the right amount back while removing the item from inventory

14. What is the role of middleware?  Why would a company use it?
· Define middleware 
i. Acts like a bridging software between an operating system or data base & applications
ii. Middleware translates and matches different components of ERP for consistency while working together
· Role of middleware
i. Basically the glue that connects certain software’s together to simplify business processing
· Why a company would use it
i.  Examples are: transactions/data processing – anything where data sets have to talk with one another and be integrated
ii. database middleware, application server middleware, message-oriented middleware, web middleware, and transaction-processing monitors

15. What is the role of the business analyst?  Give two examples of functions that he/she would do.
· Define business analyst (BA)
i. responsible for bridging the gap between IT and the business using data analytics to assess processes, determine requirements and deliver data-driven recommendations and reports to executives and stakeholders
ii. lead in identifying business needs and determining solutions to business problems
· Two examples of functions
i. Managing projects, developing project plans, and monitoring performance. Updating, implementing and maintaining procedures
ii. Basically someone in charge of ensuring that IT and business needs are leveled and both are being met for the success of the company 

Midterm Questions
4. Hotels can collect information about you and share it with other companies.  Is this ethical? 
· To consider this ethical or not it needs to take into consideration of possible damage to someone or some group
· Ethical Issues of IT: Privacy, Accuracy. Property & Accessibility
· What information is being shared & what is the purpose  

5. How are iPads being used in hotels?  Give examples.  Why is this transformative?
· Allows guests to check in/order room service/open rooms/etc
· Transformative because it is changing how hotels operate 
· Can save costs by removing front of desk or other positions that require human labor

6. Passwords are a common means of authentication.  What are the disadvantages?  Name two ways authentication can be more secure.
· Can be stolen if password is weak – coding bots
· Using cookies and other hashes to get passwords
· Phishing and spear phishing attacks 
· going after someone’s data, login credentials, credit card, etc
· Two ways to authenticate – fingerprint/iris/2nd device

7. Security breaches can be caused by clever social engineering.  Describe two examples of such social engineering. There are 10 Mains
· Espionage or Trespass
· Acquiring unauthorized data through illegal access to an organizational system
· Industrial espionage - Theft of confidential data  by crossing legal boundaries
· Software Attacks 
· Virus – code attached with a application or program
· Phishing – deceptive tactics to extra personal info (fake emails/scams/etc)
· Spear Phishing – targets large groups to gain as much info as possible 
· Trojan – malware disguised in an application and activates when application opens

8. What does ‘granularity’ mean when applied to data?  What are the different types of granularity?  How are they used?  Give examples.
· Granularity when applied to data collect very fine & detailed data from transactions to process into information to make sense of it all 
· Two main processes: Transaction - > Information
· Transaction: uses fine data (cannot see big picture) – sales transactions & payment
· Information: uses coarse data (bigger picture) – week occupancy & revenue for the year

9. What is a business continuity plan?  What might a company do to ensure continuity of their information systems?
· The business continuity plan is a proactive plan that addresses a crisis or issue that will impact the business – regards data and its recovery
· Natural disaster/data hack/ power failure/ other
· Uses 5 continuity steps: backup, cold sites, warm sites, hot sites & mirrored sites
· Mirror Site: everything is duplicated 
· copy of a site, replicated and exactly the same - expensive
· Backup: Data, software & equipment
· Cold Sites: empty space ready for equipment
· using a second location for the purpose of backing the data or technology infrastructure in another location
· Warm Sites: computer but not software applications
· site used to recover primary technology infrastructure and data when a center goes down
· Hot Sites: computer & software in place
· basically the backup site where a company can allocate to this site during a disaster - not read & functioning
· Not up to date with all the transactions


10. What is the difference between (OLTP) Online Transaction Processing and Batch processing?  Give one example of OTLP and one example of batch.
· OLTP is when transactions are processed instantly through a connected system
· Online banking/purchasing book online/buying airplane ticket
· Batch is when transactions are collected and processed together at a certain time
· Payroll/ Receiving merchandise / Cheque Process / WSIB
11. Which system is a core system that is specific to hotel?  What is its purpose?
· The 3 types of systems are: Finance, POS & HR
· Finance – system behind managing the hotel finances 
· The financial ecosystem
· POS – system behind managing sales
· The sales ecosystem
· HR – system behind manage human personal 
12. Why would a hotel company select an ERP vendor instead of Best of Breed?
· ERP systems are centralized with their information so departments are able to talk to one another
· Information is automatic and reports can be generated on spot 
· ERPs create synergy between departments
· Data for Best of Breed is not centralized leading to scattered info, different systems
· Vanilla Approach – standard ERP package given by a vendor with little to no customization for the client
· Custom Approach – Customizing the ERP with new functions or designs that are relevant to a firm or industry
· Best of Breed Approach – mix & matching core ERP modules & components to best match your need ( mix of vanilla & custom) 

Readings & Lecture Notes (ish) 

[bookmark: _Hlk37538173]Chapter 3 Reading – Ethics & Privacy

Code of Ethics – collective principles that guide us or the organization 
	^ There are laws for copyrights 
	Fundamental Tenets of Ethics
		1. Responsibility – accept consequences
		2. Accountability – held responsible
		3. Liability – legal right to recover

4 Ethical Frameworks
	1. Utilitarian Approach – most good, least harm
	2. Rights Approach – protects moral rights of party
	3. Fairness Approach – treats fairly or equally
	4. Common Good Approach – respect & compassion for all

General Framework for Ethics
	1. Recognize ethical issue
	2. Get facts
	3. Evaluate options
	4. Make a decision & test
	5.Act & reflect

Ethical Issues in IT
	1. Privacy
	2. Accuracy
	3. Property
	4. Accessibility
Privacy – the right to left be alone from personal intrusions
	1. Right is not absolute – balance between needs of society
	2. Right to know > individual right of privacy

Data Aggregators – create digital profiles/ databases of people
Electronic Surveillance – always watching
	^ Mannequins are watching
Cookies – tracking code embed in website

Important Terms
Opt-In Model – business has customer consent to collect personal information
Opt-Out Model – business has consent to collect personal information until customer requests stop

Core ERP in Hospitality
	1. PMS
	2. HR
	3. Finance 
Lecture 1 Notes
· System 
·  Connected part that forms a whole
· Set of procedures to complete an activity
· An organized scheme
· IT Advantage
· Competitive Advantage
· First-Move Advantage 

Chapter 10 Reading – ERP
Transactions - Any business event that generates data worth capturing and storing in a database.
· Transaction Process System – TPS 
· have to efficiently handle both high volumes of data and large variations in those volumes
Batch Processing - Transaction processing system that processes data in batches at fixed periodic intervals
Online Transaction Processing - Transaction processing system that processes data after transactions occur, frequently in real time
ERP Benefits
· Organizational flexibility and agility
· Decision support
· Quality and efficiency
ERP Implementations
· The vanilla approach – standard package
· The custom approach - implements a more customized ERP system by developing new ERP functions designed specifically for that firm
· The best of breed approach - combines the benefits of the vanilla and customized systems while avoiding the extensive costs and risks associated with complete customization

ERP Business Process
· procurement process - when a company needs to acquire goods or services from external sources, and it concludes when the company receives and pays for them
· fulfillment process - order-to-cash process, the company sells goods to a customer
· production process - production process can follow two different strategies: make-to-stock and make-to-order
Helps with supply chain management (SCM) & customer relations management (CRM) 
Lecture 3 Notes
· Decision-Making
· Data
· Information
· Experience 
· Granularity Data
· Transaction (FINE) Data – lots of refined data that does not show the bigger picture
· Sales transaction
· payment
· Coarse Data – data that helps define the picture 
· Weekly occupancy
· Yearly revenue
· TPS – Transaction Process System
· ERP – Enterprise Resource Planning
· Advantages
· Single vendor
· No worries about interfaces
· Consistent look and feel
· Consistent data definitions
· Overall performance
· Major Systems of ERP
· POS
· Finance
· HR
· PMS
· Reservations

Chapter 13 Reading – Acquiring Software
· Application Portfolio – priority list based on the needs of a company
· IT Strategic Plan Goals
· Align with the plan – be a support for strategies
· Create IT structure for seamless network
· Allocate IT among projects for efficient completion 
· After IT Strategic Plan comes IS Operational Plan
· IS Operational Plan - A clear set of projects that the IS department and the functional area managers will execute in support of the IT strategic plan
BASED ON:
· Mission
· IS Environment
· Objectives of the IS function
· Constraints on the IS function
· The application portfolio
· Resource allocation and project management
· IT Steering Committee - A committee, composed of a group of managers and staff representing various organizational units, set up to establish IT priorities and to ensure that the MIS function is meeting the needs of the enterprise
· Recommended to use Cost-Benefit Analysis for IT & Strategic Plans/Operations
· net present value 
· return on investment 
· break-even analysis 
· the business case approach
· Acquiring IT applications
· How much computer code does the company want to write?
· How will the company pay for the application?
· Where will the application run?
· Where will the application originate?
· ASP – Application Service Provider
· An agent or vendor that assembles the software needed by enterprises and packages them with outsourced development, operations, maintenance, and other services.
· SaaS – Software as a Service
· A method of delivering software in which a vendor hosts the applications and provides them as a service to customers over a network, typically the Internet
· Continuous Application Development - The process of steadily adding new computer code to a software project when the new computer code is ready
· System Development Life Cycle – SDLC
· The traditional structured framework, used for large IT projects, that consists of sequential processes by which information systems are developed
· Systems investigation 
·  feasible study investigating for success
· Explains; Technical, economic & behavioral feasibility  
· Systems analysis
· The examination of the business problem that the organization plans to solve with an information system
· Systems design
· The way in which a new system will resolve a business problem
· Focuses on; 
· System outputs, inputs, calculations or processing, and user interfaces
· Hardware, software, databases, telecommunications, personnel, and procedures
· A blueprint of how these components are integrated
· Programming and testing
· Implementation
· The process of converting from an old computer system to a new one
· They use for Implementation;
· Direct conversion - A systems implementation process in which the old system is cut off and the new system is turned on at a certain point in time
· Pilot Conversion - A systems implementation process that introduces the new system in one part of the organization on a trial basis; when the new system is working properly, it is introduced in other parts of the organization
· Phased Conversion - A systems implementation process that introduces components of the new system in stages, until the entire new system is operational
· Operation and maintenance
· Alternatives to System Development
· Joint Application Design (JAD)
· A group-based tool for collecting user requirements and creating system designs
· Rapid Application Development
· A systems development method that uses special tools and an iterative approach to rapidly produce a high-quality system
· Agile Development
· A software development methodology that delivers functionality in rapid iterations, measured in weeks, requiring frequent communication, development, testing, and delivery
· Uses Scrum Development - maximizing the development team's ability to deliver iterations for user requirement
· The Scrum Master: Maintains the processes (typically replaces a project manager).
· The Product Owner: Represents the business users and any other stakeholders in the project.
· The Team: A cross-functional group of about seven people who perform the actual analysis, design, coding, implementation, testing, and so on
· End-User Development
· A software development approach in which the organization's end users develop their own applications with little or no formal assistance from the IT department
· Tools for System Development
· Prototyping
· An approach to systems development that defines an initial list of user requirements, builds a prototype system, and then improves the system in several iterations based on users' feedback
· Computer-aided software engineering (CASE)
· A software development approach that uses specialized tools to automate many of the tasks in the systems development life cycle; upper CASE tools automate the early stages of the life cycle and lower CASE tools automate the later stages
· Component Based Development
· A software development methodology that uses standard components to build applications
· Object-oriented development
· A systems development methodology that begins with aspects of the real world that must be modelled to perform a task
Lecture 4 Notes
· OLTP – Online Transaction Processing
· Immediately processed
· Example: credit card authorization, reservations
· Batch Processing
· Grouped transactions that are batched together for processing
· Example: Payroll
· IT Steering Committee
· Helps with IT $ & resources
· Cost-Benefit Analysis
· System Costs
· Tangible Benefits
· IT Infrastructure
· ROI
· Implementation System
· Parallel – new & old system running at same time


Chapter 4 Reading – Information Security and Controls
· Information Security – IS 
· Protecting an organization's information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction
· Vulnerability - The possibility that an information resource will be harmed by a threat
· Today's interconnected, interdependent, wirelessly networked business environment.
· Smaller, faster, cheaper computers and storage devices.
· Decreasing skills necessary to be a computer hacker.
· International organized crime taking over cybercrime.
· Lack of management support
· Two main threats: unintentional threats and deliberate threats
· Unintentional - acts performed without malicious intent that nevertheless represent a serious threat to information security
· Human Errors
· the higher the level of employee, the greater the threat he or she poses to information security
· employees in two areas of the organization pose especially significant threats to information security: human resources and information systems (IS)
· Social Engineering
· Getting around security systems by tricking computer users inside a company into revealing sensitive information or gaining unauthorized access privileges
· common example of social engineering occurs when the attacker impersonates someone else on the telephone
· Tailgating is a technique designed to allow the perpetrator to enter restricted areas that are controlled with locks or card entry
· perpetrator follows closely behind a legitimate employee and enters
· Shoulder surfing occurs when a perpetrator watches an employee's computer screen over the employee's shoulder
· Deliberate Threats – acts performed intentionally
· Espionage or trespass
· unauthorized individual attempts to gain illegal access to organizational information
· Competitive intelligence consists of legal information-gathering techniques such as studying a company's website
· industrial espionage crosses the legal boundary such as theft of confidential data
· Information extortion
· attacker either threatens to steal or actually steals information from a company
· Sabotage or vandalism
· Sabotage and vandalism are deliberate acts that involve defacing an organization's website, potentially damaging the organization's image and causing its customers to lose faith in the organization
· Theft of equipment or information
· Identity theft
· Crime in which someone uses the personal information of others to create a false identity and then uses it for some fraud
· Compromises to intellectual property
· Patent – A document that grants the holder exclusive rights on an invention or process for a specified period of time, currently 20 years
· Copyright - A grant that provides the creator of intellectual property with ownership of it for a specified period of time, currently the life of the creator plus 50 years
· Software attacks
· Virus – code attached with a application or program
· Phishing – deceptive tactics to extra personal info (fake emails/scams/etc)
· Spear Phishing – targets large groups to gain as much info as possible 
· Trojan – malware disguised in an application and activates when application opens
· Denial of Service – stops user from doing certain actions
· Back door - password, known only to the attacker, that allows him or her to access a computer system at will, without having to go through any security procedures
· Logic Bomb - segment of computer code that is embedded within an organization's existing computer programs and is designed to activate and perform a destructive action under specific conditions
· Alien software
· Adware - Alien software designed to help pop-up advertisements appear on your screen
· Spyware - Alien software that can record your keystrokes and/or capture your passwords
· Keystrokes
· Spamware - Alien software that uses your computer as a launch platform for spammers
· Cookies - Small amounts of information that websites store on your computer, temporarily or more or less permanently
· Supervisory control and data acquisition (SCADA) attacks
· SCADA systems provide a link between the physical world and the electronic world
· Cyberterrorism and cyberwarfare
· A premeditated, politically motivated attack against information, computer systems, computer programs, and data that results in violence against noncombatant targets by subnational groups or clandestine agents
· Difficulties to Protecting Information Resources
· Hundreds of potential threats exist.
· Computing resources may be situated in many locations.
· Many individuals control or have access to information assets.
· Computer networks can be located outside the organization, making them difficult to protect.
· Rapid technological changes make some controls obsolete as soon as they are installed.
· Many computer crimes are undetected for a long period of time, so it is difficult to learn from experience.
· People tend to violate security procedures because the procedures are inconvenient.
· The amount of computer knowledge necessary to commit computer crimes is usually minimal. As a matter of fact, a potential criminal can learn hacking, for free, on the Internet.
· The costs of preventing hazards can be very high. Therefore, most organizations simply cannot afford to protect themselves against all possible hazards.
· It is difficult to conduct a cost-benefit justification for controls before an attack occurs because it is difficult to assess the impact of a hypothetical attack.
· Risk Mitigation
· process whereby the organization takes concrete actions against risks, such as implementing controls and developing a disaster recovery plan
· implementing controls to prevent identified threats from occurring
· developing a means of recovery if the threat becomes a reality
· Risk Management
· Risk Acceptance - A strategy in which the organization accepts the potential risk, continues to operate with no controls, and absorbs any damages that occur
· Risk Limitation - A strategy in which the organization limits its risk by implementing controls that minimize the impact of a threat
· Risk Transference - A process in which the organization transfers the risk by using other means to compensate for a loss, such as by purchasing insurance
· Controls
· Defence mechanisms used to safeguard assets, optimize the use of the organization's resources, and prevent or detect errors or fraud
· General Controls - Controls that apply to more than one functional area
· Application Controls - Security countermeasures that protect specific applications in functional areas
· Physical Controls - Controls that restrict unauthorized individuals from gaining access to a company's computer facilities
· Access Controls - Controls that restrict unauthorized individuals from using information resources and are concerned with user identification



· Authentication
· Passwords - A private combination of characters that only the user should know
· Biggest authentication threat:
· Weak/predictable
· Easy to crack
· Able to obtain online
· Phishing/Spear Phishing threat
· Authorization 
· Communication Controls - deal with the movement of data across networks
· Firewalls
· A system (either hardware, software, or a combination of both) that prevents a specific type of information from moving between untrusted networks
· Demilitarized Zone - separate organizational local area network that is located between an organization's internal network and an external network, usually the Internet
· Anti-Malware Systems
· Software packages that attempt to identify and eliminate viruses, worms, and other malicious software
· Whitelist & Blacklist
· Whitelist - process in which a company identifies acceptable software and permits it to run, and either prevents anything else from running or lets new software run in a quarantined environment until the company can verify its validity
· Blacklist - process in which a company identifies certain types of software that are not allowed to run in the company environment
· Encryption
· Public-Key Encryption
· type of encryption that uses two different keys: a public key and a private key
· public key (locking key) and the private key (the unlocking key) are created simultaneously using the same mathematical formula or algorithm
· Can use Certified Authority for a intermediary 
· Virtual Private Network – VPN
· private network that uses a public network (usually the Internet) to securely connect users by using encryption
· Transport Layer Security – TLS
· encryption standard used for secure transactions such as credit card purchases and online banking
· adds extra security to the website (http vs. https) 
· Employee Monitoring System
· Application Controls 
· Business Continuity Plan 
· chain of events linking planning to protection and to recovery
· hot site is a fully configured computer facility with all of the company's services, communications links, and physical plant operations
· hot site duplicates computing resources, peripherals, telephone systems, applications, and workstations
· warm site includes computing equipment such as servers, but it often does not include user workstations
· cold site provides only rudimentary services and facilities, such as a building or a room with heating, air conditioning, and humidity control
· type of site provides no computer hardware or user workstations
· Hot sites reduce risk to the greatest extent, but they are the most expensive option. Conversely, cold sites reduce risk the least, but they are the least expensive option
· Off-Site Data Storage services exist
· Information System Audits
· examination of information systems, their inputs, outputs, and processing
· External auditors, also referred to as independent auditors, work at a public accounting firm, auditing primarily financial statements
· Internal auditors work for specific organizations, and may have the Certified Internal Auditor (CIA) designation
· IS auditing is usually conducted as part of the controls evaluation for the financial statement audit or as part of internal auditing, which looks at the efficiency or effectiveness of systems


Chapter 5 Reading – Data & Knowledge Management
· when database developers in the firm's MIS group build a database, they use a tool called entity-relationship modelling
· [bookmark: _Hlk37276954]the equipment can be replaced relatively easily. If software decisions turn out to be incorrect, they can be modified
Difficulties of Managing Data
· historical data must be kept for a long time, and new data are added rapidly
· data are frequently stored in numerous servers and locations and in different computing systems, databases, formats, and human and computer languages
· data comes from internal & external sources
· Data are also subject to data rot. Data rot refers primarily to problems with the media on which the data are stored
· finding the machines needed to access the data can be difficult
· data needs to be managed overtime due to their quality degrading
· developing a information system for a business process may results in repetition and conflicts across the organization
· data might be duplicated within the billing
· can produce inconsistent data within the enterprise
· companies are drowning in data, much of which is unstructured
· Data governance is an approach to managing information across an entire organization
· business processes and policies that are designed to ensure that data are handled in a certain, well-defined fashion
· follows unambiguous rules for creating, collecting, handling, and protecting its information
· objective is to make information available, transparent, and useful for the people who are authorized
· Master data management is a process that spans all organizational business processes and applications
· provides companies with the ability to store, maintain, exchange, and synchronize a consistent, accurate, and timely “single version of the truth”
· Master data is set of core data, such as customer, product, employee, vendor, geographic location, and so on
· Transaction data, which are generated and captured by operational systems, describe the business's activities or transactions
Database Systems
· Data are organized in a hierarchy that begins with bits and proceeds all the way to databases
· Bit – smallest data 
· Byte – 8-bits together making a single character 
· database management system (DBMS) is a set of programs that provide users with tools to create and manage a database
· managing a database involves adding, deleting, accessing, modifying, and analyzing data stored in a database
· relational database model is based on the concept of two-dimensional tables
· generally is not one big table—usually called a flat file—that contains all of the records and attributes
· must be organized so that users can retrieve, analyze, and understand the data they need
· key to designing an effective database is the data model
· data model is a diagram that represents entities in the database and their relationships
· An entity is a person, place, thing, or event—such as a customer, an employee, or a product—about which information is maintained
· An instance of an entity is each row in a relational table, which is a specific, unique representation of the entity
· Each characteristic or quality of a particular entity is called an attribute
· Every record in the database must contain at least one field that uniquely identifies that record so that it can be retrieved, updated, and sorted. This identifier field (or attribute) is called the primary key
· A secondary key is another field that has some identifying information, but typically does not identify the record with complete accuracy
· foreign key is a field (or group of fields) in one table that uniquely identifies a row of another table
· 
		Data File - is a collection of logically related records
			Minimize 
Data redundancy: The same data are stored in multiple locations.
Data isolation: Applications cannot access data associated with other applications.
Data inconsistency: Various copies of the data do not agree.
		Maximize
Data security: Because data are “put in one place” in databases, there is a risk of losing a lot of data at one time. Therefore, databases must have extremely high security measures in place to minimize mistakes and deter attacks.
Data integrity: Data meet certain constraints; for example, there are no alphabetic characters in a Social Insurance Number field.
Data independence: Applications and data are independent of one another; that is, applications and data are not linked to each other, so all applications are able to access the same data.

Big Data is a collection of data so large and complex that it is difficult to manage using traditional database management system
· Big Data is about predictions, predictions come from applying mathematics to huge quantities of data to infer probabilities
· diverse, high-volume, high-velocity information assets that require new forms of processing to enable enhanced decision making
· Generally consists of:
· Traditional enterprise data: Examples are customer information from customer relationship management systems, transactional enterprise resource planning data, web store transactions, operations data, and general ledger data.
· Machine-generated/sensor data: Examples are smart meters; manufacturing sensors; sensors integrated into smart phones, automobiles, airplane engines, and industrial machines; equipment logs; and trading systems data.
· Social data: Examples are customer feedback comments; microblogging sites such as Twitter; and social media sites such as Facebook, YouTube, and LinkedIn.
· Images captured by billions of devices located throughout the world, from digital cameras and camera phones to medical scanners and security cameras.
· Big Data is defined by volume, velocity & variety
· Issues with Big Data
· Coming from untrusted sources
· “Dirty”
· To best manage big data would be to organize it into databases & data ware houses to support decision making 
· Big Data allows for
· Experiments
· Microsegment Customers
· Develop new business models
· Analysis 
· HR & Hiring
· Product Development
· Operations
Data Warehouse
data warehouse- A repository of historical data that are organized by subject to support decision makers in the organization
A data mart is a low-cost, scaled-down version of a data warehouse that is designed for the end-user needs in a strategic business unit (SBU) or an individual department
	Characteristics of Data Warehouse & Data Mart
· Organized by business dimension or subject
· Use online analytical processing (OLAP)
· Integrated
· Time variant
· Nonvolatile
· Multidimensional
· Data Integration

Knowledge is information that is contextual, relevant, and useful. Simply put, knowledge is information in action. Intellectual capital (or intellectual assets) is another term for knowledge
explicit knowledge is the knowledge that has been codified (documented) in a form that can be distributed to others or transformed into a process or a strategy
tacit knowledge is the cumulative store of subjective or experiential learning
KMS – Knowledge Management System
1.Create knowledge: Knowledge is created as people determine new ways of doing things or develop know-how. Sometimes external knowledge is brought in.
2.Capture knowledge: New knowledge must be identified as valuable and be represented in a reasonable way.
3.Refine knowledge: New knowledge must be placed in context so that it is actionable. This is where tacit qualities (human insights) must be captured along with explicit facts.
4.Store knowledge: Useful knowledge must then be stored in a reasonable format in a knowledge repository so that other people in the organization can access it.
5.Manage knowledge: Like a library, the knowledge must be kept current. It must be reviewed regularly to verify that it is relevant and accurate.
6.Disseminate knowledge: Knowledge must be made available in a useful format to anyone in the organization who needs it, anywhere and anytime.

Structured query language (SQL) is the most popular query language used for interacting with a database
· SQL allows people to perform complicated searches by using relatively simple statements or key words
information in a database is to use query by example (QBE)
entity-relationship (ER) modelling
· ER diagrams consist of entities, attributes, and relationships
· 
Technology Guide: Cloud Computing
Modern IT infrastructure
· Stand-alone mainframes
· Mainframe and dumb terminals
· “dumb terminals”—essentially electronic typewriters with limited processing power
· Stand-alone personal computers
· Local area networks (client/server computing) – LAN
· Enterprise computing
· Cloud computing and mobile computing
· Provides On-Demand Self Service
· elasticity and flexibility
· Grid Computing
· Grid Computing - technology that applies the unused processing
resources of many geographically dispersed computers in a network to form a virtual supercomputer
· Utilize computing more effectively
· the failure of one computer will not stop an application from executing
· scale up—that is, to access increased computing resources
· scale down (remove computers) if extensive processing is not needed
· Utility Computing
· technology whereby a service provider makes computing resources and infrastructure management available to a customer as needed
· Broad Network Access
· Pools Computing Resources
· Virtual Servers
· Server virtualization - software-based partitions to create multiple virtual servers
· Types of Clouds
· public clouds, private clouds, and hybrid clouds
· Public Clouds - Shared, easily accessible, multicustomer IT infrastructures that are available nonexclusively to any entity in the general public
· Private Clouds - IT infrastructures that are accessible only by a single entity or by an exclusive group of related entities that share the same purpose and requirements, such as all the business units within a single organization
· Hybrid Clouds - Clouds composed of public and private clouds that remain unique entities but are bound together, offering the benefits of multiple deployment models
IaaS = Infrastructure as a Service - model with which cloud computing providers offer remotely accessible servers, networks, and storage capacity
PaaS = Platform as a Service - model with which customers rent servers, operating systems, storage, a database, software development technologies such as Java and .NET, and network capacity over the Internet
SaaS = Software as a Service - delivery model with which cloud computing vendors provide software that is specific to their customers' requirements
6 Concerns of Cloud Computing
1. legacy IT systems
2. reliability
3. privacy
4. security
5. the regulatory and legal environment
6. criminal use of cloud computing
Web services are based on four key protocols: XML, SOAP, WSDL, and UDDI
Extensible markup language (XML) - computer language that makes it easier to exchange data among a variety of applications and to validate and interpret these data
hypertext markup language (HTML) - page-description language for specifying how text, graphics, video, and sound are placed on a web page document
Simple object access protocol (SOAP) - set of rules that define how messages can be exchanged among different network systems and applications through the use of XML
he web services description language (WSDL) is used to create the XML document that describes the tasks performed by the various web services
Universal description, discovery, and integration (UDDI) allows MIS professionals to search for needed web services by creating public or private searchable directories of these services
Lecture 7 Notes
Key Database Features
· Reliability
· Organization
· Accessibility
· Auditability
· Availability
· Speed
· Accuracy
· Security
Databases are tables that are connected by keys/fields/units 

· Structure Query Language (SQL)
· Clumsy
· More complicated with more than one table
· Complicated when querying totals
· Need technical assistance
The Cube Dimensions
· Product Dimension
· Customer Dimension
· Time Dimension 

Chapter 7 Notes

Electronic Business - A broader definition of electronic commerce, including buying and selling of goods and services, and servicing customers, collaborating with business partners, conducting e-learning, and conducting electronic transactions within an organization

Vertical exchanges connect buyers and sellers in a given industry. Vertical exchanges are frequently owned and managed by a consortium, a group of major players in an industry
Horizontal exchanges connect buyers and sellers across many industries. They are used primarily for MRO materials

Chapter 12 Manager Decisions
· organization achieves its goals through the use of resources (people, money, materials, and information)
· managers perform three basic roles
· 1. Interpersonal roles: figurehead, leader, liaison.
· 2. Informational roles: monitor, disseminator, spokesperson, analyzer.
· 3. Decisional roles: entrepreneur, disturbance handler, resource allocator, negotiator
· Decisions are based on: intelligence, design, and choice
· Problem Solving is based on: intelligence, design, and choice
· Manager Decisions:
· 1.Operational control: Executing specific tasks efficiently and effectively.
· 2.Management control: Acquiring and using resources efficiently in accomplishing organizational goals.
· 3.Strategic planning: The long-range goals and policies for growth and resource allocation.
· Business Intelligence
· BI encompasses not only applications, but also technologies and processes. It includes both “getting data in” (to a data mart or warehouse) and “getting data out” (through BI applications)
· Corporate Performance Management - involved with monitoring and managing an organization's performance according to key performance indicators (KPIs) such as revenue, return on investment, overhead, and operational costs
· Data Mining - searching for valuable business information in a large database, data warehouse
· predicting trends and behaviours
· identifying previously unknown patterns
· Dashboard - A business intelligence application that provides rapid access to timely information and direct access to management reports
· Capabilities of Dashboard
· Drill down
· Critical success factors
· Key performance indicators
· Status access
· Trend analysis
· Exception reporting


[bookmark: _Hlk37753475]Wk 9 Lecture Notes
· Latency - the delay before a transfer of data begins following an instruction for its transfer.
· Types of Networks
· LAN – Local Area Network
· Bluetooth
· Small range
· Between 700 kbps to 25 mbps
· NFC – Near Field Communications
· WAN – Wide Area Network
· WiFi

[bookmark: _Hlk37753722]Wk 10 Lecture Notes
· Web 1.0 was very business oriented and did not have easy access for the common folk
· Web 2.0 is sharing based and allows anyone with internet access to use the web 
· Foundation for:
· Tagging - folksonomies
· Really Simple Syndication (RSS)
· Blogs
· Microblogs
· Wikis
· Social Networking Websites
· Enterprise Social Networks
· Mashups
Wk 11 Lecture Notes
· Cloud Computing
· Advantages
· No hw to buy, upgrade, repair or maintain
· No sw licenses to pay upfront
· No painful sw installs
· No annual sw and hw maintenance fes
· No sw upgrades
· No anti-virus sw to keep up to date
· No hard disk crashes
· No back up worries
· Sharing:  multi-tenancy
· Disaster recovery built in
· Disadvantages
· Dependent upon Internet
· Denial of service
· Worldwide access
· Dependent on vendor
· Less flexible control
· Singularity - Singularity is the hypothetical future creation of superintelligent machines. Superintelligence is defined as a technologically-created cognitive capacity far beyond that possible for humans
· Algorithm - a process or set of rules to be followed in calculations or other problem-solving operations, especially by a computer
· Unsupervised Learning
· Unlabelled date – most data in the world
· The more data, the more accurate
· Reinforcement Learning
· Machine is teaching itself
· Hadoop - Apache Hadoop is a collection of open-source software utilities that facilitate using a 
network of many computers to solve problems involving massive amounts of data and computation
· Problem starts on the master node
· Problem is reduced to multiple jobs
· Jobs sent to slave nodes
· Jobs are tracked
· Problem ends when answers are put back together on the master node
Wk 12 Lecture Notes
· Hierarchy of Data
· Field
· Smallest part of data
· Columns in spreadsheets are fields
· Record
· Rows in spreadsheets are records
· Table
· The total collection (Customer/Product)
· Are related & linked by keys 
· Primary Key – unique identifier 
· Foreign Key – points to a primary key or unique attribute 
· Database
· Largest part of data
· Software
· Proprietary Software - The proprietor is the owner






Slightly Longer Answers Part 2
2 questions, each worth 3 marks.  You should write at least three lines for each answer.  Point form is acceptable. When asked for examples, they must be HOSPITALITY.  These questions will test your knowledge of the concepts covered in the course.
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