Lecture 1 - Introduction

Glossary
· White Collar Crime: financially motivated crime committed for illegal monetary gain; crime committed by person of responsibility, high social status; from “pin stripes” to “jail stripes” – a criminal offence such as fraud
· Green Collar Crime: crimes committed against environment for profit, often by corporations or business ventures; polluter pays principle “you spill you pay” 
· regulatory offence such as pollution
· Wholesale travel, strict liability 5:4 decision by judges  accused corp. charged with several counts of false or misleading advertising contrary to the Competition Act
· Until October 17, if someone was found to have 30 grams of marijuana, they would have a criminal record 
· Sometimes a situation can be prosecuted criminally and/or regulatorily 
· Cyber Crime: crime that involves computer and network; computer may be used in commission of crime or be target of crime, fast growing area of crime due to technological advances – newer criminal offences involving fraud include identity theft and identity fraud
· It could help the commission of a crime
· Could be a target of a crime
· Could be a way crime could be committed 
· Only the federal government has the power to enact criminal law 
· Fraud is a unique offence because the criminal code tells us what the aggravating factors are 

White Collar Crime 
· Criminal Code – offences created by Parliament of Canada, exclusive jurisdiction to enact laws against criminal offence; Code enacted in 1892, amended each year, new crimes created, revised, repealed
· Some crimes in other federal statutes, eg., drugs (Controlled Drugs and Substances Act), crimes committed by young persons (Youth Criminal Justice Act)
· Fraud is a criminal offence so only government of Canada can create those laws 
· If an individual was charged, each province would enforce criminal law and they also have their own set of statutes e.g. securities act 
· Criminal offences – punish morally blameworthy conduct, 
· eg., robbing a person (robbery) but not watching person undress through open window, or failing to come to person’s assistance, unless legal duty to do so
· Proof beyond a reasonable doubt 
· Usually acts of commission- doing an act that is detrimental to another individual; exceptions include criminal negligence, hit and run
· If you crash into someone else, you are required to remain at the scene
· Crimes must be codified or set out in statute, 
· eg., no offences at common law, but common law defences exist, eg., necessity, duress
· All crimes consist of 2 elements: 
· (1) physical element or prohibited act “actus reus” and 
· (2) mental element or fault requirement “mens rea”

Criminal Code contains Part dealing with fraudulent transactions: Part X – Fraudulent Transactions Relating to Contracts and Trade
· Section 380 – Fraud
· Section381 Using Mails to Defraud
· Section 382 Fraudulent Manipulation of Stock Exchange Transactions
· Section 382.1 Prohibited Insider Trading
· Section 386 Fraudulent Registration of Title
· Section 387 Fraudulent Sale of Real Property
· Section 392 Disposal of Property to Defraud Creditors
· Section 393 Fraud in Relation to Fares
Other types of fraud offences:
· Section 402.2 - Identity Theft 
· Section 403 - Identity Fraud
· Section 404 – Personation at Examination
· Section 405 – Acknowledging Instrument in False Name
· Section 406 – Forging Trade-mark
· Section 408 – Passing Off
· Section 411 – Used Goods without Disclosure
 
Key Principles of Criminal Law:
· Presumption of Innocence: accused presumed innocent (not guilty) until proven otherwise by Crown
· Burden of Proof: Crown bears burden of proof beyond reasonable doubt of guilt of accused; accused can raise reasonable doubt so as to be found not guilty of criminal charge
· Elements of Criminal Offence: all criminal elements consist of two elements which must be proven beyond reasonable doubt by Crown: 
· physical element or prohibited act or actus reus, and 
· mental element or fault requirement or mens rea

White Collar Fraud, [s.380(1), Criminal Code]
· Everyone who, by deceit, falsehood or other fraudulent means, whether or not it is a false pretence within the meaning of this Act, defrauds the public or any person, whether ascertained or not, of any property, money or valuable security or any service, 
· (a) is guilty of an indictable offence and liable to a term of imprisonment not exceeding 14 years, where the subject-matter of the offence is a testamentary instrument or the value of the subject-matter of the offence exceeds $5,000; or
· Indictable is most serious form of offence; fraud is generally an indictable offence dependant on the amount of money involved 
· If you stole more than $5000 or property, mischief worth more than 5000, that is the most serious indictable offence of fraud and will result in up to 14 years in jail
· For most indictable offences e.g. fraud, the accused can decide if they want to be tried by a superior court judge and jury trial or the provincial court 
· (b) is guilty (i) of an indictable offence and is liable to imprisonment for a term not exceeding 2 years, or (ii) of an offence punishable on summary conviction, where the value of the subject-matter of the offence does not exceed $5,000
· Less serious offence, up to 2 years in jail 
· Summary conviction – 2 years less a day; used to be 6 months in jail and less than 5000
· Least serious form of criminal offences 
· It is upto courts to determine falsehood or fraudulent means, by risk of loss, not actual loss and dishonesty 
· Some offences are only punishable under indictment offences and some are only punishable on summary conviction 
· Dual Procedure offences: In between the two types of offences, there are dual procedure offences or crown option offences in which the crown can decide which type of offence to go on

Terminology used in [s. 380(1) Criminal Code] 
Everyone: s.2 definition includes organization (persons and corporations)
· Deceit, falsehood or other fraudulent means: fraud consists of – 
· dishonest act (deceit, falsehood or other fraudulent means) and;
· deprivation (proof of detriment, prejudice, risk of prejudice to economic interests of victim)
· False pretence: Criminal Code offence, s.361: a representation of a matter of fact, either present or past, made by words or otherwise, known by person who makes it to be false, and made with fraudulent intent to induce person to whom it is made to act on it
· Defrauds the public or any person: victim may be individual or government
· Of any property, money or valuable security or any service: property includes real or personal property; valuable security includes shares
· Indictable offence: most serious type of criminal offence, maximum penalty for fraud 14 years
· $5,000 value of subject matter:  
· less serious form of fraud if value of fraud under $5,000 (2 years jail if prosecutor proceeds by indictment)
· Summary conviction: least serious criminal offence, general penalty $5,000 fine and/or 6 months jail; prosecutor elects summary conviction procedure

Identity Theft, [s.402.2 Criminal Code]
· everyone commits offence who knowingly obtains or possesses another person’s identity information (includes biological or physiological information, DNA profile, name, address, date of birth, credit card number, debit card number, financial institution account number, social insurance number, health insurance number) in circumstances giving rise to reasonable inference that information is intended to be used to commit indictable offence that includes fraud, deceit or falsehood as element of the offence
· Indictable offence includes fraud (s.380) and identity fraud (s.403)
· Punishment: indictable offence – 5 years, or summary conviction offence

Identity Fraud, [s.403 Criminal Code]
· Every person commits offence who fraudulently personates another person, living or dead, with intent to gain advantage for themselves or another person; with intent to obtain any property or interest in any property; with intent to cause disadvantage to person being personated or another person; or with intent to avoid arrest, prosecution, obstruct course of justice
· Personating person includes pretending to be person or using person’s identity information
· Punishment: indictable offence – 10 years, or summary conviction offence

Organization 
· defined by s.2 Criminal Code: public body, body corporate, company, firm, as well as association of persons created for common purpose with operational structure 
· Representative: director, partner, employee, member, agent or contractor of organization
· Senior officer: representative who plays important role in establishment of organization’s policies or responsible for managing important aspect of organization’s activities; in case of body corporate includes director, chief executive officer, chief financial officer
· Offences of negligence committed by organization, s.22.1
· Offences not including negligence committed by organization, s.22.2

· Party to an offence: s.21 you can commit an offence by being a principal offender, or by aiding or abetting; you have some role in the commission of the offence, help people escape, etc. If you encourage a crime to be committed, you are still a party to the offence 
· Parliament has specifically added aggravating factors specifically for fraud e.g. offences costing above 1 million dollars 
· Parliament also sets out what is NOT a mitigating factor of fraud
· The offender’s employment, employment skills, status in the community 
· E.g. Chinese warren buffet was very familiar with his victims 
· Mandatory Minimum punishment – imprisonment for a term of 2 years if the total value of the fraud exceeds 1 million dollars, regardless of circumstances because it seems to have a white collar element due to the dollar amount
· Amount of money involved and determination of factors 

Regulatory Offences 
· Focus of regulatory law concerns protection of societal interests, not punishment of an individual’s moral faults
· Regulatory offences or quasi-criminal offences or public welfare offences best means for courts to balance public interest in advancing public health and safety with the public interest in protecting individual rights while equally advancing a viable business community 
· Public welfare offences by SCC as prima facie constituting offences of strict liability; they do not need the proof of mens rea, simply the actus reus, and once that has proven by the crown, the defendant is to prove due diligence 
· The more society treats public welfare offences like criminal offences, the greater the demand for the full procedural safeguards of the criminal law system 
· This leads to increased costs (resources such as police/the court will be used more and for a greater length of time 
· Regulatory legislation is designed to ensure minimum standards are adhered to in commerce, manufacturing, environmental protection, similar activities
· Regulatory offences are frequently offences of omission; at common law most crimes involved positive acts
· Regulatory activities very broad: rules and laws about air we breathe, food we eat, transportation, from birth to death
· 3 categories of regulatory offences:
· Mens rea: offences consisting of some positive state of mind such as intent, knowledge or recklessness; prosecution must prove both prohibited act, mental element as if criminal offence
· Strict liability: offences in which there is no requirement on prosecution to prove existence of mens rea, proof of prohibited act prima facie imports offence, leaving it open to defendant to avoid liability by proving he/she took all reasonable care 
· Absolute liability: offences where it is not open to accused to avoid liability by proving lack of fault, though open to accused to contest proof of prohibited act
· E.g. speeding, you won’t be successfully able to defend yourself 
· Regulatory offences can be legislated by both the federal and provincial gov’t 
· Drug offences can only be legislated by the government of Canada
· A person can be charged with a federal and provincial law because they can be charged criminally which is a federal statute or a provincial charge of trespassing 

Regulatory Offences: Key Words 
· Burden of Proof – regulatory offences presumed to be strict liability in nature, meaning upon proof of prohibited act by prosecution, burden of proof shifts to defendant to prove, on balance of probabilities, he/she took all reasonable steps or exercised due diligence to avoid particular event, or reasonable belief in mistaken set of facts which if true would render act or omission innocent: 
· R v Sault Ste. Marie, SCC (1978): public welfare offences constitute of strict liability offences
· Neither mens rea or absolute liability offence 
· In a strict liability offence, after the actus reus has been proven by the Crown, the onus is reversed, and it is the defendant’s duty to prove diligence 
· [bookmark: _GoBack]Constitutionality – reversal of burden of proof on defendant held to be constitutional in face of Charter of Rights and Freedoms challenge under s.7 (principles of fundamental justice) and s.11(d) (presumption of innocence): 
· R v Wholesale Travel Group Inc., SCC (1991): accused corp. was charged with several counts of false/misleading advertising contrary to the Competition Act (sold vacation packages advertised as wholesale priced when it wasn’t 
· Federal Government – legislative jurisdiction to create not only criminal offences, but regulatory offences as well, so long as in jurisdiction that federal government has, for example., radio broadcasting, oceans, airports, penitentiaries; minor regulatory offences called “contraventions”
· Provincial Government- legislative jurisdiction to create only regulatory offences, so long as in jurisdiction that provincial government has, eg., roads and traffic, property, reformatories; minor regulatory offences called “provincial offences” 
· Regulatory Offences having element of consumer protection, prohibition against fraud in business affairs [see CanLII on-line]:
· Federal Laws: 
· Competition Act – false or misleading representations, s.52(5); penalty by indictment fine (unlimited), jail for 14 years; summary conviction fine up to $200,000 or 1 year jail, or both
· Income Tax Act – failing to comply with demand to provide documents or information, s.238; penalty of fine between $1,000 to $25,000, jail for 1 year, or both
· Provincial Laws: 
· Consumer Protection Act, 2002 – “unfair practices” include false, misleading or deceptive representation, s.14(1), examples given, such as representation that goods or services are available for a reason that does not exist (para 6); penalty for engaging in unfair practices, individual maximum fine of $50,000 or 2 years less one day or both, corporation may be fined up to $250,000:s.116(5)
· Securities Act – false statements, s.122; penalty is fine up to $5 million dollars or 5 years jail, or both

Cyber Crime
Glossary of Terms:
· Internet – computer networks that link users around world; electronic communication system
· Essential function of computer to process and store information
· open system, no single individual or entity can have total control over many users and aspects of it 
· inherent structure of internet – interconnectivity, openness 
· Computer: processed and stores information
· Computer crime – refers to use of computer to facilitate or carry out criminal offence; also consists of using electronic gadgets to access, control, manipulate, use data for illegal purposes
· Tools of cyber-criminals: cell phones, fax machines, digital cameras, voice recorders, scanners, copiers, laptop computers
· Computer crimes pose enormous challenges for individuals, businesses, society at large 
· Differentiating Computer Crime
· Instrument: Computer may be instrument of crime, means to commit crime – used to steal confidential information or create, store and distribute illegal information
· Target: Computer may be target of offence where criminal targets computer network itself, eg., unauthorized access to and interference with information systems
· Malware: designed to create a network of infected computers that can be used for sending out spam  
· emails, stealing bank details, launching attacks of government websites, attacks on and air traffic control 
· tower 
· Malware: designed to create a network of infected computers that can be used for sending out spam  
· emails, stealing bank details, launching attacks of government websites, attacks on and air traffic control 
· tower 
· Malware: designed to create a network of infected computers that can be used for sending out spam  
· emails, stealing bank details, launching attacks of government websites, attacks on and air traffic control 
· tower
· Malware: designed to create a network of infected computers that can be used for sending out spam emails, stealing bank details, launching attacks of government websites, attacks on air traffic control 
· Incident: Computer may be used merely incidental to offence; may be significant to law enforcement because they contain evidence of a crime 
· Cybercrime, computer crime can be used to describe many different forms of Internet-enabled crimes, whether they violate existing criminal laws or not

· Traditional vs New Crimes 
· Traditional crimes: identity theft, fraud, child pornography, luring, stalking – without Internet these crimes continue, just in other forms
· New crimes: viruses, worms, hacking, denial of service attacks – true forms of computer crime, require Internet
· True forms – informational, globalized and networked
· Quasi-traditional crimes: phishing and spam e.g. traditional crimes perpetrated by entirely new means
· Technological innovation has led to emergence of increasingly complex types of crime
· Number of computer crime incidents increases with number of computer users
· Cyber crime likely to become one of most significant threats facing law enforcement, potential to cause harm may be far greater than real-world crime 
· shift from tangible environment to intangible environment means many spatial, temporal constraints that apply to traditional criminal activity no longer relevant 

Cybercrime Chapter 1
Internet
· Created by Paul Baran and Donald Davies – wanted to create an electronic communication system that would function even if parts of it were wiped out
· Limitations with AT&T 
· No more than 5 links could be connected to the network at a time without diminishing quality 
· Phone Connection to multiple central sources made them vulnerable to attack
· Long distance connections took 20-30 mins to connect 
· Single communication line was reserved for one call at a time
· Packet-switching (Paul Baran):  create a network connected by nodes so after nuclear war, people could locate and use routes without degradation in efficiency and quality of the transmission
· Messages would also be transmitted separately in small segments 
· Message blocks could follow different paths to their destination and the recipient computer would reassemble the message into a complete message as each node would reroute each so it would take the simplest or next available route  	
· Packets (Donald Davies): Also envisioned idea of transmitting small blocks of data through a digital network 
· ARPA (Advanced Research Project Agency): Initially focused on space defense, global surveillance satellites, space stations, broadened to R&D which included nuclear testing
· IPTO (Information Processing Techniques Office): a section of ARPA that supported the country’s most advanced computer R&D projects 
· IMP (Interface Message Processors):  Computers that would interconnect the network, send, receive data, check for errors and route data to their destination
· Send bits of data from a source location to another specified destination 
· ARPANet (Advanced Research Project Agency Network): the group that designed the network  
· Host-to Host Protocol: A common protocol used by host computers to transfer data between computers; facilitated communications between hosts 
· TCP (Transmission Control Protocol): Facilitates computers to speak to each other 	
· Shifted reliability from network itself to destination hosts to decipher data 
· TCP/IP Protocol: backbone of the internet; allows all computers to send and receive info using a common language and set of rules over a connection used by many
· World Wide Web: a multimedia branch of the internet
· A collection of hyperlinked pages of information distributed using a network protocol called HTTP (Hypertext Transfer Protocol)
· End-to end Principle: internet largely consists of computers at the end of a network
· Rather than locating intelligence within the network, intelligence is placed at the ends
· Client Server Model: Computers are the machines we use to access the network and link to other computers are the servers, run by an Internet Service Provider (ISP). 
· IP (Internet Protocol) Address: Assigned to each computer to route data on their networks
· RSS (Root Server System): Links domain names to IP addresses so routers can send users the web page associated with a URL (Uniform Resource Locator) 
· P2P (Peer to Peer Network): a number of participants who make the files stored on their hard drivers directly available to other users 
· Useful for criminals because there is no data stored on a central server that could be accessed by law enforcement

Layers of the Internet
· Physical Layer: computer equipment and telecommunication networks through which the internet functions
· Operational Layer: standards and protocols essential to the operation of the internet.
· Controlled by private entities e.g. telecommunication carriers who manage and oversee the delivery of internet data; regulated by the gov’t
· Application Layer: software applications make internet content available and facilitate internet transactions
· Internet is partly free and partly controlled
· Content Layer: data available throughout the internet, much is controlled
· Packet switching: before being transmitted, a message is broken into small blocks called packets and routed to recipient machine independent of each other

The Anatomy of a Computer
· How it operates, stores information and how it processes info is valuable to know
· To understand how some forms of cybercrimes are carried out
· To understand computer forensics and the retrieval of electronic evidence

Macs vs. PC’s
Macs
· Superior outward appearance & design
· Better quality RAM, hard disk space and USB ports
· More superior
· Lighter, sleeker, chic
· Limited number of applications
· Malware on IOS platforms are more prevalent on jailbroken devices 
PCs
· Customization 
· Bonus features e.g. blue ray, HDMI ports
· Greater number of programs
· More prone to malicious software and other harmful incursions
· Androids are the most popular target for the majority of the mobile threats 

The Complex Nature of Today’s Cyber Threats
· Cloud Computing: A new way of providing IT services that involves storing and accessing data and software programs over the Internet instead of through one’s own computer hard drive 
· Contains risk of unknowingly introducing malware into the network
· SaaS: 
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