Information System Security and Privacy – ITM820 Assignment 1		Hira Naseem

Section – 1 
1. Low 
2. Afterthought 
3. High
4. Countermeasure 
5. Security policy
6. System Resource (Asset)
7. Insider
8. Unauthorized Disclosure 
9. Deception
10. Disruption
11. Usurpation
12. Active
13. Passive
14. Attack Surface
15. Software attack surface
16. Human attack surface
17. National Institute of Standards and Technology (NIST)
18. International Organization for Standardization (ISO)
19. Assurance 
20. Evaluation 
21. Awareness and training 
22. Contingency planning 
23. Network attack surface 
24. Access control
25. Symmetric Encryption
26. Data Encryption Standard (DES)
27. Triple DES (3DES) 
28. Stream Ciphers
29. Advanced Encryption Standard (AES)
30. Electronic Codebook (ECB)
31. Secure Hash Algorithm (SHA)
32. Cryptanalysis
33. Length
34. Message Authentication
35. Private Key
36. Key Pairs
37. RSA (Rivest, Shamir, Adleman)
38. Diffie-Hellman key exchange algorithm 
39. Digital Envelopes
40. True random number generator (TRNG)
Section – 2 

1. Threat, Vulnerability 
2. Software, Communication Lines and Network 
3. Passive attack, Active attack
4. Hardware, Availability 
5. Communication Lines and Networks, Confidentiality 
6. Encryption Algorithm, Secret key 
7. Block Cipher, Stream Cipher 
8. Cryptanalysis, Brute-Force attack
9. Uniform distribution, Independence 
10. Source, Data 

Section – 3 

1. CIA Triad and AAA

CIA consist of three main elements, including confidentiality, integrity, and availability. The CIA is a framework of security policies, which are in place to protect information and information systems within organizations. Confidentiality is to protect unauthorized viewing and access to data, information, and other resources. Such information could include both personal information that one may want to protect or it could include proprietary information that an organization may want to keep from the public eye. Confidentiality involves both data confidentiality and privacy. The concept of data confidentiality ensures that unauthorized parties do not have access to private and confidential information, whereas the concept of privacy ensures that individuals have the right and control over who they choose to disclose the information to as well as where it is being collected or stores. An example of confidentiality is requiring an account number to access bank account through online means. Integrity refers to the idea of protecting information from being modified or deleted. Integrity ensures complete accuracy and consistency of the data. The concepts of integrity can be explained through data integrity and system integrity. Data integrity allows authorized modification of data with pre-determined instructions. System integrity protects the system from unauthorized manipulation of its functions that vary from the norm. An example of integrity is file permission. The third element is availability, which ensures that the system is being maintained to work properly, and allows access by authorized parties. An example of availability is data recovery to ensure lost data can be recovered.
Two other security objectives include Authenticity and Accountability. Authenticity verifies the transmission of the message, the message, and the sender. Accountability is a security goal to identify the actions of an object and to be able to trace back to that specific object. For example, being able to find a bug in the system after a security breach. 


2. Hash Function Properties

A hash function must have the following properties to be useful in cryptography:
a. It can be applied to any block of data no matter the size
b. Hash function results in an output that has a fixed length
c. H(x) can be determined for any given x variable
d. One-way property: it is impossible to find x in H(x)= h because it is easy to compute a code using a message but impossible to compute a message with a given code. 
e. The impossibility of finding an alternative message (y ≠ x) with an identical hash value as a given message H (y)=H (x). 
f. Collision resistant: it is impossible to find any pair (x, y) in H (x)= H (y). This secures against attacks where one entity computes a message for another entity to sign.
 
3. Least Privilege and Separation of Privilege

Separation privilege is a security principle in which the user is granted access to the restricted asset/system upon satisfying multiple conditions. This specific security measure can also be applied to programs with many parts that are restricted to specific privileges. Privilege is divided across different applications, components, and sub-components. An example is the use of multi-factor user authentication in organizations to protect their assets. 

Least privilege is constraining user access rights to systems, processes, and accounts. Only the resources that are required are granted access. An example of the least privilege is role-based access control. The permissions that are put in place give access to a specific resource for a specific user. A key example is an authorization to read, write, and edit system settings given to system admin. 

4. Risk, Threat, and Attack
[bookmark: _GoBack]
Risk is the probability that a threat could exploit a certain vulnerability and outcome some sort of harm to an asset. Risk is measured through the likelihood of a threat multiplied by the consequences of that threat. 

A threat is capable of causing security harm through exploiting vulnerabilities.
Threats have consequences such as the following:
1. Unauthorized disclosure: when an unauthorized entity has access to data
2. Deception: when authorized entity believes false information to be true
3. Disruption: interruption in the system or its functionality causing it to deviate from its normal process
4. Usurpation: when a system or its functions are being controlled by an unauthorized body

Attacks are threats that are carried out to breach security and cause harm to the system or other assets. There are different types of attacks:
1. Passive attack involves monitoring and scanning for information but doesn’t disrupt the system
2. Active attack involves modifying or disruption system resources or its functionality 
3. Insider attack involves an insider modifying or disrupting resources they are not granted permission to but have authorization to the system
4. Outsider attack involves an outsider who disrupts or modifies the system and its resources with no authorization to the system.
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