Information Systems Security and Privacy - ITM820 Assignment 2 (5%)
Due Date: To be submitted before 12 midnight February 14th, 2020 Directly in D2L.

Please do not type the questions, i.e., the texts below, in your submission. Instead, reference Section and Question numbers. The answers in section 3 should be written in your own words. Please ensure you recognize how many marks each question is worth and provide at least that many points.

Section 1 – Fill in the Blanks – 1 mark each, 50 questions, 50 marks total. 
1. Authentication is the process of verifying an identity claimed by or for a system entity.
2. With authentication, the identification step is presenting an identifier to the security system.
3. With authentication, the verification step is presenting or generating authentication information that corroborates the binding between the entity and the identifier. 
4. An assurance level describes an organization’s degree of certainty that a user has presented a credential that refers to his or her identity. 
5. Having very high confidence in the asserted identity’s validity describes a level 4 assurance level. 
6. The user ID determines that the user is authorized to access the system, the user’s privileges and is used in discretionary access control. 
7. With an offline dictionary attack the attacker obtains the system password file and compares the password hashes against hashes of commonly used passwords. 
8. Workstation hijacking is when an attacker waits until a logged-in workstation is unattended to gain access. 
9. A registered authority (RA) is a trusted entity that establishes and vouches for the identity of an applicant to a Credential service provider. 
10. Salt serve is combined with the user’s password to create the hash stored in the password file. 
11. A Rainbow table attack is when the attack pre-computes tables of hash values for all salts, creating a massive table of hash values, in order to gain access. 
12. An access right describes the way in which a subject may access an object. 
13. Password crackers exploit the fact that people choose easily guessable passwords.
14. Often, the hashed passwords are kept in a separate file from the user IDs, referred to as a shadow password file.
15. Mandatory access control (MAC) controls access based on comparing security labels with security clearances. 
16. One example of a vulnerability for password file access control is that there may be weaknesses in the OS that allows access to the file. 
17. Password file access control has several vulnerabilities including that an attacker can sniff the passwords in network traffic. 
18. Reactive password checking is when the system periodically runs its own password cracker to find guessable passwords. 
19. Users selecting their own passwords, but having the system check to see of the password is allowable describes a complex password policy 
20. Discretionary access control is an access control scheme in which an entity may enable another entity to access the same resource.
21. Objects a user possess for the purpose of authentication are known as tokens. 
22. A smart cards contains an electronic memory, has a processor, includes electrical contacts exposed on the surface and has a radio antenna imbedded inside. 
23. A subject attributes is an active entity that causes information to flow among objects or changes the system state.
24. The Popular password attack takes advantage of the fact that individuals make use of easy to guess passwords. 
25. Remote user authentication generally relies on some form of challenge-response protocol to counter threats. 
26. Memory Cards are capable of data storage but not processing. 
27. [bookmark: _GoBack]Biometric Authentication authentication attempts to authenticate an individual based on their unique physical characteristics. 
28. The false match rate is the frequency with which biometric samples from different sources are erroneously assessed to be from the same source. 
29. The false nonmatch rate is the frequency with which samples from the same source are erroneously assessed to be from different sources. 
30. Remote user authentication brings with it additional security threats such as eavesdropping or replaying the authentication sequence that has been observed. 
31. Identity management is concerned with assigning attributes to a digital identity and connecting that digital identity to an individual or NPE. 
32. A Trojan horse is an application or physical device that masquerades as an authentication application or device for the purpose of capturing a user password, passcode or biometric. 
33. Identity Federation is the term used to describe the technology, standards, policies, and processes that allow an organization to trust digital identities, identity attributes, and credentials created and issued by another organization. 
34. A denial-of-service attack attempts to disable a user authentication service by flooding the service with numerous authentication attempts. 
35. Operational, technical, and even situational factors in which information access occurs, that can be used for access control are known as environment attributes.  
36. The purpose of access management is to ensure that the proper identity verification is made when an individual attempts to access a security sensitive building, computer system or data. 
37. Structured Query Language (SQL) is a standardized language to define schema, manipulate, and query data in a relational database. 
38. A database management system (DBMS) is a suit of programs for constructing and maintaining a database and offers ad hoc query facilities to multiple users and applications. 
39. Software as a service (SaaS provides service to customers in the form of software, specifically application software, running on and accessible in the cloud. 
40. A SQLi attack is designed to exploit the nature of web application pages and the most common goal o this attack is bulk extraction. 
41. A model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction is known as cloud computing 
42. An inferential attack is when there is no actual transfer of data, but the attacker is able to reconstruct the information by sending particular requests and observing the resulting behavior of the Website/database server. 
43. The owner of a table may grant and revoke authorization rights to other users, allowing them to grand and revoke access rights to the table is known as decentralized administration 
44. Platform as a service (PaaS) provides service to customers in the form of a platform on which the customer’s applications can run and enables the customer to deploy onto the cloud infrastructure customer-created or acquired applications. 
45. The provision of security applications and services via the cloud either to cloud-based infrastructure and software or from the cloud to the customers’ on-premise systems is known as SecaaS
46. A data owner is the organization that produces data to be made available for controlled release. 
47. Infrastructure as a Service (IaaS) provides the customer access to the underlying cloud infrastructure and provides virtual machines and other abstracted hardware and operating systems, which may be controlled through a service application programming interface (API). 
48. According to NIST’s guidelines on cloud security and privacy, compliance requires an organization to understand the various types of laws and regulations that impose security and privacy obligations on the organization and potentially impact cloud computing initiatives. 
49. According to NIST’s guidelines on cloud security and privacy, governance requires an organization to extend their practices pertaining to the policies, procedures and standards used for application development and service provisioning in the cloud as well as the design, implementation, testing, use and monitoring of deployed or engaged services.
50. The SQLi attack typically works by prematurely terminating a text string and appending a new command 

Section 2 – Two Mark Fill in the Blank – 2 marks each, 15 questions, 30 marks total.
1. The two steps of authentication are identification and verification
2. A low impact level is when an authentication error could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals, while a high impact level is when an authentication error could be expected to have a severe or catastrophic adverse effect.
3. The four password selection strategies discussed in class are: user education, computer generated passwords, reactive password checking, and complex password policy.
4. Biometric authentication is technically complex and expensive when compared to password and token based authentication.
5. The most accurate form of biometric authentication makes use of the Iris, while the least expensive makes use of the voice 
6. A host attack is directed at the user file at the host where passwords, token passcodes, or biometric templates are stored, where as a replay attack is when an adversary repeats a previously captured user response. 
7. Discretionary access control (DAC) controls access based on the identity of the requestor and on access rules stating what requestors are allowed to do where as Attribute-based access control (ABAC): controls access based on attributes of the user, the resource, and current environmental conditions. 
8. RBAC controls access based on the roles that users have within the system and on rules stating what accesses are allowed to users. 
9. Access management concerns the management and control of the ways entities is granted access to resources. 
10. SQL can be used to create tables insert and delete data in tables, create views, and retrieve data with query statements. 
11. The two approaches to inference detection are inference detection during database design and inference detection at query time 
12. The three types of SQLi countermeasures are: defensive coding, detection, and run-time prevention.
13. The two disadvantages that arise if an organization encrypts their database are: key management and inflexibility.
14. Within the NIST Cloud Computing Reference Architecture a cloud auditor is a party that can conduct independent assessments of cloud services, information system operations, performance, and security of the cloud implementation, where as a cloud provider (CP) is a person, organization, or entity responsible for making a service available to interested parties.
15. The top cloud specific security threats are: abuse and nefarious use, insecure interphases and APIs, Malicious insiders, shared technology issues data loss or leakage, account or service hijacking, and unknown risk profile. 

Section 3 – Long Answer – 10 marks each, 2 questions, 20 marks total.
1. List and define types of cloud computing deployment models. 
Cloud computing deployment model:
1. Public cloud is a cloud infrastructure that is shared by the public such as a service provider selling Internet to the people who want it. The service provider holds control and manages infrastructure. 
2. Private cloud is a cloud infrastructure that is open to solely one organization such as a private internal network within a company. This could be provided either by organization it self or a third-party provider. The provider manages the infrastructure but has not control over it.
3. Community cloud is a cloud infrastructure that is shared between many organizations from the same community. It is limited to the people or organizations within similar concerns and needs. The infrastructure can be provided through a third party or the organization it self.
4. Hybrid cloud is a cloud infrastructure that is composed of two or more clouds, where the user manages at least one cloud and the other is managed by a third-party.

2. What are the four means of user authentication and provide an example of each. Furthermore, define two-factor authentication and provide an example of it.

The four means of user authentication:
1. Information that the individual knows. For example, a user knows the password to their bank account
2. An object, or in other words a token, that the individual has. For example, a smart card such as a credit card is used to authorize transactions 
3. An attribute of a person also known as static biometrics. For example, facial recognition on iPhones to be able to unlock the phone. 
4. An action of an individual, also known as dynamic biometrics. For example, voice recognition to verify the person is the owner of the account that is being accessed over the phone or through customer service.
Two-factor authentication requires users to provide two or more pieces of information to be able to gain access. It is an extra layer of security to protect users from an unnecessary security breach. An example of 2-factor authentication is when a user’s password and verification code are required on trusted devices such as a MacBook and iPhone.
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