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Chapter 1 
Business functions: 
· Specialized tasks performed by a form including: sales/marketing, man/pro, fin/acc, HR 
Business model 
· How a company produces, delivers and sells products or services to create wealth 
Business process 
· Set of logically related tasks and behaviours developed for specific results in a unique manner 
Complementary assets 
· Assets required to derive value from a primary investment 
· Examples of organizational assets
· Appropriate business model
· Efficient business processes
· Examples of managerial assets
· Incentives for management innovation
· Teamwork and collaborative work environments
· Examples of social assets
· The Internet and telecommunications infrastructure
· Technology standards
Computer hardware 
· The physical equipment used for input, processing, and output activities in an information system 
Computer literacy 
· Focuses primarily on knowledge of information technology 
Computer software 
· Detailed, preprogrammed instructions that control and coordinate the computer hardware components in an information system 
Culture 
· Fundamental set of assumptions, values, and ways of doing things, that are accepted by most of its members 
Data 
· Streams of unprocessed facts 
Data management technology 
· Software governing the organization of data on hardware 
Data workers 
· Assist with scheduling and commination’s at all levels of the work (secretaries, clerks) 
Digital firm 
· All of the organizations significant business relationships with customers, suppliers, and employees are digitally enabled and mediated 



Extranets 
· Private intranets extern to authorized users outside the organization are called extranets 
· Used to coordinate activities with other firms for purchases, designs, etc
Feedback 
· Output returned to members to help evaluate or correct the input stage 
Information 
· Data that has been shaped in a meaningful and useful way for human beings 
Information systems 
· Set of interrelated components that collect, process, store and distribute info for decisions making 
Information systems literacy 
· Broader understanding of IS including management, organizational, technical dimensions 
Information technology (IT)
· Consists of all hardware and software a firm needs to use to achieve business objectives 
Information technology infrastructure 
· The foundation/ platform on which the firm can build its specific information systems 
Input 
· Captures or collects raw data from within the organization for from the external environment 
Internet 
· Global connection of networks 
Intranets 
· Internal corporate networks based on internet technology 
Knowledge workers 
· Engineers, scientists, architects  designs products and create new knowledge 
Management information systems (MIS)
· Tries to achieve broader information systems literacy 
· Deals with behavioural and technical issues 
Middle management 
· Carry out plans of senior management 
Network 
· Links two or more computers to share data or resources 
Networking and telecommunications technology 
· Physical devices and software’s that link pieces of hardware and transfer data between location 
Operational management 
· Monitor the daily activities of the business 
Organizational and management capital 
· Investments in an organization and management 
Output 
· Transfers processed information to the people who will use it 
Processing 
· Concerts raw data into meaningful form 
Production or service worker 
· Produce the product and deliver the service 


Senior management 
· Makes long range strategic decision about products and services and ensure final performance 
Sociotechnical view 
· Optimal organizational performance is achieved by jointly optimizing both social and technical systems used in production 
World-wide web 
· Service provided by the internet that uses universally accepted standards for storing, retrieving, formatting and splaying information in a page format on the internet 
Chapter 2 
Transactional processing systems (TPS)
· Computerized systems that performs and records the daily routine transactions needed to conduct business 
· Answers routine questions and track the flow of transactions 
Business intelligence 
· Contemporary teams for data and software tools that organize, analyze and access data to help managers ad users make more informed decisions 
Management information systems (MIS)
· Specifically, category of information systems serving middle management with reports on current performance 
· Used to monitor and control the business and predict future performance 
Decision-support systems (DSS)
· Focus on problems that are unique and rapidly changing 
· Maybe no predefined solution 
· Use internal information from TPS and MIS but also bring external sources 
· Employer by super user managers and business analysts 
Executive support system (ESS)
· Help senior management make non-routine decisions requiring judgement, evaluation and insight 
· Filter, compress, track critical data and display data to senior management through a portal 
· Data about external events but also draw on MIS and DSS 
Portal 
· Uses web interface to present integrated personalized business content 


Digital dashboard 
· Displays on a single screen graphs and charts of key performance indicators for managing a company 
· Popular took for decisions making 
Enterprise systems 
· AKA enterprise resource planning systems 
· Integrate business processes in manufacturing production, financial accounting, sales marketing into a single software system 
Enterprise applications 
· Systems that span functional areas and cons on processes across the firm 
· Include all levels of management and help become more flexible and productive 
Supply chain management (SCM) systems 
· Manage relationships with suppliers
· Objective is to get the right number of products from source to point of consumption 
· Helps distributors and logistics companies share order info 
Interorganizational systems 
· Automate the flow of information across organizational boundaries i.e. SPCM 
Customer relationship management systems (CRMS)
· Help manage relationships with customers and provide info to coordinate all process that deal with customers 
Knowledge management systems (KMS)
· enable better processes to capture and apply knowledge and expertise 
· collect all relevant knowledge and experience and make it available wherever needed 
· also link to external sources of knowledge 
E-business 
· use of digital technology and the internet of execute major business processes 
E-commerce 
· deals with buying and selling and all aspects of a business over the internet 
E-government 
· application of the internet and networking technology to digitally enable government and public sector agencies relationships with citizens, businesses, and others arms of government 
Collaboration 
· working with others to achieve shared and explicit goals 
· important because of the changing nature of work, growth of professional work, changing organization of the firm. 
Teams 
· specific missions that someone has assignment to them. They mist collaborate to accomplish task 
Social business 
· use of social networking platforms to engage employees, customers, and suppliers 
· applications of social business 
· social networks, crowdsourcing, shared workspaces, blogs and wikis
Telepresence 
Integrated audio and visual environment that allows a person to give appear of being present at a location other than his or her true physical location 
Information systems department 
· formal unit responsible of IT services 
Programmers 
· highly trained technical specialist who write software instructions for computers 
Systems analysts 
· constitute principal liaisons between IS groups and the rest of the organization 
· translate business problems and requirements into formation requirements and systems 
Information systems managers 
· leaders of teams of programmers and analysts, project managers etc.
· senior manager who oversees use of information tech in the firm 
· need a business background and IS expertise 
End user 
· representatives of department’s outside of the information systems group for whom applications are developed 
Chief information officer (CIO)
· senior managers that oversees the use of information technology in the firm 
Chief privacy officer (CPO)
· responsible for ensuring the company complies with existing privacy and data laws 
Chief knowledge officer (CKO)
· responsible for knowledge management programs 
Chief data officer (CDO)
· responsible for enterprise wide governance and utilization of information to maximize the value of data 
Chief security officer (CSO)
· in charge of IS security and enforcing policy 
IT governance 
· strategy and policies for using information technology in an organization 






Chapter 4 
Ethics 
· principles of right and wrong that individuals acting as free moral agents use to make choices to guide their behaviours 
Technology trends that raise ethical issues 
[image: ]
Information rights 
· what information can be protected (individual and firm) 
Profiling 
· use of computers to combine data from multiple sources and create digital dossiers of detailed information on individuals 
Non-obvious relationship awareness (NORA)
· data analysis tech that gives powerful profiling capabilities 
Responsibility 
· key element of ethical action 
· you accept the potential costs, duties and obligations for the decision you make 
Accountability 
· feature of systems and social institutions 
· mechanisms are in place to determine who took action and who is responsible 
Liability 
· extension of responsibility to area of the laws
· mechanisms are in place to determine who took action and who is responsible 
Due process 
· related feature of law governed societies 
· process in which laws are known and understood 
· ability to appeal to higher authorities to ensure that the laws are applied correctly 









Ethics Analysis 
[image: ]
Golden rule 
· do unto others as you would have them do unto you 
Immanuel Kant’s categorial imperative 
· if action is not right for everyone to take, it is not right for anyone 
Slippery slope rule 
· if an action can’t be taken repeatedly it is not right to be taken at all
· an action may bring an acceptable small change now but in the long run with would bring unacceptable changes 
Utilitarian principle 
· take the action that achieves the higher or greater value and understand consequences 
Risk aversion principle 
· take the action that produces the least harm or potential cost 
Ethical no-free-lunch rule 
· assume virtually all tangible and intangible goods are owned by someone else unless specifically declaration otherwise 
Privacy 
· claim of an individual to be left alone, free from surveillance or interference from others 
Fair information practices (FIP)
· basis for most American and European privacy laws 1973 updated in 2010
· set of principles based on notion of mutuality of interest between record holder and individual 
· individual has interest in engaging in a transaction 
· record keeper requires info about individual to support the transaction 
Informed consent 
· customers must give informed consent before company can legally use their data 
· consent given with knowledge of all the facts needed to make a rational decision 
Safe harbor 
· private, self-regulating policy and enforcement mechanism that meets the objectives of government regulators and legislation bus does not involve the government 

Cookies 
· small test files deposited on a computer hard drive when a user visits a website 
· when they return to the site the software searches the computer finds cookies and then know the user has done in the past 
Web beacons 
· tiny software programs that keep record of users online click streams 
· embedded in email messages and web pages 
· designed to monitor behaviour of the user visiting the site or sending the email 


Spyware 
· secretly install itself on user computer by piggybacking on larger applications 
· calls out to websites to send banner ads and other unsolicited material 
· can report user’s movement on the internet to other computers 
Opt out
· model of informed consent that permits collection of info until consumer specifically requests date not be collected 
Opt in 
· model of informed consent in which a firm can’t collect info unless specially taken action to approve information collection and use default- no collection of user information 

Intellectual property 
· tangible and intangible products of the mind created by individuals and corporations 
Trade secret 
· any intellectual work used for business purpose provided it is not based on info in the public domain 
· protection’s vary based on location but typically grant a monopoly on the ideas behind it
Copy right 
· statutory grant that protects creators of intellectual property from having work copied for the author life +70 years
Patent 
· grants the owner an exclusive monopoly on the ideas behind the invention for 20 years 
Digital millennium copyright act (DMCA)
· 1998 implement treaty that makes it illegal to circumvent tech-based protections of copyrighted material 
Computer crime 
· Commission of illegal acts by using a computer or against a computer system 
Computer abuse 
· Commission of acts involving a computer that may not be illegal but are considered unethical 
Spam 
· Originally junk email send to a mass audience who expressed no interest in the marketing 
Digital divide 
· Society of information haves, computer literate and skilled vs a large group of information have-nots, computer illiterate and unskilled 
Repetitive stress injury (RSI)
· Occupational disease where muscle groups forced through receptive actions 
Carpal tunnel syndrome (CTS)
· Largest source of RSI in which pressure no the median nerve produces pain 
Computer vision syndrome 
· Eyestrain condition related to display screen use causes headaches and blurred vison 
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5 eras of computing 
1) Mainframe 
2) PC era 
3) Client server era 
4) Enterprise computing era 
5) Cloud and mobile computing era 
Mainframe
· Commercial use began in 1959 with IBM 1401 and 7090 machines then 1965 with IBM 360
· First commercial computer that provides time sharing, multitasking, virtual memory 
· Highly centralized computing under control of professional programmers and operators 
Minicomputers 
· Powerful machines making decentralized computing, customization to departments
· Evolved into midrange computer part of a network
Wintel PC
· became the standard desktop personal computer
Clients 
· laptops or desktops
Client/server computing 
· clients are networked to powerful server computers that provide a variety of slices and capabilities
· processing split between the two machines 
· clients are point of entry and server process and stores data 
Server 
· software and physical computer the network runs i.e. mainframe or PC
Multitiered (N-tier)
· work of the entire network is balanced over several different levels of servers depends on service
Web server 
· serves a webpage to a client in response to a request for service
· software also responsible for locating and managing stored pages
Application server 
· handles all application operations between a user ad an organizations back-end business system 
Windows 
· market leader operating system for client server networking 
Cloud computing 
· a form of computing that provides access to a pool of computing resources over the internet 
Moore’s law 
· number of components on a chip that states that computing power will double per 18 months, transistors double per 2 years 
Nanotechnology 
· uses individual atoms and molecules to create computer chips 
Technology standards 
· technology standards are specifications that’s establish the compatibility of products and the ability to communicate in a network 

Unix 
· original powerful enterprise OS. Apple is based off Unix 
Linux 
· open source relative of Unix and inexpensive 
Chrome OS 
· lightweight OS for cloud computing 
Android 
· open source mobile OS 
iOS 
· Apples OS for iPad, iPhone, and iPod touch 
Multitouch 
· Touch screen
Windows 10 
· Runs on tablets/ PCs, optimized for touch screen and allows mouse/ keyboard 
Web hosting service 
· Maintains a large web server or series of servers and provides people with a paid service to host their sites 
legacy systems 
· Older TPS created for mainframe computers that are still used to avoid costs of replacing/redesigning
· It is cheaper to integrate an older mainframe than buy a new one 
Tablet computers 
· Small lightweight netbooks optimized for wireless communication 
BYOD 
· Bring your own device; allow employees to use their devices at/for work 

Consumerization of IT 
· New IT technology starts in consumer market THEN spreads to business organizations 
Quantum computing 
· Uses principles of quantum physics to represent data and perform operations 
· Can process bits as 0.1 or both 
Virtualization 
· Process of presenting a set of computing resources so that they can all be accessed in ways that are not restricted by physical configurations or geographical location 
Software defined storage (SDS)
· Separates the software for managing data storage from storage hardware
· Replace extensive storage hardware with lower cost commit hardware and cloud storage. 
Software as a service (SaaS)
· Customers use software hosted by the vendor on the vendors cloud infrastructure 
· Delivered as a service over a network i.e google apps 
Public cloud 
· Owned and maintained by a cloud service provider and made available to public 

Private cloud 
· A cloud network existing for an organization. May be managed by a third party, may be stored offsite 
On demand computing 
· People purchase computing services from remote providers and pay for the amount of computing power used or are billed on subscription 
Hybrid cloud 
· Mainly used by large firms
· A model where firms use most of its own infrastructure for essential activities and also adopt public cloud for less critical systems 
Green computing/ IT
· Practices and technologies for designing, manufacturing, using and disposing of computers, servers, etc. in a way that minimizes impact of the environment 
Multicore processor 
· Integrated circuit to which 2 or more processors have been attached for enhanced performance, reduced power consumption, and more efficient processing 
Open source software 
· Software produced by a community and is free
Web browser 
· Software tool with GUI for displaying web pages, accessing the web, and using web resources 
Java 
· OS independent processor independent object-oriented programming language that has become the leading interactive environment for the web 

Hypertext markup language (HTML) 
· Page description language for specifying how text, graphics, video, and sound are placed on a webpage 
HTML5 
· HTML that makes it possible to embed images, audio, video and other elements directly into a document without processor intensive addons 
Web services
· Loosely couple software components that exchange information with each other using universal web comm standards and languages 
Extensible markup language (XML)
· A powerful language made by W3C (World wide web consortium) that is more powerful than HTML
 Service oriented architecture (SOA)
· Set of self-contained services that communicate with each other to create a working software application 
Software package 
· Prewritten commercially available set of software programs that eliminate need for a firm to write its own programs for certain functions i.e. payroll processing 


Outsourcing 
· Enables firms to contract custom software development of maintenance of legacy programs to outside firms
· Often operate offshore in low wage areas in the world 
Service level agreement (SLA) 
· Manage relationship with outsourcer 
· Formal contract the defines responsibility of service provider and level of service 
Mashups 
· Users and firms mix and match software components to create their own customized applications to share info with others 
Operating systems 
· Manages resources and activities of the computer 
Apps 
· Small specialized software programs that are designed for mobile devices 
Scalability 
· Ability of a computer, product, or system to expands to serve a large number of users without breaking down
The total cost of ownership 
· Used to analyze direct and indirect costs to help determine actual cost of specific tech 
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Bit 
· smallest unit of data a computer can handle
Byte 
· a group of bits that represent a single character i.e. number, letter, symbol 
Field
· grouping of characters into a work, group of words or complete number
Record 
· a group of related fields 
File 
· a group of records of the same type
Entity 
· person, place, thing or event on which we store and maintain information
Attribute 
· characteristic or quality describing a particular entity
· i.e. student id, course, data, grade are attributes of the entity COURSE
Data redundancy 
· presence of duplicate data in multiple ﬁles so the same data are stored in more than one place
· diff groups independently collect the same data and store it
· wastes storage and leads to inconsistency

Data inconsistency 
· same attribute may have different values
Program data dependence 
· coupling of data stored in ﬁles and the speciﬁc programs required to update and maintain those ﬁles such
Database 
· collection of data organized to serve many applications efﬁciently by centralizing data and controlling redundant data
Database server
· a dedicated computer where the DBMS resides 
Database management system (DBSM)
· software that permits a ﬁrm to centralize data, manage efﬁciently and provide access to application programs
· interface between application programs and the physical data ﬁles 
· relieves the programmer or end user from task of understanding where and how the data are stored
Data definition 
· capability of DBMS that speciﬁes the structure of the content of the database



Data dictionary 
· information about the database is documented in a data dictionary
· automated or manual ﬁle that stores deﬁnitions of data elements and their characteristics
Data manipulation language 
· tools for accessing and manipulating information in databases
· specialized language that is used to add, change, delete and retrieve the data in the database
Structured query language (SQL)
· most prominent data manipulation language
· retrieves information needed from the database and other tools for organizing data
Relational DBSM 
· most popular type of DBMS for larger computers and mainframes
· two dimensional tables or ﬁles 
· table contain data on an entity and its attributes
Tuple 
· information that resides in a table is called a row or tuple
Key field 
· unique way of identifying each record so it can be retrieved, updated or sorted
· unique identiﬁer for all the information in any row of the table
Primary key 
· each table in a relational table has one ﬁled designated as its primary key
· key ﬁeld that cannot be duplicated
Foreign key 
· a lookup ﬁeld (using primary key from another table) to look up data from another table

Referential integrity 
· rules to ensure that relationships between coupled tables remain consistent
Normalization 
· process of creating small, stable, ﬂexible, adaptive data structures from complex groups
· to use relational database effectively complex groupings must be streamlined
· reduced redundancy 
Entity relationship diagram 
· database designers document their data model using this 
Non-relationship database management systems 
· more ﬂexible data model designed for late data sets across many machines
Big data 
· data sets with huge volumes that go beyond ability of typical DBMS to capture, store, analyze 
Data warehouse 
· database that stores current and historical data of potential interest to decision makers


Data mart 
· subset of a data warehouse in which highly focused portion of the organizations data is placed in a separate database
Hadoop 
· open source software framework managed by Apache that enable distributed parallel processing of huge amounts of data across inexpensive computers 
· breaks big data problem down into sub problems and distribute across nodes 
· combines result into smaller data set for analysis
In memory computing 
· another way to facilitate big data analysis
· relies on a computer mean memory for data storage 
· access data in system primary memory eliminating bottlenecks and long response times
Analytic platform 
· use relational and non-relational tech that are optimized for analyzing large data sets
Online analytic processing (OLAP)
· analytical tool that supports multidimensional data analysis
· view the same data in different ways using multiple dimensions
Data mining 
· provides insight into corporate data that can’t be obtained with OLAP
· ﬁnds hidden patterns and rel. in large databases
· predicts future behaviour
Text mining 
· help analyze and extract key elements from big data sets, discover patterns, summarize info
Sentiment analysis 
· software that is able to mine text comments in email messages, blogs, social media conversations 
Web mining 
· discovery and analysis of useful patterns and info from the world wide web 
· can help understand consumer behaviour, effectiveness of a website etc 
Information policy 
· speciﬁes rules for sharing, acquiring, classifying information
Data administration 
· responsible for the speciﬁc policies and procedures of data management including developing information policy, planning for data, overseeing logical database design, dictionary development, and monitoring information systems specialists
Data governance 
· deals with policies and processes for managing availability, usability, integrity and security of the data 
Database administration 
· functions performed by the data base designed and management group 
· define and organizes stricture and content of the database 
· establish the physical database, logical relations amount elements and access rules 
Data quality audit 
· structed survey of the accuracy and level of completeness of the data in an information system 
Data cleansing/ scrubbing 
· activities for detecting and correcting data in a database that is incorrect, incomplete, improperly formatted or redundant 
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Broadband
· High speed internet connections provided by telephone and cable TV companies running up to 15,000 kilobits.
Hubs 
· Simple devices that connect network components, sending a packet of data to all other connected devices
Network operating system (NOS)
· Routes and manages communications of the network and coordinates network resources. 
· It can reside on every computer in the network or on a dedicated server. 
Router 
· Communications processor which routes packets of data through different networks, ensuring that the data sent gets to the right address
Software-defined networking (SND)
· A new networking approach in which many of these control functions are managed by one program, which can run on inexpensive commodity servers that are separate from the network devices themselves. Useful in cloud computing with many different pieces of hardware because it allows an admin to manage traffic loads in a more efficient manner.
Switch 
· More intelligent than a hub and can filter and forward data to a specified destination on a network
Packet switching 
· Method of slicing digital messages into parcels called packets, sending 
them along different communication paths as they become available, and then reassembling the packets once they arrive at their destinations
Protocol 
· A set of rules and procedures governing transmission of information between two points in a network






Transmission control protocol/ internet protocol (TCP/IP)
· Developed during the early 70s to help scientists transmit data among different types of computers over long distances. 
· TCP: Handles the movement of data between computers. Establishes connection between computers, sequences the transfer of packets, and acknowledges the packages sent
· IP: Refers to the internet protocol which is responsible for the delivery of packets and includes the disassembling and reassembling of packets during transmission
Modem 
· Stands for modulator-demodulator. Cable modems connect your computer to the internet using a cable network. DSL modems connect your computer to the internet using a telephone company’s landline network. Wireless modems perform the same function, however by connecting wirelessly
Local area network (LAN)
· Is designed to connect personal computers and other digital devices within a 500 metre radius. 
· LANS typically connect a few computers in a small office, all computers in one building, or all the computers in several offices close together
Metropolitan area network (MAN)
· A network that spans a metropolitan area, usually a city and its major suburbs. Its geographic scope falls between a WAN and LAN
Peer-to-peer 
· A small group of computers can share resources, such as files, folders, and printers over a network without a dedicated server
Wide area networks (WANs)
· Span broad geographical distances, entire regions, states, continents, or the globe. The most powerful WAN is the internet.
· Computers connect to WAN through public networks such as telephone system or private cable systems, or through leased lines or satellites.
Bandwidths 
· The range of frequencies that can be accommodated on a particular telecommunications channel is called its bandwidth.
· It's the difference between the highest and lowest frequencies that can be accommodated on a single channel
Hertz 
· The number of cycles per second that can be send through a medium. 
· One hertz is equal to one cycle of the medium
Cable internet connections
· Provided by cable television vendors and use digital cable coaxial lines to deliver high speed internet access to homes and businesses. 
· They can provide high speed access to the internet of up to 50 Mbps but most providers range from 1-6 Mbps 

Digital subscriber line (DSL)
· Technologies operating over existing telephone lines to carry voice, data, and video at transmission ranges of 385 Kbps to 40 Mbps depending on usage patterns and distance
Domain name 
· English name that corresponds to the unique 32 bit numeric IP address for each computer connected to the internet
Domain name system (DNS)
· Converts domain names to IP addresses
Internet protocol (IP) address
· The internet is based on the TCP/IP networking protocol. 
· Every computer on the internet has a unique IP address which currently is a 32 bit number 
Internet service provider (ISP)
· A commercial organization with a permanent connection to the internet which provides temporary connections to retail subscribers. 
· (ISP examples are Rogers, and Bell)
T1 lines 
· Offer guaranteed delivery of 1.54 Mbps and T3 lines guarantee 45 Mbps.
·  Although dedicated and higher speeds cost more. There are 3 tiers of lines. T1, T2, and T3
Ipv6 
· Internet Protocol Version 6 which contains 128-bit names (2 to the power of 128)
Email 
· Enables messages to be exchanged from computer to computer with abilities to routing messages, forwarding, attaching text etc
File transfer protocol (FTP)
· Transferring files from computer to computer
Internet2 
· Consortia representing 200 universities, private businesses, and government agencies in the US that are working on a new robust high bandwidth version of the internet
Telnet 
· Logging onto one computer and doing work on another
Chat 
· Two or more people who are connected on to the internet to hold a live conversation
· It supports video and voice chat too 
Instant messaging 
· Private chat rooms with other users
Voice over IP (VoIP)
· Delivers voice information in digital form using packet switching, avoids the tolls charged by telephone networks



Unified communications 
· integrates disparate channels for voice communications. 
· Data communications, IM, email, and electronic conferencing into a single experience / app
Virtual private network (VPN)
· A secure, encrypted private network that has been configured within a public network to take advantage of the economies of scale and management facilities of large networks such as the internet
Hypertext transfer protocol (HTTP)
· Communications standard user to transfer pages on the web
Website
· A collection of web pages linked to a home page 
Search engines 
· scans for keywords typed into the engine and scours the internet to find and bring the most relevant results back to you (GOOGLE, YANDEX, BING, YAHOO)
Uniform resource locator (URL)
· combination of HTTP, domain name, and file directory. 
· For example, HTTP://www.Rumneekisgreat.com/directory/memes rumneekisgreat being the domain name. .com being that the site is commercial, and memes being the file directory we want to visit
Predictive search 
· an algorithm that guesses what you are looking for and suggests search terms as your type your search word 
Semantic search 
· search engine that could really understand human language and behaviour 
Social search 
· provides fewer more relevant, trustworthy search results based on a person's network of social contacts
Shopping bots 
· intelligent software to search the internet for shopping information. 
· Helps people create a purchase filter and retrieve information about products of interest, evaluate competing products etc
Visual web 
· Websites such as Pinterest, where pictures replace text documents, where users search pictures, and pictures of products replace display ads for products 
Search engine marketing 
· Ever seen ads from google? That’s what these are
Search engine optimization (SEO)
· Process of improving the quality and volume of web traffic to a web site by employing a series of techniques that help a web site achieve a higher ranking with the major search engines when certain keywords are entered


Blog 
· contains a series of chronological entries made by the author. WordPress, Tumblr, etc are examples
Blogosphere 
· all blog related websites
Microblogging 
· Type of blogging that uses short posts of 140 characters or less (Twitter, snapchat)
RSS
· Pulls specified content from websites and feeds it automatically to user computers
Web 2.0 
· Second generation interactive web pages that not only display information but allow people to collaborate, share, and create content online. Ex: Youtube, Facebook, etc
Wikis 
· Collaborative web sites where visitors can add, delete, and modify content on the web page
Internet of things 
· Billions of internets connected sensors throughout our physical world 
Social networking 
· Enables users to build communities of friends and professional colleagues
Web 3.0 
· Promise of a future web where all digital information and contacts can be woven together into a single meaningful experience
3G networks 
· Transmission speeds ranging from 144 kbps to 2mbps
4G networks 
· Also called LTE provides 50 mbps-100 mbps 
Smartphones 
· Phones with functionality of a small laptop
Bluetooth
· Name for 802.15 wireless networking standards which is useful for creating small personal are networks 
Personal area networks (PANs)
· Links up to 8 devices within a 100-metre radius using a low power, radio-based communication and transmit up to 722 kbps in the 2.4ghz band 
Wi-fi 
· 802.11 standard for wireless internet 
Hotspot 
· One or more access points providing wireless internet access in a public place 
Radio frequency identification (RFID)
· Tiny tags used to track movement through the use of a radio frequency 
WiMAX
· Worldwide interoperability for microwave access it follows standard 802. 16 has a wireless range of 50km and transmission of 75mbps 
Near field communication (NFC)
· Short range wireless connectivity standard that uses electromagnetic radio fields to enable two compatible devices to exchange data when brought within a few centimeters of each other. 
Wireless sensor networks (WSNs)
· Networks of interconnected wireless devices embedded into the physical environment to provide measurements of many points over large spaces 
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Controls 
· Methods policies and organizational procedures that ensure the safety of the organization's assets the accuracy and reliability of its records and operational adherence to management standards
Security 
· Policies, procedures, and technical measures used to prevent unauthorized access, alteration, theft or physical damage to Information Systems
War driving 
· Eavesdroppers drive by buildings or park outside and try to intercept wireless network traffic
Computer virus 
· Rogue software that attaches itself to other programs or data files in order to be executed without user knowledge or permission
Malware 
· Malicious software and programs
Worms 
· Independent computer programs that copy themselves from one computer to other computers over a network
Driver by download 
· Malware that comes with a downloaded file that a user intentionally or unintentionally requests
Keyloggers 
· Software that records user's keystrokes. Good to get passwords / credit card ##s
Ransomware 
· Proliferating on both desktop and mobile devices 
· Tries to extort money from users by taking control of their computers r displaying annoying pop up messages 
Spyware 
· Install to computer without user knowledge and records web traffic

SQL injection attack 
· Take advantage of poorly coded web software to introduce malicious program code into a company's systems or networks

Trojan horse 
· Software that appears benign but does something other than expected
· Is not a virus because it does not replicate but it is often a way for other viruses or malicious code to be introduced into a computer system
Botnet 
· Software that is installed on numerous computers to allow a hacker to use them through back door access
· Usually used to perpetuate DDOS attacks 
Cybervandalism  
· intentional disruption, destruction, or defacement of a website or information system 
Denial-of-service (DoS) attack 
· Hackers flood a network with BILLIONS of pings to overload the server
Distributed denial-of-service (DDoS) attack 
· Uses many computers to ping and overwhelm the network from numerous launch points
Hacker 
· Individual who intends to gain unauthorized access to a computer system
Sniffer 
· Eavesdropping software that monitors information travelling over a network
· When used legitimately it can be used to find potential trouble spots on a network
Spoofing 
· Masquerading as someone else. Fake emails, fake web links, fake web pages, fake IP / telephone number etc.
Computer crime 
· Hacker activities that are criminal offences
· E.g., breaching confidence of protected data
Evil twin 
· Wireless networks that pretend offer trustworthy Wi-Fi connections to the internet in public.
· They look identical to legit networks and steal your details
Identity theft 
· Crime where imposter obtains key pieces of personal data such as SIN, credit card, etc to impersonate someone else
Pharming 
· Redirects users to a bogus web page even when the actual URL is typed in
Phishing 
· Setting up fake websites or sending fake emails that look legit to ask users for confidential personal data
Click fraud
· When an individual or computer program clicks on an online ad without any intention of making a purchase or even viewing the ad
· Done for ad revenue or to drive up marketing costs

Cyberwarfare 
· State sponsored activity designed to cripple another state by penetrating its digital systems to cause damage
Social engineering 
· The human aspect of hacking. 
· Using people who have lost passwords etc to gain access to a system. 
· Ex: I pretend to be a tech support guy and call an employee and say their computer is compromised. They give me remote access. I now have access to their stuff
Bugs 
· Defects in the code. Mistakes that can be utilized to gain access to a system
Patches 
· Repairs flows in a software without disturbing the proper operation of the software 
Zero-day vulnerabilities 
· Holes in the software unknown to its creator 
HIPPA
· Health Insurance Portability and Accountability Act 
· Outlines medical security and privacy rules ad procedures for simplifying the administration of healthcare 
Computer forensics 
· Scientific collection, examination, authentication, preservation, and analysis of data held on computers in a way that this can be used as evidence in court
Gramm- leach- Bliley act 
· Requires financial institutions to ensure the security and confidentiality of customer data 
Sarbanes Oxley act 
· Designed to protect investors from financial scandals
Application controls 
· Specific controls unique to each computerized application such as a payroll or order processing 
General controls 
· Govern design, security, and use of computer programs and the security of data files in general throughout organizations information systems
· SICDAH acronym 
· Software controls 
· Hardware controls 
· Computer operations controls 
· Data security controls 
· Implementations controls 
· Admin controls 
Risk assessment 
· Determines level of risk to a firm if a specific activity or process is not properly controlled

Acceptable use policy (AUP)
· Defines acceptable uses of the firm's information resources and computing equipment. 
Identity management 
· Consists of business processes and software tools for identifying the valid users of a system and controlling their access to system resources
Security policy 
· statements ranking information risks, identifying acceptable security goals, and identifying how to achieve these goals
Disaster recovery planning 
· Devises plans for the restoration of computing and communications services after they have been disrupted (For example, you backed up your computer, right?... If not, do some disaster recovery planning)
Business continuity planning 
· Focuses on how the company can restore business operations after a disaster strikes
Information systems audit 
· Examines the firm's overall security environment as well as controls governing individual information systems
Authentication 
· Ability to know that a person is who they claim to be
Password 
· Code known only to authorized users
Token 
· Physical device similar to an ID card that is designed to prove authentication
Smart card 
· Card containing chip formatted with permission and authentication
Two factor authentications 
· Increases security by validating users through a multistep process 
Authentications 
· Ability to know that a person is who they claim to be
Firewall 
· Consists of hardware and software that controls the flow on incoming, and outgoing network traffic to prevent unauthorized network access
Antivirus software 
· Detects, prevents, and removes malware
Intrusion detection systems 
· Full time monitoring placed in vulnerable points of corporate networks to detect and deter intruders continually
Encryption 
· Process of turning plain text into a ciphertext that cannot be read by anyone except for the sender and the intended receiver. Data encrypted using a secret numerical code 
Public key encryption 
· uses two keys one shared and one totally private. Encryption works so that one keys encryption (public) can only be decrypted with the other key (private)
Secure hypertext transfer protocol (S-HTTP)
· Protocol for encrypting web data such as banking info
· Limited to sender and receiver unlike SSL
Secure sockets layer (SSL)
· Enable client server computers to manage encryption and decryption activities as they communicate with each other during a secure web session
Unified threat management (UTM)
· Software suite containing firewall, VPN, Intrusion detection, web content filtering, antivirus and anti-spam software
Digital certifications 
· Data files used to establish the identity of users and electronic assets for protection of online transactions
Deep packet inspection (DPI)
· Examines data files and sorts out low priority online material while assigning higher priority to business-critical files
· Based on these operators can determine if the data can continue or be blocked for security reasons or for more important traffic
Downtime 
· Refers to periods of time in which a system is non-operational. EXPENSIVE
Fault -tolerant computer system 
· Contain redundant hardware, software, and power supply components that create an environment that provides continuous uninterrupted service
Online transaction processing 
· Transactions entered online are immediately processed by the computer
Public key infrastructure (PKI)
· Public key cryptography working with certification authority (Digital certificate) Now widely used in e commerce
Managed security service provider (MSSPs)
· Monitor network activity and perform vulnerability testing and intrusion detection
Chapter 10 
Streaming 
· Publishing method for digital content that allows a continuous stream of content to a user device without storing locally
Marketspaces 
· A marketplace extended beyond traditional boundaries and has no physical location
Transaction costs 
· Costs of participating in a market.
Cost transparency 
· Ability of consumers to discover the cost merchants pay for products
Customizations 
· Changing the delivered product or service based on a user's preferences or prior behavior
Information density 
· Total amount and quality of information available to all market participants, consumers, and merchants
Market entry costs 
· Cost merchants must pay to bring their goods to the market
Personalization 
· Merchants can target marketing messages to specific individuals
Price discrimination 
· Selling the same goods or nearly the same goods to different targeted groups at different prices
Price transparency 
· Ease which consumers can find out the variety of prices in a market
Richness 
· Complexity and content of a message / marketspace
Search costs
· Cost of searching to find suitable products
Information asymmetries 
· Exists when one party in a transaction has more info that is important for the transaction than the other party
Disintermediation 
· Affecting the market for services. Removing the middleman. Ex: Hotels and airlines can book people digitally without using a travel agent
Dynamic pricing 
· Price of product varies depending on the demand characteristics of consumer or the supply situation of the seller
Menu costs 
· Merchants costs of changing prices
Digital goods
· Goods that can be delivered over a digital network. Music, movies, software, etc
Business to business (B2B)
· Electronic commerce involves retailing goods and services among businesses
Business to consumer (B2C)
· Electronic commerce involves retailing products and services to a consumer
Consumers to consumer (C2C)
· Electronic commerce involves consumers selling to consumers. KIJIJI
Mobile commerce (m-commerce) 
· Use of cell phones to purchase goods and services
E-trailer 
· Online retail stores
Intellectual property 
· All forms of human expression that can be put into a tangible medium such as text, CD, DVD, web, etc

Market creator  
· Build a digital environment in which buyers and sellers can meet, display products, search for free products, and establish prices
Podcasting 
· Method of publishing audio or video broadcasts via the internet
Advertising revenue model 
· Web site generates revenue by attracting a large audience of visitors who can be exposed to ads 
Community providers 
· Sites that create an online social interaction environment
Revenue models 
· Describes how a firm will earn revenue, generate profit, get return on investment
Free/ freemium revenue model 
· Firms offer basic services for free whilst charging extra for full services (See every MMO ever)
Micropayment system 
· Provide content providers with a cost-effective method for processing high volumes of small monetary transactions
Sales revenue model 
· Companies get revenue by selling goods, info, or other services to consumers
Subscription revenue model 
· Site offering content or services charges a subscription fee for access to some or all of its offerings on an ongoing basis 
Affiliate revenue model 
· Send users to other web sites for a referral fee or percentage of revenue from sales 
Long tail marketing
· Using digital marketing methods like search engines, data mining, targeted email etc
Transaction fee revenue model 
· Company receives a fee for enabling or executing a transaction. 
· Ex Ebay takes a small portion of every sale
Behavioural targeting 
· Tracking clickstream of users on thousands of web sites for the purpose of understanding their interests and intentions
Native advertising 
· Placing ads in social network newsfeeds or with traditional editorial content, such as a newspaper article 
Social graph 
· Mapping users’ online relationships with one another
Social shopping 
· Swap shopping ideas with friends. Ex Facebook's like button
Wisdom of crowds 
· Large numbers of people can make better decisions about products than one person or a small committee of experts
Crowdsourcing 
· obtain information or input into a particular task or project by enlisting the services of a number of people, either paid or unpaid using the internet. 
· Ex: Google will pay you 1 million dollars to hack them
Electronic data interchange (EDI)
· enables the computer to computer exchange between two organizations of standard transactions such as invoices, bills of lading, shipment schedules, or purchase orders
Direct goods
· goods used in production processes. Metal for car etc
Net marketplace
· Called E hubs, provide a single digital marketplace based on internet technology for many different buyers and sellers 
Private exchange 
· Another word for private industrial networks
Private industrial networks 
· Consists of a large firm using a secure website to link with suppliers and other key business partners
Indirect goods 
· Goods not directly involved in production process. Pens, paper, etc
Exchanges 
· Independently owned third party net marketplaces that connect thousands of suppliers and buyers for spot purchasing
Geoadvertising services 
· Can tell you where to find the nearest restaurant
Geoinformation services 
· Can tell you the price of a house you are looking at or about special museum exhibits
Geosocial services 
· Tells you where your friends are meeting
Location based services 
· Include geosocial services, geo advertising, and geo information services
Chapter 12 
Semi-structured decisions
· Part of problem has clear cut answer by accepted procedure. 
· Other parts are unstructured  middle management 
Structured decisions 
· Repetitive and routine decisions that are made with definite procedure for handling
· Operational management 


Unstructured decisions 
· Decisions in which decision maker must provide judgement, evaluation, and insight to solve the problem  senior management 
Choice 
· Consists of choosing among solution alternatives
Design 
· Identifying and exploring solutions to a problem
Implementation 
· Making chosen alternative work and continuing to monitor how well decision is doing
Intelligence 
· Consists of discovering, identifying, and understanding the problems occurring in an organization
Behavioral models 
· state that the actual behavior of managers appears to be less systematic, more informal, less reflective, more reactive, and less well organized than what the classical model says
Classical model of management 
· Planning, organizing, control, leadership. Coined by Henri Fayol 
Decisional role 
· Acting as entrepreneurs by making decisions and introducing new activities
Informational role 
· Managers are nerve centres of organization receiving up to date info and giving it to who needs it
Interpersonal role 
· Managers acting like leaders, attempting to motivate, counsel, and support subordinates
Managerial roles 
· Expectations of the activities that managers should perform in an organization
Data visualization 
· Presenting data in visual form. Shows patterns in ways that humans can understand (Pie graphs, bar graphs, etc are basic examples)
Predictive analytics
· Use statistical analysis, data mining techniques, historical data, and assumptions about future conditions to predict trends and behavior patterns
Operational intelligence 
· How to run a business on a day-to-day basis 
· E.g. use of data generated by sensors on trucks, trailers, and intermodal containers owned by Schneider National 
Geographical information system (GIS)
· Tools for helping decision makers visualize problems requiring knowledge about the geographic distribution or other resources Ex: The military uses GIS in order to pinpoint enemy locations
Location analytics 
· Ability to gain business insight from the location (geographic) component of data, including location data from mobile phones, output from sensors or scanning devices, and data from maps

Sensitivity analysis 
· Ask what if questions to predict a range of outcomes when one or more variables are changed
Pivot table
· Allows users to identify and understand patterns. Useful for semi structured decisions
Balanced scorecard method 
· Framework for operationalizing a firm's strategic plan by focusing on measurable outcomes on four dimensions of performance. 
· Finance, business process, customer, learning & growth
Business performance management (BPM)
· Systematically translate strategies into operational targets. Which then measure progress towards targets
Drill down 
· Allows to see greater or lesser detail of data analysis. Useful for managers trying to get a different view of data
Group decision-support system (DGSS)
· Developed to support group and organization decision making through collaboration for unstructured problems
Key performance indicators (KPIs)
· Measures for understanding how well the firm is performing among any given measure Ex Finance, sales targets, etc.
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Computing Power Doubles
Every 18 Months

Organizations depend on computers for critical operations

Data storage costs rapidly
decline

Organizations can easily maintain detailed databases on
individuals

Data analysis advances

Companies can analyze vast quantities of data gathered on
individuals to develop detailed profiles

Mobile device growth

Cell phones are tracked w/out user consent

Networking advances

Copying data from one location to another and accessing
personal data from remote locations is easier
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Identify and describe the facts clearly
1. Find out who did w/ to whom as well as where, when and how.
Define the confiict or dilemma and identify the higher order values involved
1. The parties to a dispute all claim to be pursuing higher values (Freedom, security
etc)
Identify Stakeholders
1. Every ethical, social, and political issue have stakeholders who have an interest
in the outcome and have vocal opinions
Identify the options that you can reasonably take
1. You may find that none of the options satisfy all the interests involved but that
some options do a befter job than others
Identify the potential consequences of your options:
1. Some options may be ethically correct but disastrous from other points of view.
Other options may work in one instance but not in similar




