1. The active directory Recycle bin is disabled by default and can be enabled in the active directory administrative center (ADAC)
A. True
B. False
2. Active directory user and computers (ADUC), Active directories Administrative Center (ADAC) are command line tools that can create user accounts
A. True 
B. False 

3. The knowledge consistency checker (KCC) runs on every DC to determine the replication topology
A. True 
B. False 

4. The recommended minimum number of active directory domain controllers in a domain environment is three.
A. True 
B. False 

5. Security principals define which resources users can access and what level access they have.
A. True 
B. False 

6. The second DC is always configured as the GC server
A. True 
B. False 

7. Windows creates two built-ins user account automictically administrator and user 
A. True 
B. False 

8.For security reasons, it’s best to delete an account that will be inactive for an extended period.
A. True 
B. False 

9. The directory partition holds configuration information that can affect the entire forest, such as details on how domain controller should replicate with one another

A. True 
B. False 

10. NTDS Quotas store NT directory service quota information that limits the number of Active directory objects a user, group, computer, or service can create

A. True 
B. False 


11. User accounts created in active directory are referred to as domain user accounts
A. True 
B. False 

12. User account properties are not static and require modification
A. True 
B. False 

13. Built-in user accounts include only the administrator account created during windows installation
A. True 
B. False 

14. Active directory’s use of multimaster replication ensures that changes to AD objects are automatically 
A. True 
B. False 

15. Schema attributes define what type of information is stored in each object, such as first name, last name, and password for a user account object.
A. True 
B. False 

16. What type of application is made available via group policy for a user to install by using programs and features in control panel?
A. Published
B. Temporary
C. Assigned
D. Featured

17. What feature, once activated, can not be disabled without reinstalling all domain controllers within a forest?
A. Active Directory Certificate Services
B. Active Directory Recycle Bin
C. Active Directory Consistency Checker
D. Active Directory Schema Master

18. Select the term used to describe the process, within the context of Active Directory, that allows a person with higher security privileges to assign authority to a person of lesser security privileges to perform certain tasks.

A. Delegation of control
B. Authority delegation
C. Policy control

19. What windows servers are the only domain controllers that hold universal group membership information?
A. Database
B. Directory
C. Forest root
D. Global catalog

20. What folder under policies within the computer configuration node of a GPO contains the control panel, network, printers, system and windows component folders
A. Software settings 
B. Windows settings
C. Administrative templates
D. User configuration

21 In what order are group policy settings applied?
A. Local, site, OU, domain
B. Domain, site, OU, local
C. Site, OU, domain, local
D. Local site domain OU

22. select the true statement regarding the conversion of group scope
A. Universal groups that are members of other universal groups can be converted to domain local groups
B. Universal groups can be members of global groups
C. Domain local groups can be converted to universal, the domain local group must not contain other domain local groups
D. Global groups can’t be converted to universal

23. Which of the following choice is not of the three user account types defined in windows server 2016?
A. Local user account
B. Domain user account
C. Built-in user account
D. Service user account

24. Which statement is true regarding the global catalog?
A. Only one global catalog exists per forest 
B. Only a single domain controller can be designated as a global catalog server 
C. The global catalog only contains information about the domain in which it resides
D. The global catalog facilitates domain log ons between forests

25. Which of the following choices is one of the two forest-wide FSMO roles?
A. Schema Master
B. Infrastructure master
C. RID master
D. PDC emulator


26. What is the primary container object for organizing and managing resources in a domain?
A. Groups
B. Computer Accounts
C. OUs
D. Security principals

27. Which of the following is not a security principal that can be assigned permissions

A. Computers
B. Groups
C. Users
D. OU

28. What type of Active Directory replication takes place between domain controllers in the same site?

A. Local
B. Multimaster
C. Intrasite
D. Intersite

29. Which of the following statements is not true regarding the built-in administrator account?

A. The local administrator has full access to a local computer; a domain administrator has full access to a domain
B. The domain administrator account in the forest root domain has full access to all aspects of the forest.
C. The administrator account can be deleted
D. The administrator account can be disabled

30. Which of the following is the primary identifying and administrative unit in the active directory?

A. Domain 
B. Forest
C. Tree
D. Schema

31. In Active Directory, what defines how security principals from one domain can access network resources in another domain?

A. Permissions 
B. Trust relationship
C. Domain controller
D. Schema





32. Which of the following statements is true regarding the built-in guest account?

A. After windows installation, the guest account is enabled by default
B. The guest account requires a password
C. The guest account should be renamed if it will be used
D. The guest account is not included in the everyone group

33. After a template account has been created, what can be done to ensure that the template account does not pose a security risk?

A. The account should be placed in an isolated OU
B. A specialized GPO should be applied to the OU the template account is in, to limit risk
C. The account should be disabled
D. The account should be removed from the “domain users” groups

34. what defines the objects that a group policy affects?

A. GPO template
B. GPO account
C. GPO list
D. GPO scope

35. Select the operations master role responsible for ensuring that changes made to object names in one domain are updated in references to the object in other domains.

A. Schema master
B. Infrastructure master
C. Domain naming master
D. RID master

36. select the operations master role that is responsible for providing backward compatibility with Windows NT servers configures as Windows NT backup domain controllers or member servers.

A. Infrastructure master
B. Domain naming master
C. RID master
D. PDC emulator master

37. which of the following defines active directory objects and their attributes and can be changed by and administrator or an application to best suit the organization’s needs?

A. Single schema
B. Administrative accounts
C. Object units
D. Global catalog



38. what specific database stores local user accounts on local computers and …………….. access resources only on the computer where the account resides>

A. Local user manager
B. User Login Account
C. Local administrator account
D. Security Accounts Manager

39. What AD directory partition holds the DNS database?

A. Global catalog partition
B. Application directory partition
C. Configuration partition
D. Domain directory partition

40. The default location for the computer accounts that are created automatically after joining the domain can be changed using which command?

A. Netdom computer account location
B. Redircmp.exe
C. Add-Computer-OU
D. Djoin OU

41. which of the following is a user account that is copied to create users with common attributes?

A. Attribute template
B. User template
C. User snapshot
D. Cloned user 

42. what process makes one group a member of another group

A. Nesting 
B. Cloning
C. Copying
D. Grouping

43. How long does it take for a change made on a domain controller to trigger intrasite replication?
A. 10 seconds, with a 2 second delay between each replication partner
B. 12 seconds, with a 3 second delay between each replication partner
C. 15 seconds, with a 2 second delay between each replication partner
D. 15 seconds, with a 3 second delay between each replication partner






44. Select the specific windows folder that is a shared folder containing file-based information that is replicated to other domain controllers

A. AD replication folder 
B. SYSVOL folder
C. System folder
D. Computer and user accounts folder 

45. What active directory partition contains the information needed to define objects and object attributes for all domains in the forest?

A. Domain directory partition
B. Global catalog partition
C. Schema directory partition
D. Application directory partition

46. Under what circumstances would a multi-domain structure not be an ideal choice?

A. The structure should be allowed for different name identities
B. The structure should provide differing account policies
C. The structure should facilitate easier access to resources
D. The structure should provide replication control

47. which special identity group specifically includes any user account (except the guest) logged into a computer or domain with a valid username and password?

A. Anonymous logon
B. Authenticated users
C. Everyone 
D. System

48. which of the following stores information about a computer network and offers features for retrieving and managing that information?

A. Inventory database
B. Site
C. Directory service
D. Partition

49. which of the following is not one of the five folders objects that are created when active directory is installed 

A. Built-in
B. Administrators
C. Computers
D. Foreign security principals


50. What type of task can be defined to allow you fine-grained control over the management tasks a user can perform in an OU?

A. Automatic
B. Template
C. Custom
D. Manual

51. What is downlevel user logon name used for?

A. Logging into older Windows OS or using older windows applications
B. Assigning access to lower security shared folders
C. Logging into servers further down in the domain
D. Logging into servers that are marked “down” in server manager

52. An active directory object’s security setting are composed of three components, what term is used to refer to these three components?

A. DACL
B. Security descriptor
C. System access
D. SACL

53. A user’s profile is stored in what directory on a local computer by default?

A. C:\Documents and settings
B. C:\System32\Users
C. C:\System32\profiles
D. C:\Users\logoname

54. When you first create a group, what is the default setting that is applied?

A. Security group with a global scope
B. Security group with universal scope
C. Distribution group with a universal scope
D. Distribution group with a global scope

55. which of the following scenarios is not ideal for the deployment of a single domain structure

A. The domain structure must be simple
B. The domain structure must be low cost
C. The domain structure must provide easy management capabilities
D. The domain structure must be able to utilize different name identities
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