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Week 7: Telecommunications, the Internet and Wireless Technology
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· Telecommunication system: enables the transmission of data over public and private networks
· Network: a system created by linking two or more computers and establishing standards, or protocols, so that they can work together.
· Telecommunication network: a set of hardware and transmission media that work together using standard protocols or rules to send and receive electromagnetic signals. 
· Network provides two principal benefits: the ability to communicate, and the ability to share resources

Types of Networks
· Local Area Network (LAN): establish such communications over short distances
· Also Campus Area Networks (CAN), Metropolitan Area Networks (MAN), and Wide Area Networks (WAN)
· Value-Added Network (VAN): a private network, provided by a third party, for exchanging information through a high capacity, secure connection
· Virtual Private Network (VPN): Secure, encrypted, private network run over the internet
· VOIP: Uses TCP/IP technology to transmit voice calls over long-distance telephone lines

Telecommunications Transmission Speeds
· Bandwidth: the carrying capacity of telecommunications networks
· Copper Cable: 10-30 Mbps
· Fibre Optics Cable: 50 Mbps

Mobile Technology
· Means the technology can travel with the user, but is not necessarily in real-time

Wireless Technology
· gives users a live (internet) connection via satellite or radio transmitters. The signal is carried on radio waves, microwaves, and satellites
· refers to any type of electrical or electronic operation that is accomplished without any type of wired connection

Reasons for Wireless Growth
· universal access to information and applications
· the automation of business processes
· user convenience, timeliness, and ability to conduct business all the time
· sheer number of wireless device users




Client/Server Networks
· some devices on a network (clients) connect to another (server) for certain services such as downloading files and web pages, or sharing a printer. 
· Packet switching: digital messages are slices into parcels (packets) and sent along different communication paths as they become available, and then reassembled at the destination.

TCP/IP and the Internet
· Foundation of the internet
· Digital devices connect to the internet through modems or direct digital connections provided through Internet Service Providers (ISP). Each device is given is given a unique address so that it can not only create these packets, but send and receive them. 

World Wide Web
· HTML: hypertext markup language
· HTTP: hypertext transfer protocol (the rules followed by both parties to transmit web pages between a server and a user’s web browser
· Search engines: search terms are compared with the terms in the search engine’s database, and matching URLs are presented to the searcher. 
· Search Engine Optimization: strategies used to improve a company’s ranking in search engine results
Tools to Access Information on the Internet
· Intranet
· Extranet
· Portal
· Kiosk

Brief History of the Internet
· 1960s – ARPA establishes ARPANET, the forerunner to the Internet
· 1970s – Internet Protocol (IP) established to facilitate communication between individual computers
· 1980s – Usernet, Newgroups and Electronic Mail came into being
· 1990s – Emergence of the World Wide Web
· 2000s - .com boom and bust
· 2010s – organizations have re-architected themselves around Internet technologies

What Does the Internet Do?
· Reduces the barrier to competition
· Brings vast networks of users together
· Permits interactive communications
· Allows for personalization of communications

Cellular Technologies
· Cellular communication is carried by microwaves which are close to the ground
· Cellular telephones work by using radio waves to communicate with radio antennas or towers placed within adjacent geographic areas called cells
· A telephone message is transmitted to the local cell by the cellular telephone and then is passed from antenna to antenna, or cell to cell
· Total number of mobile phone subscribers in the world was estimated at 3.3 billion by 2007

Location Based Services (LBS)
· Wireless mobile content services that provide location-specific data to mobile users moving from location to location

Global Positioning Systems (GPS)
· A constellation of 24 well-spaced satellites that orbit the earth and make it possible for people with ground receivers to pinpoint their geographical location

Geographic Information Systems (GIS)
· Is designed to work with data that can be shown on a multi-dimensional map

Wi-Fi
· Wireless fidelity: means by which portable devices such as a smartphone can connect wirelessly to a local area network, using access points that send and receive data via radio waves
· Each computer requires a wireless NIC (network interface card) containing a built-in radio and antenna.

Wi-Max
· Worldwide Interoperability for Microwave Access (WiMAX): communications technology aimed at providing high-speed wireless data over metropolitan area networks.
· Single tower can cover up to 3,000 square miles
· A significant application of WiMAX is providing the internet to rural areas

Wireless Sensor Networks
· Consist of hundreds of thousands of interconnected wireless devices that are used to monitor building security, detect substances in the air, traffic, etc. 

Radio Frequency Identification
· Use active or passive tags in the form of chips or smart labels that can store unique identifiers and relay this information to electronic readers
· Typically work by transmitting a serial number via radio waves to an electronic reader
· Most often used in supply chain management

Mobile Trends
· Social networking gets mobilized as social networking applications are pre-loaded on many mobile devices
· Mobile TV is a reality with 4G devices
· Convergence of technology and user demand makes multi-function devices cheaper and more versatile
· Marketing and logistics applications are growing to take advantage of location-based services
· As wireless security and device functionality increases, enterprise mobility grows

Week 8: Securing Information Systems

System Abuse
· Networked devices contribute to the vulnerability of information systems by creating new points of into these systems
· Hackers constantly develop new ways to attack and breach software, which means users must constantly stay ahead and keep their systems updated
· The more people who use the system, the more potential there is for fraud and abuse

Computer Crime
· The violation of criminal law that involves a knowledge of technology for perpetration, investigation, or prosecution.
· Hackers: individuals who attempt to gain unauthorized access to a computer system
· Cracker: a hacker with criminal intent
· Identity theft: a crime in which the imposter obtains key pieces of personal information, is the fastest growing crime off or on the internet.
· Identity theft is most likely to occur in an offline environment
· Phishing: setting up fake websites or sending emails that look legitimate, in an attempt to retrieve confidential information from users
· Pharming: cyber criminals set up a legitimate looking website, which a user might come upon and unknowingly provide their confidential information
· Spoofing: masquerading as someone else, or redirecting a web link to an unintended address attempts to achieve the same objective
· Denial of Service: occur when hackers (typically using computers and software agents) flood a server with false communications in order to crash the system
· Click Fraud: when companies pay for web ads and have their advertising fees driven up by false clicks
· Cyber-vandalism: intentional disruption, defacement, or destruction of a website of corporate information system
· Cyberterrorism: any premeditated, politically motivated attack against information, computer systems, computer programs, and data which results in violence against non-combatant targets by sub-national groups or clandestine agents
· Cyber warfare: an attack by a state on another state that is meant to cause damage by crippling or disrupting the computers and networks of the victimized state

System Vulnerabilities

Internal Threats
· Viruses constituted 50% of the attacks, whereas inside abuse and laptop theft were 44% and 42% of attacks on computer systems, respectively
· Social engineering: tricking employees into revealing their passwords by pretending to be legitimate members of the company in need of information

Network Vulnerabilities
· The fact that the internet is open provides many points of vulnerability for networked devices
· Wireless networks increase these risks even more as radio frequencies are easy to scan and interfere with

Malicious Software
· One of the most common sources of malicious activities is the spread of viruses that impact files located on computers
· Worms: can generate emails to other computers with the infected file attached, and they differ from viruses because they don’t need human intervention to spread from one computer to another
· Trojan horses: look like they are legitimate, but cause problems later by infecting the system with a virus at a specific point in time
· Spyware: a piece of code that resides on a device only to report the device activities to another hostile device
· SQL injection attacks: comes in the form of a database query but is formed in a way to always allow the intruder access to the database

Software Vulnerabilities
· Patches: the way to combat security vulnerabilities, small pieces of software to repair flaws

System Security and Controls
· Security: refers to the policies, procedures, and technical measures used to prevent unauthorized access, alteration, theft, or physical damage to information systems
· Organizational controls: the methods, policies, and organizational procedures that ensure safety or an organizations assets, accuracy and reliability or accounting records, and operational adherence to management standards
· General controls: govern the design, security, and use of computer programs and security of data files in general
· Application controls: are unique to each computerized application such as input controls, processing controls, etc.
· Security policy: meant to identify and rank information risks, and identify acceptable security goals and mechanisms for achieving this goal
· Risk management: determines the level of risk to a company if a specific activity or process is not properly controlled
· Disaster recovery: determining how to back up data and recover it in the case of disasters
· Business continuity: how to return to normal business practices
· Acceptable use policy: defines acceptable uses of an organization’s information resources and computing equipment
· Identity management: identifies different groups of employees with different system privileges and manages access

Identity Management and Authentication
· Important to ensure authentication methods are in place so that unauthorized users can’t gain access to the system and its data
· Can either be something you know, something you have, or something you are
· Two-factor authentication: combining two different methods of authentication

Firewalls
· Combination of hardware and software that prevents unauthorized users from accessing private networks
· Four types of firewalls are as follows:
· Packet filtering: data packet header information is examined to see its origin.
· Stateful inspection: data packet header information along with the state of the communication are used for filtering
· Network address translation (NAT): conceals IP addresses and makes it more difficult to penetrate systems
· Application proxy filter: uses stateful inspection technology and deep packet inspection to analyze incoming traffic for signs of attack

Intrusion Detection Systems
· In addition to firewalls, digital firms relying on networks use intrusion detection systems, which monitor hot sports on corporate networks to detect and deter intruders by reporting suspicious activity to system administrators

Antivirus and Anti-Spyware Software
· Software that checks every incoming file for viruses
· When you receive an infected file, the software alerts you to its presence and quarantines it

Unified Threat Management Systems
· Help organizations by providing all security tools in one comprehensive package
· Great way for small and medium sized organizations to ensure they cover all the security vulnerabilities in their systems

Encryption and Public Key Infrastructure
· The sender sends the information, which is encrypted with the public key.
· The scrambled message is sent to the recipient, which is then decrypted with a private key, which the recipient can then read
· Digital certificate: provides a way of proving you are who you say you are

Securing Wireless Networks
· Wired Equivalent Privacy (WEP)
· Wi-Fi Protected Access (WPA)

Role of Auditing
· Companies should audit their information systems just as they do with any other important resource in their organization
· Companies are communicating more and more electronically
· Courts are allowing all forms of communication to be held as evidence
· Therefore, businesses must develop methods of capturing and storing electronic communications

Week 9: Enterprise Applications to Manage Supply Chains and Respond to Customers

Enterprise Systems
· Suites of integrated software modules which use a common central database
· The database collects data from many divisions and departments in a firm and from a large number of business processes

Implementing an Enterprise System
1. Firms must select the functions of the system that they wish to use
2. Firms must map processes provided by the software with the processes being done in their business
3. Oftentimes firms can customize their enterprise application by using the configuration tables which is supplied with the software

How Enterprise Systems Add Business Value
1. They make the business operations more efficient because they adhere to best practices
2. They allow managers to make better decisions because the data that the software uses is more consistent and accurate
3. By enforcing standard practices everyone in the organization does business the same way
4. Help firms respond to customer requests for ad hoc information more rapidly

Supply Chain Management
· Supply Chain: the set of processes that encompasses everything from purchases of raw materials or resources through to final delivery of a product or service to the end customer
· Supply Chain Management (SCM): the process of coordinating and optimizing the flow of all products or services, information and finances among all players of the supply chain

The Supply Chain
· A company’s supply chain is a network of organizations and business processes for:
1. Buying and receiving raw materials
2. Transforming these materials into intermediate and finished products
3. Distributing these finished products to customers

Supply Chain Management Software
· Supply chain planning systems: manage the flow of products through distribution centres and warehouses, and can track items as they are being manufactured and shipped
· Supply chain execution systems: help firms model their existing supply chain and forecast future demand for products, determining sources of materials, etc.

Supply Push vs. Demand Pull Models
· Internet has turned traditional “push model” into “pull model” where customers dictate the types of goods that they would like to have 

Value of SCM Systems
· Matching supply to demand
· Reduce the company’s inventory levels
· Improve delivery service
· Speed up the time it takes to get the product to market
· Allows more efficient use of the company’s assets
· Reduce costs along the supply chain
· Increasing sales

SCM Best Practices
1. Make the sale to suppliers
2.  Wean employees off traditional business practices
3. Ensure the SCM system supports the organizational goals
4. Deploy SCM system in incremental phases and measure and communicate success

Customer Relationship Management
· Involves managing all aspects of a customer’s relationship to:
· Increase customer loyalty and retention, and increase profits

CRM as a Business Strategy
· Provide better customer service
· Makes call centres more efficient
· Help sales staff close deals faster
· Simplify marketing and sales processes
· Discover new customers
· Increase customer revenues
· Reduce marketing cost
· Reduce churn rate

How CRM Works
· Customers contact organization
· Each contact stored in a different database
· The CRM system tracks all contacts and collates the information in a single repository

Types of CRM Systems
· Operational CRM: supports front-office systems and deals directly with the customers
· Analytical CRM: supports back-office operations and strategic analysis, does not deal directly with customers

Week 10: E-Commerce – Digital Markets and Digital Goods

E-Commerce Takes Off
· Online offerings keep broadening
· Mobile commerce: the ability to purchase goods and services through a wireless device
· Social e-commerce: the integration of business models into online social networks
· M-commerce: mobile and location-sensitive e-commerce (uber, lyft)

Benefits of Doing Business on the Internet
· Bypassing intermediaries, internet is open 24/7, more cost-effective
· Reduces market-entry costs and search costs
· Higher profitability

Unique Features of E-commerce Technology
· Ubiquity: internet technology is available everywhere, so the marketplace is extended beyond traditional boundaries
· Universal Standards: with one set of technical standards across the globe, disparate computer systems can easily communicate with each other
· Interactivity: consumers are engaged in a dialogue that makes the consumer a participant in the process
· Information Density: information becomes plentiful, cheap, and more accurate
· Personalization/Customization: technology makes it possible to deliver personalized messages to market products to consumers

Types of E-Commerce
· B2C: Business to Consumer – involves businesses selling products and services to customers
· B2B: Business to Business – involves sale of goods and services among businesses (ex: ChemConnect)
· C2C: Consumer to Consumer – involves consumers selling directly to other consumers

Approaches to Generating Revenue on the Internet
· Merchant Model: companies make money through the sales of non-digital and digital products (per unit or volume price)
· Direct Sales by Manufacturer Model: selling products online to customers directly
· Manufacturer Service Model: using the internet to provide customer service support for their products
· Subscription Model: having users subscribe and pay a monthly fee to obtain the company’s services
· Utility Model: company offers through its website specific “on demand’ services for a fee
· Infomediary Model: website that gathers and organizes large amounts of data and acts as an intermediary between those who want the information and those who supply the information
· Licensing Model: customers pay a one-time licensing fee to be able to use or resell digital goods such as software
· Advertising Model: makes its profit from advertising content or messages
· Affiliate Model: an online merchant agrees to pay an affiliate in exchange for providing an advertisement and link to the merchant’s site
· Community model: businesses using community sites to glean information to provide to other companies
· Brokerage Model: charge a fee when they bring buyers and sellers together and facilitate transactions between them

B2B E-Commerce
· Makes procurement more efficient
· Electronic Data Interchange (EDI): allows businesses to exchange business information such as purchase orders and invoices digitally

E-Commerce Strategy
· A company’s e-business strategy indicates how it should:
1. Differentiate its e-business offering from those of its competitors
2. Create a distinctive value chain tailored to its value proposition
3. Determine how its various e-business elements fit with each other and with aspects of the larger business

Week 11: Enhancing Decision Making

Different Types of Decisions in an Organization
· Structured: at the lower level, tends to be concerned with things like restocking shelves, offering customers credit, etc.
· Semi-structured: supervisors and middle managers, allocated resources to staff, etc.
· Unstructured: senior managers, no clear-cut answer, deal with the survival and continued viability of the business

Decision-Making Process
· Intelligence: discovering, identifying, and understanding the problems occurring in the organization
· Design: identifying and exploring possible solutions to the problem identified in the intelligence phase
· Choice: make a decision among all the possible solutions
· Implementation: the chosen solution is implemented and monitored

How Business Intelligence and Business Analytics Support Decision-Making

Elements of Business Intelligence Environment
1. Data from the business environment, such as from call centers or suppliers
2. Business intelligence infrastructure, like databases and data warehouses
3. Business analytics toolset, comprising of OLAP, data mining and statistical tools
4. Managerial users and methods, like a business strategy or a balanced scorecard
5. Delivery platform, such as an MIS or DSS
6. An ESS and a user interface that produces the reports

Reasons why Information Systems do not Produce Positive Results
1. Information quality: the attributes of information quality are accuracy, integrity, consistency
2. Management filters: managers often have selective attention and sometimes their personal biases cause them to reject information that does not conform to their prior conceptions or concerns
3. Organization inertia and politics: strong forces within an organization can resist decisions that call for major change

Business Intelligence Systems
· Main goal is to deliver accurate and timely information to decision makers
· Production reports: predefined reports based on industry standards
· Parameterized reports: reports that can be adjusted to reflect user-defined parameters
· Dashboards/scorecards: visual tools that present performance data to its users
· Ad hoc queries, searches, and reports
· High velocity automated decision making: made possible through computer algorithms with precisely defined steps for a highly structured decision
· Forecast, perform scenario and sensitivity analysis
· Predictive analytics: a variety of data and techniques such as statistical analysis and data mining used to predict future trends and behaviour patterns
· Big data analytics: some systems can manipulate and analyze massive datasets collected from social media, online and in-store customer data

Intelligent Systems
· Computing technology can use techniques to emulate human intelligence for certain types of problems and decision making scenarios
· Expert systems: capture tacit knowledge in a very limited and specific domain of human expertise in the form of a decision tree
· Inference engine: checks for the conditions for one of these rules to be executed and a series of other inferences or decisions are made accordingly
· Fuzzy logic: where the value of a variable can be classified into more than one group with certain confidence values
· Machine learning: learn relationships within given data from those data without the need to explicitly codify knowledge in terms of rules or case.
· Artificial neural networks (ANN): simulate the way knowledge is gained and retained in the human brain by modeling a network with nodes that represent neurons and links that represent neural connections
· Genetic algorithms: alternative solutions to a problem are modeled as chromosomes. The better solutions are exposed to genetic operations such as mutation and crossover. These iterations continue until the algorithm produces good enough (according to predefined criteria) results

Case-Based Reasoning
· Emulates the way people recognize a problem resembling one that they had previously dealt with, using a version of that past solution for the new problem
1. User describes the problem
2. System searches database for similar cases
3. System asks user additional questions to narrow search
4. System finds closest fit and retrieves the solution
5. System modifies the solution to better fit the problem
6. System stores problem and successful solution in the database


Group Decision Support Systems (GDSS)
· Interactive systems that are used to facilitate solutions to unstructured problems, for groups of decision makers
· Includes hardware and software like Skype or Adobe Connect that can collect, document, rank, edit, and store participant ideas and responses

Developing BI and BA Capabilities
· Organizations adopting these solutions typically opt for one of the two alternatives
1. One-stop integrated solution: often provided by a hardware vendor so the software runs optimally on their hardware. Everything works seamlessly, but they do not always integrate the best possible technology
2. Best-of-Breed solution: different tools adopted for different capabilities. Increases flexibility and independence, but there are potential difficulties in integrating different tools into one system


Week 12: Managing Global Systems

· Global economic system and global world order are driven by advanced networks and information systems
· Knowledge, information, and resources flow seamlessly across borders
· A company’s global information system must align itself with the business strategy that the firm has adopted

Pre-cursors for Global Business Operations
· Understanding the global environment
· Strategy for global competitiveness
· Organizational structure for operating globally
· Rationalize how the company will manage itself in the global environment
· Decide on the technology platform for its global operations


Challenges and Obstacles to Global Business System
· Standards
· Reliability
· Speed
· Personnel

Four Main Global Strategies
· Domestic exporter
· Transnational
· Franchiser
· Multinational

Main Types of Configuration
1. Centralized: system development and operation occur at domestic home base
2. Duplicated: development occurs at home base but operations are handed over to autonomous units in foreign locations
3. Decentralized: each foreign unit designs their own solutions and systems
4. Networked: development and operations occur in a coordinated fashion across all units










