Hard Drives
· The hard drive is the main storage device for all modern computers
· Storage capacity
· Originally 5MB  Now up to 1TB
· Data transfer rates
· Originally 85Kbps  Now as fast as 79Mbps
· Seek time
· First hard drives around 85ms 
· Now down to 3.2ms
· Over 26 times faster
· Cost
· $2,000 for 10MB  Now $95 for 1T
· Some major internal components of a hard drive
· Platters
· Recording media
· Read/write heads 
· Actuator arms
· Spindle
· Motors
· Air Filters
· Platters
· Hard drives use rugged and solid platters to store data
· Platters were traditionally made of aluminum and coated with a magnetic medium
· Newer platters are now made from a ceramic composite material
· These are lighter and have very low thermal expansion
· Actuator Arm
· The read/write heads are located on the tip of the actuator arm
· The actuator arm is moved by one of two types of motors
· Spindle
· Most hard drives have several platters separated by spacers and clamped to a rotating spindle
· The spindle, and the platters, are rotated at a constant speed
· Recording Media
· All platters must be covered with a thin layer of a magnetically retentive substance
· Oxide media
· Soft, cheap and not capable of store large amount of data
· Thin-film media
· Thinner, harder and more perfectly formed
· Very smooth, allowing heads to float closer
· AFC media
· Called antiferromagnetically coupled media
· Read/write heads
· Both sides of each platter is coated to provide separate magnetic surfaces
· Every platter requires two read/write heads, one for each side
· The read/write heads are spring loaded and will make contact with the platters at rest
· They do not make contact with the platter during use, they float on a very thin cushion of air
· The air buffer is less than 15 microns, by comparison a finger print is 30 microns 
· Motors
· Stepper motor
· The first technology that moved the actuator arm in fixed increments
· Positioning of the arm became less precise over time
· Hard drives needed to be parked when moved
· Voice coil
· All hard drives today use a linear motor, or voice coil
· When electrical current is applied a magnetic field is generated that moves the actuator arm
· Much faster, accurate and more reliable than the stepper motor
· Hard drive heads are automatically parked
· Air Filters
· Most hard drives have two air filters
· Filters are permanently sealed inside the drive
· Air is not circulated from inside to outside the drive
· Recirculating filter
· Filters the small particles scraped off the platters
· Barometric filter
· Provides venting to enable pressure equalization
· The first hard disks spun at a rate of 3,600rpm
· This is ten times faster than a floppy diskette
· Most hard drives today spin at a rate of either 5,400rpm or 7,200rpm
· The fastest drives spin at speeds up to 15,000rpm
HARD DRIVE ORGANIZATION
· [image: HDplatters]The hard drive can be divided into the following areas:
· Tracks
· Cylinders
· Sectors
· Clusters


· Tracks
· Each platter consists of multiple concentric circles called tracks
· [image: HDtracks]A typical platter contains thousands of tracks                Tracks

· Cylinders
· Each track is located directly over the same track on subsequent platters
· Each group of tracks of the same diameter is called a cylinder
· The number of tracks on one side of a platter is therefore equal to the number of cylinders
· Sectors
· [image: HDyellowsector]If you cut your hard drive like you would a pie, each piece or wedge would represent a sector
· A sector is the smallest unit of space on your hard drive that can be allocated
· Stores 512 bytes of data
· Cluster
· [image: HDcluster]A cluster is a group of sectors ranging from 2 to 64 depending on how the drive is formatted
· A cluster is the smallest amount of space that can be used for any read/write operation






PASSWORDS
· The Role of Passwords
· To limit computer or system access to only those who know a sequence of keyboard characters
· Breaking into a Computer without a Password
· Trying all possible passwords algorithmically would eventually find correct password, but software usually limits the number of tries
· Forgetting a Password
· Passwords are scrambled or encrypted and stored, so system administrator usually can't tell you your password if you forget it
· It's not a good idea to choose something easily guessed, but should be easy for you to remember
· Should have at least 8 characters, with a mix of uppercase and lowercase letters, numbers, punctuation characters
· Use a sequence not found in dictionaries
· No personal associations (like your name)
· Select a personally interesting topic or theme
· Favorite movie, travel destination, sport/hobby
· Always select passwords related to topic
· Make password from a phrase, not a single word
· Encode the password phrase
· Make it short by abbreviating, replace letters and syllables with alternate characters or spellings, punctuation patterns
· Theme is Alma Mater… Oxford University
· OxfordU    (shorten)
· Ox4dU       (replace for with 4)
· Ohx4dyoU   (replace O with Oh, U with yoU)
· Theme is favorite movie… Gone with the Wind
· GWTW     (shorten)
· G2uT2U     (replace W with 2u and 2U) 
· G2uTdosU   (replace 2 with spanish “dos”)
· A strong password:
· At least 8 characters long
· Contains the following characters
· Uppercase letters
· Lowercase letters
· Numbers
· Symbols found on the keyboard such as:
· ~,!,@#,%,+, ?,/ 
change every 3-4 months
PHISING
· Main aim is some form of identity theft
· Spam emails are made to look like they come from trusted sources like banks, eBay, PayPal, government, etc.
· Look very authentic, use company logos and graphics, mimic corporate web pages
· Message text will claim some problem has arisen and that you must log on to resolve the issue
SPEAR PHISHING
· Is an e-mail spoofing fraud attempt that targets a specific organization seeking confidential data for financial gain, trade secrets, or military information
· Appears to come from a trusted source i.e. someone in authority within recipient's own company 
· E-mail looks authentic 
· Asks you to log into a bogus page that requests user name and password or 
· Click on a link to download spyware or other program. 
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