Session 1
	Questions:
	Answers:

	What should be ensured by computer security?
	Measures and controls that ensure confidentiality, integrity, and availability of information system assets including hardware, software, firmware, and information being processed, stored, and communicated.

	What is the role of accountability in Computer Security?
	Accountability:  The security goal that generates the requirement for actions of an entity to be traced uniquely to that entity. This supports nonrepudiation, deterrence, fault isolation, intrusion detection and prevention, and after-action recovery and legal action. Because truly secure systems are not yet an achievable goal, we must be able to trace a security breach to a responsible party. Systems must keep records of their activities to permit later forensic analysis to trace security breaches or to aid in transaction disputes.

	What is the role of authenticity in Computer Security?
	Authenticity:  The property of being genuine and being able to be verified and trusted; confidence in the validity of a transmission, a message, or message originator. This means verifying that users are who they say they are and that each input arriving at the system came from a trusted source.

	What is the role of integrity in Computer Security?
	Integrity: Guarding against improper information modification or destruction, including ensuring information nonrepudiation and authenticity. A loss of integrity is the unauthorized modification or destruction of information.

	What is the role of availability in Computer Security?
	Availability: Ensuring timely and reliable access to and use of information. A loss of availability is the disruption of access to or use of information or an information system.

	What is the role of confidentiality in Computer Security?
	Confidentiality: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. A loss of confidentiality is the unauthorized disclosure of information.

	What is encoding?
	· Transforms data into another format using a scheme that is publicly available so that it can easily be reversed.
· The purpose of encoding is to transform data so that it can be properly (and safely) consumed by a different type of system.
· ASCII, Unicode, URL Encoding, Base64 etc. are different types of encoding algorithm

	What is encryption?
	· Transforms data into another format in such a way that only specific individual(s) can reverse the transformation.
· The purpose of encryption is to transform data in order to keep it secret from others
· It is used to maintaining data confidentiality
· Original data can be obtained if we know the key and encryption algorithm used.
· AES, Blowfish, RSA etc. are different encryption algorithms

	What are the allowed symbols in base-11 numbers?
	0-9, A

	In binary number system with 5-bits how many numbers can be represented?
	5 bits: 0-31 (2^5 -1)

	Why maintaining computer security is challenging?
	 1. Computer security is not as simple as it might first appear to the novice. The requirements seem to be straightforward; indeed, most of the major requirements for security services can be given self-explanatory one-word labels: confidentiality, authentication, nonrepudiation, and integrity. But the mechanisms used to meet those requirements can be quite complex, and understanding them may involve rather subtle reasoning.

 2. In developing a particular security mechanism or algorithm, one must always consider potential attacks on those security features. In many cases, successful attacks are designed by looking at the problem in a completely different way, therefore exploiting an unexpected weakness in the mechanism.

3. Having designed various security mechanisms, it is necessary to decide where to use them. This is true both in terms of physical placement (e.g., at what points in a network are certain security mechanisms needed) and in a logical sense [e.g., at what layer or layers of an architecture such as TCP/IP (Transmission Control Protocol/Internet Protocol) should mechanisms be placed].

 4. Security mechanisms typically involve more than a particular algorithm or protocol. They also require that participants be in possession of some secret information (e.g., an encryption key), which raises questions about the creation, distribution, and protection of that secret information. There may also be a reliance on communications protocols whose behavior may complicate the task of developing the security mechanism. For example, if the proper functioning of the security mechanism requires setting time limits on the transit time of a message from sender to receiver, then any protocol or network that introduces variable, unpredictable delays may render such time limits meaningless.

5.  Computer security is essentially a battle of wits between a perpetrator who tries to find holes, and the designer or administrator who tries to close them. The great advantage that the attacker has is that he or she need only find a single weakness, while the designer must find and eliminate all weaknesses to achieve perfect security.

6.  There is a natural tendency on the part of users and system managers to perceive little benefit from security investment until a security failure occurs.

7.  Security requires regular, even constant monitoring, and this is difficult in today’s short-term, overloaded environment.

8.  Security is still too often an afterthought to be incorporated into a system after the design is complete, rather than being an integral part of the design process.

9.  Many users and even security administrators view strong security as an impediment to efficient and user-friendly operation of an information system or use of information.

	In computer security what is meant by adversary?
	Individual, group, organization, or government that conducts or has the intent to conduct detrimental activities.

	What is the maximum number in binary number system with 5-bits?
	11111

	1. What is the value of: (1 AND 1) OR (1)?
2. What is the value of: (1 AND 0) OR (0)?
3. What is the value of: (0 AND 0) OR (1)?
4. What is the value of: (1 AND 1) OR (0)?
	1
0
1
1

	What are the levels of impact?
	Low, Moderate, & High

	What is low/medium/high level of impact?
	· Low:  The loss could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
· Moderate:  The loss could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
· High:  The loss could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.

	In computer security, what is a threat/vulnerability/an asset?
	· Threat: represents a potential security harm to an asset. 
· Attack: is a threat that is carried out (threat action) and, if successful, leads to an undesirable violation of security, or threat consequence.
· Vulnerability: system can be corrupt, leaky, and unavailable or very slow

	What is the relationship between threat agents and threats?
	The agent carrying out the attack is referred to as an attacker, or threat agent.

	What are the assets of a computer system?
	The assets of a computer system can be categorized as hardware, software, data, and communication lines and networks.

	What are the categories of vulnerabilities?
	· 3 categories of vulnerabilities:
· Corrupted (loss of integrity) - does the wrong thing or gives wrong answers. For example, stored data values may differ from what they should be because they have been improperly modified.
· Leaky (loss of confidentiality) - someone who should not have access to some or all of the information available through the network obtains such access.
· Unavailable or very slow (loss of availability) - using the system or network becomes impossible or impractical.

	Because of vulnerabilities a software corrupts the system, so what is lost?
	A working program is modified, either to cause it to fail during execution or to cause it to do some unintended task.

	Because of vulnerabilities a system leaks information, so what is lost?
	An unauthorized read of data is performed. An analysis of statistical data reveals underlying data.

	Because of network traffic, it takes a lot of time to reach the authentication server, so what is the problem here?
	This would be a passive attack as per traffic analysis.

	What is a passive attack?
	Passive attacks are in the nature of eavesdropping on, or monitoring of, transmissions. The goal of the attacker is to obtain information that is being transmitted.
Two types of passive attacks are release of message contents and traffic analysis.

	What is an active attack?
	Active attacks involve some modification of the data stream or the creation
of a false stream and can be subdivided into four categories: replay, masquerade, modification of messages, and denial of service.

	In computer security, what do the countermeasures do?
	Finally, a countermeasure is any means taken to deal with a security attack. Ideally, a countermeasure can be devised to prevent a particular type of attack from succeeding.

	What could be a problem when countermeasures are implemented?
	A countermeasure may itself introduce new vulnerabilities. In any case, residual vulnerabilities may remain after the imposition of countermeasures. Such vulnerabilities may be exploited by threat agents representing a residual level of risk to the assets. Owners will seek to minimize that risk given other constraints.

	What are the different threat consequences?
	4 kinds:
· Unauthorized Disclosure
· Deception
· Disruption 
· Usurpation

	What is Unauthorized disclosure/Deception/ Disruption/Usurpation?
	· Unauthorized Disclosure
· A circumstance or event whereby an entity gains access to data for which the entity is not authorized.
· Deception
· A circumstance or event that may result in an authorized entity receiving false data and believing it to be true.
· Disruption 
· A circumstance or event that interrupts or prevents the correct operation of system services and functions. 
· Usurpation
· A circumstance or event that results in control of system services or functions by an unauthorized entity.

	Which threat consequence will be caused because of interception/exposure/inference /Intrusion?
	Unauthorized Disclosure

	Which threat consequence will be caused because of Masquerade/Falsification/ Repudiation?
	Deception

	Which threat consequence will be caused because of Incapacitation/Corruption/ Obstruction?
	Disruption

	Which threat consequence will be caused because of Misappropriation/Misuse?
	Usurpation

	What is Masquerading/incapacitation/ repudiation?
	· Masquerade: An authorized entity gains access to a system or performs a malicious act by posing as an authorized entity.
· Falsification: This refers to the altering or replacing of valid data or the introduction of false data into a file or database.
· Repudiation: In this case, a user either denies sending data or a user denies receiving or possessing the data.

	When files are deleted then what is effected? Availability/Confidentiality/Integrity
	· Availability is affected if files are deleted, denying access to users.


	When an unauthorized copy of software is made then what is effected? Availability/Confidentiality /Integrity
	· Confidentiality is affected.

	An email is sent. An intruder intercepts the email and changes the content of the email, what is effected? Availability/Confidentiality/Integrity
	· Integrity is affected if messages are modified, delayed, reorder, or duplicated false messages are fabricated.

	What is eavesdropping?
	It is where the goal of the attacker is to obtain information that is being transmitted by eavesdropping on or monitoring.

	Analyzing network traffic is an example of Active attack or passive attack?
	Passive attack

	Replay attack is an example of active or passive attack?
	Active

	Examples of attack surface.
	Examples of attack surfaces are the following:
· Open ports on outward facing Web and other servers, and code listening on those ports
· Services available on the inside of a firewall
· Code that processes incoming data, email, XML, office documents, and industry-specific custom data exchange formats
· Interfaces, SQL, and Web forms
· An employee with access to sensitive information vulnerable to a social engineering attack

	What are the categories of attack surface?
	3 categories:
· Network Attack Surface
· Software Attack Surface
· Human Attack Surface

	Why do we need attack tree?
	· An attack tree is a branching, hierarchical data structure that represents a set of potential techniques for exploiting security vulnerabilities

	What is the difference between AND-node and OR-node in an attack tree?
	To achieve the goal represented by an AND-node, the subgoals represented by all of that node’s subnodes must be achieved; and for an OR-node, at least one of the subgoals must be achieved

	What is the strategy for computer security?
	· Security Policy: a formal statement of rules and practices that specify or regulate how a system or organization provides security services to protect sensitive and critical system resources.
· Security Implementation: Involves four complementary courses of action:
· Prevention
· Detection
· Response
· Recovery
· Assurance: Encompassing both system design and system implementation. It’s an attribute of an information system that provides grounds for having confidence that the system operates such that the system’s security policy is enforced.
· Evaluation: Process of examining a computer product or system with respect to certain criteria. Involves testing, and/or formal analytical and mathematical techniques

	What should be in your mind when you design security policy for a company?
	· The value of the assets being protected
· The vulnerabilities of the system
· Potential threats and the likelihood of attacks







Session 2
	Questions:
	Answers:

	What is a symmetric encryption algorithm?
	It is used to provide confidentiality for transmitted or stored data.

	How can sender send the key for symmetric encryption algorithm to the receiver?
	Sender and receiver must have obtained copies of the secret key in a secure fashion and must keep the key secure. If someone can discover the key and knows the algorithm, all communication using this key is readable.

	What is the data size for DES?
	64

	What is the data size for AES?
	128

	What is the key size for DES?
	56

	What is the key size for AES? 
	128, 192, or 256

	If we want to encrypt 10 letters that are stored in Unicode format, then how many data block will be created if the algorithm is DES, Triple DES and AES. FYI in unicode the size of 1 letter is 16-bits
AES/DES/Triple DES: they are block cipher or stream cipher?
	10 letters X 16 bits = 160 bits
DES (64bits) : 160 / 64 = 2.5 blocks
3DES (64bits) : 160 / 64 = 2.5 blocks
AES (128) : 160 / 128 = 1.25 blocks


	What is wrong with DES? ( Data encryption standard)
	A serious concern is key length. With a key length of 56 bits, there are 256 possible keys, which is approximately 7.2 * 1016 keys. Given the speed of commercial, off-the-shelf processors this key length is woefully inadequate for today’s multicore computers.

	The drawback of DES is overcome partially by the introduction of triple DES, how?
	With 3DES’s 168-bit key length, it overcomes the vulnerability to the brute-force attack of DES.

	What is the problem with triple DES?
	The algorithm is relatively sluggish in software. The original DES was designed for mid-1970s hardware implementation and does not produce efficient software code. 3DES, which requires three times as many calculations as DES, is correspondingly slower.

	How many encryption keys you may need in triple DES?
	

	Triple DES overcomes which attack?
	Overcomes the vulnerability to brute-force attack of DES.

	What is a block cipher?
	A block cipher processes the input one block of elements at a time, producing an output block for each input block.

	What is a stream cipher?
	A stream cipher processes the input elements continuously, producing output one element at a time, as it goes along.

	Using Julius Caesar encryption encrypt: BOOK
(skips 2 letters)
	ERRN

	Using Augustus Caesar encryption encrypt: BOOK
(skips 1 letter)
	DQQM

	Use Vigenere method to encrypt: Ryerson, using the key: TY
	Kwxplmg

	Use the key "DUNDAS" to create the 5 by 5 grid for playfair system. Now use the grid to encrypt: KKL, JJ, DU, CKN
Display each letter once then writed the rest of the alphabet after skipping J
		D
	U
	N
	S
	A

	B
	C
	E
	F
	G

	H
	I
	K
	L
	M

	O
	P
	Q
	R
	T

	V
	W
	X
	Y
	Z



QN LM, YV, UN, EI AX

	How does a system know that the received message is not authentic?
	A message, file, document, or other collection of data is said to be authentic when it is genuine and came from its alleged source. Message or data authentication is a procedure that allows communicating parties to verify that received or stored messages are authentic.

	What can be used for message authentication?
	One authentication technique involves the use of a secret key to generate a small block of data, known as a message authentication code that is appended to the message.

	How is the MAC created by the sender?
	When the sender has a message to send to the recipient, it calculates the message authentication code as a complex function of the message and the key. The message + code are transmitted to the intended recipient.

	How is a MAC verified by the receiver?
	The recipient performs the same calculation on the received message, using the same secret key, to generate a new message authentication code. The received code is compared to the calculated code and then the receiver is assured that the message is from the alleged sender and is assured that the message has not been altered.

	Using a HASH function, how many ways a message authentication can be accomplished?
	3 ways.

	How is message authentication done using symmetric encryption and a HASH function?
	If we assume that only the sender and receiver share a key (which is as it should be), then only the genuine sender would be able to encrypt a message successfully for the other participant, provided the receiver can recognize a valid message. 

	How is message authentication done using public-key encryption and a HASH function?
	Public-key systems are characterized by the use of a cryptographic type of algorithm with two keys, one held private and one available publicly. Depending on the application, the sender uses either the sender’s private key or the receiver’s public key, or both, to perform some type of cryptographic function.

	How is message authentication done using a secret value and a HASH function?
	It is easy to generate a code given a message, but virtually impossible to generate a message given a code. This property is important if the authentication technique involves the use of a secret value. The secret value itself is not sent; however, if the hash function is not one-way, an attacker can easily discover the secret value.

	What is a HASH function?
	The purpose of a hash function is to produce a “fingerprint” of a file, message, or other block of data.

	Why HASH functions are called one way function?
What are the features of a HASH function?
	They are called one-way because it is easy to generate a code given a message, but virtually impossible to generate a message given a code.

	When do we have a collision using a HASH function?
	H = Hash function
1. H can be applied to a block of data of any size.
2. H produces a fixed-length output.
3. H(x) is relatively easy to compute for any given x, making both hardware and software implementations practical.
4. For any given code h, it is computationally infeasible to find x such that H(x) h. A hash function with this property is referred to as one-way or preimage resistant.
5. For any given block x, it is computationally infeasible to find y ≠ x with H(y) H(x). A hash function with this property is referred to as second preimage resistant. This is sometimes referred to as weak collision resistant.
6. It is computationally infeasible to find any pair (x, y) such that H(x) H(y). A hash function with this property is referred to as collision resistant. This is sometimes referred to as strong collision resistant.

	How does an operating system save password?
	In simple terms, when a user enters a password, the hash of that password is compared to the stored hash value for verification.

	Name a few symmetric and asymmetric encryption algorithms.
	Symmetric – 
· DES
· 3DES
· AES
Assymmetric – 
· RSA
· Diffie-Hellman key exchange
· Digital Signature Standard
· Elliptic curve cryptography

	What is a key-exchange algorithm?
	Enables two users to securely reach agreement about a shared secret that can be used as a secret key for subsequent symmetric encryption of messages.

	What is the problem with RSA?
	The bit length for secure RSA use has increased over recent years, and this has put a heavier processing load on applications using RSA. This burden has ramifications, especially for electronic commerce sites that conduct large numbers of secure transactions.

	How is Elliptic Curve Cryptography beneficial over RSA?
	The principal attraction of ECC compared to RSA is that it appears to offer equal security for a far smaller bit size, thereby reducing processing overhead.

	What is the key-size for RSA?
	1024-bit key size

	In case of digital signature, what has been done so that an adversary cannot forge a public key?
	The solution to this problem is the public-key certificate. 

	What do we have inside a public-key certificate?
	In essence, a certificate consists of a public key plus a user ID of the key owner, with the whole block signed by a trusted third party. The certificate also includes some information about the third party plus an indication of the period of validity of the certificate.

	How is a public-key certificate signed?
	A user can present his or her public key to the authority in a secure manner and obtain a signed certificate. CA attaches the signature to the unsigned certificate to create a signed certificate.

	How is a public-key certificate verified?
	User calculates the hash code of certificate (not including signature). User verifies digital signature using CA’s public key and the signature verification algorithm. The algorithm returns a result of either signature valid or invalid.

	How many cryptographic keys do we need to create a digital envelope?
	3 keys:
· Random Symmetric Key
· Receiver’s public key
· Encrypted symmetric key

	In a digital envelope, how do we send the random-symmetric encryption key?
	Prepare a message. Generate a random symmetric key that will be used this one time only. Attach the encrypted one-time random symmetric key to the encrypted message and send it to the recipient.

	How does the receiver get the random-symmetric encryption key from the digital envelope?
	Only the recipient is capable of decrypting the one-time key and therefore of recovering the original message.

	What is a pseudo-random number?
	When the algorithm is good, the resulting sequences will pass many reasonable tests of randomness being generally statistically random.

	What is a true-random number?
	When each number is statistically independent of other numbers in the sequence and therefore unpredictable.

	If a random number is repeated then what type of attack is possible?
	Replay attacks. 



Session 3
	Questions:
	Answers:

	How many ways a user can be authenticated?
	4 ways!

	What is static biometric authentication?
	A static biometric authentication system attempts to authenticate an individual based on his or her unique physical characteristics. These include static characteristics, such as fingerprints, hand geometry, facial characteristics, and retinal and iris patterns.

	What is dynamic biometric authentication?
	A dynamic biometric authentication system attempts to also authenticate an individual based on his or her unique physical characteristics. These include dynamic characteristics, such as voiceprint and signature.

	What is multi-factor authentication?
	 Multifactor authentication refers to the use of more than one of the authentication means in the preceding list.

	What is offline dictionary attack?
	Typically, strong access controls are used to protect the system’s password file. However, experience shows that determined hackers can frequently bypass such controls and gain access to the file. The attacker obtains the system password file and compares the password hashes against hashes of commonly used passwords. If a match is found, the attacker can gain access by that ID/password combination.

	What is meant by workstation hijacking?
	The attacker waits until a logged-in workstation is unattended. The standard countermeasure is automatically logging the workstation out after a period of inactivity. Intrusion detection schemes can be used to detect changes in user behavior.

	For password vulnerabilities, what is electronic monitoring?
	If a password is communicated across a network to log on to a remote system, it is vulnerable to eavesdropping. Simple encryption will not fix this problem, because the encrypted password is, in effect, the password and can be observed and reused by an adversary.

	What is a salt in a password file?
	This “salt” value is related to the time at which the password is assigned to the user. Newer implementations use a pseudorandom or random number as the salt. The salt and user-supplied password are used as input to the encryption routine. 

	How is the hash value for a password created?
	The password and salt serve as inputs to a hashing algorithm to produce a fixed-length hash code. The hash algorithm is designed to be slow to execute in order to thwart attacks.

	How is a password verified?
	When a user attempts to log on to a UNIX system, the user provides an ID and a password. The operating system uses the ID to index into the password file and retrieve the plaintext salt and the encrypted password. The salt and user-supplied password are used as input to the encryption routine. If the result matches the stored value, the password is accepted.

	What is the benefit using salt?
	The salt serves three purposes:
· It prevents duplicate passwords from being visible in the password file. Even if two users choose the same password, those passwords will be assigned different salt values. Hence, the hashed passwords of the two users will differ.
· It greatly increases the difficulty of offline dictionary attacks. For a salt of length b bits, the number of possible passwords is increased by a factor of 2b, increasing the difficulty of guessing a password in a dictionary attack.
· It becomes nearly impossible to find out whether a person with passwords on two or more systems has used the same password on all of them.
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	In the original UNIX implementation what was the maximum possible length for a password/size of the salt?
	· Up to eight printable characters in length
· 12-bit salt

	What is zero value encryption?
	The modified DES algorithm is executed with a data input consisting of a 64-bit block of zeros. The output of the algorithm then serves as input for a second encryption. This process is repeated for a total of 25 encryptions.

	Why is the OpenBSD version of Unix the most secured?
	Because OpenBSD uses Blowfish block cipher based hash algorithm called Bcrypt which requires 128-bit salt to create 192-bit hash value!

	What is a rainbow table?
	A mammoth table of hash values known as a rainbow table.

	How is a rainbow table created?
	In this approach the attacker generates a large dictionary of possible passwords. For each password, the attacker generates the hash values associated with each possible salt value.

	What is "John the Ripper"?
	Open-source password cracker first developed in 1996.

	What is a shadow password file?
	Hashed passwords that are kept in a separate file from the user
IDs.

	How can you get rid of offline guessing to passwords?
	By denying access to encrypted passwords.

	What can be used to sniff passwords from the network traffic?
	Bots can also use a packet sniffer to watch for interesting clear-text data passing by a compromised machine. The sniffers are mostly used to retrieve sensitive information like usernames and passwords.

	What are the drawbacks of memory cards?
What is a challenge response system?
	· Requires special reader: This increases the cost of using the token and creates the requirement to maintain the security of the reader’s hardware and software.
· Token loss: A lost token temporarily prevents its owner from gaining system access. Thus there is an administrative cost in replacing the lost token. In addition, if the token is found, stolen, or forged, then an adversary now need only determine the PIN to gain unauthorized access.
· User dissatisfaction: Although users may have no difficulty in accepting the use of a memory card for ATM access, its use for computer access may be deemed inconvenient.

	What makes a card contactless?
	A contactless card requires only close proximity to a reader. Both the reader and the card have an antenna, and the two communicate using radio frequencies. Most contactless cards also derive power for the internal chip from this electromagnetic signal.

	What are the different types of memory used in the smart cards?
	3 Types:
· ROM: Read Only Memory
· EEPROM: Electrically erasable programmable ROM
· RAM: Random  Access Memory

	Which memory is used to store data permanently?
	ROM

	In the operation of smart card, when is RAM used?
	When applications are executed. 

	Which one is a minimum cost biometric authentication process?
	[image: ]It’s voice.

	Which biometric authentication process provides highest accuracy?
	Iris

	How many user templates are retrieved to verify a biometric id?
	ONE.

	How many user templates are retrieved to identify a biometric id?
	You could have a set of stored templates of one user.

	What is a decision-threshold for a biometric system?
	Given the complexities of physical characteristics,
we cannot expect that there will be an exact match between the two templates. Rather, the system uses an algorithm to generate a matching score (typically a single number) that quantifies the similarity between the input and the stored template. By moving the threshold, left or right, the probabilities can be altered

	What will happen if we have a very high decision-threshold value?
	The shaded part to the right of t indicates a range of values for which a false match is possible. 


	What will happen if we have a very low decision-threshold value?
	The shaded part to the left indicates a range of values for which a false nonmatch is possible.

	What will be a choice of decision-threshold for organizations like FBI for criminal identification?
	The average matching value of genuine user, or I’d assume higher.

	How is a remote user authenticated?
	When a user attempts to access a system that is locally present or takes place over the Internet, a network, or a communications link.

	What is a Trojan horse?
	An application or physical device masquerades as an authentic application or device for the purpose of capturing a user password, passcode, or biometric. The adversary can then use the captured information to masquerade as a legitimate user. A simple example of this is a rogue bank machine used to capture user ID/password combinations.

	What is a DoS attack?
	Attempts to disable a user authentication service by flooding the service with numerous authentication attempts.

	What is Discretionary Access Control?
	Controls access based on the identity of the requestor and on access rules (authorizations) stating what requestors are (or are not) allowed to do. This policy is termed discretionary because an
entity might have access rights that permit the entity, by its own volition, to enable another entity to access some resource.

	What is Mandatory Access Control?
	Controls access based on comparing security labels (which indicate how sensitive or critical system resources are) with security clearances (which indicate system entities are eligible to access certain resources). This policy is termed mandatory because an entity that has clearance to access a resource may not, just by its own volition, enable another entity to access that resource.

	What is RBAC?
	Controls access based on the roles that users have within the system and on rules stating what accesses are allowed to users in given roles.

	What is ABAC?
	Controls access based on attributes of the user, the resource to be accessed, and current environmental conditions.

	What is a capability ticket?
	A capability ticket specifies authorized objects and operations for a particular user. Each user has a number of tickets and may be authorized to loan or give them to others. Because tickets may be dispersed around the system, they present a greater security problem than access control lists.

	What is an Access Control List?
	For each object, an ACL lists users and their permitted access rights. The ACL may contain a default, or public, entry. This allows users that are not explicitly listed as having special rights to have a default set of rights. The default set of rights should always follow the rule of least privilege or read-only access, whichever is applicable. Elements of the list may include individual users as well as groups of users.

	What are the 12-protection bits in Unix File Access Control?
	Specify read, write, and execute permission for the owner of the file, members of the group and all other users.

	What is the use of SetUID in Unix file Access Control?
	System temporarily uses rights of the file owner/group in addition to the real user’s rights when making access control decisions. When a user (with execute privileges for this file) executes the file, the system temporarily allocates the rights of the user’s ID of the file creator, to those of the user executing the file.

	What is the use of Sticky bit in Unix file Access Control?
	When applied to a directory it specifies that only the owner of any file in the directory can rename, move, or delete that file.

	What is the use of SetGID in Unix file Access Control?
	System temporarily uses rights of the file group in addition to the real user’s rights when making access control decisions. When a user (with execute privileges for this file) executes the file, the system
Temporarily allocates the rights of the user’s ID of the file’s group, respectively, to those of the user executing the file.

	Suppose the following command is applied to file1: chmod 234 file1 ; what is the public permission on the file?
	

	In ABAC model, what are the different types of attributes available?
	· Subject Attribute
· Object Attribute
· Environmental Attribute

	What is a role in RBAC?
	Controls access based on the roles that users have within the system and on rules stating what accesses are allowed to users in given roles.

	What is a challenge response system?
	In this case, the computer system generates a challenge, such as a random string of numbers. The smart token generates a response based on the challenge. For example, public-key cryptography could be used and the token could encrypt the challenge string with the token’s private key.






Session 4
	Questions:
	Answers:

	Who handles user application's database request?
	In essence, the query language allows the user to request selected items of data from all records that fit a given set of criteria. The software then figures out how to extract the requested data from one or more tables. For example, a telephone company representative could retrieve a subscriber’s billing information as well as the status of special services or the latest payment received, all displayed on one screen.

	What is the purpose of DDL?
	Data definition language (DDL) defines the database logical structure and procedural properties, which are represented by a set of database description tables.

	What is the purpose of DML?
	A data manipulation language (DML) provides a powerful set of tools for application developers. 

	How is a database relational?
	Users and applications use a relational query language to access the database. In essence, the query language allows the user to request selected items of data from all records that fit a given set of criteria.

	What is the function of foreign key in a database table?
	Links one table to attributes in another.

	What is the function of a primary key in a database table?
	A primary key is defined to be a portion of a row used to uniquely identify a row in a table; the primary key consists of one or more column names. i.e PhoneNumber

	What is a view in a database?
	A view can provide restricted access to a relational database so that a user or application only has access to certain rows or columns.

	Why do we use views?
	Views are often used for security purposes.

	The part of SQL that is used to create different objects in a database is known as: DDL/DML?
	DML

	What is SQLi?
	The SQL injection (SQLi) attack is one of the most prevalent and dangerous network-based security threats.

	Does the attacker need a web server access to initiate an SQLi?
	Yes.

	Using SQLi can an attacker drop a table from the database server?
	Yes.

	Why is SQLi possible?
	Attack Avenues
· User Input
· Server variables
· Second-order injection
· Cookies
· Physical user input

	How can you terminate an SQL statement?
	the attacker terminates the injected string with a comment mark “--”.

	What will be the injection code (the value for name and password) for the following code: sql = "SELECT name FROM users WHERE name='" & name & "' AND '" & password & "'" 
	Invalid

	How is SQLi done using user's input?
	when user input is either incorrectly filtered for string literal escape characters embedded in SQL statements or user input is not strongly typed, and thereby unexpectedly executed

	How is SQLi done using server variables?
	Attackers can forge the values that are placed in HTTP and network headers and exploit this vulnerability by placing data directly into the headers 

	What is a second-order injection?
	A malicious user could rely on data already present in the system or database to trigger an SQL injection attack, so when the attack occurs, the input that modifies the query to cause an attack does not come from the user, but from within the system itself.

	How can the attacker use cookies information to form an SQLi attack?
	An attacker could alter cookies such that when the application server builds an SQL query based on the cookie’s content, the structure and function of the query is modified.

	How can the attacker use physical input to form an SQLi attack?
	Applying user input that constructs an attack outside the realm of web requests.

	What is in-band attacks?
	An inband attack uses the same communication channel for injecting SQL code and retrieving results. The retrieved data are presented directly in the application Web page.

	What is tautology/end of line comments/piggybacked queries?
	· Tautology:  This form of attack injects code in one or more conditional statements so that they always evaluate to true. 
· End-of-line comment: After injecting code into a particular field, legitimate code that follows are nullified through usage of end of line comments. 
· Piggybacked queries: The attacker adds additional queries beyond the intended query, piggy-backing the attack on top of a legitimate request. This technique relies on server configurations that allow several different queries within a single string of code. The example in the preceding section is of this form.

	What is an inferential attack?
	There is no actual transfer of data, but the attacker is able to reconstruct the information by sending particular requests and observing the resulting behavior of the Website/database server.

	How can attacker gather information by using logically incorrect queries?
	The vulnerability leveraged by this attack is that the default error page returned by application servers is often overly descriptive. In fact, the simple fact that an error messages is generated can often reveal vulnerable/injectable parameters to an attacker.

	What is blind sql injection?
	Blind SQL injection allows attackers to infer the data present in a database system even when the system is sufficiently secure to not display any erroneous information back to the attacker.

	In what type of SQLi attack YES/NO question is asked to the server to retrieve more information?
	Blind SQLi attack

	What is an out-of-band attack?
	In an out-of-band attack, data are retrieved using a different channel (e.g., an email with the results of the query is generated and sent to the tester). This can be used when there are limitations on information retrieval, but outbound connectivity from the database server is careless.

	What are the countermeasures for SQLi attack?
	· Defensive Coding
· Detection
· Run-time prevention

	What is defensive coding?
	Defensive coding is an effective way to dramatically reduce the threat from SQLi.

	What is signature based detection?
	This technique attempts to match specific attack patterns. Such an approach must be constantly updated and may not work against self-modifying attacks.

	What is anomaly based detection?
	This approach attempts to define normal behavior and then detect behavior patterns outside the normal range. A number of approaches have been used. In general terms, there is a training phase, in which the system learns the range of normal behavior, followed by the actual detection phase.

	Which SQL commands are used to handle database access controlling?
	Grant & Revoke

	What is the problem of an encrypted database?
	Key management
· Authorized users must have access to the decryption key for the data for which they have access
Inflexibility
· When part or all of the database is encrypted it becomes more difficult to perform record searching

	What are the categories of resources that can be attacked by DoS attacks?
	· Network Bandwidth
· System resources
· Application resources

	DoS attack on network bandwidth?
	In a DoS attack, the vast majority of server traffic directed at the target server is malicious, generated either directly or indirectly by the attacker. This traffic overwhelms any legitimate traffic, effectively denying legitimate users access to the server.

	DoS attack on system resources?
	Typically aims to overload or crash its network handling software. Rather than consuming bandwidth with large volumes of traffic, specific types of packets are sent that consume the limited resources available on the system.

	DoS attack on application resources?
	Typically involves a number of valid requests, each of which consumes significant resources. This then limits the ability of the server to respond to requests from other users. For example, a Web server might include the ability to make database queries. If a large, costly query can be constructed, then an attacker could generate a large number of these that severely load the server

	Why a DoS attack is possible using the ping command?
	The aim of this attack is to overwhelm the capacity of the network connection to the target organization.

	What is address spoofing?
	Common characteristic of packets used in many types of DoS attacks is the use of forged source addresses.

	What is backscatter traffic?
	Backscatter traffic – advertise routes to unused IP addresses to monitor traffic

	What is a SYN in TCP?
	Sends TCP packets to the target system. Total volume of packets is the aim of the attack rather than the system code.

	How is a SYN spoofing done?
	This attacks the ability of a network server to respond to TCP connection requests by overflowing the tables used to manage such connections. This means future connection requests from legitimate users fail, denying them access to the server.

	In a TCP three-way connection handshake if the client sends a SYN seq of 500 what will be server's ACK?
	501

	In a TCP three-way connection handshake if the server sends a SYN seq of 600 what will be client's ACK?
	601

	How can we get rid of SYN spoofing attack?
	The basic defense against these attacks is blocking spoofed-source packets.

	When DoS becomes DDoS?
	DoS attack tools was the use of multiple systems to generate attacks. These systems were typically compromised user workstations or PCs. The attacker uses malware to subvert the system and to install an attack agent, which they can control. Such systems are known as zombies.
Large collections of such systems under the control of one attacker’s control can be created, forming a botnet.

	What is spidering?
	Bots starting from a given HTTP link and following all links on the provided Web site in a recursive way.

	What is slowloris?
	Attempts to monopolize by sending HTTP requests that never complete and eventually consumes Web server’s connection capacity from utilizing legitimate HTTP traffic.

	How can we get rid of a slowloris attack?
	limiting the rate of incoming connections from a particular
host; varying the timeout on connections as a function of the number of connections; and delayed binding

	What is a reflection attack?
	The reflection attack is a direct implementation of the type of attack where the attacker sends packets to a known service on the intermediary with a spoofed source address of the actual target system. When the intermediary responds, the response is sent to the target. Effectively this reflects the attack off the intermediary, which is termed the reflector, and is why this is called a reflection attack.

	In which port do we have echo service?
	The attacker uses port 7, which is usually associated with echo, a reflector service, the DNS server then sends a response to the victim of the attack, addressed to port 7, and if the victim is offering the echo service, it may create a packet that echoes the received data back to the DNS server.

	If you want to send a DNS request to a server then which port you are going to target?
	UDP port 1792

	To form a reflection attack, how does the attacker send a request?
	Sends packets to a known service on the intermediary with a spoofed source address of the actual target system. 

	How can the attacker create a loop in between a DNS server and a target computer?
	Using the echo service

	How can you amplify an attack?
	They generating multiple response packets for each original packet sent. This can be achieved by directing the original request to the broadcast address for some network. As a result, all hosts on that network can potentially respond to the request, generating a flood of responses.

	How can you identify an attacker in DoS attack?
	To identify packets with spoofed source addresses, the use
of a reverse path filter can help identify some such packets where the path from the ISP to the spoofed address differs to that used by the packet to reach the ISP.

	What is a captcha?
	A graphical puzzle, a captcha, which is easy for most humans to solve but difficult to automate

	How can you prevent a DoS attack?
	· Block spoofed source addresses
· Filters may be used to ensure path back to the claimed source address is the one being used by the current packet
· Use modified TCP connection handling code

	What is a bot?
	· Web crawler or Web spider, a computer program that does automated tasks. Internet bot, a computer program that does automated tasks

	To form an amplification attack which protocol is used?
	DNS Protocol

	Can we use TCP for amplification attacks?
	No.

	Which protocol is used to form an amplification attack?
	DNS Protocol

	How can we get rid of amplification attacks?
	To block the use of IP-directed broadcasts. This can be done either by the ISP or by any organization whose systems could be used as an intermediary.



Session 5
	Questions:
	Answers:

	How many categories of malicious software available?
	Two

	What are the categories of malicious software?
	· Based on how it propagates
· Based on the actions or payloads a malware performs once a target is reached

	What is a payload?
	Payload actions can include:
· Can include corruption of system or data files
· Theft of service in order to make the system a zombie agent of attack as part of a botnet

	What is a botnet?
	Collection of bots capable of acting in a coordinated manner.

	Which threats are known as APTs?
	Advanced Persistent Threat (APT):
· Cybercrime directed at business and political targets 
· Uses a wide variety of intrusion technologies and malware

	What is an adware?
	Advertising that is integrated into software

	What is an attack-kit?
	Set of tools for malware generation

	What is the use of auto-rooter?
	Malicious hacker tools used to break into new machines remotely

	What is a backdoor? Can SQLi create a backdoor?
	Any mechanism that bypasses normal security check

	Why downloaders are dangerous?
	Code that installs other items on a machine that is under attack. It is normally included in the malware code first inserted on to a compromised system to then import a larger malware package.

	How is drive-by-download attack done?
	An attack using code in a compromised Web site that exploits a browser vulnerability to attack a client system when the site is viewed.

	Which ones are known as flooders?
	Flooders (DoS client) are used to generate a large volume of data to attack networked computer systems.

	What is a virus?
	A malware, when executed, tries to replicate itself into other executable machine or script code.

	What is a worm?
	An independent computer program that can propagate a complete working version of itself onto other hosts on a network, usually by exploiting software vulnerabilities in the target system.

	How does a logic bomb work?
	Code inserted into malware by an intruder. A logic bomb lies dormant until a predefined condition is met; the code then triggers the unauthorized act.

	Where can we find macro virus?
	Embedded within a document. Activates whe viewed or opened

	Which codes are known as mobile codes? Can the mobile codes be run on heterogeneous platforms?
	Software (Script, macro etc) that can be shipped unchanged to a heterogeneous collection of platforms and execute with identical semantics.

	What is the use of rootkit?
	A set of hacker tools used after attacker has broken into a computer system and gained root-level access.

	What is a spyware?
	Software that collects information from a computer and transmits it to another system by monitoring keystrokes, screen data etc.

	Which attack kits were used to exploit flash vulnerabilities?
	Clickjacking

	Which attack kits were used to capture and exploit banking credentials?
	Trojan Horses
ZEUS 

	When a virus program is attached to a program, what will be the access permission for the virus program?
	The worm performed the task to discover other hosts known to this host that would allow entry from this host, was by examining a variety of lists and tables, including system tables that declared which other machines were trusted by this host, users’ mail forwarding files, tables by which users gave themselves permission for access to remote accounts, and from a program that reported the status of network connections.

	What is the difference between virus and worm?
	A virus is a malware, when executed, tries to replicate itself into other executable machine or script code. A worm is an independent computer program that can propagate a complete working version of itself onto other hosts on a network, usually by exploiting software vulnerabilities in the target system.

	How many components does a virus has?
	3   Infection trigger and payload

	What action is dealt by the infection mechanisms of a virus?
	Infection mechanism: The means by which a virus spreads or propagates, enabling it to replicate. The mechanism is also referred to as the infection vector.

	What is done by a trigger component in a virus?
	Trigger: The event or condition that determines when the payload is activated or delivered, sometimes known as a logic bomb.

	In a Virus lifetime is divided into how many phases?
	4 phases

	What is a dormant phase in a virus's lifetime?
	The virus is idle. The virus will eventually be activated by some event, such as a date, the presence of another program or file, or the capacity of the disk exceeding some limit. Not all viruses have this stage.

	What is a triggering phase in a virus's lifetime?
	The virus is activated to perform the function for which it was intended. As with the dormant phase, the triggering phase can be caused by a variety of system events, including a count of the number of times that this copy of the virus has made copies of itself.

	What is a propagation phase in a virus's lifetime?
	The virus places a copy of itself into other programs or into certain system areas on the disk. The copy may not be identical to the propagating version; viruses often morph to evade detection. Each infected program will now contain a clone of the virus, which will itself enter a propagation phase.

	What is the execution phase in a virus's lifetime?
	The function is performed. The function may be harmless, such as a message on the screen, or damaging, such as the destruction of programs and data files.

	What is a multipartite virus?
	Infects files in multiple ways. Typically, the multipartite virus is capable of infecting multiple types of files, so that virus eradication must deal with all of the possible sites of infection.

	When does a boot sector virus spread?
	Spreads when a system is booted from the disk containing the virus.

	What is a polymorphic virus?
	A form of virus that creates copies during replication that are functionally equivalent but have distinctly different bit patterns, in order to defeat programs that scan for viruses.

	Why the detection of a polymorphic virus is hard?
	Because of its distinctively different bit patterns.

	What is the difference between metamorphic and polymorphic virus?
	A metamorphic virus mutates and rewrites itself completely at each iteration and may change behavior as well as appearance.
A polymorphic virus mutates with every infection.

	How does an encrypted virus work?
	A portion of the virus creates a random encryption key and encrypts the remainder of the virus.

	How does the encrypted virus save the encryption key?
	The key is stored with the virus. When an infected program is invoked, the virus uses the stored random key to decrypt the virus. When the virus replicates, a different random key is selected.

	What is a stealth virus?
	A form of virus explicitly designed to hide itself from detection by anti-virus software. Thus, the entire virus, not just a payload is hidden. It may use code mutation, compression, or rootkit techniques to achieve this.

	Can a worm replicate itself or not?
	Yes it can.

	How does a worm starts its propagation phase?
	In the initial phase, the number of hosts increases exponentially. To see that this is so, consider a simplified case in which a worm is launched from a single host and infects two nearby hosts. Each of these hosts infects two more hosts, and so on. This results in exponential growth. After a time, infecting hosts waste some time attacking already infected hosts, which reduces the rate of infection. 

	In the worm propagation model why do we have a slow start/finish phase?
	Because in the start the worm needs time to find hosts to attach to and infect so that take some time. Within the end of the phase the worm eventually runs out of hosts to target. 

	Which bugs of UNIX operating system were exploited by Morris worm?
	Exploited a bug in the finger protocol which reports the whereabouts of a remote user

	What is WannaCry: virus/worm?
	Ransomware worm attack in May 2017 that spread extremely fast over a period of hours to days, infecting hundreds of thousands of systems belonging to both public and private organizations in more than 150 countries.

	What is the nature of WannaCry?
	It spread as a worm by aggressively scanning both local and random remote networks, attempting to exploit a vulnerability in the SMB file sharing service on unpatched Windows systems

	What is the payload for WannaCry?
	When installed on infected systems, it encrypted a large number of files matching a list of particular file types, and then demanded a ransom payment in Bitcoins to recover them.

	How does the mobile phone worms work?
	The target is the smartphone, which is a mobile phone that permits users to install software applications from sources other than the cellular network operator and communicates through Bluetooth or MMS. Mobile phone malware can completely disable the phone, delete data on the phone, or force the device to send costly messages to premium-priced numbers.

	Which interface is used by mobile phone worms for communication?
	Bluetooth wireless connections or MMS

	What is CommWarrior? How does CommWarrior propagate?
	The CommWarrior worm replicates by means of Bluetooth to other phones in the receiving area. It also sends itself as an MMS file to numbers in the phone’s address book and in automatic replies to incoming text messages and MMS messages. In addition, it copies itself to the removable memory card and inserts itself into the program installation files on the phone.

	What is a watering hole attack?
	Watering-hole attacks are a variant of drive-by-download attacks used in highly targeted attacks. The attacker researches their intended victims to identify web sites they are likely to visit, and then scans these sites to identify those with vulnerabilities that allow their compromise with a drive-by-download attack.

	What is malvertising?
	Malvertising is another technique used to place malware on websites without actually compromising them.

	How can an attacker hijack keystrokes using clickjacking?
	The attacker can force the user to do a variety of things from adjusting the user’s computer settings to unwittingly sending the user to Web sites that might have malicious code.

	How is phishing done?
	Here victims are lured by an email to log on to a website that appears genuine but that’s actually designed to still their passwords.

	Can we Phish a website with https protocol?
	Yes.

	What is pretexting?
	Phoning someone who has the information under a false pretext, usually by pretending to be someone authorized to be told it.

	What is the payload for Chernobyl virus?
	It infects executable files when they’re opened. And when a trigger date is reached, it deletes data on the infected system by overwriting the first megabyte of the hard drive with zeroes, resulting in massive corruption of the entire file system.

	What is the payload for Klez?
	Spreads by e-mailing copies of itself to addresses found in the address book and in files on the system. It can stop and delete some anti-virus programs running on the system. On trigger dates, being the 13th of several months each year, it causes files on the local hard drive to become empty.

	What is a persistent type rootkit?
	Persistent: Activates each time the system boots. The rootkit must store code in a persistent store, such as the registry or file system, and configure a method by which the code executes without user intervention. This means it is easier to detect, as the copy in persistent storage can potentially be scanned.

	What type of rootkit cannot survive a reboot?
	Memory based

	How does a rootkit behave in user mode?

	Intercepts calls to APIs (application program interfaces) and modifies returned results. For example, when an application performs a directory listing, the return results don’t include entries identifying the files associated with the rootkit.

	What is the difference between user mode and kernel mode rootkit?

	Kernel mode also hide the presence of a malware process by removing it from the kernel’s list of active processes.

	How does a virtual machine based rootkit work?

	This type of rootkit installs a lightweight virtual machine monitor, and then runs the operating system in a virtual machine above it. The rootkit can then transparently intercept and modify states and
events occurring in the virtualized system.

	What is an external mode rootkit?

	The malware is located outside the normal operation mode of the targeted system, in BIOS or system management mode, where it can directly access hardware.

	Which generation of anti-virus software just use malware signature to identify a malware?

	First generation: simple scanners

	How does the 2nd generation anti-virus software work to detect virus?

	· Uses heuristic rules to search for probable malware instances
· Another approach is integrity checking


	What is a sandbox and what is the use of sandbox?

	· The Sandbox allows the code to execute in a controlled environment where its behavior can be closely monitored without threatening the security of a real system

	What is the function of a host-based behavior blocking software?

	Integrates with the operating system of a host computer and monitors program behavior in real time for malicious action.

	Functions of ingress and egress monitors?
	An example of a detection technique for an ingress monitor is to look for incoming traffic to unused local IP addresses. The egress monitor is designed to catch the source of a malware attack by monitoring outgoing traffic for signs of scanning or other suspicious behavior.



Session 6
	Questions:
	Answers:

	How many classes of intruders available?
	4

	How do the Cyber-criminals meet to trade tips?
	They meet in underground forums with names like DarkMarket.org and theftservices.com to trade tips and data and coordinate attacks.

	What is website defacement?
	A website defacement is an attack on a website that changes the visual appearance of the site or a webpage. These are typically the work of system crackers, who break into a web server and replace the hosted website with one of their own.

	What is the skill-level for Activists?
	Low

	Which intruder class usually applies DoS attacks?
	Activist

	Which intruder class use APTs to form attacks?
	State sponsor

	Who are script kiddies?
	Apprentice

	What is the difference between Journeyman and Apprentice type Intruders?
	Journeyman use and alter attack kits, and also seek vulnerabilities. Apprentices use existing attack kits. Master write code.

	How many types of IDSs are available?
	3

	How many components do we have for the IDSs?
	3

	What are the components for the IDSs?
	Sensors - collect data
Analyzers - determine if intrusion has occurred
User interface - view output or control system behavior

	What is the purpose of user interface in an IDS?
	view output or control system behavior

	What is meant by the IDS requirement: "Resist subversion"?
	Hackers shouldn’t be able to change the code.
 

	What is meant by the IDS requirement: "To provide Graceful Degradation of Service"?
	If a component stops working, it shouldn’t affect other components that much.

	How is anomaly detected by an IDS?
	Involves the collection of data relating to the behavior of legitimate users over a period of time. Then current observed behavior is analyzed to determine with a high level of confidence whether this behavior is that of a legitimate user or alternatively that of an intruder.

	What are the common data sources for the HIDs?
	Call traces. Audit log files.

	What is an inline NIDS?
	Analyzes traffic in real time.

	What is a passive NIDS?
	Collects and analyzes data off line.

	What information is logged by a NIDS?
	The NIDS may examine network-, transport-, and/or application-level protocol activity.

	What is a honeypot?
	It’s a decoy system. Attacker doesn’t know it’s fake. Network admin wants to implement this to learn about an attackers attack pattern.

	How many classes of honeypots are available?
	2 classes
4. 
5. IPS
6. 
7. Sdrop drops the packet but doesn’t keep a log of it but drop keeps a log of it
8. If there is an error in the transmission then it gets rejected.
9. Without dropping, it could replace the code in that packet. To not drop, but replace the content of the packet. It’s implemented in the honeypot sometimes.
10.   

	Difference between low interaction and high interaction honeypots?
	Low interaction: simulated most of the time & high interaction: real, but if compromised, it can use that as a source and attack all other servers in that facility.

	What is Snort?
	Snort is an open source, highly configurable and portable host-based or network-based IDS. Snort is referred to as a lightweight IDS, which has the following characteristics:
· Easily deployed on most nodes (host, server, router) of a network
· Efficient operation that uses small amount of memory and processor time
· Easily configured by system administrators who need to implement a specific security solution in a short amount of time

	What are the components of Snort architecture?
	· Packet decoder
· Detection engine
· Logger
· Alerter

	What is snort inline?
	· Enables Snort to function as an intrusion prevention system
· Includes a replace option which allows the Snort user to modify packets rather than drop them
· Useful for a honeypot implementation
· Attackers see the failure but cannot figure out why it occurred

	What are the rules available in Snort inline to provide intrusion prevention features?
	Drop, Reject and Sdrop

	What is the difference between drop and sdrop in case of Snort inline?
	· Drop: Snort rejects a packet based on the options defined in the rule and logs the result.
· Reject: Snort rejects a packet and logs the result. In addition, an error message is returned. 
· Sdrop: Snort rejects a packet but does not log the packet.

	What happens in Snort inline rule "REJECT"?
	Snort rejects a packet and logs the result. In addition, an error message is returned.

	What is "Replace" option in Snort inline?
	Without dropping, it could replace the code in that packet. To not drop, but modify the content of the packet. It’s implemented in honeypot sometimes.

	What is the benefit of using "Replace" in Snort inline?
	Snort Inline disables the attacks, which ultimately fail. The attackers see the failure but can’t figure out why it occurred.

	Different types of rules in Firewalls?
	· Internet connectivity is essential
· Effective means of protecting LANs
· Inserted between the premises network and the Internet to establish a controlled link
· Used as a perimeter defense

	Firewall Filter Characteristics
	· IP address and protocol values
· Application protocol
· User Identity
· Network activity

	Limitations of Firewalls
	· Cannot protect against attacks bypassing firewall
· May not protect fully against internal threats
· Improperly secured wireless LAN can be accessed from outside the organization
· Laptop, PDA, or portable storage device may be infected outside the corporate network then used internally

	What are the default policies for packet filtering firewalls?
	· Discard - prohibit unless expressly permitted
· More conservative, controlled, visible to users
· Forward - permit unless expressly prohibited
· Easier to manage and use but less secure


	Can we restrict protocol usage in the firewalls?
	Yes, you can allow TCP & UTP traffic and also deny any filter.

	What is a stateful inspection firewall?
	It creates a database for all the connections from the inside network to the outside network.

	Which protocol's traffic is inspected in the stateful inspection firewall?
	TCPs.

	What is a benefit for the stateful inspection firewall to keep track of TCP sequence?
	So that if the attackers are playing around with the sequence then they could find attackers.

	What is a circuit level gateway?
	Two connections. One is from inside network to the device. And one is from outside network to the device. It saves your inside network from your outside network. One requirement to implement the circuit level gateway is that you have to trust one connection, like the inside connection, and because of that contents within the outgoing traffic isn’t checked.

	In what situation you are going to install a circuit level gateway?
	When inside users are trusted.

	What is UTM?
	Unified Threat Management

	What is cross-site scripting?
	Attacker writes a comment but it includes an attack code, and it behaves like a malicious code.

	How is buffer overflow done?
	The attacker tries to allocate more memory than the capacity of the variable.

	Why unvalidated input is a flaw?
	You could have malicious and sequel injection code.

	What is the key rule for defensive programming?
	You have to assume anything.

	How is input size and buffer overflow related?
	The size of the input will be more than the allocated buffer.

	What is a temporary file? Why do different programs create temporary files?
	When the software wants to save a temporary file. To contain a schedule.

	What is a vulnerable point regarding temporary files?
	The attackers can create a problem by using the process ID to rename the file. Because the ID could be predicted by attackers to then find information about the software.

	How can a program define a safe temporary file?
	You could come up with a random file name to ensure attackers don’t find it.

	What is a handshake in a communication?
	Handshaking begins when one device sends a message to another device indicating that it wants to establish a communications channel. 

	How is an handshake established?
	The two devices then send several messages back and forth that enable them to agree on a communications protocol.

	After a successul handshake, what is shared by client and server?

	The server and client can now exchange messages that are symmetrically encrypted with the shared secret key.

	After a successful handshake how does the client and server communicate? (use symmetric/asymmetric encryption algorithm)
	Symmetric Encryption Algorithm




Above 4 questions about “Handshakes” are from Session 3.
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