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Section 1.1 – Information System’s Role in Business
Information Systems’ Impact on Business Operations
· Business undertake enterprise-wide IT initiatives to:
· Lower costs
· Improve productivity
· Generate growth
· IT provides:
· Communication (very important)
· Data and information analysis
· Organizations typically operate by functional areas/aka “silos”
· Departments must function interdependently to share common info.
Information Systems Basics
· Information Systems (IS): Computer based tools that used to work with information and support the info and information processing needs of an organization.
· This includes: hardware, software, trained personnel, policies and procedures and security measures.
· IS is an enabler of business success and innovation.
· Information Technology (IT): Acquisition, processing, storage, and distribution of voice, text, and #s and other information by a combination of computers and telecommunications networks.
· Management Information Systems (MIS): Function that plans for, develops, implements, and maintains IS hardware software, and applications that people use to support the goals of an organization
· MIS is a business function, similar to accounting, finance, HR, etc.
Data: Raw facts that describe the characteristics of an event/object.
Information: Data converted into meaningful and useful context.
Business Intelligence (BI): Information collected from multiple sources that analyzes patterns, trends, and relationships for strategic decision making.
Knowledge: Skills, experience, and expertise, coupled with information and intelligence, that creates a person’s intellectual resources.
Relationship Among People, Processes, Information Technology and Information
· People use processes to work with IS to produce info.
Information Cultures: Different information cultures found in organization
· Information-Functional Culture :
· Information-Sharing Culture best one
· Information Inquiring Culture :
· Information Discovery Culture 
Information System Roles and Responsibilities 
· Chief Information Officer (CIO): Oversees all uses of IT and ensures the strategic alignment of IT with business goals and objectives.
· Chief Knowledge Officer (CKO): Responsible for collecting, maintaining, and distributing the organization’s knowledge.
· Chief Privacy Officer (CPO): Responsible for ensuring the ethical and legal use of information.
· Chief Security Officer (CSO): Responsible for ensuring the safety of IT resources including data, hardware, software, and people
· Chief Technology Officer (CTO): Responsible for ensuring the throughput, speed, accuracy, availability, and reliability of IT
CIO’s Top Priorities 
· Game Changing Activities 
· Driving business innovation
· Cultivating IT-business relationship
· Developing business strategy
· Service/Cost Centre Activities 
· Improving IT operations
· Developing new systems
· Controlling IT costs
Section 1.2 – Business Strategy
· Competitive Advantage: Product/service that an organization’s customers place a greater value on than similar offerings from a competitor.
· First Mover Advantage: Occurs when an organization can significantly impact its market share by being first to market with a competitive advantage
· Always temporary as it’s quickly copied.
Identifying Competitive Advantage
· Environmental Scanning: Acquisition and analysis of events and trends in the environment external to an organization.
· 3 common tools used:
· Porter’s Five Forces Model
· Porter’s 3 Generic Strategies
· Value Chains
Michael Porter’s Five Forces Model
1. Buyer Power:
· Ability of buyers to affect the price of an item
· Generated for the buyer when it accounts for the largest percentage of a business’s profit.
· Switching Cost: Amount of benefits (monetary/non-monetary) a consumer must give up to go to another buyer. 
· Loyalty Program: Rewards customers cased on the amount of business they do with an organization.
· Increases the switching costs for buyers.
2. Supplier Power:
· Ability of suppliers to set prices and terms.
· How to reduce threat of supplier power:
· Make sure to diversify the suppliers you have.
· Sign long-term contracts.
· Buy other suppliers.
3. Substitute Product or Service:
· Alternatives to a product or service.
· How to reduce threat:
· Being innovate
· Protect business
· Loyalty programs increase switching costs and reduce this threat
4. New Entrants: Ease of which new competitors can enter a market.
· How to minimize threat of new entrants
· Lobbying
· Raising the setup cost (fixed cost)
· Buy own competitors, to prevent them from becoming huge threats.
· Entry Barrier: Feature of product/service that customers have come to expect and entering competitors must offer the same for survival.
5. Rivalry Among Competitors (Strongest/most threatening): Amount of direct conflict between businesses in a specific industry.
· Product Differentiation: Unique differences in the features of products/services that influence demand.






[image: ]Porter’s Three Generic Strategies:
· Using single generic strategy makes efficient use of resources 
· First selection is broad/narrow focus
· Within broad focus, choose cost leadership or differentiation
· Narrow focus is a single generic strategy
Value Creation: 
· Business Process: Standardized set of activities that accomplish a specific task/objective.
· Value Chain: Series of business processes, each adding value to the final product/service.
Business-Driven Information Systems
· Porter’s Five Forces Model: External analysis of industry forces impacting on the organization.
· IS collects, processes, and reports Environmental Scan information.
· IS provides technology to support strategies to limit the threat of the forces.
· Three Generic Strategies: The strategic decision a company can make in about its business focus.
· IS can run stimulations and models of possible alternatives updated in real time.
· Value Chain: Internal analysis that helps a business optimize the value from its functions.
· IS integrates the functions by enabling critical data/information sharing. 
· Business-Driven Information Systems: Information systems developed to support a business’s competitive strategy.
· Business strategy drives information systems design and choices.

Section 2.1: Decision-Making and Information Systems 
Making Business Decisions
Managerial Decision-Making Challenges
· Managers need to analyze large amounts of information.
· Innovations in communications and globalization have resulted in a dramatic increase in the variables and dimensions people need to consider when making a decision, solving a problem, or appraising an opportunity.
· Managers must make decisions quickly.
· Time is of the essence and people simply do not have time to sit through all the information manually.
· Managers must apply sophisticated analysis techniques, such as Porter’s strategies/forecasting, to make strategic decisions.
· Due to the intensely competitive global business environment, companies must offer far more than just a great product to succeed.
· Common Company Structure – Decision making and problem solving occur at each level in an organization. 
· Strategic Decision Making: Managers develop overall strategies, goals, and objectives.
· Unstructured decisions – Occurs in situations in which no procedures/rules exist to guide decision makers towards the correct choice.
· Managerial Decision Making: Middle level decisions, not for long term (more like medium term) – Employees evaluate company operations to identify, adapt to, and leverage change.
· Semi-structured Decisions: Occur in situations in which a few established processes help evaluate potential solutions.
· Operational Decision Making: Day to day decisions, Employees develop, control, and maintain core business activities required to run day to day operations.
· Structured Decisions: 
Measuring Success: 
· Project: Temporary activity a company undertakes to create a new product, service/result.
· Metrics: Measurements that evaluate results to determine whether a project is meeting its goals
· Common Types:
· KPI (Key Performance Indicators)
· Efficiency (throughput, transaction speed, system availability, information accuracy, response time) and Effectiveness (Usability, customer satisfaction, conversion rates, financial goal achievement)
Critical Success Factors: The crucial steps companies make to perform to achieve their goals and objectives and implement strategies.
· Create high quality products
· Retain competitive advantage
· Reduce product costs
· Increase customer satisfaction 
· Hire and retain the best professionals 
Key Performance Indicators (KPI): Quantifiable metrics a company uses to evaluate progress towards critical success factors.
· Turnover rates of employees
· Number of product returns
· Number of new customers
· Average customer spending
Benchmarking
· Baseline: Baseline values the system seeks to attain
· Benchmarking: Process of continuously measuring system results, comparing those results to benchmark values, and identifying steps and procedures to improve system performance.
Types of Information
· Transactional Data: Encompasses all the raw facts within a single business process/unit of work.
· Supports daily operational tasks
· Ex: Order size, manager’s salary, product price, stock price, shipping date
· Analytical Information: Summarized transactional data
· Used to support decision making
· Ex: Market trends, forecasts, sales by region, environmental scans
Types of Information Processing
· Online Transactions Processing (OTP): Captures, stores, updates, and processes data according to defined rules.
· Online Analytical Processing (OLAP): Summarization or aggregation of raw data from transaction systems.
· Data transformed into information for the managerial and strategic organizational levels.
· Granularity: Level of detail from raw data (granular/fine) to summarized data (coarse).
Business Intelligence: Broad term describing the information supporting analytical and strategic decision-making.
· Consolidation: Aggregation of information into groups of interrelated information.
· Drill-Down: Breaking out of details into successive levels of greater granularity. 
· Slice-and-Dice: Grouping data in different ways to offer differing perspectives. 
Three Major Classes of IS:
· Transactions Processing Systems: Handles data for the operational level.
· Performs OLAP for transactional data (Ex: Payroll and order entry).
· Decision Support Systems: Models data and information to support managerial decisions.
· Performs OLAP.
· Executive Information Systems: Highly aggregated data for strategic decisions.
· Usually presented in a graphical format.
Quantitative DSS (Digital Support System) Models
· Sensitivity Analysis: Changing one factor in the analysis and observing the change in result.
· What If Analysis: Changing a basic assumption in the analysis and observing the impact on the result.
· Often used for contingency plans.
· Goal-Seeking Analysis: Determining the optimal configuration of resources necessary to achieve a stated goal.
Executive Information Systems: Specialized DSS for senior managers and executives.
· Uses external as well as internal data.
· Essential results at a glance.
· Visualization tools display key results.
Digital Dashboards: Integrates information from multiple components and presents it in a unified display.
Artificial Intelligence (AI): Simulates human intelligence such as the ability to reason and learn.
· Intelligent System: Various commercial applications of artificial intelligence.
· Types of Artificial Intelligence
· Expert Systems
· Neural Networks
· Genetic Algorithms
· Intelligent Agents
· Virtual Reality 
AI Expert Systems: Software applications that imitate human reasoning in a specific subject area.
· Three components of expert systems:
· Knowledge Base: Database containing objective information and subjective experience – Contributions from leading experts.
· Set of Rules: Similar to a search engine, compiles knowledge and specific situation.
· User Interface: Allows non-technical individuals to more easily ask questions of the system.
AI Neural Networks: Attempts to evaluate the way the human brain works in:
· Learning and adjusting to new circumstances on its own
· Functioning without complete information 
· Coping with large amounts of information and many variables
· Analyzing non-linear patterns
Uses: Decisions that involve patterns or image recognition 
· Problems where “rules”/logical pathways are unknown
Fuzzy Logic: Mathematical method of handling imprecise/subjective information.
AI Genetic Algorithms: System that evaluates thousands of options choosing the most likely to succeed.
· Optimization: Finds the combination of inputs produce the best output.
· Works faster with more possibilities than any human
· Uses: Which set of projects should a company invest in?
· Network configuration selects the lowest cost among millions of possible connections.
AI Intelligence Agents and Multiagent Systems: Specialized applications that complete online tasks that require decision-making; based on a programmed “set of rules” that can adapt to changing situations.
· Shopping Bot: Application that searches the net for products, negotiates price and executes transactions for businesses.
· Multiagent: Intelligence agents that work independently and interact with each other.
· Agent-based Modelling: Use of multi-agent systems to stimulate and predict behaviour of human organizations.
AI Virtual Reality: Computer generated environment that stimulates a real world/imaginary world experience.
· Uses: Flight simulation for pilot training
· Surgery conducted from a remote site. Visual images guide the surgeon who manipulates equipment many miles away.
· Remote use of hazardous equipment to dispose of hazardous waste.
· Entertainment.

Section 2.2 – Business Processes
Understanding the Importance of Business Processes
Business Process: Standardized set of activities that accomplish a specific task; Transform a set of inputs into a set of outputs (goods and services).
· Types of Business Processes: Customer check-out process, order delivery processes, invoicing processes, payroll processes, etc.
· Importance: Determine bottlenecks, eliminate duplication, identify and benchmark smooth running processes.
The Order-to-Delivery Process
· Step 1 Marketing: Create campaign and check inventory
· Step 2 Sales: Place order, notify production and check credit
· Step 3 Operations Management: Manufacture goods
· Step 4 Accounting and Finance: Deliver goods and bill customer
· Step 5 Customer Service: Support sale
Customer and Business Facing Processes
· Customer Facing Processes: Result in a product or service that’s received by an organization’s external customer.
· Business-Facing Processes: Are invisible to the external customer but are essential to the effective management of the business.
Business Process Modeling (Mapping): Activity of creating a detailed flow chart/process map of a work process showing its inputs, tasks, and activities, in a structured sequence.
· Business Process Model: Graphic description of a process, showing the sequence of process tasks, which is developed for a specific.
· As Is Process Model: Current state of the operation without improvement or changes.
· To Be Process Model: Shows the results of proposed changes to As-Is model.
Business Process Improvement: Attempts to understand and measure current processes and make performance improvements accordingly.
· Three conditions for initiating a business process change:
· A pronounced shift in the market the process was designed to serve.
· Company is markedly below industry benchmarks on the performance of its core processes.
· To regain competitiveness, the company must leap-frog the competition on key dimensions. 
· Workflow: Tasks, activities, and responsibilities required to execute each step in a business process.
· Critical Ingredients in Process Improvement: Understanding workflow, customer expectations and the competitive environment.
· Steps: Document As-Is process -> Establish Measures -> Follow Processes -> Measure Performance -> Identify and Implement Improvements -> Restarts Cycle
Business Process Engineering (BPR): Analysis and re-design of workflow within and between enterprises.
· Isn’t built off the old process – it’s always revolutionary, not evolutionary.
· A vision is created, and an entirely innovated process is implemented.
· Business process re-engineering model: Set project scope -> study competition -> create new processes -> implement solution
Business Process Re-Engineering: Results in a better, faster, and cheaper and redefining best practices in the industry.
· Focus must be on core business activities:
· Does it impact highly on customer satisfaction?
· Is it consistent with the strategic direction?
· Is it crucial for productivity improvement?
· Does it fall below best in class?
Business Process Management: Integrates all of an organization’s business processes to make individual processes more efficient.
· Focus on People and Systems: Focuses on evaluating and improving processes that include both person-to-person workflow and system-to-system communications.
· Works across functional areas so IT and functional managers must understand each other and work together.
· Requirements: Flexibility with cultural and organizational change.
· Willingness to share power and information.

Section 3.1 Data, Information, and Knowledge
Organizational Data and Information
For specific business issues, employees must be able to obtain and analyze all relevant data.
· Data comes in different levels, formats, and detail
· Granularity: Level of detail
· Course Granularity: Summarized data
· Fine granularity: Often raw data
· Surprising and valuable results from compiling, sorting, and analyzing data of multiple types.
Classification of Data and Information
Levels, Formats, and Granularities of Organizational Data and Information
· Levels: Individual, Department, Enterprise
· Formats: Document, Presentation, Spreadsheet, Database
· Granularities: Detail (Fine), Summary, Aggregate (Coarse)
Transactional Data Versus Analytical Information
· Transactional Data: Parking car, sales receipt.
· Analytical Information: Product statistics, projections.
Value of Timely Data and Information
Timeliness of data depends on the decision that requires it.
· Real Time Data and Real Time Information are immediate and up to date. Permit:
· Smaller inventories
· More efficient operations 
· Faster diagnosis and solutions to problems
· Faster cycle times for cash, sales, deliveries, and payments
Data and Information Quality EXAM STUFF
Characteristics of High-Quality Data and Information
· Accuracy: Are all the values correct?
· Completeness: Are any of the values missing?
· Consistency: Does aggregate or summary information agree with detailed information?
· Uniqueness: Is each transaction, entity and event represented only once in the information?
· Timeliness: Is the information current with respect to the business environment?
Data Governance: Refers to the overall management of the availability, usability, integrity, and security of organizational data.
· Businesses are required to have policies specifying accountabilities for data quality, security, privacy, and as to who can access what data and information.
· Must comply with government laws and regulations, and accounting and other professional policies and by-laws.
Knowledge: “Actionable information” that requires:
· Understanding of the information
· Ability to make inferences between “tidbits” of information
· Be able to apply the information in the appropriate context
· Explicit Knowledge: Which can be documented
· Tacit Knowledge: Contained in people’s heads
Knowledge Management: Process through which organizations generate value from their intellectual and knowledge-based assets
· Codifying employees, partners, and customers knowledge
· Cultivating and promoting of use of organizational knowledge that resides within human experts
Knowledge Management in Business
· Has assumed greater importance as “baby-boomers” retire or employees are lost to outsourcing.
· Provides a competitive advantage when expertise can be accessed whenever it is needed
· Knowledge Management Systems (KMS): Capture, organize, and disseminate knowledge 
· Shadowing: Involves less experiences person observing an expert
· Joint Problem Solving: Novice and expert working together on a project
Effective KMS should:
· Foster innovation by encouraging the flow of ideas
· Improve customer service by reducing response time
· Boost revenue by reducing time-to-time market
· Enhance employee retention by recognizing employee value
· Streamline operations and reduce costs by eliminating redundant or unnecessary processes
KM Technologies
· Knowledge Repositories (Databases)
· Expertise Tools often involving some AI
· E-Learning applications
· Discussion and chat technologies
· Search and data mining tools
· Use of mobile technologies
Crowdsourcing: Collecting knowledge from outside the organization
· Power to tap into emerging trends
· Cheaper, more innovative and more customer-friendly results
· Use of mobile technologies 
KM and Social Networking
· Social Networking Analysis (SNA): Process of mapping a group’s contacts to identify who knows whom and who works with them
· Displays remotely connected employees
· Can identify experts in a required field
· Can create “communities of practice”
· Identifies knowledge flows through an organization
Business Intelligence: Application and technologies that are used to gather, provide access to, and analyze information to support decision-making
· Big Data: Vast quantities of data collected from multiple sources such as suppliers, customers, competitors, etc.
· Analyzed for patterns, trends and relationships for strategic decision-making
· Broadly encompasses analytics to data structures
· Business Analytics: Use of predictive, applied and statistical analysis to explore an organization’s data
Three Integrated Forms of BI
· From operational BI through tactical BI to strategic BI
· Analysis becomes increasingly complex and less repetitive
· Risks and rewards from the analysis increase

Categories of BI Benefits
· Direct Quantifiable Benefits: Measurable and observable benefits – ex; lower cost or faster cycle time
· Indirect Quantifiable Benefits: Measurable but observed through other events – ex; increase in customer orders because sales representatives are happier because commissions are paid more accurately and faster 
· Unpredictable Benefits: Unexpected – ex; new “green” process has higher profit margin
· Intangible Benefits: Not directly observable such as improved reputation or morale
Visual Business Intelligence
· Infographics: Charts and pictures representing data sets; easily understood comparisons
· Data Visualization and Visualization Tools: Sophisticated mathematical models
· Ranging from time series graphs to webs of networks and clusters formed from thousands of points
· Identifying trends, emerging markets, etc.
· Intelligence Dashboards: Key decision data electronically displayed in multiple charts, graphs and other visualization tools
· Dynamically updated in real time

Section 3.2 Delivering Information, Knowledge, and Intelligence Across the Organization
Collaboration Systems
· Unstructured Collaboration: Document exchange, shared whiteboards, discussion forums and emails.
· Structured Collaborations: Participating in business processes such as workflow, where the way knowledge is used as hard-coded rules.
Businesses Uses of Collaboration
· When expertise is required that is beyond the scope of an individual or an organization
· Types of collaborations include: Teams, partnerships, strategic alliances
· Core Competency: Organizational strength
· Core Competency Strategy: When an organization focusses on what they do best
· Teaming up with other businesses adds complementary resources
· Information Partnership: 2/more companies integrate their information systems
Social Business: Defined by IBM as that which puts people and the value of human connections front and centre.
· Operated for the benefit of addressing social needs and enables society to function more effectively.
· KM and Collaboration Tools:
· Brings people and technology together
· Use of AI and Social Media to help in knowledge sharing
· Some of the tools Accenture suggest improving content creation and sharing are: Wikis; Discussion forms; visual navigation; data mining tools
Content Management Systems: Provides tools to create, manage, store, edit, search, and publish information in a collaborative environment.
· Content management reduces duplication, increases accessibility, improves security, and reduces fraud. 
· Provided by large outside vendors but also smaller suppliers specializing in legal, medical, or other specific application.
Workflow Management: Facilitates the automation and management of business processes and controls the movement of work through the business process.
· Workflow: Defines all the steps or business rules, from beginning to end, required for a business process.
· Workflow software automates many business tasks and accurately routes information electronically. 
Types of Workflow Systems
· Message-based Workflow System: Uses the email system to send out work assignments
· Tracks the flow of work completed and to be done
· Automatically routes the work in process to the next individual
· Database based Workflow System: Project documentation is held in a central location
· Team members log in to access document to work on
· Advantages of Workflow Systems: Unifies format, process support, allows for communication and collaboration in a unified environment
Groupware: Software that supports team interaction and dynamics including calendaring, scheduling and video conferencing
· Synchronous Groupware: Allows collaboration when team members work together at the same time
· Asynchronous Groupware: Allows collaboration when group members are working at different items.
· Groupware integrates various systems and functionalities into a common set of services or a single application
· Can represent a wide range of systems and different ways to integrate them
Advantages of Groupware Systems
· Facilitates communication
· Enables telecommuting
· Reduces travel costs
· Allows for sharing expertise
· Facilitates forming groups with common interests without problems of geographic distances
Videoconferencing: Uses telecommunications to bring people at remote sites together for a meeting.
· Point to Point: Links two sites
· Multi Point: Links more than two sites
Web Conferencing: Blends audio, video, and document-sharing technologies to create virtual meetings.
· Interaction is in real-time using phone, email, text, or VoIP
· Users need an account and to download a small app
· Not restricted to special hardware or software
Enterprise Portals: Single point Web browser interface used within an organization to gather, share and disseminate information.
· Information gateway, a directory of information with links to the on-line resource
· Confidential resources are assessed using a login and password
Uses of Enterprise Portals
· Primary purpose is to help employees navigate organizational information
· Secondary purpose is to provide unique content such as:
· Workflow and project management software, expense reporting and travel reservation applications, and other specialized functions
· Features that support information and knowledge sharing:
· Publishing facility on to which users post and index information 
· Automatic indexing facility that immediately indexes information 
· Subscription facility that notifies and distributes relevant information 
· Intelligence agents that understand user preferences to help find her relevant information and present it in a useful way
Instant Messaging: Synchronous real-time communications between two individuals 
· Uses:
· Sharing web links and sound files
· Viewing images stored on someone else’s device
· Streaming content
· Talking and texting
Role of Mobile Devices
· M Learning: Uses portable, wireless computing devices to enable mobile learning.
· Trends:
· SMS used for information dissemination, retrieval and storage
· Mobile and smart phones for creating and transferring knowledge at the individual and group level
· Use of SMS/MMS camera, video, email, chat and web conferencing for m-learning.

Section 5.1 – Business and the Internet 
Web 1.0 Disruptive Technology
· Digital Darwinism: Implies that organizations which cannot adapt to the new demands placed on them for surviving in the new information age are doomed to extinction.
· Disruptive Technology: New way of doing things that opens new markets and destroys old ones.
· Sustaining Technologies: Provides improved products in an established market
The Internet and the World Wide Web
· ARPANET: Bomb-proof communications network
· Operated by the US Department of Defense and Academia 
· Difficult to access and operate
· Internet: Global public network of computer networks
· Data is transmitted by use of Protocols: Standards specifying format and transmission rules. 
· World Wide Web: Global communications application using the Internet
· Uses HTTP protocol to link resources anywhere on the Internet 
Guiding the Internet
· No one entity operates the Internet
· Setting Standards and Guidelines
· Internet Engineering Task Force (IETF): Protocol Engineering and Development 
· Internet Architecture Board (IAB): Defines the configuration of the Internet infrastructure; provides broad directions to the IETF
· Internet Engineering Steering Group (IEGS): Technical management of the IETF and Internet standards process
Growth of the World Wide Web: The Web is the medium for publishing information on the Internet and serves as a platform for the electronic company.
· Reasons for growth of the WWW: 
· The microcomputer revolution made it possible for an average person to own a computer
· Advances in software, hardware, and media have made it possible for business PCs to be inexpensively connected to larger networks
· Browser software such as Microsoft’s Internet Explorer and Netscape Navigator have given computer users an easy-to-use graphical interface to find, download, and display Web pages
· Speed, convenience, and low cost of email have made it an incredibly popular tool for business and personal communications
· Basic Web pages are easy to create and are extremely flexible
· Smart phones and other mobile devices create easy, anywhere access.
Development of the WWW
· Primarily text-based until 1991
· Two innovations that established the WWW of today:
· [bookmark: _Hlk526260593]Tim Berners-Lee 
· Developed HTML markup language that allowed links to other internet resources to be built into a Web page
· Created the first web page with instructions on setting up a browser and a web server
· Marc Andreessen
· Developed Mosaic, browser software
· Digital Divide: Identifies the social and economic disadvantage to those without internet technology versus those who have it
Internet’s Impact on Information
· Easy to compile
· Increased richness
· Increased reach
· Improved content
E-Business
· E-Commerce: Buying and selling of goods and services over the Internet
· E Business: Conducting of business on the Internet including not only buying and selling, but also serving customers and collaborating with business partners.
Advantages of E Business
· Information Reach: Expand the numbers of people a business can target
· Information Richness: Increase the depth and breadth of details in communications
· Mass Customization: Provide a range of features in standard products that can be altered to customer specifics.
· Personalization: Understand customers sufficiently to provide not only products but ways of doing business specifically suited to them
Opening New Markets
· Intermediaries: Agents, business or software which provides an infrastructure to bring buyers and sellers together
· Disintermediation: Occurs when business use the Web to connect directly to customers and by-pass intermediaries 
· Reintermediation: Addition of entities into the value chain to improve the business process
· Cybermediation: Creation of new types of intermediation as a result of the Internet and the WWW
Further Advantages of E-Business
· Reducing Costs: Business processes that take less time and human effort
· Improving Communications: Communications customized to meet consumer needs and available 24/7
· Improving Effectiveness: Web sites must increase revenue and new customers and reduce service calls
· Interactivity Metrics: Measure E-business success: Number of repeat visits, times spent on site and number of pages viewed among other activities.
Types of E-Business Marketing Initiatives
· Associate: Provides commissions or referral fees when a customer at one site clicks through to a link to another merchant’s site.
· Banner ad: Box running across the top of a website advertising the products and services of another business.
· Click-through: Count of a visitor to a site when the visitor clicked on an advertisement linked to the advertiser.
· Cookie: Small file deposited in the browser’s computer. Cookies perform legitimate services to foster transactions. Others illegally track customer activities without their permission.
· Pop up Ad: Promotional web page appears in front of the current site. Pop under appeards after the original web page is closed.
· Viral Marketing: Word of mouth advertising. 
 Marketing via E-Business
· Clickstream Data: Can observe the pattern of customer navigation through a site. Analysis can provide information on:
· Number of page views 
· Pattern of websites visited, including most frequent exit page and most frequent prior website
· Length of stay on the website
· Dates and times of visits
· Number of registrations filled out per 100 visitors
· Number of abandoned registrations
· Demographics of registered visitors
· Number of customers with shopping carts
· Number of abandoned shopping carts
Metrics Measuring Website Success 
Website Visit Metrics
· Stickiness (visit duration time): Length of time a visitor spends on a website
· Raw Visit Depth (total web pages exposure per session): Total number of pages a visitor is exposed to during a single visit to a website.
· Visit Depth (Total unique web pages exposure per session): Total number of unique pages a visitor is exposed to a single visit to a website.
Website Visitor Metrics
· Unidentified Visitor: Visitor is an individual who visits a website. “Unidentified visitor” means that no information about that visitor is available.
· Unique Visitor: Unique visitor is one who can be recognized and counted only once within a given period of time.
· Identified Visitor: ID is available that allows a user to be tracked across multiple visits to a website.
Business-to-Business E-Marketplace Advantages
· Online access to data, such as the shipping date, delivery date, shipping status
· Electronic Marketplace/E-Marketplace: Interactive communities provide a central market for multiple buyers and sellers.
· Provide market efficiencies by automating relationships between buyers and sellers.
Forms of B2C Operations: 
· Brick and Mortar Business: Business that operates in a physical store without an Internet presence
· Click and Mortar Business: Business that operates in a physical store and on the Internet
· Pure Play (Virtual) Business: Business that operates on the Internet only without an physical store.
Types of C2C Communities
· C2C applies to sites where consumers interact with each other over the internet
· Offering goods and services as on eBay
· Web-based discussion forums or chat rooms
· Community of Interest: Where people interact on the basis of specific topics.
· Communities of Relations: Where people come together to share life experiences: cancer patients, car enthusiasts
· Communities of Fantasy: Where people create imaginary environments 
Organizational Strategies for E-Business
· Marketing Sales: Direct selling, earliest type of e-business
· Now integrating 360-degree rotating product view, interactive customization of products and live video steaming
· Customer Service: Use of traditional and interactive communication tools to connect the consumers in the way they prefer
· Cost per online contact can approach zero
· Challenge is privacy and consumer protection
Consumer Financial Services: Encompass facilitating payments and sales of financial products and services.
· Types of online consumer payments
· Financial Cybermediary: Web-based company facilitating payments online
· Electronic Funds Transfer (EFT): Mechanism for sending payment from a chequing or savings account
· Electronic Bill Presentment and Payment (EBPP): System sends bills over the Web. Facilitates payment with a click of a button.
· Digital Wallet: Software for secure transactions and includes transactions information such as delivery date. 
Financial Services for Business
· Electronic Data Interchange (EDI): Computer to computer data exchange
· Provided through a VAN (Value-added network), private network providing high capacity data exchange
· Financial EDI (Financial Electronic Data Exchange): Standard process for business-to-business payments
Electronic Trading Network: Support business-to-business provide network services, information exchange, improved security and guaranteed service levels. 
Procurement
· Maintenance, Repair, and Operations (MRO): Relate to running the business, not primary inputs to operations
· Often processing these purchases cost more than the value of the purchase
· E-Procurement: B2B purchase and sale of supplies over the Internet
· Direct computer-to-computer links with suppliers
· Electronic Catalogue: Reduce cost of search and ordering
E-Business Benefits
· Highly Accessible
· Increased customer loyalty
· Improved information content
· Increased convenience
· Increased global reach
· Decreased cost
E-Business Challenges
· Protecting Consumers: Against unsolicited communication, illegal or harmful goods, insufficient information, cyberfraud
· Leveraging Existing Systems: Integrating systems across business to avoid duplicate functionality and maintain performance and reliability 
· Providing Security: Against accidental or malicious misuse without restricting flexibility
· Protecting privacy and ensuring continuous service
· Adhering to Taxation Rules: As e-business expands, new policies and law must be established.
 E-Business Security Methods
· Encryption: Scrambles information into a secure form requiring a decoding key to enable reading
· Secure Socket Layer (SSL): Creates a secure and private connection between sender and receiver and encrypts the information 
· Identified by a URL beginning with https
· Secure Electronic Transaction (SET): Encrypted information sent over a secure connection
· Enables customer authentication for credit card purchases
Section 5.2 – Web 2.0 and Beyond
Web 2.0: Economic, social, and technology trends forming the basis for the next generation of the Internet
· Refers not to a new WWW but to how it will be used by software developers and end users
· Changes initiated by
· Billions of people who have access
· More mobile devices than laptops
· Wide availability of broadband
Mashups: Website/web application that uses content from more than one source to create a completely new product/service
· Application Programming Interface (API): Set of routines or protocols for building software applications
· Mashup Editor: Allows users to mix data from a wide range of sources
Web 3.0: The Semantic Web: Provides a way of describing relationships between web pages so that machines understand the meaning of hyperlinked information
· Transforming the web into a database: Emergence of a data-driven web where structured records can be reusable and queried remotely 
· Allows unparalleled information sharing because communication forms and files have common formats
· Evolutionary path to artificial intelligence: Learning systems (artificial intelligence) use large data sets to make predictions, discover new patterns in behaviour and provide insight into problem diagnosis
· Realization of the semantic web and SOA
· SOA (Service Oriented Architecture): Collection of digital online services that communicate with each other
· Goal is to integrate existing systems in order to support end-to-end business processes across the value chain
· Evolution to 3D
· Multi-dimensional data visualization
· Support 3D graphics, animation, physical simulations and real time communication, among others
Accessing Internet Information
Four tools for accessing Internet information 
· Intranet: Internalized portion of the Internet
· Protected from outside access, for employees’ use
· Host a variety of internal information and resources
· Extranet: Internet that’s available to strategic allies from their sites
· Often used when there are shared initiatives 
· Portal: Password protected web site
· Offers links to a broad array of resources
· Kiosk: Publicly accessible computer
· Often designed for a specific purpose
E-Government Models: Uses strategies and technologies to improve services and communication with the citizen-consumer
· Constituent to Government (C2G)
· Government to Business (G2B)
· Government to Constituent (G2C)
· Government to Government (G2G)
M-Commerce: Ability to purchase goods and services through a wireless Internet-enables device
Social Media and Business
·  Growth of social media makes it a viable medium for communication
· Business host their own Facebook and Twitter and other social media sites
· Trustworthiness of messages judged by viewers by:
· Transparency
· Engagement
· Profit
· Advantages:
· Social customer support
· Provide leadership
· Drives reputation
Tuesday, October 9th, 2018: Lecture 5 – Enterprise Resource Planning
Introduction
· Enterprise Resource Planning: Integrates all departments and functions into a single information system
· Employees can make decisions by viewing enterprise-wide data
· Legacy Systems: Older computer systems that remain in use because they:
· Still do the job they were designed to do
· Respond adequately to needs
· Are overall cheaper than expensive replacements
· Functional Systems: IS that serves single business unit
ERP Advantages
· Reasons why ERP Systems Are Powerful Organizational Tools
· ERP is a logical solution to the mess of incompatible applications that had sprung up in most businesses.
· ERP addresses the need for global information sharing and reporting
· ERP is used to avoid the pain and expense of fixing legacy systems
Heart of ERP: Data is the heart; everything else is linked to that (marketing and sales, purchasing, accounting and finance, manufacturing, inventory, HR) and they all share the same data
Order to Cash ERP Process: Sales share to warehouse, which share to accounting, which share to receiving. Throughout all of this, they share back to the data in between all of this, showing how linked all of these departments are
Extended ERP 
· ERP: Materials planning, order entry, distribution, general ledger, accounting, shop floor control
· Extended ERP: Scheduling, forecasting, capacity planning, e-commerce, warehousing, logistics
· ERP II: Going beyond – Project management, knowledge management, workflow “”, customer relationship “”, HR “”, portal capability, integrated financials
Core Components of ERP
· Accounting and Finance: Manage a wide range of financial functions including general ledger, A/P, A/R, budgeting and asset management
· Includes a credit-management function setting and monitoring credit limits, product profit analysis, and real-time customer account balances
· Performs advanced profitability modelling
· Production and Materials Management: Handles production planning and execution from demand forecasting to quality control
· Each component is integrated in real-time to reduce excess or insufficient inventory, delayed production, etc.
· HR: Tracks employee data
· Manages payroll, benefits, compensation, performance assessment, and assures legal compliance
· Identifies individual employees for training, rewards, or disciplinary purposes
· Analysis including productivity assessments, salary trends, health and safety metrics, etc.  
Extended ERP Components 
· Business Intelligence: Information used to support decision-making
· Summarizes data, uses analytical tools to turn data into information
· Customer Relationship Management: Identifies the relative value of each customer
· Uses data to provide information on customer preferences and to improve customer experience to maintain customer loyalty
· Supply Chain Components
· Supply Chain Management (SCM): Manages data flows through the distribution stages to maximize profitability
· Helps with planning, scheduling, and controls of supply and delivery
· E-Business ERP Component: Newest extension of ERP is to move outside the organization and connect to the organization’s stakeholders 
· E-Logistics: Manages the transportation and storage of goods
· E Procurement: Business-to-business purchase and sale of supplies and services.
· Together they fulfill business orders effectively using the Web
· Can provide stakeholders with useful data to improve service such as inventory levels, forecasts, invoice reconciliation
· Disadvantages of e-business ERP include rigid processes, costs of implementation and training, security risks in trusting outside organizations with proprietary data
Integration Tools
· Four Primary Perspectives of the Balanced Scorecard IMPORTANT
· Financial
· Internal Business Processes
· Learning and Growth
· Customer
Finding the Right ERP Solution
· Successful projects share three basic attributes
1. Overall fit between the system and the business process
2. Proper business analysis
3. Solid implementation plans
· Three methods of implementation
1. Turnkey (Off the rack/Off the shelf): Systems that have been previously designed and fit the business requirements – Usually for minor implementations
2. Off the Rack/Off the Self Tailored to Fit: Most common, and previously designed but still require an investment in implementation
3. Customer Designed: Designed from scratch and is usually the most expensive
ERP and the SME Markets
· The Small and Medium Enterprise Market is different:
· SME has a greater requirement for affordability and ease-of-use
· SME’s are unfamiliar with large ERP vendors
· Limited relationship results in limited trust
· Canadian SME’s are different than those in US -> mid-market solutions don’t work here
Lecture 6: Operations Management and Supply Chain Management 
Section 8.2: The Supply Chain
Supply Chain Fundamentals
· Three main links in the supply chain:
· Flow of materials from suppliers and their upstream suppliers at all levels
· Transformation of materials into semi-finished products
· Distribution of products to customers and their downstream customers at all levels
Basic Supply Chain Management Components
· Plan: Strategic portion of SCM sets out the expectations for managing all the resources to meet customer demand and a set of metrics to monitor progress
· Source: Careful choice of reliable suppliers and negotiation of pricing, delivery and payment aspects of the contracts. Creation of metrics to monitor and improve the relationship
· Make: Transform inputs into outputs requires scheduling, testing, packaging, and preparing for delivery. Most metric-intensive component to assure quality and productivity
· Deliver: Receive, fulfill and invoice customer orders
· Return: Most problematic stage. Requires a process for receiving defective/excess products while maintaining positive customer relationships
IS Role in the Supply Chain
· Planning and Control Supply Chain Integration
· Information Integration
· Business Process Integration
Factors Driving Supply Chain Management 
· Supply Chain Visibility: Use of IT tools to ensure real time, accurate information to integrate upstream and downstream activity
· Reduces Bullwhip Effect, distorted information being passed from one thing to another
· To be able to see into partners’ supply chains
· Consumer Behaviour: Customer loyalty is only achieved by meeting customer expectations
· Demand Planning Systems: Generate demand forecasts
· Competition:
· Supply Chain Planning (SCP): Use advanced mathematical algorithms to improve the efficiency of goods flow to reduce inventory levels
· Supply Chain Execution (SCE): Automates steps and stages in the supply chain for greater efficiency 
· Speed: New systems increase the speed and accuracy of communications, increasing the speed through the supply chain
Three Factors Fostering Speed
1. Pleasing customers has become a corporate obsession. Information about issues such as order status, product availability, delivery schedules, and invoices are part of the total customer service experience.
2. Information is crucial to managers’ abilities to reduce inventory and human resources requirements to a cost competitive level
3. Information flows are essential to a strategic planning for an deploying resources
SCM Success Metrics
· Back Order: Unfilled customer order against an item whose current stock level is insufficient to meet demand
· Customer Order Promised Cycle Time: Gap between order creation date and the requested delivery time
· Customer Order Actual Cycle Time: Measures the average time it takes to fill a customer’s order.
· Inventory Replenishment Cycle Time: Measures the manufacturing cycle time and the time to the distribution centre.
· Inventory Turns (Inventory Turnover): Number of times the inventory sells out per year. One of the most common SCM metrics
Seven Principles of SCM
1. Segment customers by service needs, regardless of industry and tailor services to those particular segments.
2. Customize logistics networks and focus on the service requirements and on the profitability of pre-identified segments
3. Listen across the entire supply chain to signals of market demand and plan accordingly 
4. Differentiate products closer to the customer as carrying excess inventory due to poor demand forecasting is not affordable 
5. Strategically manage sources of supply by working with key suppliers to reduce overall costs of materials and services
6. Develop supply chain information technology strategy that provides clear visibility of the flow of products, services, and information
7. Adopt performance evaluation measures that apply to every link in the supply chain and measure true profitability at every stage
Keys to SCM Success
· Make the sale to the supplier:
· The system extends beyond the company walls. External partners must support change
· Wean employees off traditional business practices
· Ensure SCM system supports organizational goals
· Deploy in incremental phases, measure and communicate success
· Be future oriented – make it scalable and flexible
Supply Chain Trends
· Instrumentation: SCM will increasingly be machine-generated by means of RFID-enables and GIS-enables devices
· Interconnectedness: Entire supply chain will be interconnected including vehicles, shipping containers and products 
· Intelligence: Advanced analytics will help decision makers evaluate alternatives having highly complex and dynamic set of risks and constraints
Fast Growing SCM Components
· Supply Chain Event Management (SCEM): Enables an organization to react quickly to resolve supply chain issues. Provides real-time information shared among chain partners
· Selling Chain Management: Applies technology to the activities in the order life cycle from inquiry to sale
· Collaborative Engineering: Allows organization to reduce the cost and time required during the design process of a product
· Collaborative Demand Planning: Helps organizations reduce their investment in inventory, while improving customer satisfaction through product availability

Lecture 7: Customer Relationship Management
CRM Fundamentals
Introduction
· Customer relationship management involves managing all aspects of a customer’s relationship with an organization
· Enterprise must switch from Sale-focused to Customer-focused strategies
· CRM provides insight into each customer’s shopping and buying behaviours
· Allows an organization to treat each customer individually tailoring offers to everyone specifically thereby increasing spending
· Flexibility is key 
Benefits of CRM System
· Better customer service
· Improved call centre efficiency
· Ability to cross-sell products more effectively 
· Ability of sales staff to close deals faster
· Simplification of marketing and sales processes
· Ability to discover new customers 
RFM – Finding the Most Valuable Customer 
· Organizations ask and track the following customer metrics to determine their most valuable customer:
· R – Requency: How recently has a customer purchased items?
· F – Frequency: How frequently does a customer purchase item?
· M – Monetary: How much does a customer spend on each purchase occasion?
· RFM – Spells customer value: At one time the data from each component was added or multiplied together. Today, more sophisticated algorithms are used to extract patterns of behaviour that indicate loyalty and profitability. 
Evolution of CRM
· Reporting: Identifying most valuable customers
· Analyzing: Ranking customers from best to worst; profiling, determining attributes of each customer segment
· Predicting: Applying profiles to potential business opportunities; selecting customers with highest probability of profitability and retention
Operational and Analytical CRM
· Operational CRM: Supports traditional TPS for day-to-day front office operations and systems that deal with customers.
· Analytical CRM: Supports back-office operations and analysis and systems that don’t deal with customers
3 Primary Components of Operational CRM
· Marketing: List generator, campaign management, cross setting and upselling
· Sales: Sales management, contact management, opportunity management
· Customer Service: Contact centre, web-based self-service, call scripting 
Marketing CRM
· List Generation: Compiles data from a number of sources and segment it for marketing campaigns
· Campaign Management Systems: Guide users through marketing campaign planning, execution, and success analysis
· Can provide quantifies ROI and a de-brief including suggestions to improve future performance
· Cross Selling and Upselling: 
· Cross Selling: Adds traditional products and services to current purchases
· Upselling: Increases the value of the sale by moving purchases to premium levels, increasing volume, adding traditional users, etc.
Sales CRM
· Sales Force Automation (SFA): Automatically tracks all steps taken in the sales process including prospects, calls, call results, next steps, successful closures and reasons why, and unsuccessful sales calls
· Goal is analysis and improvement at every step
· Sales Management CRM Systems: Automates steps in the sales process and displays prospect/customer history and records and prompts next steps for each sales call
· Improves efficiency and effectiveness of performance, increases management visibility of sales efforts, measures performance cycle times
· Opportunity Management CRM: Determines potential customers and competitors and defines the appropriate level of selling effort including budgets and schedules
Pointers for Gaining Prospective Customers
· Get their attention: Make your appearance professional and do something positive to stand out
· Value their time: In exchange for your customers’ time, you need to provide them something of value.
· Over deliver: Do more than just keep your word
· Contact frequently: Send updates and provide value continuously 
· Generate a trustworthy mailing list: Ensure mailing names are genuine contacts with authority to deal
· Follow up: Send thank you notes for meetings, or to everyone you contacted in the company
Customer Service CRM
· Contact Centres/Call Centres: CRS (Customer Service Representatives) answer customer inquiries or problems
· Knowledge-management systems can support CSRs by providing suggested responses. Applications can provide call history
· CSRs need training to use software effectively
· Web Based Self-Service Systems: Company web-site provides and interface for common problems to allow users to find the solution
· Live chat and email improve and personalize the service
· Call Scripting Systems: Use a database of previous questions solutional to match to new inquiries
· Can provide diagnostic questions a CSR might ask
Common Features included in Contact Centre
· Automatic Call Distribution: A phone switch routes inbound calls to available agents
· Interactive Voice Response (IVR): Directs customers to use touch-tone phones or keywords to navigate or provide information
· Predictive Dialing: Automatically dials outbound calls, and when someone answers a call, it’s forwarded to an available agent
Analytical CRM: Used to enhance and support decision-making and works by identifying patterns in customer data collected from operational CRM
· Personalization: Knowledge of preferences in product attributes, communications and other product/service aspects to provide customized offerings
· Individuals are analyzed to match marketing effort with profitability potential 
· Enhances Employee Performance: Customer feedback forms are used to decide on training requirements for front-line personnel 
· Takes advantage of thousands of millions of transactions stored in data warehouses
Analytical CRM Examples
· Give customers more of what they want
· Find new customers like your best customers
· Find out what the organization does best
· Beat competitors to the punch
· Reactivate inactive customers
· Let customers know they matter
Implementing CRM
1. Creating a CRM vision that provides a “Big Picture” of what customer centric organization should look like
2. Defining and weaving CRM strategy that aligns with broader marketing and sales strategies, and informs operational and production strategies
3. Understand and engaging the customer
4. Ensuring organizational collaboration between internal groups and external business partners
5. Focusing on improving customer processes
6. Achieving data integrity across the enterprise
7. Leveraging information systems to implement CRM
8. Defining, collecting, and analyzing CRM metrics
Industry Best Practices for CRM Implementation
1. Clearly communicate CRM strategy
2. Define data needs and flows
3. Build integrated view of the customer
4. Implement manageable prices which make it easier to manage, measure, and track the design, building, and deployment of the system
5. Make CRM scalable, able to grow and contract as needed to be adaptable to current and future needs
CRM Metrics 
· Scales Metrics: Number of prospective customers, number of new customers, number of retained customers, number of open leads, number of sales calls per lead
· Service Metrics: Cases closed same day, number of cases handled per agent, number of service calls, average number of service request per type, average number of service calls per day
· Marketing Metrics: Number of marketing campaigns, new customer retention rates, number of responses by marketing campaign, number of purchases by marketing campaign, cost per interaction by marketing campaign
CRM Applications and Vendors: CRM applications will continue to be developed for the SME market and to take greater advantage of mobile devices
Managing Other Relationships – SRM: Evaluates and categorizes suppliers for different projects to optimize supplier selection
· SRM systems analyzes vendors based on key variables such as strategy, business goals, prices and markets to find complementary partners
· SRM systems provide seamless communication channels where data can be shared by all parties
· Benefits include:
· Single consolidated view of all suppliers
· Consistent, detail management information with multiple views
· Elimination of duplicate suppliers
Managing Other Relationships – Partner Relationships: 
· Alliance Partners: Competitor organizations that cooperate to compete more successfully
· Dealers: Agents who sell product on behalf of an organization, usually a manufacturer/distributor 
· Retailer: Stores operating at the end of the supply chain from the manufacturer selling directly to consumers 
· Resellers: Bulk purchases who add a margin and sell in smaller lots for profit
· Partner Relationship Management (PRM): Goal to select and foster relationships with effective partners
· PRM Systems: Facilitate communication with partners and monitor partner activities
Managing Other Relationships – Employee Relationship Management: Unhappy employees may upset or anger customers leading to customer attrition
· Employee Relationship Management (ERM): Focuses on increasing employee morale, productivity, communications and change readiness
· ERM Systems: Subset of CRM systems; assist employees in dealing with customers by providing just in time information on the company, policies, products, services, etc

Lecture 8 – Information Ethics, Privacy, and Security
Section 10.1 – Information Ethics and Privacy
Introduction
· Ethics: Principles and standards that guide our behaviour towards other people
· Privacy: Right to be left alone when you want to be, to have control over your own personal possessions, and not to be observed without your consent
· Confidentiality: Assurance that messages and information are available only to those who are authorized to view them
Technology Related Ethical Issues and Concepts
· Intellectual Property: Intangible creative work that is embodied in physical form
· Copyright: Legal protection afforded an expression of an idea, such as a song, video game, and some types of proprietary documents
· Fair Dealing: Principle by which, in certain situations, its legal to use copyrighted material
· Pirated Software: Copyrighted software that is used, duplicated, or sold without authorization by the copyright holder
· Counterfeit Software: Software that’s manufactured to look like the real thing sold as such
Trust Supports Business: Trust between companies, partners, and suppliers is the support structure of business, in particular, e-business
· Primary Reasons Privacy Issues Reduce Trust for E-Business
1. There’s a loss of personal privacy
2. Internet users are more inclined to purchase a product on a website that has a privacy policy
3. Effective privacy would convert more Internet users to Internet buyers
Information Ethics
· Ethics: Principles and standards that guide our behaviour towards other people
· Information Ethics: Ethical and moral issue arising from the development and use od information technologies, as well as the creation, duplication, processing and distribution of information itself
Examples of Ethically Questionable Use of IS
· Individuals copy, use and distribute software
· Employees search organizational databases for sensitive corporate and personal information
· Organizations collect, buy, and use information without checking validity or accuracy of the information
· Individuals create and spread viruses that cause trouble for those using and maintaining IS
· Individuals hack into computers to steal proprietary info
· Employees destroy or steal proprietary organizational information such as schematics, sketches, customer lists and reports
Information and Ethical Concerns
· Information Ethics in the Workplace: Replacing people with computers, one set of boring jobs with a new set of boring jobs
· Systems and Respect for Human Dignity: Dehumanizing jobs, making jobs overly regimented and inflexible, disrespecting human intelligence
· Health and safety concerns from poorly designed interfaces
· Tracking People’s Activities: Monitoring Web browsing and social media use at work
· Cyberstalking – tracking individuals through social media for malicious or criminal reasons
· Spyware – unauthorized tracking of browsing
Information Privacy: How personal information is collected and shared
· Personal Information: Data or information that can directly related to an identified person
· Regardless of data format and content
· Breached of Information Privacy: Not about preventing collection of information to complete business transactions
· Breaches occur with inappropriate disclosure or unauthorized access
· Protecting Personal Data: Just as steps are taken to protect physical assets, personal information must be proactively protected
Information Privacy Canada
· Federal Legislation: PIPEDA (Personal Information Protection and Electronic Documents Act follows the European model and governs all organizations dealing with the federal government and all for profit commercial organizations except for those operating entirely within a specific province
· The Privacy Act protects personal information collected and used by the Federal Government 
· The Bank Act is an example of a federal law with specific privacy protections, in this case, financial data held by financial institutions
· Provincial Legislation: Each province has its own public sector legislation
· Almost all provinces have the equivalent of PIPEDA to govern those enterprises operating only within provincial boundaries
Ten Guiding Principles of PIPEDA for Organizations 
1. Accountability
2. Identifying Purpose
3. Consent
4. Limiting Collection
5. Limiting Use, Disclosure and Retention
6. Accuracy
7. Safeguards
8. Openness
9. Individual Access
10. Challenging Compliance
Developing Information Management Policies
· E- Policies: Guidelines and procedures that encourage ethical use of computers and the Internet in business
Ethical Computer Use and Information Privacy E-Policies
· Ethical Computer Use Policy: Established as an essential step in creating an ethical corporate culture
· Ensures that employees know how to behave, communicates expectations and penalties
· Control should be by informed consent through corporate training or other forms of education and direction
· Information Privacy Policy: Contains general principles regarding information privacy
· Processes and penalties should prevent unauthorized access to information for malicious or fraudulent reasons but also accidental, non-malicious access that may have equally serious repercussions

Acceptable Use and Internet Use E-Policies
· Acceptable Use Policy: Requires the user to agree to follow it to be provided access to corporate email, IS, and the Internet
· Nonrepudiation: Occurs when a user denies their action. Acceptable Use Policies often have nonrepudiation clauses
· Also included are stipulation for lawful use, respect of others in the community and outside
· Internet Use Policy: Describes the Internet services available to the user
· Defines the purpose of Web access and any restrictions to it
· Describes guidelines for protecting the user and the company 
· States penalties if the policy is violated
Email Privacy: Details the extent to which email may be read by other
· Defines the legitimate email uses and responsibly manages accounts after employee has left the company
· Explains backup procedures
· Discourages junk mail or SPAM
· Prohibits disruptive email behaviour
· Describes legitimate grounds for reading employee mail 
· Limits the organization’s responsibility for mail leaving the organization
· Some companies include a specific Anti-Spam policy to restrict the sending of unsolicited mail
Social Media Policy: Outlines guidelines or principles that should govern employee online communications about the company
· Should include blog and personal blog policies
· Cover employee social network and personal social network policies including Facebook, Twitter, LinkedIn and YouTube
· Control communications detailing brand activity and organizational proprietary information of any kind
Workplace Monitoring Policy: Risk management obligation
· Ensures that actions and activities harmful to the organization are discovered and terminated or deterred
· Is virtually unregulated, employees should act as though they are being observed
· Workplace MIS Monitoring: Tracked computer activity by number of keystrokes, error rate, transactions processed, etc.
· Employee Monitoring Policy: Provides transparency and informs employees when, how, why and where the company is watching
· Should provide specific details as appropriate, indicate consequences of violating the policy and enforce the policy evenly 
Internet Monitoring Technologies
· Key Logger or Key Trapper, Software: Program that records every keystroke and mouse click a user makes
· Hardware Key Logger: Device that captures keystrokes from keyboard to motherboard
· Cookie: Small file deposited in the user’s hard drive to record browsing information
· Adware: Software attached to a download that generates ads on a user’s machine
· Spyware (Sneakware or stealthware): Unauthorized app hidden within legitimate software to record browsing behaviour
· Web Log: Browser data stored on a web browser
· Clickstream: Records user browsing sessions including what websites, how long, what was viewed/purchased
Section 10.2 – Information Security
Protecting Information
· Vulnerabilities to an organization can occur for reasons that have nothing to do with IS decisions
· Moving smoking outside opened a security door
· Loss of CDs sent through internal mail caused a breach of customer information
· Poor hiring practices lead to negligent and malicious employees
· Data and information are intangible. Difficult to know what isn’t secure, stolen, or re-directed
· Solid security processes and practices are critical
· Information Security: Broad term encompassing protection of information assets from accidental or intentional misuse
Disaster Recovery
· Disaster: 
· Natural: Such as flood, fire, earthquake
· Malicious: Such as hackers
· Negligence: Due to employee ignorance, fatigue, or human fallibility 
· Fault Tolerance: System that has a back up component when it does collapse
· Failover: Provides a secondary system to take over the duties of one that becomes unavailable
· Disaster Recover Plan: Detailed process regaining data and making the system operationally available again
· Hot Site: Fully equipped failover facility
· Cold Site: Separate wired facility to which a company can move
Business Continuity Planning: Plan for the recovery and restoration of partly or completely interrupted critical business function within a pre-determined time after a disaster or extended disruption
· Establish a committee that makes sure control is established
· Ensure a business impact analysis exists to identify the organization’s goals and priorities
· Ensure plans, measures and arrangements are available for the business to continue operating
· Establish quality assurance techniques to assess the plan’s accuracy, relevance effectiveness and identify weak spots
Securing Data: Prevent system intrusion
· Apply patches, which are sent out by software companies to correct anomalies in the applications that otherwise could be exploited
· Train employees in safe computing practices such as password protection
People – The First Line of Defense
· Insiders: Legitimate users who maliciously or accidentally create a computer incident
· Most computer incidents are due to insiders
· Social Engineering: Techniques to persuade people to do something against policy or the law
· Used by hackers to get insiders to give access to the system to them
· Employees need to be trained to resist these techniques
Information Security Plan Objectives
· Identify and assess risks to customer information
· Identify security plan roles and assign responsibilities
· Provide ways to identify and assess risk
· Develop written policies and procedures to manage and control identified risks
· Identify mechanisms to implement and assess the plan
Information Security Plan Objectives 
1. Develop the Information Security Policies: Identify who’s responsible and accountable for designing and implementing the organization’s information security policies. 
2. Communicate the Information Security Policies: Train all employees on the policies and establish clear expectations for following the policies.
3. Identify Critical Information Assets and Risks: Require the use of IDs, passwords, and antivirus software on all systems.
4. Test and Evaluate Risks: Continually perform security reviews, audits, background checks, and security assessments
5. Obtain Stakeholder Support: Gain the approval and support of the information security policies from the board of directors and all stakeholders
Top 10 Questions Managers Should Ask Regarding Information Security
1. Does our board of directors recognize that information security is a board-level issue that cannot be left to the IT department alone?
2. IS there clear accountability for information security in our organization?
3. Do our board members articulate an agreed-upon set of threats and critical assets? How often do we review and update these?
4. How much is spent on information security and what’s it being spent on?
5. What’s the impact on the organization of a serious security incident?
6. Does our organization view information security as an enabler?
7. What’s the risk to out business of getting a reputation for low information security?
8. What steps have we taken to ensure that third parties will not compromise the security of our organization?
9. How do we obtain independent assurance that information security is managed effectively in our organization?
10. How do we measure the effectiveness of your information security activities?
Authentication and Authorization
· Authentication: Method for confirming user identity
· Something a user knows (password), something a user has (smart card, ID), something that is a part of a user (biometric)
· Biometrics: IDs user through a unique physical attribute of user such as a fingerprint or retinal scan
· Identity Theft: Fraud that occurs when the perpetrator uses a victim’s personal information to fraudulently acquire their assets
· Authorization: Giving someone permission to do something
· Giving someone permission to do something
· Different degrees of data access
· Read, Read-wrote, Read-write-copy privileges
Methods to Secure Data
· Prevention and Resistance: Intrusion Detection System (IDS) monitors incoming network traffic and flags any communication, usually at the packet level, that doesn’t conform to the usual patterns
· Content Filtering: Application that reviews the content of network incoming and outgoing traffic to prevent transmission of confidential information, SPAM, and viruses
· Encryption: Systems that encode and decode messages
· Public Key Encryption (PKE): Provides a public key for anyone wishing to send a message to a recipient whose private key is the only one that can decrypt the message
· Firewalls: Hardware/software that guards a private network by analyzing data entering and leaving it
· Detects machine-to-machine interaction as well as human-sourced transmission
· Detection and Response: Based on the premise that prevention is never 100%
· Provides corrective procedures for unauthorized intrusion into the system once an event happens
Types of Hackers 
· Hackers 
· White hat Hacker
· Black Hat Hacker
· Hacktivist
· Script Kiddies/Script Bunnies
· Cracker
· Cyberterrorist
Types of Malicious Software (Malware)
· Virus
· Worm
· Denial of Service Attack 
· Trojan Horse Virus
· Backdoor Programs
· Polymorphic Viruses and Worms

Lecture 9 – Databases, Data Warehouses, and Data Mining
Section 4.2 – Data Warehousing
Data Warehouse Fundamentals
· Data Warehouse: Logical collection of information; gathered from many different operations
· Supports strategic business analysis      decision making tasks
· Primary Purpose: To aggregate information throughout a ___, not a location for all data, only data ___
Characteristics of Data Warehouses
· Subject Oriented: Information is organized around a major organizational subject area (Ex: Customers)
· Integrated: Sourced from a variety of internal operational systems and external databases into a coherent whole
· Time Variant: Time-stamped according to its cycle (Daily, yearly, etc.)
· Non-Volatile: Once loaded, data does not change
Data Warehouse Fundamentals
· Extraction, Transformation, and Loading (ETL): Process that extracts information from internal and external databases
· Transforms the information using a common set of enterprises definitions
· Loads the information into a data warehouse
· Data Mart: Contains a subset of data warehouse information – Extracted to be analyzed for specific objectives
Multi Dimensional Analysis: Databases contain information in two-dimensional tables, rows and columns 
· Data warehouse information is three-dimensions; layers of rows and columns
· Dimension: Particular characteristic of the information; an attribute
· Cube: Common term for the representation of multi-dimensional information
Information Cleansing/Scrubbing: Process that weeds out and fixes/discards inconsistent, incorrect, or incomplete information
· Software tools use sophisticated algorithms to parse, standardized, correct, match, and consolidate warehouse information
· Process is done during the ETL process and one it’s in the warehouse
· Critical when data exits in several operational systems 
Data Mining: Process of analyzing data to extract information
· Drilling Down: Progresses through increasing levels of detail
· Drilling Up: Works through increasing levels of summarization
Data Mining Tools: Variety of techniques that find patterns and relationships in large volumes of information
· Specialized technologies and functionalities including Query tools, reporting tools, statistical tools, and intelligence agents
Data Mining Activities: Apply algorithms to information sets to uncover inherent trends and patterns which are used to develop new business strategies
· Classification: Assigning records to one of a pre-defined set of classes
· Estimation: Determining the values for an unknown continuous variable behaviour
· Affinity Grouping: Which things go together
· Clustering: Breaks up a heterogeneous population of records into a number of more homogeneous subgroups
Data Mining Techniques
· Cluster Analysis: Statistical technique used to divide an information set into mutually exclusive groups such that the members of each group are as close together as possible to one another and the different groups are as far apart as possible
Association Detection: Reveals the relationship between variables along with the nature and frequency of the relationships
· Rule Generators: Form business rules from the data mining applications
· Predict business events and their probability of occurrence
· Market Basket Analysis: Analyzes websites and checkout scanners
· Predict future buyer behaviour
Statistical Analysis: Performs such functions as information correlations, distributions, calculations, and variance analysis
· SENECA: Defines qualitative variables and assigns them numerical scales. Then, builds models, forecasts, and trends based on consumer testing
· Forecast: Predictions made on the basis of time-series information
· Time Series Information: Data collected at regular, equal-spaced, periods; used for trend analysis
· Many large vendors provide end-to-end data mining decision tools with predictive analytical capabilities 

Chapter 11 – Systems Development
Introduction
· IS solutions allow companies to:
· Improve cost structure, manage people better, bring new products to market faster, solve complex problems
· Effective systems development processes can:
· Transform an organization as its business transforms
· Make an organization more responsive to customers and competition 
· Poor processes
· Can damage productivity and morale
· Can cause a business to fail
Global IS Development
· Unlike domestic systems, global IS must support a diverse base of customers, users, products, languages, currencies, laws, etc.
· Strategies to solve global IS development problems
· Transform domestic system for global use. Established business processes and end-users will be supported.
· Set up multi-national development team to articulate the needs of local sites
· Assign system development to the particular subsidiary which is the centre of excellence for the required business/technical skills
· Outsource to global or offshore development countries that have the required skills and experience
Systems Development Life Cycles (SDLC): Overall process for developing an IS from planning to implementation and maintenance
· Begins with the business needs and ends when the benefits of the system no longer outweigh its maintenance costs
· Referred to as the cycle as the final maintenance stage leads into planning for a new development
Systems Development Methodologies 
· Methodology: Set of policies, procedures, standards, processes, practices, tools, techniques, and tasks applied to technical and management challenges
· Method of managing the IS development
· Formal methodology can include coding standards, code libraries, development practices and much more
· Types
· Waterfall
· Agile software development 
· Participatory design
· Self sourcing 
Traditional Waterfall Methodology: Sequential, activity-based process in which each phase of the SDLC is performed
Issues Related to the Waterfall Methodology
· Business Problem: Any flaws in accurately defining and articulating the business problem in terms of what the business users actually require flow onward to the next phase
· Plan: Managing costs, resources, and time constraints is difficult in the waterfall sequence. What happens to the schedule if a programmer quits? How will a schedule delay in a specific phase impact the total cost of the project? Unexpected contingencies may sabotage the plan
· Solution: Waterfall methodology is problematic in that it assumes users can specify all business requirements in advance. Defining the appropriate IT infrastructure that’s flexible, scalable, and reliable is a challenge. The final IT infrastructure solution must meet not only current but also future needs in terms of time, cost, flexibility, and feasibility. Vision is inevitably limited at the head of the waterfall
Agile Software Development Methodologies 
· Agile Methodology: Aims for customer satisfaction with early and continuous delivery of useful system or software components meeting bare minimum requirements
· Iterative Development: Basis for Agile Methodologies 
· Consists of a series of fast, efficient, short, lower cost projects that achieve rapid feedback and acceptance
· Speed, size, and focus account for end user satisfaction
Rapid Application Development Methodology (RAD): Emphasizes extensive user involvement in the rapid and evolutionary construction of working prototypes that accelerate systems development 
· Prototype: Smaller scale working model of the user’s requirements
Rational Unified Process (RUP): Each gate consists of executable iterations of the software. Software moves on when designers are satisfied. At any time, the software can be sent back to Gate One.
· Gate One – Inception: Ensures stakeholders share an understanding of the system
· Gate Two – Elaboration: What are the agreed-upon details of the system? Do we have the architecture to support and build the system?
· Gate Three – Construction: Building and developing the product
· Gate Four: Who owns the system? Establish the training of key personnel
Scrum Methodology: Uses small teams to produce small pieces of deliverable software using sprints, or 30-day intervals, to achieve an appointed goal
· Under this methodology, each day begins or ends with a stand-up meeting to monitor and control the development effort 
Participatory Design (PD): Promotes the active involvement of users, and sees the users as experts
· Tenets: Design process makes a difference for participants
· Implementing the results from the design process is likely
· It’s fun to participate
Developing Successful Systems
· Slash the Budget: Focuses on designers on essentials; easier to kill small projects
· If it doesn’t work, kill it: Bring key stakeholders together at the beginning to eliminate anything that won’t meet expectations
· Keep requirements to a minimum: Identify “must haves” and work to achieve these
· Feature Creep: Developers add new features as they go
· Scope Creep: Project gets bigger or broader
· Test and Deliver Frequently 
· Assign Non-IT executives to Software Projects: Liaise between user groups and IT; test iterations to ensure they work

Lecture 11 – Infrastructure
Introduction
· Enterprise Architecture: Plans for how an organization builds, deploys uses and shares its data, processes and IT architecture
· Recent Advances
· Low-cost computing promotes shift towards more distributing processing
· Internet technologies provide low-cost connection for everyone on the same network
· New technologies add to, improve, and interconnect old technologies
· Complex application can be built from reusable modules
Enterprise Architecture
· Unified Enterprise Architecture: Standardizes hardware and software across the business
· Can make IT cheaper, more strategic and more responsive to customers
· Enterprise Architect: Provides the bridge between IT and the business
· Grounded in technology, fluent in business
· Patient diplomat
Global Enterprise Architecture
Challenges
· Technically complex with an overlay of potential political and cultural stumbling blocks
· Enterprise face possible higher prices, tariffs, import restricts and long lead times for government approvals
· Difficulty in estimating operational expenses across networks
Benefits
· Internet links tens of millions of users in hundreds of countries
· Internet provides a business environment free of traditional boundaries and geographic limits
· Unprecedented opportunity for expanding markets, reducing costs, direct communication with stakeholders around the world
Top International Telecommunication Issues
· Network: Improving the operational efficiency of networks; dealing with different networks; controlling data communication security
· Regulatory Issues: Dealing with transborder data flow restrictions; managing international telecommunication regulations; handling international policies
· Technology and Country Oriented Issues: Managing network infrastructure across countries; managing international integration of technologies; reconciliating national differences; dealing with international tariff structures
Agile MIS Infrastructure Characteristics
· Accessibility: Meets each person’s different system needs, requirements, and authorization level
· Administrator Access: Provides reduced restrictions to allow administrators to set passwords, delete accounts, etc.
· Web Accessibility: Facilitates connection for people with physical, neurological, and mental challenges
· Web Accessibility Initiative (WAI): Brings global stakeholders together to create resources to improve web accessibility.
·  Availability: Challenge to find opportunities for maintenance downtime
· High Availability: Means that the system is operational at all times
· Maintainability: Allows easy updates, changes and reconfigurations for unexpected or environmental changes
· Portability: Recognizes and adapts the use of wireless, mobile, and other distance technologies
· Allows the use of business software on all approved devices
·  Reliability: Inaccurate or out-of-date information puts a company at risk of losing customers, costly overstocks or out-of-stock, and poor business decisions
· Vulnerability: Weakness in the system that can be exploited by a threat
·  Scalability:
· Performance: Speed of transactions processing
· Capacity: Represents the maximum amount a system or system component can handle
· Throughput: Max amount a system component can process at one time
· Capacity Planning: Determines the future capacity and performance of the system; a critical strategic decision
·  Usability: Simplify user interface with one-touch operability and intuitive navigation
· Serviceability: Refers to how quickly a system can be adapted for a user’s specific needs and requirements
Open Systems: Non-proprietary software and IT hardware whose design, standards, and procedures are made available to the public
· Open Source: Any program whose source code is made available for use or for modification by other developers; often developed by public collaboration
· Design of Open Systems: Allows for data sharing across multiple platforms
· Not constrained to one component manufacturers
· Lower prices due to competition
· Innovation driven by communities of developers
Section 12.2 Infrastructure Trends 
Infrastructure Trends
· Four quickly emerging infrastructure trends:
· Service-oriented architecture
· Virtualization
· Grid Computing
· Cloud Computing
· Bring Your Own Device: Gaining popularity; infusions of new technology; employee buy-in to new infrastructure; often more affordable for business
Service Oriented Architecture: Business driven IT architectural approach
· Views a business as linked, repeatable tasks or services
· Service is a self-contained application that produces a specific result or performs a specific business task
· Allows users to combine services to create more complex application to achieve specific operation outcomes as needed
SOA Key Technical Concepts
· Services: Business tasks
· Interoperability: Capability of two or more systems to share data and resources even if they’re from different manufacturers
· Loose Coupling: Allows services to be joined together on demand to create composite services, or disassembled and reconfigured
Web Services: Contain a repertoire of Web-based data and procedural resources that use shared protocols permitting different applications to share data and services
· An Individual web service can be thought of as software performing a single task available to any user who needs it
· Types of Web Services:
· Events: Detects threats and opportunities and alert those who can act on the information
· Services: Re-usable coding projects that appeal to a broad audience
Grid Computing: Coordinated aggregation of geographically dispersed computing and network resources, delivering improved performance, easier data access and higher quality of service
· Benefits:
· Optimizes computing and data resources – pools resources for large capacity workloads; shares resources across the network; enables collaboration
· Open standards allow for communication across geographically dispersed locations
· Builds flexible architectures
· Leverages capital investment
Cloud Computing: Software applications and computing services run on the Internet instead of on user infrastructure
· Common cloud applications include email and social media
· Users aren’t bound to a single computer or network and can access resources as needed
· Applications and data are stored in the cloud servers, not on the users’ machines
· Multi Tenancy: Refers to a single instance of a system serving multiple customers such as Gmail
· Cloud Fabric: Supporting software
· Cloud Fabric Controller: Like a server administer but manages the cloud resources; load-balancing, updating the system 
Cloud Computing Benefits
· Higher availability, greater reliability, improved accessibility, easy service distribution and collaboration, affordable high-speed access
· No installation, upgrade, or storage costs, pay only for access
· Highly scalable and easy to drop or add services
Cloud Services Deliver Models
· Infrastructure as a Service (IaaS): Delivers hardware and networking capabilities including server services and storage
· Cost efficient as the user does not have to pay for excess capacity, unused utility costs, etc.
· Pay-as-you-use model
· Highly scalable
· Software as a Service (SaaS): Software is priced on a per-use basis
· Flexible, scalable, easy to try before rolling out
· Offers Help Desk and another IT support
· Platform as a Service (PaaS): Supports the deployment of entire systems including software, hardware, and networking
· Pay-as-you-use model
· Lifts the burden of buying, managing, and maintaining IS
· Benefits:
· Increased security
· Access to information anywhere
· Centralized information management 
· Easy collaboration with partners, customers, suppliers 
· Increased speed to market at less cost
Cloud Computing Considerations
· Advantages: Convenience of access to applications and data from any networked client service
· Often significant costs savings in not buying infrastructure and more efficient use of electrical and other resources
· Reduces capital expenditure
· Disadvantages: Loss of control over applications
· Requires trust in providers for security and confidentiality
· Risks denial of access to company data if conflict with the service provider occurs
· Trends: Projected to be the fastest growing form of computing
Lecture 12: Telecommunications and Mobile Technology 
Section 6.1 : Networks and Telecommunications 
Introduction
· Telecommunication System: Enables the transmission of data over public or private networks
· Network: System created by linking two or more computers and establishing standards, or protocols, so that they can work together 
Network Basics 
· Local Area Network: Operates within a geographically limited area, usually a building or groups of buildings
· Wide Area Network: Operates over a widely dispersed area, including around the world
· Metropolitan Area Network: Large computer network spanning a city
Internet Service Providers
· Internet Service Provider (ISP): Provides access to the Internet and related services
· Wireless Internet Service Provider (WISP): Allows subscribers through its own web site offering a wide array of ancillary resources
· Application Service Provider (ASP): Offers Internet-based business services
· Service Level Agreement (SLA): Define the responsibilities of the service provider and the customer’s 
Voice Over IP (VoIP): Uses TCP/IP technology to transmit voice and visuals over long-distance telephone lines
· Advantages
· Uses existing networks and Internet infrastructure
· Cheaper than traditional phone service
· Visual connection as well as voice
· Ability to send reports through the file transfer feature
· Disadvantages
· Similar to other Internet communications problems 
· Dropped connections
· Security threats
Networking Business
· Virtual Private Network (VPN): Secure access through Internet to an organization’s internal network
· Value Added Network (VAN): Private network for securely exchanging information through a high-capacity connection
· Disadvantages:
· Handle limited types of business data
· Don’t support real-time business process integration
· Relatively expensive, complex, and difficult to expand
E Business Network Characteristics
· Transparent exchange of data with suppliers, trading partners and customers
· Reliable and secure exchange of information internally and externally via the Internet or other networks
· End-to-end integration and message delivery across multiple systems, in particular databases, clients, and servers
· Scalable processing power and networking capacity to meet high demands
· Integrator and transactions framework for both digital businesses and traditional brick-and-mortar businesses that want to leverage the Internet for any type of business 
Increasing Speed of Internet
· Speed is measured by the volume of data that can be transmitted per unit of time
· Bandwidth: Measures medium’s capacity 
· Hertz: Cycles per second
· Bits per Second (BPS): Refers to the number of signals transmitted per second
Securing Business Networks
· Organizations must be concerned about proper identification and authorization of users for network access
· Logon and Password – Employees must be trained to guard their passwords and used them properly
· Data Encryption – Confidential info must be coded
· “Keys” for decoding must be protected
· Cost of encryption is related to strength of the codes
· Digital Certificates/Digital Cash – Methods of reducing credit card fraud\
Section 6.2 – Mobile Technology
Drivers of Wireless Growth
· Mobile: Refers to technology that travel with the user
· Wireless: Any type of electronic operation that doesn’t use a “hard wired” connection, physical plug in a physical outlet 
· Universal access to data and applications – people are mobile and can access more data than ever before but aren’t at the point of all data, anytime, anywhere, and anyplace
· Automation – Wireless tech can centralize critical data and eliminate redundant processes
· User Convenience, Timeliness, and Accessibility – People are not longer cut off from the world or from the office. Through wireless tools and mobile devices, they can have real time data access and transmission 
Mobile Strategy
· Mobile applications can:
· Help track materials and shipments from suppliers and distributors to customers
· Manage inventory
· Support Point of Sale
· Collect data in an automated fashion
· Provide immediate data analysis 
Factors to Consider when Deploying Mobile Strategies
· Defining Risk
· Knowing Limits of Tech 
· Protecting Data from Loss
· Compliance in the Mobile Enterprise
· Staying Flexible and Embracing Change
Cellular Technologies
· 3G Cellular Networks: Designed for high-speed transmission of multi-media data and voice
· 4 G Networks: Set up to integrate radio and television transmission and to consolidate the world’s phone standards into one high-speed technology
· Convergence of voice, video, and data allow users to make calls, surf the Web, use touch controls, access music, audiobooks, videos, TV shows, and movies on mobile devices
· Smartphone: Make calls, surf the Web, email a photo and download an enormous variety of “apps”
· Tablets: Small, flat computer with a touch-screen and virtual keyboard. Mobile office applications have spurred rapid business adoption
· Bluetooth: Telecommunications industry specification that allows mobile devices to use a short-range wireless connection.
Location Based Services (LBS): Applications that use the geographic location of the device to provide location-specific data to the mobile user
· Privacy Issues:
· Subject geographically targeted for promotions without prior consent
· Customer’s knowledge of another’s location may lead to embarrassing situations
· Location data can be used for harassment or attack
· Service denial because a location for delivery is deemed unsafe
· Legal restrictions
Global Positioning Systems (GPS): Constellation of 24 well-spaced satellites that orbit the Earth and make it possible for people with ground receivers to pinpoint their geographical location
Geographic Information Systems (GIS): Consists of hardware, software, and data that provide location information for display on a multidimensional map
· Some Common Uses:
· Locating businesses or points of interest in a specific area
· Routing from departure to destination
· Mapping population densities
Wireless Fidelity (WIFI)
· Wireless LAN (WLAN): Local area network that uses radio signals to transmit and receive data over distance of a few hundred feet
· Wireless Fidelity (WIFI): Means by which portable devices can connect without a cable to a local area network, using access points that send and receive data via radio waves
Worldwide Interoperability for Microwave Access (WiMAX): Communications technology aimed at providing high-speed wireless data over metropolitan area networks (MANs)
· Requires tower and a receiver
· Wide range capability provides service to remote area
· Line-of-site and non-line-of-site operability
Radio Frequency Identification (RFID): Uses active or passive tags that store information and relay it to electronic readers
· RFID Tag: Contains microchip and an antenna, and typically works by transmitting an item’s numerical identifier via radio waves to a network for tracking purposes
RFID Privacy Issues
· RFID codes can be:
· Linked to the purchase of a particular product by a specific customer
· Loyalty promotion code identifies the customer and the purchase is saves towards a discount but also becomes data in the customer’s record
· Read at greater distances than bar codes allowing surveillance
· Ex: Reading what’s in someone’s shopping bag in a mall can be done without the target being aware
· There are proposals to require all RFID products to be labeled
· RSA Blocker Tags are used to restrict reading of the tags to within the store’s premises
Privacy Policies for Location Based Services (LBS)
· Direct marketing only to contracted entities
· Electronic messages identify senders
· Solicitation only with target’s consent
· LBS indicates to user how the data will be used
· Opportunities provided for user to reject marketing initiatives
Mobile Business Trends 
· Social networking is pre-loaded on mobile devices
· Mobile TV, real-time video streaming and cost-effective content downloads are a reality with 4G devices
· Availability of increased bandwidth supports expansion of location-based services
· Marketing and logistics applications are growing to take advantage of location-based services
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