
Intro

RIP is a standardized Distance Vector Protocol for small networks. 

It was one of the first true distance vector routing protocols 

being developed in 1969 part of ARPANET.  RIP uses a distributed 

version if the Bellman-Ford Algorithm to calculate the network 

topology. 

Each node calculates the distance between itself and all the other 

nodes within the AS and stores this information as a table. Each 

node sends its table to all neighboring nodes. When a node 

receives distance tables from its neighbors it calculates the 

shortest routes to all other nodes and updates its own table. 

Each router periodically shares its knowledge about the entire 

network with its neighbors. The knowledge it may have may be 

little to none at the beginning but it sends whatever it has. 

Through this a bigger picture of the topology is created. These 

updates are sent out every 30 seconds and RIP uses distance as a 

metric (hop-count). Each hop in a path from source to destination 

is assigned a hop count value, which is typically 1. The metric 

can be a positive integer from 1 to 15. 

When a router receives a routing update that contains a new or 

changed destination network entry, the router adds 1 to the metric 

value indicated in the update and enters the network in the 

routing table. The IP address of the sender is used as the next 

hop. RIP specifies that once a router learns a route from another 

router, it must keep that route until it learns a better one. If 

multiple paths exist to the same destination, with the same 

metric, RIP will load balance (up to 6 routes). RIP uses the Round 

Robin System to load balance which can lead to pinhole congestion. 

Round-robin load balancing is a simple  method for distributing 

traffic across interfaces. The router would go down a list of 

interfaces, sending traffic out to each interface, one at a time. 

Once it reaches the end of the list, it would return to the top of 

the list and begin going down again. For example, if you have one 

link that is a 56KB switched link and a T1 running at 1.544Mbps, 

there would be some inefficiency when sending equal data through 

both pathways. This is known as pinhole congestion. To overcome 

pinhole congestion, you have to design a network with equal 

bandwidth links or use a routing protocol that takes bandwidth 

into account.

RIP has an administrative distance (AD) of 120 and RIP uses UDP 

port 520 or 521 depending on the version. RIP has a maximum hop 

count of 15 meaning RIP does not scale well. Changes in the 

network topology are not reflected quickly since updates are sent 

node by node which leads to other issues such as counting to 

infinity. 
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RIP partitions participants (node within the AS) into active and 

passive (slient) nodes. Active routers advertise their routes to 

others; passive node just listen and updates their routes based on 

the advertisements. Passive nodes do not advertise. Only routers 

can run RIP in active mode; other host run RIP in passive mode.

We can specify specific interfaces as neighbors so updates are 

sent via unicast with the neighbor X.X.X.X command.

RIP uses numerous timers to regulate its performance. These 

include a routing-update timer, a route-timeout timer, and a 

route-flush timer. The routing-update timer clocks the interval 

between periodic routing updates, each router periodically 

transmits it entire routing table to all the other routers on the 

network (Default 30secs). Each routing table entry has a route-

timeout timer associated with it. When the route-timeout timer 

expires(180 seconds), the route is marked invalid but is retained 

in the table until the route-flush timer expires (240 seconds).RIP 

timers must be identical on all routers on the RIP network, 

otherwise massive instability will occur. 

RIP has evolved over time being so old and has many versions; 

RIPv1 RIPv2 and RIPng

RIPv1 (RFC 1058) is classful, and thus does not include the subnet 

mask with its routing table updates. Because of this, RIPv1 does 

not support Variable Length Subnet Masks (VLSMs). When using 

RIPv1, networks must be contiguous, and subnets of a major network 

must be configured with identical subnet masks. Otherwise, route 

table inconsistencies (or worse) will occur. RIPv1 sends updates 

as broadcasts to address 255.255.255.255. 

RIPv2 (RFC 2543) is classless, and thus does include the subnet 

mask with its routing table updates. RIPv2 fully supports VLSMs, 

allowing discontinuous networks and varying subnet masks to exist.  

Updates are sent via 224.0.0.9 using multicast instead of 

broadcast. Encrypted authentication can be setup between RIPv2 

routers. Route tagging is also supported which carries information 

such as the Autonomous System Number (AS) which enables RIP to 

receive info from an exterior routing table. The Next hop address 

can also be sent. 

RIPng (RFC2080) is the new generation of Ripv2, and it is used in 

IPv6 networks; and functions like RIPv2. However always remember 

RIPng is an entirely different protocol and does not support IPv4.

RIPng sends and receives the Routing Protocol messages at UDP port 

521. The multicast IPv6 address used by RIPng is FF02::9.
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RIPv1

The following descriptions summarize the IP RIP packet format fields illustrated in Figure 47-1: 

Command—Indicates whether the packet is a request or a response. The request asks that a 
router send all or part of its routing table. The response can be an unsolicited regular routing 
update or a reply to a request. Responses contain routing table entries. Multiple RIP packets are 
used to convey information from large routing tables. 

▫

Version number—Specifies the RIP version used. This field can signal different potentially 
incompatible versions. 

▫

Zero—This field is not actually used ▫

Address-family identifier (AFI)—Specifies the address family used. RIP is designed to carry routing 
information for several different protocols. Each entry has an address-family identifier to indicate 
the type of address being specified. The AFI for IP is 2. 

▫

Address—Specifies the IP address for the entry. ▫

Metric—Indicates how many internetwork hops (routers) have been traversed in the trip to the 
destination. This value is between 1 and 15 for a valid route, or 16 for an unreachable route.

▫

RIPv2

Version—Specifies the RIP version used. In a RIP packet implementing any of the RIP 2 fields or 
using authentication, this value is set to 2. 

▪

Unused—Has a value set to zero. ▪

Address-family identifier (AFI)—Specifies the address family used. RIPv2’s AFI field functions 
identically to RFC 1058 RIP’s AFI field, with one exception: If the AFI for the first entry in the 
message is 0xFFFF, the remainder of the entry contains authentication information. Currently, the 
only authentication type is simple password.

▪

Route tag—Provides a method for distinguishing between internal routes (learned by RIP) and 
external routes (learned from other protocols). 

▪

Packet Format
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external routes (learned from other protocols). 

IP address—Specifies the IP address for the entry.▪

Subnet mask—Contains the subnet mask for the entry. If this field is zero, no subnet mask has 
been specified for the entry. 

▪

Next hop—Indicates the IP address of the next hop to which packets for the entry should be 
forwarded. 

▪

Metric—Indicates how many internetwork hops (routers) have been traversed in the trip to the 
destination. This value is between 1 and 15 for a valid route, or 16 for an unreachable route

▪
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RIP Has its Issues:

Slow Convergence:  It takes a long time for all routers to get the 

same information, and in particular, it takes a long time for 

information about topology changes to propagate. Consider the 

worst-case situation of two networks separated by 15 routers. 

Since routers normally send RIP Response messages only every 30 

seconds, a change to one of this pair of networks might not be 

seen by the router nearest the other one until many minutes have 

elapsed—an eternity in networking terms. The slow convergence 

problem is even more pronounced when it comes to the propagation 

of route failures. Failure of a route is only detected through the 

expiration of the 180-second Timeout timer, so that adds up to 

three minutes more delay before convergence can even begin.

►

Loops: Routing loops occur when a packet is continually routed 

through the same routers over and over again, in an endless 

circle. Because they can render a network unusable, and lead to 

the count to infinity.

►

Count to Infinity:  Slow convergence can lead to a routing loop 

situation where one router passes bad information to another 

router, which sends more bad information to another router and so 

on. This causes a situation where the protocol is sometimes 

described as unstable.; the problem is called counting to infinity

►

UDP Packet: The UDP packet has a max size of 512bytes which has 

room for 25 prefixes. If we need to advertise more than 25 well 

need more UDP packets.

►

Diameter of RIP cannot exceed 15 routers►

RIP can consume a substantial amount of bandwidth in large 

networks

►

Examples

Count to Infinity

Issues
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Count to Infinity
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Hop Count

RIP prevents routing loops from continuing indefinitely by implementing a limit 

on the number of hops allowed in a path from the source to a destination. The 

maximum number of hops in a path is 15. If a router receives a routing update 

that contains a new or changed entry, and if increasing the metric value by 1 

causes the metric to be infinity (that is, 16), the network destination is 

considered unreachable. The downside of this stability feature is that it limits 

the maximum diameter of a RIP network.

Hold Downs

Hold-downs prevent inappropriately reinstating a route that has gone bad when 

routers broadcast their regular update messages. Hold downs tell routers to hold 

on to any changes that might affect recently removed routes for a certain period 

of time, usually calculated just to be greater than the period of time necessary 

to update the entire network with a route change. This prevents count-to-infinity 

problem.

Split Horizon

It is never useful to send information about a route back in the direction from 

which it came and thus split horizons is used to prevent updates that are 

redundant to the network. For this purpose Router records the interface over 

which it received a particular route and does not propagates its information 

about that route back to the same interface. 

Route Poisoning & Poison Reverse

Route poisoning and reverse poisoning are routing loop prevention

techniques used by distance vector routing protocols. Route Poisoning is setting 

a route's metric to infinity (16). Once a connection disappears, the router 

advertising the connection retains the entry for several update periods, and 

include an infinite cost in the broadcast (Hop Count = 16) . So The updates are 

sent to remove the downed route and place it in hold-down. So in basic English, 

with route poisoning, a router tells its neighbor that a particular network is no 

longer reachable, and it marks the hop count to 16 so the route should be remove 

from the routing table. 

Poison reverse is the process of breaking the split horizon rule and

sending a poisoned route back over the same interface from which it was

Learned. Routers with a route with a better metric (hop count) to the network 

ignore the destination unreachable update.

Triggered Updates
To make Poison reverse more efficient, it must be combined with Triggered 

Updates. Triggered updates force a router to send an immediate broadcast when an 

update happens. If there is no change, the routes are sent out at the usual 30 

seconds, but the second a change happens, the poison revers updates are sent out.

.

Solutions
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Despite RIP’s age and the emergence of more sophisticated routing 

protocols, it is far from obsolete. RIP is mature, stable, widely 

supported, and easy to configure. Its simplicity is well suited for 

use in stub networks and in small autonomous systems that do not have 

enough redundant paths to warrant the overheads of a more 

sophisticated protocol. There is little overhead in terms of memory, 

consumption, bandwidth (if in a small network) and processor load. 

END
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COMMANDS
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POISON REVERSE COMMAND DESCRIPTION
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SPLIT HORIZON COMMAND GUIDE
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