Chap 1 (Jan 7th)

Nehemia Friedland: “First, terrorism is a group phenomenon . . . perpetrated by organized groups whose members have a clear group identity—national, religious or ideological. . . . Second, political terrorism has its roots in intergroup conflict. . . . Third, ‘insurgent terrorism,’ unlike ‘state terrorism,’ . . . is a ‘strategy of the weak.’”

Symbolism can be used to rationalize acts of extreme violence and can be manipulated to fit any number of targets into the category of an enemy interest. Terrorists are also very mindful of their image and skillfully conduct public relations and propaganda campaigns to “package” themselves. Modern terrorists and their supporters have become quite adept at crafting symbolic meaning from acts of violence.

Mala prohibita acts are “crimes that are made illegal by legislation.”11 These acts are illegal because society has declared them to be wrong; they are not inherently immoral, wicked, or evil. Examples include laws prohibiting gambling and prostitution, which are considered to be moral prohibitions against socially unacceptable behaviors rather than prohibitions of fundamental evils.

Mala in se acts are crimes “that are immoral or wrong in themselves.”12 These acts cannot be justified in a civilized society, and they have no acceptable qualities. For example, premeditated murder and rape are mala in se crimes. They will never be legalized.

Jus in Bello is correct behavior while waging war
Jus ad Bellum is having the correct conditions for waging war in the first place

Christian philosopher Saint Augustine concluded in the 5th century that war is justified to punish injuries inflicted by a nation that has refused to correct wrongs committed by its citizens.

Jewish Sicarii: one of the first groups of terrorists 
· Main doctrine: use of violence to rid the land of enemies of Judaism
· Goal: to end Roman dominance
· Claimed to fight in the name of God but also had political motives
· The primary purpose of strategy: provocation of indiscriminate countermeasures by the established political system and the provocation of repression, reprisals, and counterterrorism. 

The Assassins (Hashashin): part of a religious sect of the Shi’ite Ismaili Muslims. They were based in Persia, Iraq, and Syria. 
· Relied on secrecy and a small number of devoted followers
· Targets: Abbasid Caliphate, Seljuk Muslims, and the royal and military officers of Persia, Syria, and Iraq, as well as the Christian Crusaders. 
· Tactics: strategical murders of political or notable figures to instill fear and insecurity in the public.


French Revolution: population revolt against the monarchy
· Highly publicized terror tactics brought exposure to the revolution and its ideas and  also helped recruit more supporters 
· Terrorism was seen as a justifiable alternative to eliminate repression.
· Edmund Burke officially coined the terms “terrorist” and “terrorism” to describe state terror during the FR. 

Narodnaya Volya (People’s Will): formed by intellectuals. Their tactics helped attain mass popular support and effectively weakened the Tsar and the Russian Royal Family’s power. 
· Terrorism was originally used as a means of self-defense. It was seen as the only available tactic that could defeat a government that possessed boundless monetary means. 
· Assassinated Tsar Alexander II (The groups most notable act of terror) 

Palestine Liberation Organization (PLO): 
· Using the term liberator instead of terrorist helped them gain followers within their communities. 
· Goal: national self-determination for Palestinians and the eradication of the recently created Israeli state. 
· The hijacking of an Israeli El Al commercial flight en route from Rome to Tel Aviv caused a change in the nature and character of terrorism. 
· Began to target random civilians to gain attention. These improve tactics were facilitated by technological advances. 

Irgun: underground militant right-wing Zionist groups. 
· Used force to accomplish goals
· Tactics: attack Arab residents without restricting them to only attacking key individuals. 
· Hurling grenades at buses, shooting people riding in Arab trains, bombing Arab markets, etc.

Terrorism: organize, deliberate, and systematic. Goal: the creation of a new and better society.

Propaganda of the deed: to utilize the power of symbolic violence. Popularized by anarchists in the late 19th century. 
· Belief - one single deed created more propaganda in a few days than a thousand leaflets. 
· Terrorism was a mechanism to eliminate state authority through the use of small groups.

Post-World War I
· By 1930, terrorism refers to exclusively revolutionary movements and to violent acts directed against governments and their leaders.

World War II and Post-Colonialism
· Terrorists were also referred to as freedom fighters as a result of the political legitimacy that the international community accorded. 

Post-Cold War
· Ignited a new generation of terrorists for many factors:
· End of the balance of power between the US and the Soviet Union. 
· Ethno-nationalist and religious conflict from the break-up of the Soviet Empire.
· Establishment of the US as a new superpower. 
· Growing opposition to modernity and globalization
· Technological advances in air traffic and communication. 

 Narco-Terrorism: relation b/w terrorist organizations, narco-trafficking and/or organized crime syndicates. 

Gray-area phenomenon: the violent process of destabilizing the state by non-state actors.




Lesson 2

Political extremism: taking a political idea to its limits, regardless of unfortunate repercussions, impracticalities, arguments, and feelings to the contrary, and with the intention not only to confront but to eliminate opposition. Intolerance toward all views other than one’s own

Common characteristics of violent extremists are intolerance, moral absolutes, and broad conclusions

· A complication with defining terrorism is that most definitions focus on political violence perpetrated by dissident groups, even though many governments have practiced terrorism as both domestic and foreign policy.

The term guerrilla (“little war”) was developed during the early 19th century, when Napoleon’s army fought a long, brutal, and ultimately unsuccessful war in Spain.

Guerilla fighters: a numerically larger group of armed individuals who operate as a military unit, attack enemy military forces and seize and hold territory (even if only ephemerally during the daylight hours), while also exercising some form of sovereignty or control over a defined geographical area and its population

The British have defined terrorism as “the use or threat, for the purpose of advancing a political, religious or ideological cause, of action which involves serious violence against any person or property

In Germany, terrorism has been described as an “enduringly conducted struggle for political goals, which are intended to be achieved by means of assaults on the life and property of other persons, especially by means of severe crimes


The U.S. Department of Defense defines terrorism as “the unlawful use of violence or threat of violence, often motivated by religious, political, or other ideological beliefs, to instill fear and coerce governments or societies in pursuit of goals that are usually political.

Types of terrorism:
· State (from above)
· Dissident (from below)
· Religious (motivated by an absolute belief) 
· Criminal (motivated by the combination of profit and politics)
· International

Perspective 1
Four quotations → synonymous with “one man’s terrorist is another’s freedom fighter.” 
	→ “kill one man, terrorize one thousand.”

Perspective 2
Terrorism environment: the terrorist, the supporters, the victims, the targets, the onlookers, and the analyst 

Perspective 3
Terrorist or freedom fighting?

Perspective 4
Extremism or Mainstreamism 

Terrorist motivation
· Quest for power. Generally, use deliberate and planned applications of violence.
· Key objectives:
· Attention, acknowledgment, recognition, authority, governance

3 stages leading to terrorism: a crisis of confidence, conflict of legitimization, and a crisis of legitimacy (enemy becomes dehumanized) 

2 factors that cause terrorism:
· Preconditions that are at the heart of political, socioeconomic, or religious grievances felt by social subgroups.
· Precipitants or specific events that trigger terrorist acts

Violent government actions are catalysts for the formation of terrorist groups. 

Women as terrorists
20-30% of members in present-day domestic or international terrorists groups are women. This is not a recent phenomenon. 
· Anarchist bombing of 19th century Europe was when women were first documented as taking part in terrorism. 
· Originally only took part in secular forms of terrorism
· Found in West Germany, Italy, Palestine, Iraq, Chechnya, and Sri Lanka
· Leila Khaled, Wafa Idris, Thenmozhi Rajaratnam. Nationalist and political fervor.

Samira Ahmed Jaseem → responsible for the recruitment of many women in her group. She ordered male members of her group to rape women and then convinced them to fight with her. She used manipulation to grow her operation.

90% of new terrorist groups last for more than a year. Ethno-nationalist/separatist groups have better chances of survival. Generally attributed to the clarity and tangibility of their future.

Left-wing terrorist groups are doubly disadvantaged. They have a smaller pool of potential recruits and they have the least clear vision of the future.
· Success is measured with the amount of publicity received. 

An unrelenting upward spiral of violence occurs because the groups have a intrinsic need to keep the public eye on them. 

Goals of terrorism: regime change, territorial change, policy change, social control, and status quo maintenance

The strategic logic of terrorists: attrition, intimidation, provocation (used in pursuit of a regime or territorial change), spoiling, and outbidding


Left-wing terrorists use of violence has been historically constrained. They pair violent acts with symbolism in order to further their agenda. 

Right-wing terrorist groups is often described as the least discriminatory form of terrorism. The main goal is to see the destruction of the liberal democratic state. 

International terrorism → July 22, 1968. Hijacking of an Israeli commercial flight. 
· Beginning of traveling terrorists and targets became innocent civilians from other countries. These changes were facilitated by the technological advancements of the time. PLO is accredited with popularizing international terrorism.
· 1972 Olympics: forced the world to take note of the Palestinian drama, and imposed the Palestinian presence on an international scale
· Yasser Arafat was invited to invited the UN 18 months after the attack
· PLO was granted special observer status
Lesson 3

Gus Martin → Political violence by the state is the most organized and potentially the most far reaching application of terrorist violence. Due to the available resources they have. 

State-Sponsored Terrorism: a situation in which a nation backs armed militias and guerilla movements with the intent of helping the, seize control of or destabilizing a nation.

Nationalist Terrorism: a movement that emerged in consequence of colonial rule and it is described as a form of terrorism through which nationalist participants attempt to form an independent state against what they consider to be an occupying, imperial, or otherwise illegitimate state. 

(Internal) State terrorism: when a government terrorizes its own population. Unofficial paramilitaries and death squads carry out the terrorist actions. Generally leads to large-scale killings and torture.
· Ideology of plutocracy (often right wing dictators)
· Ex. Nazi Germany under Hitler’s authoritarian regime. 
· Stalin’s regime, Bosnia, Rwanda, and Uganda

There are three levels to the scale of internal state terrorism.
· Intimidation, coerced conversion, and genocide. 

Types of support:
· Vigilante domestic state terrorism (Paramilitaries)
· Overt official state terrorism (Public)
· Covert official state terrorism (Secret)
· Genocidal state terrorism

Responsibility to protect concept
· Product of Canadian diplomacy, adopted by the UN in April of 2006
· Protect populations from genocide, ethnic cleansing, war crimes and crimes against humanity. 
· Collective responsibility

The definition of state terrorism does not apply to states engaged in war if actions of their armed forces are within the laws of war. 

State sponsored terrorism is a logical alternative for states pursuing an aggressive foreign policy when direct violence is impossible logistically, financially, or politically
· efficient, convenient, and generally discrete weapon for attaining state interests in the international realm. 
· Often time sst is covert because links between the regime and terrorism are often highly ambiguous and indefinable.  

Surrogate terrorism
· Ex. Iran-contra affair. Ronald Reagan sold arms to Iran as a trade for American hostages. Despite a trade embargo with Iran. 

After WW2, the UDHR restricted the ability of governments to use terrorism against their own citizens. 

SST is monitored by private and public organizations such as the US Department of State, Human Rights Watch, Amnesty International

Nationalist terrorism - 
· Strong ideological force in the late 19th and 20th cen.
· Industrial revolution and emergence of capitalism led to the creation of a new universalist ideologies such as communism and marxism. 
· NT is directed against governments and stems from the desire to rid a country of colonial rule.
· One of the earliest movements of NT occured in Macedonia in the early 1900s
· Ex. IRA, ETA, PLO, LTTE, and the African National Congress  
· ANC: Nonviolent mass action and community activism with a military wing.
· Targets: government facilities, South African military and some foreign business.
· Tactics: car and streets bombing and assassinations

· PLO: political and paramilitary umbrella organization for various militia groups fighting for the establishment of an independent Palestinian state. 
· Goal: destruction of the state of Israel

Religious terrorism: many religions are based in compassion, justice, and love, but have a violent history. When terrorism is used it is often “divinely inspired” and justified. 
· The use of violence is a common attribute found in virtually all religious terrorist groups. 

Jihad: sacred struggle or effort
Just war theory → justified violence under certain circumstances. Proportionality and legitimacy. 
Ex. Dietrich Bonhoeffer → returned to Germany to attempt to assassinate Hitler, was caught and hanged by the Nazis. This is said to be an example of how Christians could undertake actions for a just cause and occasionally they are constrained to break laws for a higher purpose. 

Dominion Theology: Christianity must reassert the dominion of God over all things, including secular and political society 

Talking Militia: opposition to anti-gun legislation
Marching Militia: involved in violent activities and embracing the combination of revolutionary, racist, and anti-semitic doctrines
· Ex. Army of God, anti-abortion/gay rhetoric. 

There are a number of characteristics that separate secular and religious terrorists.
Secular: operate within the sphere of their own political and cultural framework. “Entertainment for society”
RT: look at the world as an arena in which good is in a constant battle with evil. 

Lesson 4

Contagion theory: any time someone does something new and novel, and are successful doing so, someone will recreate whatever it was
Ex. hijacking airplanes as a means of gaining attention

Invention of the printing press allowed for what began as anarchist groups to be able to spread a message (often times propaganda) to the masses.

In 1968, the first television satellite was launched and since then the US has become the number one target for terrorist attacks. US attacks presented unparalleled opportunities for publicity and exposure
· The mincam, battery-powered video recorder, and a time-base corrector (converts video footage into transmittable output that can be broadcast over airwaves) are all examples of new equipment that made the reporting of events in real-time.

Terrorism and the media share a symbiotic relationship

Two areas where the relationship between terrorism and the attention it receives from the media impacts negatively on public and governmental behaviour.
· Public’s perception of personal risk
· Time pressures imposed by the media 

Advancements in technology allowed for terrorist groups to be able to control all aspects of the production of their messages and what they want the world to see.  
· New information revolution has allowed them to bypass traditional media outlets

Three media goals: All terrorist groups share the trait that they are all want publicity
· attention
· recognition of their grievances, demands, and objectives
· Win respect and gain legitimacy

News organizations tend to over cover terrorist acts
· The media and television bestow respectability and even legitimacy upon terrorists
· UK, Germany, and Greece created laws that restricted news coverage during terrorist incidents in an attempt to limit the exposure the groups would gain

Stockholm syndrome: tendency of some hostages to identify with their captors

 Propaganda is directed towards a committed audience to win sympathy or support
Ex. Iranian hostage crisis → shared unedited video tapes of hostages 

Former means of facilitating propaganda include radio stations, underground newspapers/flyers/posters/any other publications, and conventional/commercial or state-owned mass media

Zapatista National Liberation Army (insurgent movement)
· The first terrorist group to successfully take advantages of the internet in the 90s
· In 1995 the Tamil Tigers did the same creating TamilNet.com

Al-Qaeda use the internet to spread propaganda, train and give instruction to new recruits, and operational planning via email

Cyberterrorism: “information warfare”. Different from cybercrime. Results in violence and/or destruction/obstruction of cyber services. Intended purpose is to incite fear by creating confusion. Goal: convince a population or government to subscribe to a specific agenda. 
· Hacktivism is not the same as cyberterrorism. They lack a political agenda. 

FBI definition: cyber terrorism is the premeditated, politically motivated attack against information, computer systems, computer programs, and data which result in violence against noncombatant targets by subnational groups or clandestine agents. 

The internets global reach allows like-minded people in any country around the world to learn of each other’s existence and communicate with each other. It also acts as a force multiplier, which makes small groups seem much bigger than they actually are. It also gives the ability to attack the infrastructure of a society.
· The internet is useful for planning, recruiting, and propaganda

Ways to use cyber terrorism: viruses, logic bombs, bogus chips, electrical overload, defacing, denial of service attacks, and intrusions into systems
· Sicken and kill children by modifying dosages of medicine
· Simultaneous computerized bombs

Challenges: only exists in theory

Law enforcement challenges: decentralized nature of networking, must cooperate and share information globally to ensure public safety

Lesson 5:

· Shiism is a minority variant of Islam
· Most Muslims belong to the Shi’a or the Sunni denominations. They are prone to tension and rivalry

The Islamic state expanded very quickly after the death of Muhammad and during the reigns of the first four caliphs. Muhammad established the Islamic theocracy in Mecca by 630 CE
· As a result, Europe was under threat of invasion, conquest and conversion. This led to the emergence of Islam’s Golden Age

Salafism → originated in Egypt and was later imported to Saudi Arabia
· Seeks to transform the whole Muslim community
· Ibn Taymiyya → proposed a very literal interpretation of the Quran

Wahhabism → started by Ibn Abd al-Wahhab. Rejected modernism while Salafists looked to reconcile modern islam with modernism.
· al-Wahhab believed that the decline of the Muslim world was due to foreign innovations. 
 
· Salafism re-emerged in the late 19th century

Saudi Arabia and the Wahhabi movement
· King Abdul Aziz ibn Saud: his rule and conquest was based in Salafi doctrine. This provided the Wahhabi movement with a state, and this allowed for the funding of Wahhabi schools and Mosques

ISIS
· Roots: radical forms of Salafism and Wahhabism. They have separated themselves from other terrorist groups by putting emphasis on eschatology and apocalypticism.
· Goal: to lay the foundation of a Sunni Islamic state

Salafi Jihadism → founded in Egypt in 1928 and was banned several times by the Egyptian government 

Mawlana Abul A’la Maududi book Jihad in Islam is a thing that exists. 

ISIS utilizes top core leadership, along with councils such as the Shura council

Lesson 6: 

Anti-terrorism = defensive measures
Counterterrorism = offensive measures
· After being attacked governments adopt and implement policies to prevent the occurence of terrorism
Three stages of involvement:
· Deter acts of terrorism before they occur
· Improve hostage negotiation skills and the use of various military units.
· Enactment of domestic anti terrorism legislations and acknowledgement of international treaties. 
Security measures. Ex. TSA
· Tightening the security around potential targets can decrease terrorist activity
Policy options for enhancing air travel security:
More efficient explosive detection devices, inspections of all cargo, detection devices for high-density plastic, devices to incapacitate skyjackers, close-circuit tv, closer scrutiny of passports, and armed pilots. 

Intelligence
· Intelligence information is the first line of defence
· By using the element of surprise, terrorists achieve goals such as forcing unplanned actions, creating situations that no one is prepared to deal with, capitalizing on the use of unexpected tactics, dispersing security personnel, and creating the illusion of strength. 

Cellular model of organization: secrecy of group communication
· Covert operators are the best way to get information about terrorist groups but this method is very dangerous. 
· Alternative: cultivation of an informant that is already part of the group.
· Types of intelligence: political, military, and economic

Terrorist strategies to make money include: armed robbery, charitable front organizations, etc

Israel was the first nation to articulate a deliberate and official policy of retaliation. 

Raegan April 3rd, 1984 → National Security Decision Directive 138: permits the US to use retaliatory military force legally.

Commando-type assault: the objective is to inflict casualties
· Ethical and practical issues

Responses to terrorism - 

Civil actions against state sponsors of terrorism
· 323 bills and resolutions and 21 laws were implemented in response to the 9/11 attacks
Both the left and right wanted to remove or modify the parts of the patriot act that allowed the FBI and their agencies to curb political dissent and spy

U.S Supreme court decisions
· Foreign detainees: right to apply for a writ of habeas corpus
· US citizen: entitled to his or her constitutional right of due process.

Geneva convention did not cover enemy combatants at Guantanamo Bay
· Dehumanizing mechanism

Oct. 20, 2009 → Congress passed a budget bill for the dept of homeland security. The bill allows for the transfer of Guantanamo detainees to U.S soil for the sole purpose of facing trial. 
· Sped up the process of releasing detainees

In order to actually wage war against terrorism sponsors, the enemy must be in control of a nation state. It is impossible to wage war against cells, groups, individuals, and networks. 

Retaliation/reprisal: punitive action taken after the fact
· Aimed at the terrorists themselves or nation-states who sponsored the terrorism

Commando raids
· Option which is chosen over war. Increase the accuracy of attacks and minimize the risk of harming innocents
· Israel’s model for retribution

Hostage rescue missions require a permissive environment 

Economic sanctions: prohibition of certain exports and access to a variety of foreign assistance programs.

Non Military responses: conciliation, compromise, ans peace
Ex. limited amnesty → has worked with mixed results
· Secular groups may be more willing to negotiate as opposed to religious groups. 

Lesson 7

Three main factors determine which laws apply and who is responsible for overseeing it.
· The nature of the organization. (Federal, provincial, private sector,etc)
· Location of the organization
· The type of information that the organization is responsible for  
Federal privacy laws

· Privacy Act: personal information-handling of federal government departments and agencies

· Personal info Protection and Electronic Documents Act (PIPEDA): federal private sector
· Sets the rules on personal information for how private sector organizations collect it, use it, or disclose it in the course of commercial activities in Canada. It applies to individuals and employees working for federally regulated businesses. The act generally applies to private sector organizations engaged in commercial activities.
· Alberta, BC, and Quebec have their own general private sector legislation. 
· Does not apply to not-for-profit and charity groups.
· Run by the office of the Privacy Commissioner

Quebec Privacy Laws:
· Act of Respecting Access to Documents Held by Public Bodies and the Protection of Personal Information: provincial public body and professional order
· Act Respecting the Protection of Personal Information in the Private Sector: the private sector
· Does not apply to courts, register of civil status, etc
· Commission d’acces a l’information is responsible for overseeing the act.

Airport Security Scanning
· Physical searches, body scanners.
· Private search takes place in the screening line or in a private room on request. Two officers of the same gender as the traveler must perform the search and they can be asked to wear gloves.

Canada Border Services Agency uses three main ways of collecting information on travellers.
· Advanced passenger information/passenger name record program
· Entry/exit system
· Integrated customs enforcement system

CBSA do not require a warrant in order to search personal belongings under the customs act. CBSA policy currently states that officers cannot search phones or laptops without probable cause. 

· IMSI catchers are used for electronic surveillance

Canadian Charter of Rights and freedom
· Rights and freedoms are fundamental to a democratic society.
· The charter includes freedom of expression, right to equality, right of association, freedom of religion, etc 

Case Study: Omar Khadr(15) was arrested in 2002, transferred to Guantanamo bay, and then accused of murder, attempted murder, conspiracy, support of terrorism, and spying. 
· Received 10 mil in compensation from the Canadian Gov’t






