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Builld and Test an Ethernet Network

e Getto know the Linksys E2500 router

« Build and test a Wired (Ethernet) network consisting of two nodes

e Connect your laptop to the Linksys E2500 router via the devices
respective Ethernet ports using a UTP cable

« Configure static and dynamic IPv4 addresses

e Learnto use ipconfig to determine your IPv4 address

 Learn to use ping to test basic network connectivity (Layer 3)

 Learnto use Wireshark to capture network traffic




Physical Topology

Actual Components

E2500 Route

Laptop
Straight-through
Ethernet Cable

LAN WAN
Ports Port
(not used in this lab)
Schematic View
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Laptop E2500 Router

E2500 Router Information
http://www.linksys.com/ca/support-article?articleNum=142360



http://www.linksys.com/ca/support-article?articleNum=142360

Internet Protocol

IP = Internet Protocol:
This is a protocol which has rules to forward packets from a source
node to a destination node on the Internet.

|IP Address:
This is an address assigned to a device interface.

It is used by IP to determine the path to reach the destination.

Each router makes a next-hop decision and forwards the packet until
the destination is reache'g__,*-—L-;I;l -------- e
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IP Address

|IP Address Length: 32 Binary Digits (bits)
Dotted Decimal Notation

Network Address Host Address

192.168.1.10
LI

Octet: value between 1-255

This is also called an IPv4 Address.
This Is based on version 4 of the IP protocol.




P Subnet Mask

'he network address portion is variable.
'he Subnet Mask Is used to identify which portion of

t

ne |P Address forms the Network Address

Subnet Mask 2 55 2 55 2 55 O
‘ |ldentifies Network Address

Paddress  192.168.1.10




Special IP Address

This is a special IP address which the interface
assigns to it self If:
e a static address was not assigned or
e an address could not be obtained from a
DHCP server

169.254 .x.x

This Is called a link-local address.




Default Gateway
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Router Decides Next Hop

The default gateway is the IP address of a device’s
connected router.

It is the next hop IP Address for the device.

The device sends packets to the Default Gateway and
the router forwards the packet to the destination.
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Task 1.4: Reset the Router

Product overview

ES00/E1200/E1500/E2500/E3200

Back view

WSE port (T2 50003 and vl grrart por
E3H0 only)

Etthwermet porty ‘ii-F Protecied Setup button

Your router's SpPearance may vary

USB port (E2500V3 and E3200 only)—To easily share disk storage with
other users on your network or on the Internet, connect a USBE drive 1o
this port.

Ethernet ports—Connect Ethernet cables (also called network cables)
to these Fast Ethernet (10/100, for ES00, E1200. E1500 and E2500) or
Gigabit (10,/700,/1000, for E3200) ports, color coded blue, and to other
wired Ethernet network devices on your network,

Internet port—Connect an Ethernet cable (also called a network or
Internet cable) to this port, color codied yellow, snd 1o your modem,

Wi-Fi Protected Setup™ button—Press this button to easily configune
wirelzss security on 'Wi-Fi Protected Setup-enabled network devices. For
more information, see “Wirehess Security” on page B.

Power indicator—5tays on steadily while powsr s connected and
following a successful Wi-Fi Protected Setup connection. Flashes sowly
during bootup, during firmware upgrades, and during a Wi-Fi Protected
Setup connection. Flashes quickly when there s a Wi-Fi Protected Setup
BI04,

Power—Connect the included AC power adapier to this port.

CAUTION
Use only the adapter that came with your router.

Power button—Press | (on) to turn on the router.

ottom view

Vol FOUTET'S BpypeaFAROE Iy TRy

Reset button—Press and haold this button for 5-10 seconds (until the
port lights flash at the same time) to reset the router to its factory defaults.
You can also restore the defaults using the browser-based utility.




Default Linksys Router Confiquration

LINKSYS

Firmwrare Version: 3.0000

Linksys E2500 E2500

Applications &

Gaming Administration Status

SEtu p Setup Wireless Security Storage Access Policy

Basic | VLAN | IPvE | DONS [ MAC Address | Advanced
Setup Setup Setup = Clone Routing

Lanuuaue
Select your language English ¥

Internet Setup ( \

Internet Connection Type Automatic Configuration - DHCP ¥

Optional Settings WAN Interface

(required by some Internet Host Name:

i | I IP Configuration
kMTU: Auto ¥ | Size: 1500 )
Network Setup | ) )
S | LAN Interface:
IP Address: 152 .|168 1 1

Subnet Mask: 255.255.255.0 v I P Add reSS 9 P CS
L Router Mame : Linksys01278 Defau |t G atewa: :

DHCP Server Setting | (" pricp Server: ® Enabled ' Disabled )
Start IP Address: 192 . 168 . 1.[100 DHCP Server
Maximum Number of '
. 50 .
Users Provides IP Addresses to
IP Address Range: 192 . 168 . 1. 100 to 145

PCs

kCIient Lease Time: ] minutes (0 means cne day) )




Task 1.5: Configure DHCP

= Run

stepl step 3

=7 Type the name of a program, folder, document, or Internet il .
E rescurce, and Windows will open it for you. w Ethernet Properties

step 5; open IPv4

Open: ‘ “ MNetworking
Connect using:
e Browse... & Qualcomm Atheros AR8152 PCI-E Fast Ethemet Controller

S t e p 2 This connection uses the following items:
.@MFG network filtter driver A

& Network Connections = O X -&. link-Layer Topology Discovery Responder
4 [ <« Netw O z > R P <& |ntemet Protocal Version 4 (TCP/1Pv4)
<« Farre W search Met...
= of ork -onnechions = : & Link-Layer Topology Discovery Mapper [A0 Driver
Organize + Diable b netiotb i s or B m @ [] -2 Microsoft Network Adapter Multiplexor Protocal
<& Microsoft LLDP Protocol Driver

L_'. Ethernet ViR L] -2 Intemet Protocol Version & (TCP/IPvE) W
— Metwork 3 - h\rd lochness, Shared £ 3

S Qualcomm|— R} Centrine(R) Advanced-M ...

®) Disable

Install... Uninstall Properties
Status
Disiione [Pescription .
Fges | Gegasccid _ _ B & Pllows your computer to access resources on a Microsoft
G Bridge Connections network,

Create Shortcut
Delete

Lr R
O

Rename

step 4: uncheck 4Rve

) Properties




Task 1.5: Configure DHCP - 2

Internet Protocel Version 4 (TCP/IPvd) Properties >

Gereral  Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

S t e p 6 (®) Obtain an IP address automatically

() Use the following IP address:

Use DHC ]

] Enter Static
(®) Obtain DNS server address automatically IP AddreSS Info_

() Use the following DMS server addresses:
T
]

Validate settings upon exit Advanced. ..

Cancel




Task 1.8: Show PC’s IP Configuration

Command Prompt Windo

Run W Bl CWINDOWS\system32\icmd.exe — (| =

7 Typethe name of a program, folder, decument, or Internet
= resource, and Windows will open it for you,

Open: ‘m ~

Cancel Browse...

step 1

step 2:
Enter “ipconfig”
to see IP information for each interface
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Extended Ip o ] Command

Command: ipconfig /all
- Shows more information SR
- InfolIncludes: = |
- Physical Address
- IPAddress comection specitic ous Sutrin
- Subnet Mask
- DHCP Server :
- DHCP Lease :

- DNS Address | e

- The purpose of these ERREEEE
fields will be covered later
in the course.




Task 1.11 ICMP and Ping (Echo)

ICMP — Internet Control Message Protocol
An extension of the IP Protocol which includes utilities to facilitate and

troubleshoot packet forwarding.

Ping
An ICMP troubleshooting utility to test connectivity.
1. Source device sends an request packet to a destination interface

2. Destination interface responds with a reply packet
3. Ifthe Sender gets the reply, then IP layer connectivity is verified

-
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o= Router2 __—*— PC1
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p g l—’—.- - Rep\\' Pac‘(e j




Task 1.11 ICMP and Ping

Basic Ping Command for your PC:
ping a.b.c.d wherea.b.c.d is the IP Address

PI n | n th e RQ ! IIQ[ Q ale! Q ! a: [ m C:‘d."."INDO‘n."."S‘xsj,fsten'|32‘\|:m|:|.r:x& - — O >

- Ping utility sends 4 ping
packets
- Replies are shown

- Ping statistics are shown




Task 3: Blue and Red Networks

Connector block

Red Network RJ45 NSNS
Ethernet Connector

g Red Network RJ45
Ethernet Connector

Each desk has a network connector block with two network
connections.

Blue Network:
College network with access to the Public Internet

Red Network:
Network that simulates the equipment at an Internet Service
Provider. Itincludes several servers.




Task 4.2 Wireshark Interface Setup

The World's Most Popular Network Protocol Analyzer

T
WI RES HARK Version 2.0.1 (v2.0.1-0-g59%ea380 from master-2.0)
. (Files ______§ _ Onlne |

= Interface List = Open o Website

Iel Live list of the capture interfaces Open a previously captured file Visit the project’s website
{counts incoming packets)
. Open Recent: %% User's Guide

"- Start ; i

! The User's Guide {online version)
"~ Choose one or more interfaces to capture from, then Start @ Sample captures
E Ethernet A rich assortment of example capture files on the wiki securlty

Work with Wireshark 25 securely a5 possible

@ Capture Options

Start 2 capture with detziled options

® How to Capture If yOU InSta”ed WII’eShaI’k 201,

Step by step to a successful capture setup th en I au n C h : ! :- | | |

Network Media

@ Specific information for capturing onc
Ethernet. WLAN. _




Task 4.2 Wireshark Interface Setup

Go to “Capture > Options” Tab, Click “Close” at bottom when complete.

M Wireshark: Capture Options - O ¥
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MIB] Capture Filter
Ethernet Ethernet enabled 262144 2

tep.1

Capture on all interfaces

Us - TR
-1 1. Select Ethernet Interface _
Capt Compile selected BPFs
2. Double Left Click to Open Options o
Capture Display Options
qe | 3. Set Buffer Size to 2 megabytes Browse.. Update s of packetsin el tme
i i A Automatically scroll duripg live capture
U Itiple fil U -ng f t
L] Use mutiple files R i Use peap-ngforma M Edit Interface Settings >
Mext file every 1 megabyte(s)
= Capture
Mext file every 1 = ¢ -
e : @ps 2,3 Interface:  Ethernet
Ring buffer with |2 T files IP address: | 195 1621 108
Stop Capture Automatically After... IES
- ) - ; ame
O o - packetts) [] |1 z S Link-layer header type: | Ethernet |~
= . N NE [EceTET
1 - file(s) O - |minud(s) Capture packets in promiscuous mode </LE i
T L] LMt each packerto | 2o a0 )
Help Buffer size: | 2 = mebibyte(s) MT — )
: : ~ 7/
Capture Filter Compile BPF N -~




Task 4.3 Packet Capture

Procedure:

1. Open the Command Prompt

2. Start Packet Capture: “Capture > Start” Tab
3.Issue ping command

4.When ping is complete, stop packet capture:

Capture > Stop




Task 4.3: Packet Capture

‘ *Ethernet [Wireshark 2.0.1 (v2.0.1-0-g592a380 from master-2.0)] — O *

File Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

@0 dBE i BEOXXE Ae+pTLIEE B EEME B

Filter: ~ | Expression... Clear Apply Save

Na. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.108 192.168.1.1 ICMP 74 echo (ping) request 1d=0x0001, seq=526,/3586, ttl=128 (no response found!)
2 0.010420 192.168.1.1 192.168.1.108 ICMP 74 echo (ping) reply id=0x0001, seq=526/3586, ttl=64 (request in 1)
3 1.008740 192.168.1.108 192.168.1.1 ICMP 74 Echo (ping) request id=0x0001, seq=527/3842, tt1=128 (reply in 4)
41.010408 192.168.1.1 192.168.1.108 ICMP 74 Echo (ping) reply id=0x0001, seq=527,/3842, ttl=64 (request in 3)
5 2.016665 192.168.1.108 192.168.1.1 ICMP 74 echo (ping) reguest 1id=0x0001, seq=528,/4098, ttl1=128 (no response found!)
6 2.020396 192.168.1.1 192.168.1.108 ICMP 74 Echo (ping) reply id=0x0001, seq=528/4098, ttl1=64 (request in 5)
7 3.024574 192.168.1.108 192.168.1.1 ICMP 74 Echo (ping) request id=0x0001, seq=529/4354, tt1=128 (reply in 8)
8 3.030518 192.168.1.1 192.168.1.108 ICMP 74 echo (ping) reply 1d=0x0001, seq=529,/4354, ttl=64 (request in 7)
9 8.004648 Inventec_4a:2c:71 BelkinIn_2c:e0:16 ARP 42 who has 192.168.1.17 Tell 192.168.1.108

F Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
# Ethernet II, src: BelkinIn_2c:e0:16 (c0:56:27:2c:eD:16), Dst: Inventec_4a:2c:71 (00:26:6c:4a:2c:71)
# Internet Protocol version 4, Src: 192.168.1.1, Dst: 192.168.1.108

Type: 0 (Echo (ping) reply)

Code: 0

Checksum: 0x534d [correct]

Identifier (BE): 1 {(0x0001)

Identifier (LE): 256 (0x0100)

Sequence number (BE): 526 (0x020e)

Sequence number (LE)}: 3586 (0x0e02)

[Request frame: 17

[Response time: 10.420 ms]

[+ Data (32 bytes)

0000 00 26 6c 4a 2c 71 <0 56 27 2c e0 16 08 00 45 00
0010 00 3c 4a 32 00 00 40 01 ac c9 cO a8 01 01 cO a8
e TR 00 00 53 4d 00 01 02 Oe 61 62 63 64 65 66
WOHEWIGY 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76
WLV 61 62 63 64 65 66 67 68 69
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