Wells Fargo Scandal

1) Control Environment
· Tone at the top: 
· The goals were very unrealistic 
· Top management emphasized getting the goals achieved, not compliance with the code of ethics
· Going for “Gr-eight”; emphasized selling customers 8 products.
2) Risk Assessment
· There is a risk of fraudulent and improper behaviors by the employees due to the insane sales goals
· That risk proved to be true
· Risk of losses of non-compliance with laws and regulations with the U.S.
· The risk of poor review by branch managers 
· Risk of control (procedural) failures:
· Risk of establishing fake accounts (no one is checking the name of the customers matches the contact information)
· Risk of improper access to customer accounts (0000 pin could override everything)
· Risk of customers not being satisfied and reputation damage

3) Internal control activities
· Ethics hotline was in place but failed. People who called were often fired.
· There should be controls preventing unauthorized access to customers online banking. It failed since employees could type in 0000 as the pin.
· Controls preventing inputting incorrect contact information for clients failed as well, as employees were able to input their own.

4) Information and communication
· They did properly communicate their insane goals (get the deal done, don’t care about the cost)
5) Monitoring
· No one noticed for 5 years there were 3.5 million fake accounts


Fraud Triangle:
1) Incentive or Pressure: There was pressure to achieve goals, people feel pressured to achieve them, so risk of fraud increases
2) [bookmark: _GoBack]Opportunity: The controls were not in place, or failed, that disallowed employees from accessing customers’ information without authorization
