Unit 1:
1. Define Morals
Conforming to established ideas of right and wrong 
2. What is the different between fairness and equity?
Equity is the quality of being fair and impartial while fairness is the impartial and just treatment of behavior without favoritism/ discrimination. 
3. Define Relativism 
Is the theory that holds that there is no universal moral truth and that instead moral principles are dictated by cultural tastes and customs.  
4. Define divine command theory 
is the theory that god is all knowing and sets morals standards?
5. Define utilitarianism 
The doctrine that actions are rights if they are useful or for the benefit of a majority (helps the greatest number of people)
6. Define virtue ethics
Morals are internal, the drive to behave well ( no one has the same ethics)
7. Define ethics 
The study of the general nature of morals and of the specific moral choices individuals make
8. Define deontology (duty Based)
The study of the nature of duty and obligations (equality)
9. What are unethical behaviors?
Unethical behavior isn’t necessarily illegal and not all illegal behavior is unethical which is not conforming to approved standards. This is a person who does not conform to the approved standards of social/professional behavior. 
10. What are amoral behaviors 
There is no sense of right or wrong meaning there is no interest in moral consequences. 
11. What are some set of formal or informal principles?
Some peoples are clean and well-defined, others are inconsistent in applying a set and it can be challenging to adhere to consistently.
12. What is a whistle blower? 
It is a person who reports a business that is engaged in an illegal activity or an unethical ast to a regulatory agency. 
Notes: 
1. There’s not clear ownership of mineral rights in outer space. 
2. Google moved its Chinese site to Hong Kong in 2010 to avoid censorship.
3. Microsoft agreed to censor search results and partnered with Baidu.com to provide English-language search in china. 
4.  Implanting identity chips in people brings up questions of privacy. 
5. Harvard researches are experimenting with robot swarms which are groups of robots that work together to perform a task without human intervention. 
6. If your 3D prints a faulty bicycle helmet, there are NO clear cut responsibilities is someone is hurt using the helmet. 
7. Laws are designed for everyone, enforces by government, interpreted by courts and have civil disobedience. 
8. Positive psychology is addressing happiness instead of mental dysfunction treatment 
9. Data breach: sensitive data is copied/viewed by authorization (in/unintentional)
Unit 2: 
1. What are the four main functions of a computer system and how do they interact with data and information? 
Input: it gathers data or allows users to enter data 
Process: it manipulates, calculates or organizes that data into information 
Output: it displays data and information in a form suitable for the user 
Storage: it saves data and information for later use (data and info are not the same)
2. Describe bits and bytes and describe how they are measured, used and processed.
Computer language is called binary language which consist of two digits (0&1). Each zero and one is called a bit. Eight bits combine to create one byte. They are also used to represent the quantity of data/info that the computer inputs/outputs. They can me measured in KB(1000 bytes), MB(1 million), GB(1 billion), TB(1 trillion) or PB. The computer processes bits/bytes by using hardware& software. 
3. What are common types of computers? Discuss main features.  
tablet computer integrated into a flat touch screen with virtual keyboard
laptop/notebook computer portable computer with a keyboard, monitor and other stuff Ultrabook full features but lightweight laptop. Has low power processors and solid state drives
2-in-2-PC monitor folds. Use as a laptop and tablet with touchscreen
chrome book uses google chrome OS that connects to internet 24/7. All stored in the cloud. 
Mainframe excel at executing many computer programs at the same time. Large businesses. 
Supercomputer complex calculations rapidly. Operates a few programs rapidly. 
Embedded computer computer chip that exist in another device (car) self contained comps.
Desktop stationary computer, most of them made of separate case/tower. 
4. What are the main types of keyboards and touch screens?
A keyboard is an input device. The most common keyboard is QWERTY which is used to slow typists and prevent keys from jamming. Dvorak keyboards put most common used letters in the middle of the keyboard to reduce distance travel and speed. There are also touchscreen keyboards, flexible keyboards and Virtual keyboards that detect typing motion 
5. what are the main types of mice and pointing devices? 
A mouse is an input device used to enter user responses and commands. optical mouse which uses an internal sensor/laser to detect movement. Some mice can be adjusted to provide better ergonomics for users. There are wireless mice which connect via Bluetooth.  Laptops have integrated pointing devices called trackpads. Came controllers are considered input devices. 
6. How are images and sounds input computing devices?
Images are input into the computer with scanners, digital cameras, camcorders and smartphones. Live videos are captured with webcams and digital video recorders. Microphones capture sounds. There are many different types of microphones, including desktop, headset and clip-on models. 
7. Name common types of monitors, and identify important aspects of their quality.
A monitor is an output device. Different types of monitors; liquid crystal display (LCD) which is light and energy efficient. Light-emitting diode(LED) is more energy efficient and have better color accuracy and thinner panels. Organic light-emitting diode (OLED) use organic compounds that produce light when exposed to an electric current has longest charge and don’t need a back light. Aspect ratio, screen resolution, contrast ratio, viewing angle, brightness and response time are key aspects to consider when choosing a monitor. 
8. What are different types of printers? Explain when to use each one. 
A printer is an output device. There are two primary categories of printers; inkjet and laser. Laser printers usually print faster and deliver higher quality output than inkjet printers. However inkjet printers can be more economical for casual printing needs. Specialty printers are also available such as all-in one printers, large format printers and thermal printers. When choosing a printer, you should be aware of factors such as speed, resolution color output and cost of consumables. 
9. What are some options for outputting sound from a computing device? 
Speakers are the output devices for sound. Most computers include basic speakers. More sophisticated systems include subwoofers and surround sound. Headphones or earbuds are useful to avoid disturbing others. Unidirectional=one way, omnidirectional= all 
10. Define Motherboard and RAM. 
Motherboard is the main circuit board that contains the central electronic components of the computer, including the computers processor, its memory and the many circuit boards that help the computer function, they include slots for expansion cards. RAM is the place in a computer where the programs and data that the computer is currently using are stored, RAM is much faster to read from and write to then the hard drive and other forms of storage. Ram is erased when computer is off meaning it is volatile storage location. To save data permanently it is in the ROM. RAM and ROM are both located in the motherboard. 
11. What are the main functions of the CPU? 
The CPU controls all the functions performed by the computers other components The CPU also processes all commands issued to it by software instructions. The performance of a CPU is affected by the speed of the processor (measured in GHz), the amount of cache memory, and the number of processing cores. Intel is one of the leading manufacturers of computer processors. The machine cycle consist of; process, decode, executes and stores. 
12. What are some types of hard drives? 
Permanent storage devices are located in drive bay. There are 2 kinds of drive bay, internal and external: internal holds permanent stored programs and data. External CD, DVD drives, you can attach some others. Hard drives are the primary device for permanent storage. The solid-state drive(SSD) has no moving parts, they are more efficient, no noise, little heat, little power and durable.  
13. What is cloud storage? Explain how to use it. 
cloud storage refers to non-volatile storage locations that are maintained on the internet such as OneDrvie, Google Drive and Dropbox. When you store data in the cloud it allows access on any computing device. There is limits for amount of data stored, but more can be purchased. 
14. What are some portable and optical storage options? 
Optical drives which is data that is saved onto CD which are pits burned onto the CD. Flash-drives plug into the USB port. And flash memory allows the transfer of digital data between computer and devices such as a phone. 
15. What are common ports used today? 
The fastest type of port used to connect devices to a computer is the thunderbolt port. The most common type of port used to connect devices to a computer is the USB port. Connectivity ports, such as Ethernet ports give you access to networks and the internet. HDMI ports are the most common multimedia port. They are used to connect monitors, TVs and gaming consoles to computing devices. Audio ports are used to connect headphones, microphones and speakers. 
16. What are options for adding ports to a device? 
Expansion cards can be plugged into the motherboard on desktop computers to add ports. Also expansion hubs can be plugged into existing ports to provides additional ports of the same type. 
17. How do you manage power consumption on a computer device? 
Turning computer off when not using it for long periods of time. If using the computer often and while taking a break, but computer into sleep that allows it to be quickly awakened. Warm boot= restart computer, boot process= internal processes before use. Boot loader= launch PC OS. 
18. Define ergonomics. And what is the best way to set up equipment for no injury’s? 
Ergonomics refers to how you arrange your computer and equipment to minimize your risk of injury or discomfort. This includes positioning your monitor correctly, buying adjustable chair assuming a proper position while typing, making sure the lighting is adequate, and not looking at the screen for long periods. Other good practices include taking frequent breaks and using specially designed equipment such as ergonomic keyboards. As well assistive/adaptive technology are products for people with disabilities. 

Unit 3
1. Describe the functions of an operating system.
An operating system is a group of programs that control your computer’s functions. It manages the computers hardware (memory), allows application software to work with CPU, and is responsible for management, scheduling, and coordination tasks. You interact with your OS through user interface (desktops, icons, etc.). There are utility programs that are bundled in each OS, which provide the system’s maintenance and file compression. 
2. Explain the different kinds of OS’s for machines, networks, and business.
Machinery that perform repetitive tasks in an exact amount of time use a real-time operating systems (RTOSs), which require no user intervention. A network uses a multiuser operating system (network operating system), which provides access to a computer system by more than one user at a time. Then there is UNIX, which is a multiuser, multitasking OS that is used as a network OS, though it can be used on PC. Linux, on the other hand, which is an open source software is mostly used on supercomuters and mainframes. 
3. Explain the most common operating systems for personal use. 
For smartphones, Android and Apple are the 2 most common OS’ but overall Microsoft Office is the most popular OS. Gaming consoles use completely different kinds of OS’ specifically designed for them. All of these OS’ have elements to store and share on the internet. Partition= separate section on a hard-drive for another OS.  
4. Explain how the operating system provides a means for users to interact with the computer.
The OS provides a user interface that enables users to interact with the computer. Most OSs today use a graphical user interface (GUI). Common features of GUIs include windows, menus, and icons. Command-drive interface is when you manually enter commands to communicate with the OS such as DOS/MS-DOS. Command-driven interface was upgraded to menu-driven interface which is when you select icons from a menu displayed on your desktop. 
5. Explain how the OS helps manage hardware such as the processor, memory, storage, and peripheral devices.
When using a computer, there a multiple tasks happening at once such as messaging friends on Facebook while printing a word document, watching a Blu-Ray movie all at once. The OS helps organize these tasks so the CPU can execute them. As the OS does its job, it uses up RAM to temporarily store these instructions. The OS will also organize this information in the RAM until there is none left, in this situation is allocates the instructions to virtual memory. Device drivers facilitate communicate between the computer and peripheral devices and the OS.  Thrashing= excessive paging(swap files) making computer slow.  
6. Explain how the operating system interacts with application software.
All software applications need to interact with the CPU. For programs to work with the CPU, they must contain code that the CPU recognizes. Rather than having the same blocks of code appear in each application, the OS includes the blocks of code to which software applications refer. These blocks of code are called application programming interfaces (APIs).
7. Discuss the process the operating system uses to start up the computer, and how errors in the boot process are handled.
The boot process consists of four basic steps: 
(1) The basic input/output system (BIOS) is activated when the user powers on the CPU. 
(2) In the POST check, the BIOS verifies that all attached devices are in place. 
(3) The OS is loaded into RAM. 
(4) Configuration and customization settings are checked.
If an error occurs during the boot process, try rebooting or resetting the computer. 
8. Describe the main features of the Windows interface.
Windows is designed to run on multiple devices such as computers, smartphones and other devices with touch screens. There are different ways of using windows 10 such as using a mouse, touch screen, or using keystrokes. You can customize your start menu by resizing or changing around tiles, as well as organizing the tiles into groups how you like.
9. How does the OS keep your computer organized?
 Files and folders are organized in a hierarchical directory structure composed of drives, libraries, folders, subfolders, and files. The C: drive (root directory) represents the hard drive and is where most programs and files are stored. File Explorer is the main tool for finding, viewing, and managing the contents of your computer. You can determine the location of a file by its file path. 
10. How to view ways I can view and sort my files and folders?
a) Detail view – the most interactive view (lists and comlums).
b) Icons view – many icon views that display files and folders. 
When you name a file, it always comes with an extension and file type which follows the period (.). Example, .xlxs follows an Excel document. Each OS has a different set of rules to naming a file. Deleted files go to recycle bin on a windows OS or trash on Mac. Recycling files doesn’t permanently delete, you then need to empty the recycle bin. You can still recover the permanently deleted files.
11. How does file compression work?
File compression makes it easier and faster for you to send large attachments. Compression is when repeated patterns in the file are deleted. They can reduce text by 50% but PDF files are already compressed and don’t need to be compressed any further. It is possible to decompress a file by hitting Extract Decompress. 
12. Outline the tools used to enhance system productivity.
Task Manager is used to exit nonresponsive programs. Disk Cleanup removes unnecessary files from your hard drive. If not deleted periodically, these unnecessary files can slow down your computer. Disk Defragmentation rearranges fragmented data so that related file pieces are unified. When a disk is fragmented, it can slow down your computer. 
13. Summarize utilities used to backup and restores files and the computer.
File History automatically creates a duplicate of your hard drive (or parts of your hard drive) and copies it to another storage device, such as an external hard drive. You can use File History to recover deleted or corrupted files. System Restore lets you roll your system settings back to a specific date (restore point) when everything was working properly.
14. Describe the assistive technology utilities used to make the using the computer system easier.
They have special tools for people with disabilities called Ease of Access center which includes magnifier, narrator, speech recognition, on screen keyboard and high contrast. 

Unit 4:
1. What is the different between applications and system software? 
The term software refers to a set of instructions that tells the computer what to do. Application software is the software you use to do everyday tasks at home, school, and work. Ex, Microsoft Word & the Edge Browser. System software is the software that helps run the computer and coordinates instructions between application software and the computer’s hardware devices. System software includes the operating system and utility programs.
2. What are the two basic types of software?
Open source software (free, little licensing or copyright) and proprietary/ commercial softwares (buy, like Microsoft office) are examples of application softwares.
3. What are different ways that software can be accessed?
Software can be accessed through local apps (no internet required) , mobile apps (internet required) , and web-based apps (hosted online therefore do not need to download, also referred to as Software as a service (SaaS)).
4. Explain the type of apps used in productivity software suites, and describe their uses and features.
 Productivity software allows you to perform various tasks required at home (processing, spreadsheet, presentation, database, personal info manager programs). For proprietary software, it is cheaper to buy software suites (buying all programs together). Productivity software includes:
a. Word processing: to create and edit written documents (Microsoft word)
b. Spreadsheet: to do calculations and numerical calculations and what-if analyses easily
c. Presentation: to create slide presentation (powerpoint) 
d. Database: to store and organize data (Microsoft access) 
e. Note-taking: to take notes and easily organize and search them (oneNote)
f. Personal Information manager (PIM): to keep you organized by putting a calendar, address book, notepad, and to-do lists within your computer (outlook)
5. What are softwares that individuals use to manage their finances?
They use financial planning software (ex: Quicken, Mint) to help manage daily finances. It includes an electronic checkbook registers and automatic bill payment tools. The tax preparation software (Intuit TurboTax, H&R Block Tax Software) will help prepare an individual’s taxes.
6. What are softwares that small and large businesses use?
Small businesses will use accounting softwares (ex: Quickbook, Sage 50) to manage their finances more efficiently by tracking accounts payable and receivable. Desktop publishing software (DTP) is used for generating publications with complex layouts such as catalogs, annual reports, books, and newsletters .Web authoring software allows businesses to design interactive web pages. Examples are Adobe InDesign and Dreamweaver.
[bookmark: _GoBack]Large/specialized businesses: Customer relationship management (CRM), enterprise resource planning (ERP), and project management software are used to manage complex processes and tasks. Computer-aided design (CAD) software facilitates the production of automated designs, technical drawings, and 3-D model visualizations. Businesses may use specialized business software (or vertical market software) that is designed for their specific industry.
7. Describe the uses and features of digital image-editing, video-editing, and drawing software
• Image-editing software includes tools for basic modifications to digital photos such as removing red-eye; modifying contrast, sharpness, and color casts; or removing scratches or rips from scanned images of old photos.
· Digital video-editing software is used to apply special effects, change the sequence of scenes, or combine separate video clips into one movie.
· Drawing (or illustration) software facilitates the creation and editing of 2-D, line-based drawings. It is used for the creation of technical diagrams and original nonphotographic drawings.
8. Describe the uses and features of digital audio software?
Allows you to create songs with synthesizers, voice recorders, virtual instruments, special audio effects, etc. music files, audio files or podcasts and files that are compressed. WAV, and AIFF are examples of uncompressed which are found on CDs. Compressed= MP3, MPEG-1, audio layer , AAC, WMA. 
9. Describe the features of app creation software?
App creation software provides professionals and novices alike with the ability to create their own apps. Although used widely in game development, app creation software can be used to create many other types of apps that have business applications. Programs such as scratch, MIT, corona SDK and swift. 
10. Describe common types of educational and reference software and their features.
• Test preparation software is designed to improve your performance on standardized tests.
• Simulation software allow you to experience or control the software as if it were an actual event. Often this allows experiencing dangerous situations safely.
• Instructional software is designed to teach specific skills.
• Course management software creates a virtual learning experience for students and houses course materials, tests, and discussion boards.
• Brain training software features games and activities designed to improve memory, processing speed, attention span, and multitasking.
• Genealogy software helps chart relationships between family members through multiple generations.
11. Describe where to obtain the main types of software.
Appmarket places such as the app stores (GooglePlay, App store, Windows Store) where you can purchase (online or retail store) or download softwares. Beta softwares are under developed apps that are released to the public so that developers can receive feedback.
12. Explain how software licenses work.
Another term for software license is an End User License Agreement (EULA) which is an agreement between the user and the software company. When you purchase a software, you aren’t actually buying the software but the rights to use it. Concurrent licenses= limits number of users accessing software, software piracy=making more copies of software than license authorizes. General public license= right to modify. 
13. Describe how to ensure software you purchase will work on your device.
Ensure that your system meets the system requirements which include the recommended standards for the operating system, processor, primary memory (RAM), and hard drive capacity. Software updates fixes program bugs. 
14. Describe how to install and uninstall softwares.
You can download the full software or pick and choose which parts of the software you wish to install (custom installation). To uninstall, its best to use an uninstallation feature that come with the OS to ensure the entire software gets completely uninstalled. Bloatware= software that manufacturers installs on computers that you don’t need/want. 


Unit 5
1. Explain what a network is and the pros and cons of having one. 
A computer network is simply two or more computers that are connected using software and hardware so they can communicate. Advantages of networks include allowing users to share an Internet connection, share printers and other peripheral devices, share files, and communicate with computers regardless of their operating system. Disadvantages for larger networks is that they require administration and that they may require costly equipment. Each device connected to a network is called a node. The data transfer rate is referred as bandwidth which is the max speed at which data can be transmitted between two nodes on a network. Throughput is the actual speed of data transfer that is achieved (measured in megabits per second).  
2. Discuss how networks are defined by distance
Networks can be defined by the distance between nodes: A personal area network (PAN) is used for communication among personal mobile devices using Bluetooth or WiFi wireless technologies. A local area network (LAN) connects nodes that are located in a small geographic area. A home area network (HAN) is a specific type of LAN located in a home. A metropolitan area network (MAN) is a large network in a specific geographic area. A wide area network (WAN) spans a large physical distance.
3. Discuss how networks are classified by levels of administration. 
A network can be administered/managed in two ways; Central: A client/server network contains two types of computers: a client computer on which users perform specific tasks and a server computer that provides resources to the clients and central control for the network. Most networks that have 10 or more nodes are client/server networks. Local: Peer-to-peer (P2P) networks enable each node connected to the network to communicate directly with every other node. Most home networks are P2P networks.
4. Describe the Ethernet protocols for wired and wireless networks
Ethernet networks are the most common networks used in home networking. Most Ethernet networks use a combination of wired and wireless connections, depending on the data throughput required. Wired connections usually achieve higher throughput than wireless connections. Wired Ethernet home networks use the gigabit Ethernet standard. Wireless Ethernet networks are identified by a protocol standard: 802.11a/b/g/n/ac. 802.11ac is the newest standard. WiGig (802.11ad) is a new wireless link between devices. WiGig is similar to but faster than Bluetooth. 802.11af is the fastest and being developed. 
5. Describe the types of transmission media used in networks. 
All network nodes are connected to each other and to the network by transmission media, which can be wired or wireless. Wired networks use various types of cable to connect nodes, including twisted-pair cable(telephone cables, unshielded twisted pair UTP is used for networks which is composed of four wires twisted), coaxial cable(cable TV), and fiber-optic cable(transmits data very fast). The type of network and the distance between the nodes determines the type of cable used. Wireless networks use radio waves. home networks use UTP and there are 3 different kinds; Cat5E, Cat 6 and cat 6a (ultra fast).
6. Describe the basic devices necessary for networks
All devices much contain a network adapter to communicate with each other but all devices sold today have this integrated within them. A modem is used to connect the network to the internet (integrated routers inside). Network navigation devices allows the flow of packets, such as a router (flow of data between two or more networks) and switches (keeps track of the packets). 
7. Describe the type of software necessary for networks
 Home networks need operating system software that supports peer-to-peer networking. Windows, OS X, and Linux all support P2P networking. Servers on client/server networks use network operating systems (NOS) such as windows serve, SUSE and Linus Enterprise server.
8. Compare and contrast the broadband options available to access the Internet
 A Broadband allows the connection to the internet with a faster throughput(Kbps). Broadband connections include the following types: Cable transmits data over cable, which is also used for cable television. DSL uses twisted-pair wire, similar to that used for telephones. Fiber-optic cable uses glass or plastic strands to transmit data via light signals. Satellite is a connection option for those who do not have access to faster broadband technologies. Data is transmitted between a satellite dish and a satellite that is in a geosynchronous orbit.
9. Explain how to access the Internet wirelessly.
WiFi allows users to connect to the internet wirelessly when a router is in reach. Many mobile hotspots do exist, but is not as fast as wired connection. Mobile broadband is a 3G or 4G(faster) service delivered by cell-phone networks. 
10. Summarize the pros and cons of dial-up connections. 
Dial-up is the cheapest means of accessing the internet and only need standard phone line and a modem to connect to the internet but it is also the slowest and ties into your phone line. 
11. Explain steps you should take before creating a home network.
Most home network routers should support both wireless and wired access to the internet. For a home network to run efficiently, all nodes such as NICs and routers should use the same Ethernet standard. The device manager utility in windows lists all adapters installed on your computer 
12. Describe what you need in order to connect devices to a network. 
All devices are connected to your router, either wirelessly or with a wired connection. Wired connections deliver better throughput than wireless. To add additional ports to your network, you can connect a switch to your router. Wireless routers can support up to 252 connections but the slower the bandwidth. 
13. Describe specialized devices you can add to a home network. 
Network-attached storage (NAS) devices let you store and share data files such as movies and music, as well as provide a central place for file backups. Home network servers can be used instead of an NAS device if your needs require more sophisticated functionality than NAS devices. Devices such as gaming consoles each have their own setup procedures for connecting to wireless networks but usually require the same information as that needed for connecting a computer to a secured wireless network
14. Summarize how to configure home network software. 
the latest versions of Windows make it easy to set up wired and wireless networks.
15. Describe the potential problems with wireless networks and how to avoid them
You may not get the throughput you need through a wireless connection. Therefore, you may need to consider a wired connection for certain devices. Distance from the router, as well as walls, floors, and large metal objects between a device and the router, can interfere with wireless connectivity. To solve connectivity problems, dual-band N routers allow for simultaneous support for devices running on both the 2.4 and 5 GHz frequency bands for 802.11n and earlier standards. Wireless range extenders can amplify signals to improve connectivity in areas of poor signal strength.
16. Describe how to secure wireless home networks.
Wireless networks are even more susceptible to hacking than wired networks because the signals of most wireless networks extend beyond the walls of your home. Neighbors may unintentionally (or intentionally) connect to the Internet through your wireless connection, and hackers may try to access it. To prevent unwanted intrusions into your network, you should change the default password on your router to make it tougher for hackers to gain access, use a hard-to-guess SSID (network name), disable SSID broadcasting to make it harder for outsiders to detect your network, enable security protocols such as WPA or WEP, create a network passphrase, implement media access control, limit your signal range, and apply firmware upgrades.
Unit 6
· Moores law= predicts # of transistors inside CPU increasing so fast it doubles every 2yrs
· DRAM=dynamic random access memory, capacity of memory chips
· System evaluation= evaluates the subsystems to see if the system is still good. 
· The CPU is composed of the control unit(activities) and the arithmetic logic unit(ALU),(makes calculations) 
· CPU depends on; clockspeed(instructions/second), multiple cores, cache memory
· CPU benchmark= measurements used to compare performs between processors. 
1. Discuss how RAM is used in a computer system.
It is about one million times faster for a CPU to retrieve data from the RAM rather than a mechanical hard drive. The time it takes for the CPU to retrieve data from the RAM is measured in a nano second. There are different kinds of RAM (DDR3, DDR4, DDR5 (DDR5 is the fastest)) but the most common one used is called DDR3 which is measured in Hz (speed). RAM is found on a memory card which is found in the memory board which is measured gigabytes (storage). Windows uses a memory-management technique known as SuperFetch. This monitors the apps you use the most and preloads them onto your system so they’ll be ready when you want to use them. The resource monitor shows how much memory is in use at any time. 
2. Evaluate whether adding RAM to a system is desirable. 
RAM is limited because each motherboard has a certain amount of slots for memory cards. Adding RAM is easy and relatively inexpensive.  
3. Classify and describe the major types of nonvolatile (permanent) storage drives. 
1) Mechanical hard drives: Mechanical hard drives are the least expensive and the slowest to access information. 
2) SSDs : SSD drives are electronic so they have no moving parts, produce no heat, and are many times faster than hard drives. However, they are much more expensive
3) SSHDs: An SSHD drive is a combination of both a mechanical hard drive and an SSD into a single device.
4) Optical drives: Optical drives, like Blu-ray and DVDs, use a laser to read pits and bumps on plastic discs.
4. Evaluate the amount and type of storage needed for a system. 
Hard drives are measured in GB or TB (1000 GBs). On a computer you need enough space for the follow: the OS, software applications that you use (Microsoft Office, music players, etc), your data files, your music library, photos, etc. You do not need to store all of this directly onto your internal hard drive, it is also possible to buy external hard drives such as RAID 0, which gives more speed or RAID 1, which helps with instantaneous backup protection. RAID= redundant array of independent disk. 
5. Describe the features of video cards.
 A video card translates binary data into images that are displayed on a monitor. Modern video cards let you connect video equipment using a number of different ports such as: DVI ports, HDMI ports, and DisplayPort. All video systems include their own RAM (video memory) with cooling/fan system. Higher video memory leads to higher resolution. Since displaying graphics demands put a lot of work on the CPU, video cards come with their own Graphics Processing Unit (GPU). The two major chip set manufacturers are Nvidia and AMD. One video can support multiple monitors!
6. Describe the features of sound cards. 
A sound card is an expansion card that attaches to the motherboard. This enables the computer to drive the speaker system. A sound card can also support 3-D sound, which is higher quality (convinces the human ear that sound is omnidirectional). Surround sound is also omnidirectional except it uses multiple speakers to achieve this like Dolby 7.1. The 7 means that there is 7 speakers producing the full audio spectrum and the 1 means that there is just one speaker handling the lower frequency bass sounds. An audio MIDI interface unit allows you to connect musical instruments, microphones, and headphones to your computer
7. Describe steps you can take to optimize your system’s reliability
There are many regular maintenance steps you should take to keep your system reliable. They include using an antivirus program, adware removal software (detect and remove different pests), clearing out unnecessary files (Disk Cleanup), and running a disk defragmenter (reorganizes files so your hard drive works more efficiently). You can also follow the steps for trouble shooting. 
8. Discuss how to recycle, donate, or dispose of an older computer. 
Before throwing out a computer, it is important to consider environmental issues. A used computer can be recycled through different manufacturers (ex: Dell) and nonprofit organizations. To recycle the computer, all applications and personal data is erased, which can be done through different options offered by Windows. When a computer is recycled, it can be turned into a sand-like substance.
Unit 7: 
· Cyberloafing= using computer for non-work activities while you are paid to do a job
· Firewall= protect computers from hackers, it can be a software or hardware( both equal), two firewalls running together causes computer to be slow. 
· Computer forensics= identifying, extracting, preserving and documenting computer evidence. 
1. Describe how identity theft is committed and the types of scams identity thieves perpetrate. Identity theft occurs when a thief steals personal information. Identify thieves can obtain information by stealing purses, stealing mail, searching through trash, or tricking people 
2. into revealing information over the phone or via e-mail. Identity thieves counterfeit existing credit cards, opening new credit card and bank accounts, change your address on financial statements, obtain medical services, and buy homes with a mortgage in the victim’s name. Even people are aware of spam, they still open spam emails out of curiosity.
2. List and describe the different types of hackers.
White-hat hackers break into systems for nonmalicious reasons such as testing security to expose weaknesses. Black-hat hackers break into systems to destroy information or for illegal gain. Grey-hat hackers often break into systems just for the thrill or to demonstrate their prowess.
3.  Describe the various tools hackers use and the types of attacks they might launch against computers. 
Packet analyzers (sniffers) are programs used to intercept and read data packets and they travel across a network. Trojan horses are programs that appear to be something else but are really a tool for hackers to access your computer. Trojan horses install Backdoor programs. Backdoor programs and rootkits are tools used by hackers to gain access to and take total control of a computer system. A computer that a hacker controls in this manner is referred to a Zombie computer. Denial-of-service attacks overwhelm computer systems with so many requests for data that legitimate users can’t access the system. This means that the computer is so busy responding to bogus requests from hackers that it will not respond to legitimate requests that the actual user is trying to make. The DoS can be easily traced back to a single computer so the hackers will use multiple computers to avoid getting caught.  Hackers can hack indirectly (many professional hackers use exploit kits which search for flaws within a software) and directly (going onto the computer and installing a program).
4.  Explain what a computer virus is, why they are a threat to your security, how a 
computing device catches a virus, and the symptoms it may display. 
A virus is a computer program that attaches itself to another computer program (host). It attempts to spread to other computers when files are exchanged. Computer viruses are threatening because they are engineered to evade detection. Symptoms of virus infection include: (1) files or app icons disappear, (2) browser is reset to an unusual home page, (3) odd messages, pop-ups, or images are displayed, (4) data files become corrupt, and (5) Programs stop working properly. 
5. Explain what malware is, and list the common types of malware. 
Boot-sector viruses copy themselves onto the master boot record of a computer and execute when the computer is started. Logic bombs and time bombs are viruses triggered by the completion of certain events or by the passage of time. Worms can spread on their own without human intervention, unlike conventional viruses. Macro viruses lurk in documents that use macros (short series of commands that automate repetitive tasks). E-mail viruses access the address book of a victim to spread to the victim’s contacts. Encryption viruses render files unusable by compressing them with complex encryption keys. Polymorphic viruses periodically rewrite themselves to avoid detection. Stealth viruses temporarily erase their code and hide in the active memory of the computer. Multipartite virus is designed to infect multiple files so that the antivirus looking for it will have a harder time.
6. Define spam, and describe strategies to combat it. 
Malware is software that has a malicious intent. Adware is software that displays sponsored advertisements in a section of your browser window or as a pop-up box. Spyware collects information about you, without your knowledge, and transmit it to the owner of the program. You can prevent spyware from spying on you. The third kind is viruses. 
7.  Explain what cookies are and whether they pose a security threat. 
Spam is unwanted or junk e-mail. You can add a spam folder to filter out any unwanted emails. There are also third party programs to control spam (Spam Fighter). To prevent spam, you can subscribe to an email forwarding service like VersaForward. Spim is unsolicited instant messages, which is also a form of spam. Spam filters in e-mail systems forward junk mail to their own folder. Never reply to spam or click on unsubscribe links as this usually just generates more spam
8. Describe social engineering techniques, and explain strategies to avoid falling prey to them.
Cookies are small text files that some websites automatically store on your hard drive when you visit them. This helps companies/websites know about your preferences. The only personal information a cookie obtains is the information you supply when filling out forms online. Cookies do not pose a security threat.

9. Explain what a firewall is and how a firewall protects your computer from hackers. 
Social engineering is a technique that uses social skills to generate human interaction such as phone calls to entice individuals to reveal sensitive information. They use pretexting to create believable scenarios to get their target to trust them. There are 2 kinds of pretexting: phishing lures and pharming. Phishing is when fake emails are sent but they appear to be sent from real emails, which direct people to scammer websites. Pharming is when malicious code is plated on your computer. This means that you can enter the actual web address for a legitimate website but the virus will direct you to a different website which looks exactly the same but is not. Scareware will try to convince you that your computer is infected even if it’s not and offer you fake solutions to fix it. Most internet security software packages come with built-in phishing, pharming, and scareware protection.
 
10. Explain how to protect your computer from virus infection. 
A FIREWALL is a software program or hardware device designed to protect computers from hackers. Firewalls block access to your computer’s logical ports and help keep your computer’s network address secure. Firewalls use PACKET FILTERING to identify packets sent to specific logical ports and discard them. Firewalls use network address translation to assign internal IP addresses on networks. The internal IP addresses are much more difficult for hackers to detect.
11. Explain how to protect your computer from virus infection.
ANTIVIRUS SOFTWARE is specifically designed to detect viruses and protect your computer and files from harm. Antivirus software detects viruses by looking for VIRUS SIGNATURES: code that specifically identifies a virus. Antivirus software stops viruses from executing and quarantines Infected files in a secure area on the hard drive. Virus software must be constantly updated to remain effective (once a week). It is important to update your software because new operating systems fix the old operating systems.
12. Describe how passwords and biometric characteristics can be used for user authentication on computer systems. 
Secure passwords contain a mixture of upper- and lowercase letters, numbers, and symbols and are at least 14 characters long. Passwords should not contain words that are in the dictionary or easy-to-guess personal information. Utilities built into web browsers and Internet security software can be used to manage your passwords. A biometric authentication device is a device that reads a unique personal characteristic to identify an authorized user. Fingerprint readers, iris scanners and facial recognition software are common examples of biometric security devices.
13. Describe ways to surf the web anonymously. 
Privacy tools built into web browsers help your surf anonymously by not recording your actions in the history files. USB devices containing privacy tools are available that prevent the computer you are using from storing any information about you on the computer. Virtual private networks (VPNs) are secure networks that can be used to send information securely across the public Internet. Public computers should use Linux-based operating systems. 
14. Describe the types of information you should never share online. 
Reveal as little information as possible about yourself. Your Social Security number, phone number, date of birth, and street address are four key pieces of information that identity thieves need to steal an identity. On Facebook you are able to change your privacy settings. 
15. List the various types of backups you can perform on your computing devices, and explain the various places you can store backup files. 
There are 3 major threats to the data on a computer: unauthorized access, tampering, and destruction. An INCREMENTAL BACKUP involves backing up only files that have changed or have been created since the last backup was performed. An IMAGE BACKUP (or SYSTEM BACKUP) means that all system, application, and data files are backed up, not just the files that changed. You can store backups online (in the cloud), on external hard drives, or on network-attached storage (NAS) devices. You should backup your data files every time you make changes to them. 
16. Explain the negative effects environment and power urges can have on computing devices.
Computing devices should be kept in clean environments free from dust and other particulates and should not be exposed to extreme temperatures (either hot or cold). You should protect all electronic devices from power surges by hooking them up through surge protectors, which will protect them from most electrical surges that could damage the devices.
17. Describe the major concerns when a device is stolen and strategies for solving the problems. 
The four main security concerns regarding computing devices are (1) keeping them from being stolen, (2) keeping data secure in case they are stolen, (3) finding a device if it is stolen, and (4) remotely recovering and wiping data off a stolen device. Software is available for installation on devices that will (1) set off an alarm if the device is moved, (2) help recover the device, if stolen, by reporting the computer’s whereabouts when it is connected to the Internet, and (3) allow you to lock or wipe the contents of the device remotely such as Find My iPhone.

Unit 8:
Business productivity has to be using APPLICATION SOFTWARE efficiently + effectively.
•	Excel = Spreadsheets = Infos. (ex: use of functions in tables)
•	Access = Database = Relating infos between them. (ex: tables relating to each other)
•	Important to be able to extract information from database + understand them properly.
•	Important to learn proper practice of ORGANIZATION +PRESENTATION of data + infos.
•	CHARTS/ STATS/ TABLES/ ETC. = APPLICABILITY TOOLS.
•	Important to learn how to do good presentation with Access’ output results.
•	In BTM, the Mini-Cases are practices of that = producing solutions.
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