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Reference

• Cisco Chapter 5
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Chapter 5 Learning Outcomes

• Describe the function and characteristics of the media 
access control method used by the Ethernet protocol 

• Describe the Physical and Data Link features of Ethernet
• Describe the anatomy of a MAC address
• Describe Unicast, multicast and broadcast
• Describe a collision and a collision domain
• Compare and contrast Ethernet hubs and switches
• Explain the basic operation of a switch
• Explain the switch MAC address table (aka CAM)
• Explain Address Resolution Protocol
• Describe ARP issues
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Ethernet
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Presenter
Presentation Notes
Hub is a stupid device!  It operates at layer 1.  It simply re-transmits the frame it receives out all ports except the incoming port.

Switch is a layer 2 device.  It forwards frames to destination based on incoming frame destination MAC address and the switch’s MAC address table.
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Presenter
Presentation Notes
Full duplex can only occur on a switch where the only one device is connected to the switch port.




Ethernet

CST2103 9

Presenter
Presentation Notes
Remember a single mode fiber can carry signals over distances as far as 100Kms!
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Presenter
Presentation Notes
Manufacturer’s ID AKA the OUI.

OUIs are maintained by the IEEE and can be searched at:

http://standards.ieee.org/develop/regauth/oui/public.html

For example Vmware holds 4 OUIs:

00-05-69 (hex) VMware, Inc. 000569 (base 16) VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 UNITED STATES 
00-0C-29 (hex) VMware, Inc. 000C29 (base 16) VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 UNITED STATES 
00-1C-14 (hex) VMware, Inc 001C14 (base 16) VMware, Inc 3401 Hillview Avenue Palo Alto CA 94304 UNITED STATES 
00-50-56 (hex) VMware, Inc. 005056 (base 16) 



OUI Registry

• http://standards-oui.ieee.org/oui.txt

• Examples:
– 00-10-57 (hex) Rebel.com, Inc.
– 0C-A4-02 (hex) Alcatel Lucent IPD
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Ethernet

• CSMA/CD
– Media Access Control method for Ethernet

• Low overhead
• First come first served
• No one has priority for sending, even after a collision!
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Ethernet

• Switch
– In a LAN where all nodes are connected directly to the 

switch, the throughput of the network increases 
dramatically. The three primary reasons for this 
increase are:

• Dedicated bandwidth to each port
– A point to point topology!

• Full-duplex operation
– Full duplex implies collision free

• Collision-free environment

Note that GbE only works in full duplex mode!
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FYI - Ethernet

• Switch operations:
– Selective Forwarding 
– Learning 
– Flooding 
– Aging 
– Filtering
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Ethernet

• Address Resolution Protocol (ARP)
– ARP allows a device to discover the MAC 

addresses of same-subnet devices
– ARP requests ARE NOT routed to other subnets by 

the router
– The ARP request is simple:

• Who has 192.13.34.33?  Tell 192.13.34.34
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Ethernet

• ARP Issues
– Overhead on the media

• ARP Broadcast can flood the local media

– Security
• Frames can be hijacked by a device pretending to be a 

given IP address
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The End!
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Important Note

• Some slides copied from:
–Cisco Academy Slide set
–Online Cisco Curriculum

CST2103 30


	Networking Basics
	Reference
	Chapter 5 Learning Outcomes
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	OUI Registry
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	FYI - Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	Ethernet
	The End!
	Important Note

