CIS – Chapter 1

· Information technology (IT) – is the set of techniques used in information handling and retrieval of information automatically

· the seven fastest growing occupations are computer related

· Data mining – the process of searching huge amounts of data with the hope of finding a pattern

o Allows retailers to respond to consumer buying patterns

o Can result in extremely specific marketing – discount cards

· MaxiCode – specially designed scannable sticker that contains all the important information about the package

o Allows for customers to track packages (uses Bluetooth tracking technology)

· PDA – Personal Digital Assistance – small device that enables users to carry digital information

· Radio Frequency Identification Tags (RDIF) – small tags that help identify individual items, contain microchips that holds sequence of unique information

· Affective computing – is computing that relates to emotion or deliberately tries to influence emotion

· South Koreans – 80% of them have high speed access (only 47% in states)

· The History of the PC:

· Altair 8800 – first personal computer

· No monitor or printer, used machine code – not user-friendly

· Apple 1 – built by Steve Jobs and Steve Wozniak – formed Apple Computer Company

· Competition included Commodore, Radio Shack and IBM

· BASIC – Beginners All Purpose Symbolic Instruction Code – revolutionized the software industry

· Bill gates and Paul Allen – founders of Microsoft – used BASIC to write programs for Altair

· DOS – Disk Operating System

· QDOS – Quick and dirty operating system

· VisiCalc – the first business application developed for the personal computer (by Dan Bricklin and Bob Frankston)

· Followed by LOTUS 1-2-3 and Microsoft Excel

· Wordstar – the first word processing application

o Followed by Word for MS-DOS (WORD) and Word Perfect

· Graphical User Interface – GUI – allowed users to interact with the computer more easily

o Apple was the first to take advantage of this

· Alto – computer that included the WYSIWYG Principle – what you see is what you get – file management system with directories and folders

· Lisa – the first successful PC brought to the market with a GUI (by Apple)

· Macintosh followed by Apple

· Mosaic – first internet browser

· Jacquard Loom – stiff cards with punched holes to automate calculation processes

· Babbage – developed the first automatic calculator – Analytical Engine

· ABC – Atanasoff Berry Computer – first to use vacuum tubes to store data instead of mechanical switches

· Harvard Mark 1 – could perform all four arithmetic operations

· Turing Machine – model that defined a mechanical process (algorithm)

· ENIAC – Electronic Numerical Integrator and Computer – US government sponsored – the first successful high speed electronic digital computer

· UNIVAC – Universal Automatic Computer – first commercially successful electronic digital computer

o Considered first-generations computers

· Transistor –a means to store data, replaced bulky vacuum tubes – smaller and more powerful

o Computers that used these considered second generation

· Integrated circuit – a small chip capable of containing thousands of transistors

o Allowed computers to become smaller and lighter

o Considered third generation computers

· Microprocessor chip – a small chip containing millions of transistors – is the CPU of the computer

o Fourth generation computers



CIS –Chapter 2 – Looking at Computers –Understanding the Parts

· Computer is a data processing device that performs four major functions

o It gathers data, or allows users to input it

o It processes that data into information

o It outputs data or information

o It stores data and information

· Data – representation of a fact, figure or idea – can be a number, a word, a picture, sound

o Alone they mean little to you

· Information – data that has been organized or presented in a meaningful fashion

· Processing – manipulating or organizing data to information

· Binary language – consists of two digits – o and 1, everything is broken down into binary (bit)

o Eight binary digits combine to create one byte

o Also KB, MB, GB, TB, PB, EB, ZB (1 GB = 1 billion bytes)

§ Google uses 20 PB a day

· Computer uses a combo of hardware and software to process data into information

· Hardware – any part of the computer you can physically touch

· Software – set of computer programs that enables the hardware to perform different tasks

o Application software – programs you use on the computer (ex- Word)

o System software – programs enable your computer’s hardware and software to work together

§ OS – Operating System – program that controls the way in which your computer system functions

· System unit and peripheral devices perform four main functions:

o Input data

o Process that data into information

o Output the data and information

o Store them

· Input devices – enables you to enter data and instructions – keyboard, mouse, microphones, etc

o QWERTY keyboard, also Dvorak keyboard – most common used letter on home keys

o Virtual laser keyboard – transmit via Bluetooth – wireless connection

o Numeric keypad, function keys, control key, windows key, multimedia buttons

o Insert key / num lock /caps lock - toggle keys – function changes when you press it

· Stylus – a pen shaped device that are used to tap on PDA’s

· Tablet PC’s – touch-sensitive screen and handwriting recognition

· Best wireless keyboards us RF (radio frequency)

· optical mouse – laser, vs. track ball mouse, touchpad for laptop

· Game controls are considered input devices, not mice

· Magnetically shielded microphones – come with most computers

· Unidirectional microphones – pick up sound from one direction – good for phone call

· Omni directional microphones – pick up sounds from all directions – good for conference



· Monitors:

· Cathode ray tube (CRT) – traditional computer monitor

· Liquid crystal display (LCD) – notebook / flat screen – are lighter and more energy efficient

· Legacy technology – ex – the CRT – technology that was once popular, but no longer is

· Monitors are composed of pixel, each pixel has a red, blue and green sub pixel

· 1600 x 1200 – means 1,600 vertical columns with 1,200 pixels in each

· Passive matrix displays LCD- less expensive – fade over time

· Active-matrix displays LCD – individually charged pixels – clearer, brighter, better viewing angle

o Need to consider – viewing angle, contrast ratio, brightness, response time

· Printers:

· Impact printers – tiny, hammer like keys that strike the paper

· Non-impact printers- inkjet and laser

· Inkjet – quieter, faster and highly quality than impact printers

· Laser – quick and quiet production and high quality – often used in schools

· Plotters – large printers used to produce oversized pictures

· Thermal printers – melting wax based ink onto ordinary paper or burning dots onto specially coated paper – used in airports for ticketing

o Need to consider speed, resolution, colour output, memory, cost, ink cost

· Sound:

· Speakers, subwoofers, surround sound speakers

· The System Unit:

· System unit – is the metal or plastic case that contains the central electronics components of the computer – the processor, memory, circuit boards, storage devices

· Most desktops are all in one computers

· Sleep mode – all docs, etc remain in RAM (random access memory) available quickly

· Hibernation mode – power saving – state of greatly reduced power, info protected from loss

· Warm boot – restarting the system while its powered on

· Cold boot – starting computer from shut off mode

· The hard drive is nonvolatile storage – it holds data and instructions your computer needs permanently, even after computer is turned off

o It is a non portable permanent storage

o External hard drives – made hard drives portable via cables

· CD-Rom drives – read cds, CD RW drives – read and write Cd’s, DVD RW – read and write DVD’s

o Dvd’s can hold 25 x more data than a CD

o Blu-Ray – can hold 50gb of data

o Floppy disk drive – reads and writes to disks that hold limited data

o Zip disk – wider opening than floppy – can carry much more data than floppy

o Flash drives – aka – jump, USB, thumb drives – portable data storage – 16GB

o Flash memory cards – let you transfer digital data between computer and digital cameras, PDA, smart phones, video cameras and printers

· Ports – places on the system unit where peripheral devices attach to the computer so data can be exchanged between them and the OS

o Serial ports – send data one bit at a time – were often used to connect modems – slow

o Parallel ports – send data much faster (USB made them obsolete)

o Universal Serial Bus (USB) ports – quickly transfer data

o USB 2.0 ports – 40x faster than USB ports

o Connectivity ports – give access to networks and the internet – enable computer to function as a fax machine

o Ethernet port – connect computer to DSL or cable modem or a network

o Modem port – telephone line port to internet
 
o Also connect via Bluetooth and wireless connections

o FireWire 800 is the fastest port available

o VGA – Video graphic array – connect monitor

o Super video (S-video) – and Digital visual interface (DVI) – connect to multimedia

· Inside the System Unit:

o Power supply – connected to wall voltage to power computer chips

o Expansion cards – connection to other devices- sound and video

o Modem card – provides the computer with a connection to the internet via phone

o Network interface card (NIC) – high speed internet connection

o Motherboard – largest – contains set of chips that power system, including CPU

o CPU – Central Processing Unit – largest and most important chip in computer – brains

o RAM – Random Access Memory – is temporary storage, is volatile storage, is lost when you turn the computer off- but quick access to data and commands when on

o ROM – Read only memory – holds all the instructions the computer needs to start up

§ Is permanent (non-volatile storage location)

· Mainframes – large, expensive computers that support hundreds of users simultaneously (ex –insurance company)

· Supercomputers – can perform complex calculations extremely quickly

o Main difference – super computer is designed to execute a few programs quickly, mainframe handle many programs, but slower

· Embedded computers – specially designed computer chips that reside inside other devices

o Ex- self contained computer devices – ex – thermostat in car

· Ergonomics – an applied science concerned with designing and arranging things people use so that the people and things interact most efficiently and safely

o How you set up your computer to minimize injury and discomfort

o Position monitor correctly, adjustable chair, assume proper typing position, take breaks, ensure the lighting is adequate

· Flexible screens – OLED – Organic light emitting displays – used in digital cameras – tend to use less power, making them better for portable devices – lightweight, inexpensive, flexible

· Wearable screens – eyeglasses with displays built right in

· Bistable screens – has the ability to retain its image even when the power is off = longer battery

Chapter 3 - Using the Internet

· Developed during the Cold War – US needed to communicate / coordinate activities

o To establish a secure form of military communications

o The create a means by which all computers could communicate

· Evolved from US government – ARPANET – Advanced Research Projects Agency Network

o Involved UCLA, Stanford, U of California, U of Utah

· Vinton Cerf and Robert Kahn – the ‘fathers’ of the internet

· Tim-Berners-Lee – worked for CERN – invented the web – access documents

· Communications – IM, buddy list, podcast (clip), webcast (broadcast)

o RSS – really simple syndication – allows frequent updates of content on the WWW

o Aggregators – programs that search for new web content

o VOIP – Voice over internet protocol – form of voice based communication that turns a standard internet connection into a means for placing phone calls, etc (ex- Skype, vonage)

· Multimedia – anything that involves one or more forms of media in addition to text

· VeriSign – certify online transactions are secure

· Cookies – small text files that some web sites automatically store on your computer’s hard drive when you visit the site , keeps track of you, process, in database

o Allows companies to identify user preferences

· Malware – software that has a malicious intent, three forms:

o Adware – sponsored ads in section of browser (ex- pop up windows)

o Spyware – unwanted piggyback program that downloads with software and tracks information

o Viruses and worms - small programs that can be destructive and cause serious damage

§ Adware and spyware are not destructive, more annoying, called grayware

o Trojan horses – disguise themselves as benign programs, but are really harmful code

· Web browser- allows you to locate, view and navigate the web (IE, Firefox, Safari, Opera)

· URL – Uniform Resource Locator – is a websites address, two parts

o Protocol – set of rules used to retrieve the specified document

§ HTTP – Hypertext transfer protocol

§ FTP – file transfer protocol

o Domain name – the host name

§ TDL – top level domain – suffix after the dot (ex -.com)

§ Path – after slash – subdirectory

· Breadcrumb list – path of pages you have visited in site

· Metasearch engine –searches other engines, rather than individual web sites

· Three parts to search engine :

o Spider – constantly collects data on the web, crawl, legs to visit multiple sites

o Indexer program – organize

o Search engine software – searches the index, to provide hits

· Evaluating web sites – authority , bias, relevancy, audience, links

· Client – computer that asks for data

· Server – computer that receives the request and returns the data to the client

· Internet backbone – fastest pathway and main artery of the internet – all intermediary pathways connect to this backbone

· IP Address – set of four numbers – means by which all computers are connected to the internet to identify each other

· Cable modem – works to translate the cable signal into digital data and back again

· Network interface card – expansion (adapter) connected to modem

· FiOS – Fiber-optic service – uses stands of optically pure glass that are as thin as human hair

o Extremely fast

· LSN – Large scale networking –US government – next generation internet – increase speed of network

· Internet2 – develop new internet technology and disseminate them as rapidly as possible to the rest of the internet community

· Web 2.0 – web based online collaboration and sharing sites



· Technology in Focus – Information Technology –Ethics

· Social justice, intellectual property, privacy, e-commerce, online gambling, electronic communication issues (free speech), computer abuse (protection vs. access)

· Social Justice – can technology be used to benefit everyone?

o Three technologies that could help poor rural – solar energy, genetic engineering, internet

· Intellectual Property – what is fair about fair use

o Protected through copyright law

o Fair use – has allowed for a range of exceptions to copyright provision

· Privacy – is personal privacy a casualty of the modern age?

· E-Commerce- online gambling – banned or regulated?

· Electronic communication – free speech

· Computer abuse – protecting children




Chapter 4 CIS – Application Software

· Software – set of instructions that tells the computer what to do

· Programs – means for us to interact with the computer, without specialized computer programming skills

· Two basic types of software:

o System software – includes software such as Windows Vista, which help run the computer and coordinate instructions between application software and the computer’s hardware devices

§ Includes the operating system and utility programs

o Application software – is the software you use to do tasks at home, school and work

· Productivity software – includes programs that enable you to perform various tasks generally required in home, school and business

o Word processing, spreadsheets, presentations, database, personal information manager (PIM) programs

o Word processing – Word, Corel, AbiWord, Open Office Suite

§ Is the most widely used software application

o Spreadsheet – Excel, Lotus 1-2-3,

§ Ability to sort, filter and group data

o Presentation – Powerpoint, Open Office Impress, Zoho Show

o Database – Oracle, Corel Paradox, Microsoft Access

§ Complex electronic filing system – sort, filter, and organize data

o PIM – Personal Information Manager- Outlook, Lotus organizer

§ Strive to replace mgmt tools found on a desk – calendar, address book, notepad, to do list, etc

o Wizards – step by step guides that walk you through necessary steps to complete task

o Templates – forms that are included in applications that provide basic structure for a particular kind of document, spreadsheet, or presentation

o Macros – are small programs that group a series of commands to run a single command

· Integrated Software Application – is a single software program that incorporates the most commonly used tools of many software programs into one integrated stand-alone program

o Not substitutes for the full suite of applications they replace

o Thought of as ‘software lite’ – ex – Microsoft Works 9

o Good if you don’t need all the advanced features of each program

· Software Suites – is a group of software programs that have been bundled as a package

· Personal Finance Software – ex – tax preparation software

o Manage daily finances – ex – Microsoft Money

· Multimedia Software – includes image, video and audio editing software; animation software, and other specialty software required to produce computer games, animations and movies

o Digital image editing – Microsoft Photo Story, Picasa, Photoshop, Paint Shop Pro

o Digital audio software – ripping – encoding CD’s in MP3 format, podcasting – distribution of audio files such as radio shows and music videos over the internet

o Digital video software – ex – Adobe Premiere Pro, Movie Maker, iMovie

o Media management software – ex – Media player, Winamp, iTunes – sort, filter and search music collection

· Entertainment software – provide users with fun

· Virtual reality programs- turn artificial environments into a realistic experience

· Educational Software – ex – simulation programs, course mgmt software (blackboard),

· Reference Software – Wikipedia, Encarta, etc

· Drawing software

· Business Software:

o Accounting software

o Desktop publishing software (allows you to incorporate and arrange graphics and text in your documents in creative ways)

o Web page authoring software – allows ppl to design web pages

· Large Business Software:

o Project management software – ex – Microsoft Project – helps managers easily create and modify scheduling charts, track specific tasks and coordinate personnel resources

o Customer relationship management(CRM) software – stores sales and client contact information in one central database

o Enterprise resource planning (ERP) systems – consolidate multiple systems into one and improve coordination of these business areas across multiple departments

· Specialized Business Software:

o Vertical market software – tailored to the needs of a particular company or industry

§ Ex – property mgmt software

o Proprietary software – owned and controlled by the company that uses them

o Computer aided design (CAD) – programs are a form of 3D modeling that engineers use to create designs, technical drawings, model visualizations

· Software licenses – don’t actually own the software, just have the license that gives them the right to use for their own purposes

o Agreements between the user and software designer

o Beta versions – free trials of software still under development

· Shareware – distributed freely to try for a period of time and then purchase is required




[bookmark: _GoBack]Chapter 5 – Using System Software

· Application software – software you use to do everyday tasks at home and work

· System software – is the set of software programs that helps run the computer and coordinates instructions between application software and the computer’s hardware devices

· Operating System – is a group of programs that controls how your computer system functions

o Manages computers hardware, including the processor (CPU), memory, storage devices, etc, and responsible for mgmt, scheduling, interaction of tasks as well as system maintenance

o Acts as the ‘traffic cop’ of your computer

· Utility programs – small programs that perform many of the general housekeeping tasks for the computer, such as system maintenance and file compression

· Operating System Categories:

o Real time operation system (RTOS) – Lynx

§ Required to perform a repetitive set of tasks in an exact amount of time

§ Is a program with a specific purpose and must guarantee certain response times for particular computing tasks

· Ex – scientific instruments, video games, robots

o Single user, single task operating system – MS-DOS

§ One user performing one last at a time – ex –PDA’s

o Single user, multitask operating system – Vista

§ Can handle only one person working on it at a time but performs a variety of tasks simultaneously

o Multiuser operating system – Linux

§ Aka – a network operating system – allows more than one user to access the system – efficiently handles and prioritizing all the requests

§ Mainframes – responsible for storing, managing, and simultaneously processing data from all users

· Platform – the combo of operating system and processor is referred to as the platform

· MAC OS – in 1984 became the first commercially available operating system to incorporate a GUI with its user friendly point and click technology

· Linux – is a open source operating system

o Is designed for use on personal computers and as a network operating system

o Open source software – is freely available for developers to use or modify as they wish

· Operating Systems for Servers and Mainframes:

o Need a type of operating system that can support multiple users requesting multiple tasks simultaneously

o Servers – are a computers on a network that manage network resources

o Mainframes – are extremely large computers that handle requests from hundreds or thousands of users simultaneously

§ Run on systems developed by IBM and Unisys

§ Servers run on Windows Server or UNIX

o Unix – is a multiuser, multitask operating system used primarily with mainframes as a network operating system

· What the Operating System Does:

o It provides a way for the user to interact with the computer

o It manages the processor, CPU

o It manages memory and storage

o It manages the computer’s systems hardware and peripheral devices

o It provides a consistent means for software applications to work with the CPU

· User Interface – enables you to interact with the computer

o Command driven interface – is one in which you enter commands to communicate with the computer system (very complicated, not easy to understand)

o Menu driven interface –one in which you choose a command from menus displayed on the screen (much easier, user friendly)

o GUI – Graphical User Interface – displays graphics and use the point and click of a mouse

· Processor Management – the operating system assigns a slice of time to each activity requiring the processor’s attention – allows for multitasking

o It looks like it is all working at the same time – the OS is switching back and forth between processes, controlling the timing of each event it works on

o Preemptive Multitasking – OS processes the task assigned a higher priority before processing a task that has been assigned a lower priority

o Spooler – a program that coordinates print jobs, indicates if printer is available

· OS uses RAM as its temporary storage – but RAM has limited capacity

· Virtual memory- the process of increasing RAM storage by borrowing hard drive space

o Creates a temporary storage file called a swap file (or page file) – called paging

o Thrashing – the condition of excessive paging

· Device Driver- facilitates the communication between the hardware device and the OS

o Translates the device’s special commands that the OS can understand and vice versa

o Plug and Play (PnP) – software and hardware standard that Microsoft created – designed to facilitate the installation of new hardware – seems automatic

· Software Application Coordination:

· Application programming interfaces (API’s) – the operating system includes the blocks of code that software applications need to interact with it

o Make it easier for developers to respond to changes in the OS

· The Boot Process- Starting Your Computer

· Boot = bootstrap loader – loads the operating system into RAM

· Consists of 4 basic steps:

o Basic input/output system (BIOS) is activated by powering on the CPU

o BIOS checks that all attached devices are in place (called a POST)

o OS is loaded into RAM

o Configuration and customization settings are checked

· BIOS – manages the data between the operating system and all the input and output devices attached to the system

o Is also responsible for loading the OS from its permanent location on the hard drive to RAM

· POST – Power on self test – consists of a test on the video card and video memory, a BIOS identification process, and a memory test to ensure that memory chips are working properly

· CMOS – complementary metal-oxide semiconductor – a special kind of memory that uses almost no power – various hardware configurations are stored permanently here

· System Files- the main files of the OS

· Kernel (supervisor program) – is the essential component of the operating system – it is responsible for managing the processor and all other components of the computer system

· Registry – contains all of the different configurations used by the OS and other applications

· Safe mode – a special diagnostic mode designed for troubleshooting errors

o Only the essential devices will function

o Device manager-feature in the OS that lets you view and change properties of all devices attached to your computer

o Last known good configuration – goes back to the last successful boot on the computer

· System Restore – roll back to a past configuration

· File – a collection of related pieces of info stored together for easy reference

· Root Directory – is the C drive (hard drive ) all other folders and files are organized within it

· File Path – starts with the drive the file is located and includes all folders, subfolders, the file name and extension

· Path separators – (\) – backslash characters

· Utility Programs - Are small applications that perform special functions

o Help manage resources, help make your time and work more pleasant, improve efficiency

o Compression utility – program that takes out redundancies in a file to reduce the file size

· Disk Cleanup – cleans or removes unnecessary files from your hard drive

· Disk Defragmenter – regroups related pieces of files on the hard disk, allowing the OS to work more efficiently

· Task manager utility – to check on the program or to exit the nonresponsive program

· Task scheduler – allows you to run tasks automatically at predetermined times, with no interaction on behalf of the user

· Accessibility Utilities:

o Ease of Access Centre – contains high contrast, magnifiers, on screen keyboard, speech recognition

· TECHNOLOGY IN FOCUS – COMPUTING ALTERNATIVES:

· Open Office – Writer (word), Calc (excel) , Impress (PowerPoint)

· Database alternatives – Base and MUSQL

· Email client alternatives – Eudora and Thunderbird

· Operating system alternatives – Linux

· Apple Alternatives – Mac OS X Leopard




Chapter 6 – Understanding and Assessing Hardware

· Moore’s Law – describes the pace at which CPUs improve – CPU capacity doubles every 18 months

o DRAM – Dynamic RAM – increases 60% each year, hard drive space 50% each year

· Systems evaluation, look at:

o CPU subsystem – CPU and motherboard

o Memory subsystem (RAM)

o Storage subsystem (hard drive and other drives)

o Video subsystem (video cad and monitor)

o Audio subsystem (sound card and speakers)

o Computer ports

· CPU – composed of two units – the control unit and the arithmetic logic unit (ALU)

o Control unit – coordinates the activities of all the other computer components

o ALU – is responsible for performing all the arithmetic calculations

· Clock speed – the pace is controlled by the system clock, which works like a metronome in music. It keeps a steady beat, regulating the speed at which the processor goes through machine cycles

· Hertz – machine cycles per second, megahertz – 1 million, gigahertz 1 billion – 1 billion cycles per second

· CPU performance also affected by the speed of the front side bus (FSB) and cache memory

o FSB – connects the processor to the system memory – link between CPU and RAM

§ Faster FSB = faster data gets to processor (measured in MHz)

o Cache Memory – is a form of RAM but is more accessible to the CPU than regular RAM

§ Several levels of the cache memory

· Level 1 – block of memory that is built on the CPU chip for the storage of data or commands that have just been used

· Level 2 – located on the CPU chip but is slightly further away from the CPU, takes longer to access – contains more storage than level 1 cache

· Working with two cores (Dual core processors) are much faster and increase in performance

· CPU usage – the % of time that your CPU is working

· RAM – random access memory – temporary storage – volatile storage – short term

o 1 million times faster for the CPU to retrieve a piece of data from RAM than hard drive

o Memory cards, on the motherboard, small circuit boards – hold a series of RAM chips

· Physical memory – the amount of RAM that is sitting on memory modules

o Task manager tells you how much you have

· Kernel Memory – memory that OS uses – is the absolute minimum amount of RAM that your computer can run on

· Memory bound – limited in how fast it can send data to the CPU because there is not enough memory – slows down, freezes, even shuts down – need to add more RAM

· There is a physical limit to how much RAM you can install – only certain # of slots on motherboard

· Hard Drives – largest storage capacity of any storage device, up to 1.5 TB – nonvolatile

o Fastest of all permanent storage devices in regards to access time

o Fast data transfer rate – ex – transferring data to the RAM – in MB per Second

o Platters – round, thin plates of metal in which compose a hard drive

· Serial Advanced Technology Attachment (Serial ATA) – thinner cable sand faster transfer data rate than IDE (integrated drive electronics)

· Portable storage – CDR, CDRW, DVDR, DVDRW, BLU RAY,

o Flash memory cards – non volatile – ex – digital camera cards, media players, etc

o Flash drives – jump drives – plugged into USB – another hard drive

· Optical storage – optical discs store data as tiny pits that are burned into the disc by a laser

· Video card – is an expansion card that is installed inside your system unit to translate binary data into the images you view on your monitor

o Video memory – video cards version of RAM

o GPU – Graphics processing unit – come with video cards – speed up graphics processing

o Bit depth – the colour quality of the image displayed – more bits = better image colour detail

o Monitors – LCD better than CRT (cathode ray tube)

· Sound card – expansion cards that attach to the motherboard inside your system

· 3D sound cards – 3D sound technology advances sound reproduction beyond traditional stereo sound – can’t tell what direction its coming from

· Port- an interface through which external devices are connected to the computer

o USB – Universal Serial Bus – fast becoming the most common port on computers

o FireWire – (previously IEEE 1394) – is based on standards developed by IEEE – most commonly used to connect video devices

o Ethernet Port – RJ-45 Jack – is used to connect your computer to a local network or cable modem

o Bluetooth – uses radio waves to send data over short distances

o WIFI – Wireless Fidelity – covers much longer distances, faster data transfer

o Expansion hub – is a device that connects one port, such as a USB port, to provide 4 or 8 new ports, similar to a multi plug extension cord

· To ensure system performs reliably: 

o Clean out your startup folder

o Clear out unnecessary files

o Run spyware and adware programs

o Run the disk defragmenter utility on hard drive

· System crashing too much?

o Check to see you have enough RAM

o Make sure software is properly installed

o Error codes – go online to help resolve problem




Chapter 7 – Networking and Security

· Network – two or more computers that are connected via software and hardware so that they can communicate with each other

· Nodes – devices connected to a network – can be a computer, a peripheral, game console, etc

· Main function of a network – to facilitate information sharing

· Network Benefits – Allow users to share peripherals (ex-printer)

· Network Architectures – refers to the design of a network

o Classified according to the way in which they are controlled and the distance between nodes

· Network Administration – can be locally or centrally

· Peer-to-Peer Network – locally administered – each node connected to the network can communicate directly with every other node on the network instead of having a separate device exercise control over the entire network

o Simple to set up, most common type of home network

· Client / Server Networks – most that contain 10 or more nodes – contains two different types of computers – clients and servers

o Client – is the computer on which users accomplish specific tasks and make specific requests

o Server – is the computer that provides information or resources to the client computer on the network

§ Internet is an example of this – connected to ISP 

· P2P networks used as home networks more often than client/server networks

o They cost less and are easier to configure and maintain

· Impractical to use a single computer as both a client and a server

· LAN – Local Area Networks – networks in which nodes are located within a small geographic area

o Ex- home or school

· WAN – Wide Area Network – made up of two or more LAN’s connected over long distances

o Ex – Connecting different campuses together

· MAN – Metropolitan Area Network – network sponsored by a gov’t (ex – Philadelphia)

· Network Components – all networks include:

o 1 - Means of connecting the nodes on the network – cables or wireless

o 2 - Special devices that allow the nodes to communicate with each other and send data

o 3 - Software that allows networks to run

· Transmission media – all network nodes are connected to each other and the network by this

o Can use existing wiring

o Twisted pair cable – made up of copper wire that are twisted around each other

o Coaxial cable – cable TV box – copper wire surrounded by plastic

o Fiber-optic cable – plastic or glass fibers that transmit at extremely fast speeds

o Wireless networks

o Data transfer Rate – bandwidth – the maximum speed at which data can be transmitted between two nodes on a network

o Throughput – is the actual speed of data transfer that is achieved and is usually less than the data transfer rate

§ Both usually measured in Mbps

· Network Adapters – are devices connected to or installed in network nodes that enable the nodes to communicate with each other and access the network

o Usually NIC – Network Interface Card

· Packets – data is sent over transmission media in bundles called packets

· Network navigation devices – help make the flow of packets / data possible

· Routers – transfer packets of data between two or more networks

· Switches – are traffic cops of networks – they receive data packets and send them to their intended nodes on the same network (NOT between different networks)

· Network Operating System (NOS) – control the client/server networks – specialized software

o Ex – Windows Server 2008, SUSE Linux Enterprise

· Three Main types of P2P Networks

o Major difference between them is the transmission media on how they are connected

o 1 – Wired Ethernet Networks – use Ethernet protocol as the means by which the nodes communicate – IEEE (Institute of Electrical Electronics Engineers)

§ Requires that you install or attach network adapters to each computer or peripheral you want to connect to the network

§ Unshielded twisted pair cable (UTP) – transmission media

· Three main types – Cat 5, Cat5E, Cat 6, also Cat 7 for super fast

§ Repeaters – devices that are installed on long cables to amplify the signal

§ Switches often mistaken for hubs

· Hub – a network navigation device that merely retransmits a signal

· Switches – are smart hubs – they transmit data only to the node to which it should be sent

§ DSL/cable routers – dual role of controlling traffic and allowing internet to be shared

§ Network ready device – can be connected directly to a router instead of connecting it to a computer on the network – can be accessed by any comp on the network

§ NAS – Network Attached Storage – provide centralized data storage and access

o 2 – Wireless Ethernet Networks – uses radio waves instead of wires or cables as its transmission media

§ Uses the 802.11 standard – also known as wifi

· Differences between versions are the max data transfer rates and the type of security that they support

· Home networking – 802.11g and 802.11n are standard

§ Wireless network adapter – required by each node on network

§ Transceiver – is a device that translates the electronic data that needs to be send along the network into radio waves and then broadcasts these radio waves to other network nodes

§ Wireless router- (aka – gateway) - a device that combines the capabilities of a wired router with the ability to receive wireless signals

§ Wireless access point (WAP) – is a device that attaches to a network and provides wireless nodes with a means of wirelessly connecting to the network

· Extending the range of the wireless network

o 3 – Power-line Networks – use the existing electrical wiring in your home to connect the nodes in the network

· Keeping Your Computer Safe:

· Cybercrime – any criminal action perpetrated primarily through the use of a computer

o Performed by cyber criminals

· Hackers – anyone who unlawfully breaks into a computer system, whether an individual computer or a network

o White-hat hackers – break into systems just for the challenge of it, don’t steal or wreak havoc on the system – uncover vulnerabilities in systems

o Black-hat hackers – use knowledge to destroy info or for illegal gain

o Script kiddies – amateur hackers who use other’s programs to wreak havoc – caught easy

o Packet Sniffer – is a program that looks at (or sniffs) each packet as it travels on the internet

§ Ex – getting credit card number – wireless networks are vulnerable

o Identify theft –characterized by someone using your personal info to assume your identify for the purpose of defrauding others

· Trojan Horses – is a program that appears to be something useful (ex- a game), but at the same time does something malicious in the background without your knowledge – hidden ‘surprise’

o Backdoor programs – allow hackers to take almost complete control of your computer without your knowledge

§ Zombies – computers that are controlled in this way

· Denial of Service Attacks (DoS Attacks) – legitimate users are denied of access to a computer system because a hacker is repeatedly making requests of that computer through a zombie computer

· Distributed DOS Attack – are automated attacks that are launched from more than one zombie at the same time

· Hackers can gain access directly or indirectly

o Directly – involves sitting down at a computer and installing hacking software (rare)

o Indirectly – via internet connection – is most common

· Logical Ports – are virtual communication gateways or paths that allow a computer to organize requests for information from other networks or computers

· Firewalls – are software programs or hardware devices designed to keep computers safe from hackers, personal firewalls for home use

o Packet filtering – filter out packets sent to specific logic ports

o Logical port blocking – all incoming packets are blocked

o IP Address – data packets to where to send info to – like regular mail address

o Dynamic Addressing – IP addresses are assigned out of a pool available – change them

o Static Addressing – stays the same always – often used by businesses

o Network Address Translation (NAT) – to assign internal IP address on a network

· Types of Firewalls:

o Software firewalls – typically in security packages such as Norton, McAfee, Vista, etc

o Hardware firewalls – routers that double as firewalls

· Different Port Numbers – Chart Page 345

· Wireless networks are more vulnerable than a wired network – works for wide ranges

· Piggybacking – is connected to a wireless network without the permission of the owner

· Precaution to take with wireless networks:

o Change your SSID – network name

o Disable SSID broadcast – so other wireless devices can’t find / detect you

o Change the router password

o Turn on security protocols – WPA and WEP, WPA is stronger

o Implement media access control -

o Limit your signal range – signal won’t reach as far

o Apply firmware upgrades – patches for bugs can be upgraded

· Computer Viruses – is a computer program that attaches itself to another computer program and attempts to spread itself to other computers when files are exchanged

o Slow down networks, annoying messages, destructive files to delete hard drives

· Types of Viruses:

· Boot-Sector Viruses – replicates themselves into a hard drive’s master boot record

o Master boot record – is a program that executes whenever a computer boots up, ensuring that the virus will be loaded into memory immediately

o Can erase entire hard drives

· Logic Bombs – viruses that are triggered when certain logical conditions are met – ex – opening a file, booting your computer, accessing certain programs

· Time Bombs – are viruses that are triggered by the passage of time / certain date

o Range from annoying messages to reformatting of hard drive

· Worms – slightly different than viruses, attempt to travel between systems through network connections to spread their infections

o Much better at spreading than viruses

· Scripts – are a series of commands, mini-programs, that are executed without your knowledge

· Macro Viruses – are attached to documents (ex – Word or Excel) that use macros

o Marco – a short series of commands that usually automates repetitive tasks

· Encryption Viruses – are the newest form of virus – infect your computer, run a program that searches for common data files and compresses them into a file using a complex encryption key, renders the files unusable

· Virus Classifications:

o Polymorphic viruses- change their own code, periodically rewrite themselves, to avoid detection – most infect one certain type of file

o Multipartite viruses – are designed to infect multiple file types in an effort to fool the antivirus software that is looking for them

o Stealth viruses – temporarily erase their code from the files where they reside and hide in the active memory of the computer – helps to avoid detection

· Computer Safeguards:

o Antivirus Software

§ Looks for virus signatures in files

§ Quarantining – places virus in secure area so it can’t spread infection

§ Inoculation – antivirus software records key attributes about files on your computer and keeps these statistics in a safe place on the hard drive

§ New viruses are constantly written – need to stay up to date




Chapter 8 – CIS – Mobile Computing – Keeping Your Data on Hand

· Subnotebooks – run fully featured operating systems but weight in at 2 pounds or less

· Notebooks and Tablet PC’s – have larger screens and more power than subnotebooks

· PMP = portable music player

· CELL PHONES:

· Have a CPU, memory, input and output devices, requires own OS

· No standard OS, each phone manufacturer makes its own

· Symbian OS – popular OS for PDA / smart phones

· OS is stored in ROM (non-volatile, permanent)

· Other phone data, ring tones – stored on memory chip

· Input devices – microphone and keypad, camera

· Output devices – LCD screen, speakers

· Analog-to digital converter chip – turns voice sounds into digital signals

· Digital signal processor – handle the compression work of digital data

· Base transceiver station – large communications tower with antennas, amplifiers, receivers and transmitters (is what allows you to make a call)

· Mobile Switching Center – is a central location

o “drops out” – dropped call when stations are too far apart

· SMS – Short Message Service – aka text messaging

· MMS – Multimedia message service – send messages that include text, sound, images, video

· Wireless Internet Service Provider (Wireless ISP)

· Micro-browser software – enhance internet browsing on a cell phone

· Wireless Markup Language (WML) – text based, no graphics, hit on mobile screen

· PORTABLE MEDIA PLAYERS – PMP’S

· Small portable devices that enable you to carry your MP3 files around with you, also can store video, audio and images

· Not all PMP’s carry music – some like PS, standalone GPS, etc

· Flash Memory – a type of nonvolatile memory, to store files – is what MP3 players use

· Sampling rate – the number of times per second the music is measured and converted to a digital value (bigger is better quality, and larger file size) - Kbps

· Peer-to-peer sharing (P2P) Sharing – process of transferring files between computers

· PDA / SMARTPHONES:

· PDA –is a small device that allows you to carry and process digital information

· Smart Phones – cell phones that have advanced memory and processing power

o Both contain a CPU, OS, storage ,input and output devices, ports

· Stylus – pen like device you can enter data directly

· Have LCD screens

· Processer Speed – measured in hertz (Hz) – number of operations (cycles) the processer completes each second

· Two main OS -> Palm Os and Windows Mobile , ROM holds OS, RAM holds applications and data

· Ultra mobile / subnotebook – larger screen and more processing power than phones

· NOTEBOOKS:

· Tablet PC – portable computer that is lightweight, features advanced handwriting recognition and can be rotated into a clipboard style

· Digital Ink – the text-entry system that allows you to easily draw images and enter text by ‘writing’ on the surface of the tablet

· Memory Effect – means that the battery much be completely used by before it is recharged

· Footprint – is small on a notebook – the amount of space it takes up on the desk

· Express Card – smaller and transfer data faster than PC cards they are replacing

DIGITAL ENTERTAINMENT – TECHNOLOGY IN FOCUS:

· File formats – page 433

· Codecs – Compression / Decompression – rules, implemented in either software or hardware that sequence the same audio and video info into less space




Chapter 9 – Behind the Scenes – A Closer Look at System Hardware

· System unit – the box that contains the central electronic components of the computer

· ELECTRICAL SWITCHES:

· A computer system can be viewed as just an enormous collection of on/off switches

· Electrical Switches – devices inside the computer that can be flipped between the two states of binary, 1 or 0, on or off

· Vacuum tubes – the earliest generation of computers used these – allowing or blocking the flow of electrical current – take up a lot of space

· Transistors – are electrical switches that are built out of layers of a special type of material called a Semiconductor – any material that can be controlled to either conduct electricity or act as an insulator (to prohibit electricity from passing through it)

· Integrated Circuits (chips) – tiny regions of semiconductor material, such as silicon, that support a huge number of transistors

· Microprocessors – chips that contain a CPU (first one was Intel 4004)

· THE BINARY NUMBER SYSTEM:

· Number system – is an organized plan for representing a number

· Binary number system – numbering system in computers that describe a number as powers of 2

o Aka – the base 2 number system

· American Standard Code for Information Interchange (ASCII) – represent each letter or character as an 8-bit binary code – can max assign 256 different unique codes

· 8 binary digits (bits) form one byte

· Unicode – more advanced, can represent more languages and symbols

· THE CPU: PROCESSING DIGITAL INFORMATION:

· Is the brains of the computer, executes every instruction given to your computer

· CPU is located on microprocessor, in the system unit on the motherboard

· Core Technology – two or more processors on the same chip, enabling the execution of two sets of instructions at the same time

· GPU – Graphics Processing Unit – performs the same kind of computational work that CPU performs, specialized to speedily handle 3D graphics and image and video processing

· THE CPU MACHINE CYCLE:

o 1 – Fetch - When any program begins to run, the 1s and 0s that make up the binary must be ‘fetched’ from their temporary storage location into RAM and moved to the CPU before they can be executed

o 2- Decode – once the program’s binary code is in the CPU, it is decoded into the command the CPU understands

o 3 – Execute – the CPU actually performs the work described in the command. Perhaps mathematical operations

o 4 – Store – results are stored in registers – special memory storage areas built in the CPU, which are the most expensive, faster memory in your computer. Ready to fetch next.

· The System Clock – built into the motherboard – keeping a steady beat and thereby controlling when the CPU moves to the next stage of processing

o Known as clock cycle – set the pace – clock speed – measured in hertz (Hz) – today (GHz)

· The Control Unit – manages the switches inside the CPU – with each beat of the system clock, the control unit moves each switch to the correct on or off setting

· STAGE 1 – THE FETCH STAGE:

· Cache Memory – even faster than RAM – small blocks of memory located directly on and next to the CPU chip – holding places for recently used instructions or data that the CPU needs the most

o Level 1 Cache – is a block of memory that is built onto the CPU chip for the storage of data or commands that have just been used

o Level 2 Cache – slightly farther away, or on a separate chip next to the CPU

§ Contains more storage that level 1

o Anything additional goes to RAM 

o Some have level 3 – which can hold more memory before going to RAM

· STAGE 2 – THE DECODE STAGE:

o Translate (decode) the program’s instructions into commands the CPU can understand

o Instruction set – the collection of commands a specific CPU can execute

o Assembly language – instructions are written by humans, easier to work with

o Machine language – long strains of binary that comes from assembly language

· STAGE 3 – THE EXECUTE STAGE:

o The ALU (Arithmetic Logic Unit) – is part of the CPU – is designed to perform mathematical operations such as +, - , / , x , to test the comparison of values, < > , can also perform OR, AND or NOT operations

o ALU is fed data from CPU’s registers

o Word size – the number of bits a computer can work with at a time

· STAGE 4 – THE STORE STAGE

o The result produced by the ALU is stored back in the registers

· RAM – THE NEXT LEVEL OF TEMPORARY STORAGE:

· RAM – volatile – meaning that is won’t save if the computer is turned off

· Access Time – the time it takes a device to locate data and instructions and make them available to the CPU for processing (measured in nanoseconds – ns)

· TYPES OF RAM:

· Dynamic Ram – DRAM – most inexpensive and most basic type of RAM

o Only used in older systems, Dynamic because they leak charge all the time

· Synchronous DRAM (SDRAM) – much faster than basic DRAM

· DDR SDRAM – is faster than SDRAM

· DDR2 SDRAM – pushes data through twice as fast as DDR

· Dual Channel DDR2 – used in high multimedia machines, gaming systems, high demand

· Static RAM (SRAM) – more transistors are used, but no capacitor is needed –eliminates the need for a refresh, thus making it much faster than DRAM

· Memory Modules – is where most RAM chips reside – small circuit boards

· BUSES – THE CPU’S DATA HIGHWAY:

· Bus – is an electrical wire in the computer’s circuitry – the highway that data (or bits) travels on between the computer’s various components

· Local Buses (Front Side Bus FSB) - are on the motherboard and run between the CPU and main system memory

· Expansion Bus – that expands the capabilities of your computer by allowing a range of different expansions cards to communicate with the motherboard

· Bus Clock Speed- overall performance of the computer – measured in MHz

· Bus width – determines how many bits of data can be sent along a given bus at any time

o Bus Clock Speed and Bus Width determine how quickly any given amount of data can be transferred on a bus*** measured in MBPS

· Accelerated Graphics Port (AGP) – bus design to help move 3-d graphics data quickly

· Peripheral Component Interconnect Express (PCIe) buses – connect directly to the CPU and support such devices as network cards, and sound and video cards

· MAKING COMPUTERS EVEN FASTER: ADVANCED CPU DESIGN:

· Pipelining – is a technique that allows the CPU to work on more than one instruction (or stage) at a time, thereby boosting CPU performance

o Requires more transistors and a more complicated hardware design

· Specialized Multimedia Instructions:

o Try to imagine what greatest computer needs will be in 4 or 5 years, and develop a new CPU accordingly

· Multiple Processing Efforts:

o Dual Processor Design – has two completely separate CPU chips on one motherboard

§ Hyper-threading – running many tasks at once

§ Helpful with anti-virus, often running in the background

o Parallel Processing – large network of computers – each computer working on a portion of the same problem simultaneously

TECHNOLOGY IN FOCUS – CAREERS IN ‘IT’

· Three out top 17 industries are computer related

· Customer Facing – jobs that require direct input from customers or that involve systems with which customers interface daily

· Enablers – jobs that involves getting key business projects accomplished, often requiring technical skills beyond the realm of IT and good people skills

· Infrastructure Jobs – jobs that are the nuts and bolts of moving and storing info that US based employees need to do their jobs

· 7 myths of IT careers – page 475

· Chief Information Officer (CIO)

· Web development - Web content creators, web publishers, customer interact technicians

· Systems development - Systems analysts, programmers, project managers, technical writers, network engineers, database developers

· Information Systems – network admin, database admin (DBA’s) web server admin, telecommunications technicians

· Support services – help desk analysts, computer support technicians




Chapter 10 – Behind the Scenes – Building Applications

· Information System – includes data, people, procedures, hardware and software

· System development Life cycle (SDLC) – set of steps in the process

o ‘waterfall’ system because each step is dependent on the previous step

o 1 – Problem and Opportunity Identification - either solve an existing problem or exploit and opportunity

o 2 – Analysis – explore the depth of the problem to be solved and develop a program specification – goals and objectives, feasibility, recommends solution or plan

o 3 – Design – generating a detailed plan for programmers to follow, is the ‘make or buy’ stage

o 4 – Development and Documentation – actual programming takes place

o 5 – Testing and Installation – ensure it work properly and installing it

o 6 – Maintenance and Evaluation – still meeting needs, errors fixed

· THE LIFE CYCLE OF A PROGRAM:

· Programming – is the process of translating a task into a series of commands a computer will use to perform that task

· Follow several steps in the process – program development life cycle (PDLC)

o 1 – The Problem – describing the problem

o 2 – Making a plan – algorithm development

o 3 – coding – speaking the language of the computer - binary

o 4 – debugging – getting rid of errors

o 5 – finished the project – testing and documentation

· DESCRIBING THE PROBLEM – THE PROBLEM STATEMENT

· Problem Statement - is the starting point of programming work

o Clear description of what tasks the computer program must accomplish and how the program will execute these tasks and respond to unusual situations

· Three things relevant to creating a useful program:

o Data – is the information that users will have at the start of the job, it will be fed into the program

o Information – is the result that the users require at the end of the job, the program will produce this info from data

o Method – described precisely, is how the program converts the inputs into the correct outputs

· Error Handling – what the program should do if the input data is invalid

· Testing plan – lists specific numbers the program would typically expect the user to enter

· MAKING A PLAN – ALGORITHM DEVELOPMENT:

· Algorithm – a set of specific sequential steps that describe in natural language exactly what the computer program must do to complete its task

o Limitation – not all problems can be described as fixed sequence

· Decision points – points at which the program must choose from an array of different action based on the value of its current inputs

· Binary decisions – can be answers in only two ways – yes or no (true or false)

· Loop – question is asked and if the answer is yes, a set of actions is performed, the question is asked again, creating a loop. Leaves loop when answer is no

o Initial value = beginning point, check to see if loop is completed = test condition

· Control Structures – is the general term used for keywords in a programming language that allow the programmer to control, or redirect, the flow of the program based on a decision

· Flowcharts provide a visual representation of the patterns the algorithm comprises

· Pseudo code – is a text-based approach to documenting an algorithm – words describe the action that the algorithm will take

· Top Down Design – is a systematic approach in which a problem is broken down into a series of high-level tasks

o Apply the same strategy repeatedly, breaking down each task into successively more detailed subtasks

· Objective-Oriented Analysis – first identify all the categories of inputs that are the part of the problem the program is trying to solve (are called classes)

o Classes are further defined by information (data) and actions (methods or behaviours) associated with the class

o Leads to reusability –can easily use existing classes from other projects

o Need to have inheritance, where derived class gets info from base class

· CODING – SPEAKING THE LANGUAGE OF THE COMPUTER

· Translating an algorithm into programming language

· Computer language uses special words and strict rules to enable programmers to control the CPU without having to know all of its hardware details

o Classified into 7 groups, called generations 

· Portability – the capability to move a completed solution easily from one type of computer to another (found in higher level programming)

· CREATING CODE – WRITING THE CODE

· Inputs and outputs that are manipulated – are variables

· Variable declaration – tells the OS that the program needs to allocate storage space in RAM

· Compilation – is the process by which code is converted into machine language – the language the CPU can understand

o Complier – is the program that understands both the syntax of the programming language and the exact structure of the CPU and its machine language

o Source code – the instructions programmers have written in the higher-level language

· Integrated Development Environment (IDE) – tool that helps programmers write, compile and test their programs

· Code Editing – the step in which code is actually entered into the computer

· DEBUGGING – GETTING RID OF ERRORS:

· Debugging –the process of running the program over and over again to find errors and to make sure the program behaves in the way it should

· Logical errors – only caught when the program is run, also finds runtime errors

· FINISHING THE PROJECT – TESTING AND DOCUMENTATION:

· Internal testing – a group within the software company uses the program in every way it can imagine – both the way it was intended and ways users make think up

· Beta version – provided at reduced cost or no cost to test sites or to interested users

· PROGRAMMING LANGUAGES – MANY LANGUAGES FOR MANY PROJECTS

· Pascal – is the only modern language that was specifically designed as a teaching language, but it is no longer offered

· Java or C++ is what is used now

· Selecting the right language, depends on:

o Space available, speed required, org resources available, type of target application

· Visual Programming – completely the layout on screen

· Rapid Application Development (RAD) – alternative to the waterfall approach of systems developed described at the beginning of the chapter

· Microsoft Visual Basic (VB) – powerful programming language used to build a wide range of windows applications

· Use C and C ++ if you are number crunching

· Use Java if you collect information from networked computers

· HTML – Hypertext Markup Language

· XHTML – eXtensible Hypertext Markup Language

o Are not programming languages, just use tags to alter appearance of text

· Scripting Languages – are simple programming languages that are limited to performing a specific set of specialized tasks

o Allows decisions to be made and calculations to be performed

o JavaScript – is a scripting language that is often used to added interactivity to web pages

· Dynamic Decision Making – means that the page can decide on how to display itself based on the choices the reader makes

· ASP – active server pages, JSP – java serve pages

· Adobe Flash – a software product for developing web-based multimedia

o Includes its own programming language

· Extensible Markup Language (XML ) – enables designers to define their own database tags, making it much easier for a web site to transfer the key information on its page to another site

· Popular programming tools chart – page 518




CIS - Chapter 11 – Database and Information Systems

· Databases – are collections of related data that can be easily stored, sorted, organized and queried

o Makes data more meaningful and useful

o Attempting to turn data into information

· Problems with lists:

o Inability for data to be shared

o Data redundancy

· Any time complex info needs to be organized, or more than one person access it, a list is no longer efficient – you need a database

· Data Redundancy – amount of duplicated data between two lists

· Data Inconsistency – if info is overlooked in one list that needs to be changed, it is not consistent with the rest of the lists

o Hard to tell which entry is correct

· Data could also be added to a list in an inconsistent format – confusion

· Another problem is how to handle incomplete data – is it entered? Or just missing?

· Advantages of Using Databases:

o Can store and retrieve large quantities of information easily

o Enable information sharing

§ Only one file is kept, increases efficiency, no need for multiple lists

o Promote data integrity – means that the data is accurate and reliable

§ Data centralization – helps ensure data integrity

o Allow the flexible use of data

§ Allows you to reorganize data in a variety of ways

§ Can manage and process larger amounts of data more efficiently

· Disadvantages of Databases:

o Complex to construct and administer

o Time consuming and expensive to set up

o Need a database administrator or database designer

o Data privacy is an issue – lots of information in databases

· Database Terminology:

o Three main components – fields, records and tables

· Fields – a category of information in a database is stored in a field

o Are displayed in columns, has a field name

o Text fields, numeric fields, computed fields, date fields, memo fields, object fields, hyperlink

o Field size – defines the max number of characters a field can hold

§ Ex – size 5, can have number up to 99999

· Record – a group of related fields

· Table – a group of related records

· Primary Keys –the unique field – making a primary key and ensuring it is unique make it impossible to duplicate records (ex – using a social insurance number, driver’s license #, plate #, order #)

· DATABASE TYPES:

o Three major types – relational, object-oriented, multi-dimensional

· Relational Database – organizes data in table format by logically grouping similar data into relations

o Tables are linked to each other by including their primary keys in other tables with related information

o Invented by E.F Codd in 1970

o Use structured query language – SQL

· Object-Oriented Databases – stores data in objects, not in tables

o Contains not only data, but also methods for processing or manipulating that data

o Can store more types of data than relational, and access it faster

o Can handle unstructured data – nontraditional data such as audio, video, pictures, extremely large documents – is all known as binary large object (BLOB)

o Are based on complex models

o Use object query language (OQL)

· Multidimensional Databases – stores data in multiple dimensions (cube format) as opposed to relational databases, which store data in two-dimensional tables

o Measure attribute – the main type of data that the cube is tracking

o Feature attributes – describe the measure attribute in some meaningful way

o Two main advantages – they can be easily customized and process data much faster

§ Ex – sites like eBay are set up using multi-dimensional = fast

· DATABASE MANAGEMENT SYSTEMS: BASIC OPERATIONS

· Database management system (DBMS) – is a specially designed application software (ex – Oracle or Microsoft Access) that interacts with the user, other applications, and the database to capture and analyze data – four main operations:

o Creating databases and entering data

o Viewing (or browsing) and sorting (indexing) data

o Extracting (querying) data

o Outputting data

· Creating Databases and Entering Data:

o Data dictionary- a description of the data – defines the name, data type, length of each field

§ Called the field properties box in Access

o Set default values – the values the database will use for the field unless the user enters another value

o Metadata – integral part of the data dictionary – data describing other data

· Input Forms – make it easy to transfer from other electronic sources

o Provides a view of the data fields to be filled, with appropriate labels to assist users in populating the database

· Data Validation – process of ensuring that data is correct and complete

· Range Checks – ensure that data entered into the database falls within a certain range of numbers

· Field constraints – properties that must be satisfied for an entry to be accepted into the field

· Completeness check – ensure that all fields defined as ‘required’ have been entered

· Consistency check – compares values of two or more fields to see if they are reasonable

· Alphabetic check – confirms that only textual characters are entered in a field

· Numeric check confirms that only numbers are entered in the field

· Can browse and sort (index) databases

· Extracting or Querying data:

· Database query – is a question or inquiry you ask the database so that it provides you with the records you wish to view

· Query language – that the software uses to retrieve and display records

· Outputting Data:

· Summary data reports – summarize data with the database and compile a report

· Export – export data to other applications

· RELATIONAL DATABASE OPERATIONS:

· Relationships – links between tables that define how data is related

o Need to have a common field

o One to one relationship – indicates that for each record in a table there is only one corresponding record in a related table

o One-to-many relationships – more common – characterized by a record in one table

o Many-to-many relationships – characterized by records in one table being related to multiple records in a second table and vice versa

· Normalization of Data:

o Goal is to reduce data redundancy by recording data only once

o But tables must still work well enough together to enable you to retrieve data when needed

· Foreign key – the primary key of another table that is included for purposes of establishing relationships that exist with the other table

· Referential integrity – means that for each value in a foreign key of one table, there is a corresponding value in the primary key of the related table

o Helps to prevent inconsistent data from being entered in two tables

· DATA STORAGE:

· Data Warehouse – is a large scale electronic repository of data that contains and organizes all the data related to an org in one place

o Consolidate info from different sources to present an enterprise wide view of business operations

o Is organized by subject

o Is time-variant data – doesn’t pertain to one period in time

· Populating Data Warehouses:

o Can come from three places:

§ Internal sources- company databases

§ External sources – suppliers, venders, etc

§ Customers or visitors to a company’s website

o Click stream data – each click a user makes as they navigate a website

§ Helps measure the effectiveness of a website

· Data Staging:

o No two source databases are the same –formats are often different

o Data needs to be ‘staged’ before entering the data warehouse

§ Three steps:

· Extraction of the data from the source databases

· Transformation (reformatting) of the data

· Storage of the data in the warehouse

o Online Analytical Processing (OLAP) software – provides standardized tools for viewing and manipulating data in a data warehouse

§ Key feature – enables flexible views of the data

· Data Marts:

o Small slices of data warehouses

o Pertains to a single department (instead of entire enterprise)

· MANAGING DATA: INFORMATION SYSTEMS

· Information Systems – are software based solutions used to gather and analyze information

o Databases, data warehouses and data marts are all parts of information systems because they store the info that makes info systems functional

o Fall into 1 of 5 categories:

§ Office support systems

§ Transaction processing systems

§ Management information systems

§ Decision support systems

§ Enterprise resource planning systems (ERP)

· Office Support Systems (OSS) - Is designed to assist employees in accomplishing their day to day tasks and improve communications (Example – Microsoft office )

· Transaction Processing Systems (TPS) – used to keep track of everyday business activities

o Batch processing – means that transaction data is accumulated until a certain point is reached, and then several transactions are processed at once

o Real time processing – means that the database is queried and updated while the transaction is taking place

o Online transaction processing (OLTP) – ensures that the data in the TPS is up to date

· Management Information Systems (MIS) – provides timely and accurate info that enables managers to make critical business decisions

o Is an outgrowth from TPS

o Detail reports – from TPS – provides a list of transactions that occurred during a certain time period

o Summary reports – MIS – provide a consolidated picture of detailed data

§ Usually calculations or charts and graphs

o Exception reports – MIS – shows conditions that are unusual or that need attention by users of the system

· Decision Support Systems (DSS) – is designed to help managers develop solutions for specific problems

o Uses data from database and data warehouses, but also enables users to add their own insights and experiences and apply them to the situation

o Internal data sources – maintained by the same company that operates the DSS

§ Customers, ordering patterns, inventory levels, etc

o External data sources – include any source not owned by the company – such as customer demographics, mailing lists, gov’t info, etc

· Model Management System (MMS) – is software that assists in building mgmt models in DSS’s

· Knowledge Based Systems – provides additional intelligence that supplements the user’s own intellect and makes the DSS more effective

o Expert system – that tries to replicate the decision making processes of human experts to solve specific problems

o Natural language processing (NLP) system – enable users to communicate with computer systems using a natural spoken or written language as opposed to using computer programming languages

§ Ex- users with disabilities who cannot use a keyboard, speech recognition

o Artificial intelligence (AI) – is the branch of computer science that deals with the attempt to create computers that think like humans

o Fuzzy logic – enables the interjection of experiential learning into the equation by considering probabilities

· Enterprise Resource Planning (ERP) Systems – broad based software systems that integrate multiple data sources and tie together the various processes of an enterprise to enable info to flow smoothly

o Use a common database to store and integrate info to enable the info to be used across multiple areas of the enterprise

· DATA MINING:

· Is the process by which great amounts of data are analyzed and investigated

· Objective is to spot patterns or trends within the data that would otherwise not be obvious

· Main reason – to understand their customers better

· Managers make their data meaningful through the following activities:

o Classification – define data classes to help spot trends

o Estimation – assign a value, based on a criteria, to data

o Affinity grouping (association rules) – which data goes together

o Clustering – organizing into subgroups

o Description and visualization – having a clear picture of data – visualize it

· Ethics and databases – pages 564


CIS – Chapter 12 – Networking and Security

· Network – two or more computers (nodes) that are configured to share info and resources such as printers, files and databases

o Networks increase productivity

o Networks enable expensive resources to be shared

o Networks facilitate knowledge sharing

o Networks enable software sharing

o Networks facilitate internet connectivity

o Networks enable enhanced communication

· Disadvantages:

o Networks are complex –need network administration

o Networks also require additional equipment and software to operate

· Most networks (apart from home P2P networks) use client/server networks:

o Client- computer that requests the resources

o Client server network – contains servers as well as client computers

§ Inclusion of servers is what differentiates it from P2P network

§ Advantage - makes data flow more efficient, configured to perform specific tasks

§ Scalable network – more users can be added without affecting the performance of other network nodes (computers)

§ Are centralized, compared to decentralized P2P

· LAN – Local Area Network – generally small groups of computers and peripherals linked together over a relatively small geographic area

· WAN – Wide Area Network - comprise large number of users or separate LAN’s that are miles apart and linked together

· MAN - Metropolitan area network – gov’t or civic group cover a specific area – ex – city

· PAN - Personal Area Network – connect wireless devices in close proximity to each other

· Intranet – private corporate network used exclusively by company employees to facilitate information sharing, database access, group scheduling, etc

· Extranet – pieces of intranets that only certain corporations of individuals can access

o Owner decides who has access to it

o Useful for providing electronic data interchange (EDI)

· Virtual Private Network (VPN) – keeps intranets and extranets secure

o Uses the public internet communications infrastructure to build a secure, private network between various locations

o Use security technology and protocols that enhance security

o Tunneling - the main technology for achieving a VPN – data packets are placed inside new data packets, encrypted and only understood by receiving hardware

· Constructing Client / Server Networks:

o Components 

§ Server 

§ Network topology – layout and structure of network

§ Transmission media – cable or wireless communication technology needed

§ Network operating system (NOS) software – specialized software that is installed on servers and client computers that enable the network to function

§ Network Adapters – aka – network interface cards – enable computer to communicate with the network using protocol

§ Network navigation devices – because of complexity – need routers, switches, bridges to move data signals around the network

· Servers:

o Are the warehouses of the network

o Serve many different users and assist them with a variety of tasks

o Dedicated server s –are used to fulfill one specific function (ex- email)

o Authentication servers – keep track of who is logging on to the network and which services on the network are available to each user

§ Act as overseers for the network

o File Servers – store and manage files for network users

o Print Sever – to manage all client-requested printing jobs for all printers on the network, helps computers to complete more productive work than printing

o Application Server – acts a storehouse for application software (ex – Microsoft office)

§ Is on main server, not each individual computer

o Database Server – provides client computers with access to information stored in a database

o Email Server – processes and delivers incoming and outgoing email

o Communications Server – handles all communications between the network and other networks, including managing internet connectivity

o Web Server – used to host a website available through the internet

· Network Topologies:

o Physical or logical arrangement of computers, transmission media (cable) and other network components

o Physical topology – refers to the layout of the real components of the network

o Logical topology – refers to the virtual connections between network nodes

o Bus topology (linear bus) – all computers are connected in sequence on a single cable

§ Most often used on P2P networks (not client / server networks)

§ Access method – establishes which computer can transmit at what time

§ Data collisions – happens when two computers send data at the same time and the sets of data collide somewhere in the media – data is damaged

§ Is a passive topology – nodes attached to the bus do nothing to move data along the network

§ Terminator – a device that absorbs the signal so that it is not reflected back onto parts of the network that have already received it

§ Advantages – simple and low cost of configuration

§ Disadvantages – break in cable = disruption, signal degrades with distance

· Ring Topology (loop):

o Are laid out in a config resembling a circle

o Data flows around the circle from device to device in one direct only

o Token – special data packet, typically called token-ring topology

o Token method – access method that ring networks use to avoid data collisions

o Is an active topology – because each node on the network is responsible for retransmitting the token or the data to the next node on the ring

· Star Topology:

o Most widely deployed client/server network layout in business today because it offers to the most flexibility – is an active topology 

o Nodes are connected to a central communications device, called a switch, resembling a star

o CSMA / CD – carrier sense multiple access with collision detection – prevents data collision

§ Determines that no other nodes are transmitting, then sends data

§ But collisions can happen

o Jam signal – node on the network detects collision – sends jam signal to all nodes, altering them of the collision

o Complex – need more cable and are expensive

o However, if one computer fails, it doesn’t affect the rest

· Comparing all topologies – page 592

· Topologies are often combined to construct business networks – hybrid topology 

· TRANSMISSION MEDIA:

· Cables, wireless communications – comprise the routes that data takes to flow between devices

· Wired Transmission Media:

o Most home networks use twisted pair cable, or electrical wires

o Business networks – twisted pair, coaxial, fiber optic

o Factors to consider:

§ Maximum run length (“heard”), bandwidth, bend radius (flexibility), cable cost, installation costs, susceptibility to interference, signal transmission methods

· Twisted Pair Cable – consists of pairs of copper wires twisted around each other and covered by a protective jacket (sheath)

o Shielded twisted pair (STP) – if it has a layer of foil shielding to reduce interference

o Unshielded twisted pair (UTP) – more susceptible to interference

· Coaxial Cable – tv cable – four parts

o The core – copper – used for transmitting the signal

o A solid layer of nonconductive insulating material

o A layer of braided metal to reduce interference

o External jacket of plastic to protect from damage

· Fiber-Optic Cable – composed of glass (or plastic) fiber that comprises the core of the cable, where the data is being transferred, wrapped in glass or plastic to protect it

o Electrical data signals from network devices are converted to light pulses before they are transmitted – virtually no interference

· Chart comparing them – page 598

· Wireless Media Options:

o Usually add-ons to extend or improve access to a wired network

o Often a combo of wired and wireless

· Network Operating Systems (NOS)

o Needs to be installed on each client computer and server connected to the network to provide the services necessary for them to communicate

§ Vista and OS X provides them with basic installation

§ Provides a set of rules that controls communication between devices

· Windows Server, UNIX, Novell Open Enterprise Server

o Many large companies use several NOS’s at the same time

· NETWORK ADAPTERS:

· Are devices that perform specific tasks to enable computers to communicate on a network

o Most installed inside computer, have external ones – network interface cards (NIC)

· They generate high-powered signals to enable network transmissions

· They are responsible for breaking the data into packets and preparing them for transmission

· They act as gatekeepers for information flowing to and from the client computer

· Ethernet is the standard communications protocol used on most current networks

· Device driver – enables network adapter to communicate with the servers OS and with the OS of the computer in which the adapter is installed

· NETWORK NAVIGATION DEVICES:

· MAC Addresses – physical address that each network adapter has – made up of 6 two-position characters

o Not the same as an IP address – it is internally

o Frames – containers that can hold multiple data packets

· Repeaters and Hubs

o Repeaters –are simply, sole function is to amplify a signal and retransmit it

o Hubs – devices that also transmit signals – multiple ports – receives a signal from a device, reconstructs it, transmits it to all other ports on the hub

· Switches and Bridges:

o Used to send data on a specific route through the network

o Switch – is a smart hub – makes decisions based on MAC on where data is to be sent

o Bridges – devices that are used to send data between different collision domains

· Routers – designed to send information between two networks

· RFID – radio frequency identification tags – page 604 box

· NETWORK SECURITY:

· Major advantage of client/server over P2P is better security

· Source of threat that network administrators need to watch for:

o Human errors and mistakes

o Malicious human activity

o Natural events and disasters

· Authentication – is the process where users prove they have authorization to use a network

o Most common is passwords, also biometrics and possessed objects

o Possessed objects – objects a person carries – badge, key card, smart keys, etc

o Brute force attacks – specialized hacking software that attempts to try many combos to discover your password

· Access Privileges – certain ppl get certain privileges

· Physical Protection Measures:

o Sensitive areas must be controlled

o Use access card readers, Biometric access devices

· Firewalls – composed of hardware, software or both

o Routers often equipped to act as hardware firewalls

o Packet screening – involves examining incoming data packets to ensure they originated from or are authorized by valid users on the network (performed by router)

o Bastion host – heavily secured server located on a special perimeter network between the company’s secure internal network and the firewall

o Proxy server – act as a go-between for computers on the internal network and the external network (internet) – all requests are directed though them




CIS – Chapter 13 – The Internet: How it Works

· Major Orgs involved in Internet – chart page 624

· INTERNET NETWORKING:

· Internet Backbone – main paths on the internet in which data travels the faster

o Owned by commercial, educational or gov’t

o Are required to be connected to other backbone providers to have the fastest high-speed connections

· T Lines – carried digital data over twisted pair wires – used In the past, then t1 and t3

· OC (optical carrier) lines – used today on the backbone

· Network Access Points – were designed to move large amounts of data quickly between networks

· Internet exchange points – IXPs – are the current ones – made up of one or more network switches to which ISP’s connect

· Point of Presence (POP) – bank of modems through which many users can connect to an ISP

· Majority of the internet communications follows the client /server of network communications

o Web Server – computers that run specialized operating systems that enable them to host web pages and provide requested web pages to clients

o Commerce servers – enable purchase of goods and services

o File servers – provide remote storage space or to act as a storehouse for files

· DATA TRANSMISSION AND PROTOCOLS:

· Computer protocol –is a set of rules for exchanging electronic information

· Open systems – meaning their designs would be made public for access by anyone

· Proprietary systems – private systems – were the norm at the time

· Three biggest internet tasks -> communicating, seeking info, shopping

· Circuit Switching – dedicated connection is formed between two points and remains active during the transmission

o Is inefficient for computers – since processes take place in bursts

§ Don’t stay connected to each thing long enough – wasteful

· Packet Switching – is the communication methodology that makes computer communication efficient

o Doesn’t require a dedicated communications circuit to be maintained

o Data is broken into packets, that are sent over various routes at the same time

o Packets must contain:

§ An address to which the packet is being sent

§ Reassembling instructions if the original data was split between packets

§ Data that is being transmitted

· TCP/IP – main suit of protocols used on Internet – transmission control protocol (TCP) and the internet protocol (IP) – comprises many interrelated protocols – page 629 chart

· IP ADDRESSES AND DOMAIN NAMES:

· IP Addresses:

o Unique identification number that defines each computer, service or other device that connects to the internet

o Fulfill the function as street addresses

o Must be registered with the Internet Corporation for Assigned Names and Numbers (ICANN)

o Internet Protocol version 4 (IPv4) – would quickly run out of IP addresses

o Classless inter domain routing - CIDR – was developed

§ Allows a single IP address to represent several unique IP addresses by adding a network prefix to the end of the last octet

o Internet protocol version 6 (IPv6) – makes IP addresses longer, therefore more of them

§ Virtually unlimited supply of IP addresses

o Static Addressing – means that IP address for a computer never changes and is likely assigned manually by a network admin

o Dynamic Addressing – computer is assigned an address from a pool available, common

o Dynamic Host Configuration Protocol (DHCP) – takes a pool of IP addresses and shares them with hosts on the network on an as-needed basis

· User Datagram Protocol (UDP), handshaking, positive acknowledgement (ACK), negative acknowledgement (NAK) – page 633

· Domain Names – naming system for IP addresses – easier to remember

· DNS Servers – functions like a phone book for the internet – is a database

· Root DNS servers – server that contains the master listing for an entire top-level domain

· OTHER PROTOCOLS: FTP AND TELNET:

· File Transfer Protocol (FTP) – enables users to share files that reside on local computers with remote computers

· Telnet – is both a protocol for connecting to a remote computer and a TCP / IP service that runs on a remote computer to make it accessible to other computers

o Enables you to take control of a remote computer with your computer and manipulate files and data on the server as if it were your own computer

· HTTP, HTML, AND OTHER WEB JARGON:

· Internet and the WWW are not the same thing

o www is a grouping of protocols that resides on the internet

· HTTP – hypertext transfer protocol – was created especially for the transfer of hyper-text documents across the internet

· S-HTTP – secure hypertext transfer protocol – is an extension to HTTP protocol and supports sending data securely over the web

· SSL – Secure sockets layer – similar protocol with wider usage

· HTML – hypertext markup language – describes the content of a web page – graphics and text and how it appears on the screen

· xHTML – extensible html – much more stringent rules that html

o both use html … ex . <b> to bold

· XML – extensible markup language – describes the content in terms of what data is being described rather than how it is to be displayed – used for B2B

· Common Gateway Interface – CGI – provides a methodology by which your browser can request that a program file be executed instead of just being delivered to the browser

o CGI scripts – can be created in almost any programming language

o CGI bin – a directory created by the network admin – where CGI scripts go

· Dynamic HTML – combo of technologies – HTML /XHTML, cascading style sheets, java script

o Used to create lively and interactive web sites

o Allows a web page to change once its’ been loaded

· JavaScript – is the most commonly used scripting language for creating DHTML effects

· CSS – Cascading Style Sheets – lists of statements that define in one single location how to display HTML / XHTML elements

· Document Object Model (DOM) – organize the objects and page elements

· Client Side Program – is a computer program that runs on the client computer and requires no interaction with the web server

o Are fast and efficient – don’t depend on signals from the server

o Need to embed code with the HTML – using embedded scripting language

o Applet – a small application that resides on a server

§ When requested, it is downloaded, and run there on computer

· COMMUNICATIONS OVER THE INTERNET:

· Email travels via simple mail transfer protocol (SMTP) - began with ARPANET

· Multipurpose internet mail extensions (MIME) – introduced to simplify attachments to email

· Email Security:

· Encryption – refers to the process of coding your email so that only the person with the code can read the message

· Private key encryption – only two parties involved have the key

· Public key encryption – creates two keys – key pair – are created – code distributed as public key

· Instant messaging

· VOIP – Voice Over Internet Protocol – turns a standard internet connection into a way to make free long distance phone calls

· Comparison of VOIP and typical call – page 649
