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Introduction
· The legal protection of privacy in the workplace comes from a variety of sources:
· Public and private sector statutes
· Anti-discrimination statutes
· The tort of “intrusion upon seclusion”
· Contract law
· Arbitration decisions in unionized environments
· The levels and types of privacy protection afforded to employees in Canada are entirely dependent on the legal regimes applicable to the particular employment relationship.
· It would be inaccurate to claim that all employees in Canada have the same legal obligations and rights with respect to the collection and use of information from employees. 
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Privacy Legislation in Canada
· Some provinces have enacted privacy legislation applicable to the workplace, but most have not.
· Other statutes may indirectly regulate aspects of workplace privacy, and tort and contract law also may play a minor role in protecting privacy intersts.
· Historically, the right to privacy was not recognized as a distinct right under the common law.
· In recent years, dramatic growth has taken place in privacy legislation.
· Much of it is subject matter-related statutes (health information) or legislation that addresses the retention and rights of access to personal information held by governments (e.g., the federal Privacy Act, 1985).
· Among the many privacy statutes, the most notable is the federal Personal Information Protection and Electronic Documents Act (PIPEDA).



Provincial Privacy Acts
· Several provinces have created a tort invasion privacy through their privacy legislation.  fills a void in the common law
· Privacy legislation does not necessarily restrict the right of an employer to conduct surveillance or to search an employee or an employee’s locker, work computer, or even personal belongings.  courts will weigh the “reasonableness” of the employer’s actions against the employee’s privacy interests, considering also whether the employee would have reasonable expectation of privacy in the circumstances.

Federal Information Privacy Law: The Federal Personal Information Protection and Electronic Documents Act (PIPEDA)
· Introduced information privacy law to the federally regulated private sector in 2001, but it expressly does not apply to provincially regulated employment relationships.
· This Act covers personal information in the federally regulated private sector (only).
· Banks, telecommunication companies, airlines, etc.
· Ontario has no comparable legislation for the Ontario regulated private sector.
· Purpose: To balance an individual’s rights to have personal information kept private with an organization’s need to collect, use, and disclose personal information where necessary.
· The regulatory framework of PIPEDA is built on two fundamental and sometimes conflicting principles:
· Reasonableness
· consent
· What is “personal information”? 
· All information about an identifiable individual, except for his or her name, title, or business address and telephone number [S. 2. (1)]
· Individual consent is required for the collection, use or disclosure of personal information.
· Consent may be express or implied.
· Even if an individual consents to the collection of personal information, no exception appears in PIPEDA that would allow the collection, use or disclosure of personal information to occur in unreasonable circumstances.
· Organizations must take precautions to safeguard personal information in their possession.
· “An organization may collect, use or disclose personal information only for purposes that a reasonable person would consider are appropriate in the circumstances.” [S. 5. (3)]
· Privacy Principles:
· Accountability	
· Consent		
· Accuracy		
· Openness		
· Challenging Compliance
· Limiting Use, Disclosure, Retention
· Identifying Purposes
· Limiting Collection
· Safeguards
· Individual Access
· Individuals have a right to gain access to their information and to challenge an organization’s treatment of it or its accuracy.
· Individuals may make a complaint to the Office of the Privacy Commissioner of Canada.
What do you think?
· Class 4 Fact Scenario 2
· Privacy Commissioner Case Summary 69
· The Privacy Commissioner concluded that the employer in that instance could not use the employee’s Social Insurance Number on a fundraising pledge form and other internal employee identification forms. It is to be used for payroll purposes only.
What do you think?
· Class 4 Fact Scenario 3
· Privacy Commissioner Case Summary 297 
· The Privacy Commissioner concluded that, although the employee’s e-mail address had been published by his employer, it was with the expectation that it would be used to further the interests of the employer and not for personal marketing purposes.
· In this case its use by a third party for its own marketing purposes contravened PIPEDA.
PIPEDA
· Employer Surveillance
· Eastmond v. Canadian Pacific Railway, 2004 FC  (Ref. Box 33.2)
· The surveillance was reasonable because:
· The employee had low expectations of privacy in the rail yards;
· The tapes were reviewed only post-incident;    otherwise, they were destroyed;
· Alternatives were not cost-effective; and
· A S. 7 exception (investigation) applied.
Intrusion Upon Seclusion
· Is there a recognized tort of invasion of privacy?
· Jones v. Tsige, 2012 (ON CA) (Ref. Box 33.4)
· The appellant, Winnie Tsige, was employed by the Bank of Montreal. Without lawful authority or permission, she accessed the banking information of the respondent, Sandra Jones, her fellow employee, at least 174 times over a four-year period.
· Sandra Jones commenced a legal action for the tort of breach of privacy.
· Motion Judge
· Ms. Jones’s action was dismissed on the grounds that Ontario law does not recognize the tort of breach of privacy.
· Ontario Court of Appeal
· The decision of the motion judge was overturned and a new tort in Ontario, “intrusion upon seclusion,” was established.
· Constituent Elements of the Tort of Intrusion upon Seclusion:
· The offending party must have invaded the victim’s private affairs or concerns without lawful justification;
· The offending party’s conduct must be intentional or reckless;
· A reasonable person would regard the invasion as highly offensive, causing distress, humiliation or anguish.
· Proof of harm (i.e., economic loss) is not a necessary ingredient of the tort.
· Damages for the Tort of Intrusion upon Seclusion:
· Proven pecuniary loss; and/or
· Damages for intangible harm (embarrassment, hurt feelings, mental distress, etc.).
· The court set a ceiling of $20,000.
· Why now?
· In the words of the Court of Appeal, “Recognition of such a cause of action would amount to an incremental step that is consistent with the role of this court to develop the common law in a manner consistent with the changing needs of society.”
Technology and Privacy
· Box 33.1
· The problems of privacy in an increasingly technological world
· Class 4 Fact Scenario 4
· R. v. Cole, 2012 SCC
· The court determined that the high school teacher’s right of privacy, protected under S. 8 of the Charter, had been breached.
· Arguments in Cole’s favour
· His personal use of his work-issued laptop generated information that is connected to him personally;
· Although the ownership of the laptop by the school board, the workplace policies and practices governing its use, and the technology in place at the school diminished his privacy interest in the laptop, they did not eliminate it entirely;
· The impact on his Charter-protected interests, even assuming that his reasonable expectation of privacy was reduced because it was a workplace computer, was significant given the extent of the intrusion into his privacy;
· It included the entire contents of the computer, with no restrictions as to scope.
What Do You Think?
· Class 4 Fact Scenario 5
· R. v. Vu, 2013 SCC
· The purpose of the prior authorization process (search warrant) is to balance the privacy interest of the individual against the interest of the state in investigating criminal activity before the state intrusion occurs.
· The privacy interests at stake when computers are searched require that those devices be treated, to a certain extent, as a separate place.
· Only a specific, prior authorization to search a computer found in the place of search ensures that the authorizing justice has considered the full range of the distinctive privacy concerns raised by computer searches.
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