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CST8304 Midterm -W17
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Multip le C
Identif; g statement or answers the question.

45 is connected to your Employee SSID in the lab. The AP the
[0.20. A ping is sent from the laptop to the AP. Which devices
vels from the Laptop to the AP ?

pller --> Switch --> Controller --> AP
er --> Switch --> AP

,a --> Controller --> AP

ACGuest and ACSecure on the same channel.

fwarding modes have we used in the lab with CAPs (Campus

it should connect t0?
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" From Wireless Station to Wireless Stat,

wireless controller

User VLAN

" AP VLAN

hone 1 sends WiFi data to Cell
ne SSID on the same AP.
phone 1 -> Cellphone 2 ,

phone 2, what path will the data take? Both cellphones are associated

hone 1 -> AP > Cellphone 2
one | -> AP > Controller -> Cellphone 2

i€ 1 -> AP -> Controller -> AP -> Cellphone 2

e above
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8. Each AP is providing an Employee and a Guest SSID on both

Bt 25 on the layer 3 switch. If the student
essful? 4

ed on both radios of all APs. A™
SID is advertised o > there?

A 9 .
? 12 /6 2 L

€. None of the above, =9y n

Whic ) of these frequencies has the longest wavelen
47 ‘

ited 10 frequency

O
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I5. How many nonoverlapping channels are there for the 802.11b standar

3

iy ), G, |

c. 6

d 11

(3]

16. At which OSI layer or layers does a wireless AP operate?”
= a. Layerl
.) Layers 1 and 2
¢. Layer2

d. Layers2and 3

17. Ina WLAN, what is the purpose of the common DS?
} to eliminate the need for connectivity to a wired network .
@ to allow communication between multiple BSSs thereby allowing mobile devices to
roam without loss of connectivity
C. toreduce the number of APs needed to provide reliable connectivity while roaming
d. to eliminate the need for station addressing when in roaming mode

18. The IEEE 802.11 working group provides certification paths for Wi-Fij equipmenty N 1
= a. True

False

- Which organization is responsible for interoperability testing of 802.11 equipment? ¥
a. IEEE
b. IETF

WiFi Alliance
ISO

> None of the above

any SSID Profiles ma

B Y be contained in a single Virtual AP Profile? »

€ 1ot verified
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s clients receive their [P configuration via DHCP. Where is the DHCP server

as Radius server)

ommand lists the phy type as g-HT. What does this mean?
g with HT enabled ¥

n on the 2.4 GHz band”
on the 5 GHz band
on the 5 GHz band

geess, how does a station know that a collision has occurred?”
AC-level acknowledgment
acknowledgment
When data delivery is unsuccessful ~
§sion so that collisions do not occur #
der reaches zero - no collisions will occury

er? A
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29. Select the correct order.? L_)

P ‘ . -
: Users, Roles, Policies, Rules OliC.¢s

b.  Rules, Roles, Policies, Users > R wlee
. Policies, Users, Roles, Rules
d. Roles, Policies, Users, Rules
e.  Users, Policies, Roles, Rules

30. A laptop computer, which only supports the 2.4 Ghz band, is trying to connect to a particular SSID using
active scanning. How many Probe Request frames will it transmit? ¥

a. 1

DS . ”
@?' fl ]] C\’\m(\n@\i ;SO "‘\ SQ‘)(\CX; \V' e 5

&

31. What is the maximum number of APs a w

ireless client can be associated with at one time? 4
@ 1
b: 2
cs 16
d. There is no limit

. Not enough information to answer

L APs in an ESS are on the same channel >

8S-1list session “GuestPolicy”
Suest-user any svc-dns allow
suest -user any svce-http allow <
Guest-user any svc-https allow
;ft-ussg alias intéfpal—network any deny

owing is true?

Lbe able to access a web Server on the internal network.
have no access to the internal network. x

ot be able to send any wireless frames, x

€ full access to the internal network.
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ee diagram below). Access Point 1's SSID is OFFICEI and Access
Its are autonomous.

AccessPoint 1l
Access Point 2

~

=

travelling from Laptop A to Laptop B?

55 3 pseudo MAC addresses?
1 ‘ ‘
A A
Ec

E
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Convert 7 dBm to mW.

of transmitting a wireless signal.
ure of antenna gain.
re of antenna loss.

~__37. How many BSSIDs do you se¢ in the table beside the diagram?

|- —
XNQ

o\

X

A ; WAC AddvesS
G Wy 2 2RZ
d. 4
D
38. A indicates which AP you are associated (conected) to.#
a. SSID 3 .
-(b.) BSSID B CN\\/' A A ¢ 0d0v1eSS
c. IBSS Q \
O / O AN
d. ESSID
e. None of the above
39. Setting an APs transmit power to 0 dBm has the same effect as turning the radio off.
a. True ) O ]©
False 2 i
c. None of the above é \ Sy
\:—‘ ,Y.\. 1
40. Convert .05 mW to dBm e ‘; :
S -23 S | |
> 10 | -0
g 3
d -9 -~ 7 -
e. -15 e
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d 10 beacons per second. A wirele

ss client with a 2.4 GHz radio is
> network. Approximately how

long will it take to scan for a suitable

| stations to wait a fixed period of time

@nsmission attempts from multiple
ntention Window.

y one station to transmit during the

1 home networks?

4d/Bssid/Phy
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