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(INFORMATION SYSTEMS)

Information  system (IS)
A group of components that interact to achieve a purpose. The purpose being information.
Information System (IS)
Components
· Hardware
· Software
· Data
· Networks
· Procedures
· People


Information technology (IT)
Components
· Hardware
· Software
· Data
· Networks


The difference between IT and IS
· IT is just raw tech
· IS gives IT a purpose


	Office Automation System (OAS)
	Supports daily work activities of individuals

	Management information System (MIS)
	Produces reports summarized from transaction data 

	Decision Support System (DSS)
	Provides access to data and analysis tools

	Expert System
	Mimics human expert in a particular area and makes decisions

	Supply Chain Management System (SCMS)
	Manages flows of products, services and information among organizations

	Inter-organizational System (IOS)
	System that is used between two different companies

	Strategic Information System (SIS)
	System that help an organization to gain a competitive advantage by support strategic goals, increase performance or boost productivity

	Logistics Information Systems (LIS)
	Systems used to controlling inbound and outbound logistics in a company

	Financial Information System (FIS)
	Used to control financial accounting and management accounting data within the company

	Human Resources Information System (HRSI)
	Systems used to manage the hiring, recruiting, training, job positions, employee profiles, payroll, compensation..



Data vs Information
· Data : recorded facts and figures
· Information : what is gained from interpreting the data




Roles 
Technology : Led by CTO in charge of new tech and innovation
Operations : Day to day admin
Development : Improve current systems and implement new ones
Outsourcing relations : Monitors relationships and service levels			

Impact of IT
· Reduced number of middle managers
· Changing role of the manager
· Job losses + new job creation
· Employee health consequences
· Quality of constantly connected life
· The Robot evolution


CHAPTER 2
(HARDWARE TECHNOLOGY GUIDE)


Personal computers (PC)Other computing devices
· Mainframes
· Supercomputers

· Tablets
· Laptops
· Wearables
· Desktops


Components of computers

Hardware				Software
· Application Software
· System Software    Operating Systems (OS)

Four main functions of a computer 
1. Data input
2. Data processing
3. Data storage
4. Output information
Outputs (Ex)
· Monitor screen
· Printers
· Video projectors
· Speakers

Inputs (Ex)
· Text
· Image
· Audio-visual
· Voice
· Point

Processing

The Central processing unit (CPU)
· The brain of the computer controls all functions
· Contains registers and cache memory
· Speed is measured in Hertz(Hz), Generally Gigahertz for CPUs (GHz)
· Dual-processor = 2 CPU’s in the computer, Quad-Processor = 4 CPU’s

Memory

	
	ROM
	RAM

	Full name
	Read-only memory
	Random access memory

	Memory sate
	Permanent 
(NON-VOLATILE)
	Temporary
(VOLATILE)

	Purpose
	Start the computer
	Run programs when computer is on

	Speed
	Adding ROM has little impact on processing speed
	Adding RAM lets you do more things at the same time

	Human example
	VITAL FUNCTIONS – breathing doesn’t need to be thought about your body just does it
	DAILY ACTIVITIES –
You can listen to music, study, chat on Facebook
But has limits.



Storage

Mechanical Hard Drives (HDD)
· Max storage : around 4 TB
· Platter : Round thin plates inside the HDD housing magnetized spots represent data
· Access time : The time it takes to find data on the HDD

Solid State Dives (SSD)
· Max storage : around 4 TB (very expensive)
· No moving parts, no noise, little heat, less power
· Faster access times (100x faster than HDD)
· Allows computer to start faster  Many computers put the OS on SDD

Flash Memory Devices
· No moving parts, uses flash memory, uses less power

Optical Drives
· Use lasers to store and read data on optical media (ex : CD, DVD, Blue Ray)
· Pre-recorded : CD-ROM, DVD-ROM, BD-ROM
· Recordable : CD-R, DVD-R, BD-R
· Rewritable: CD-RW, DVD-RW, BD-RW
· Less and less common, especially in portable devices
· 
Measure Computer Data

Computers use a language called BINARY CODE for its components communication
· Binary code consists of 1’s and 0’s
· Each 1 or 0 = 1 bit
· Bits are organized into groups of 8 called BYTES
· Example 01101001
· Each character is represented by a BYTE
· 1 Kilobyte is 1024 BYTES, NOT 1000

Kilobyte (K)		= 1024 BYTES		small files
Megabyte (MB)	= 1024 KILOBYTES		Small programs, files, photos
Gigabyte (GB)		= 1024 MEGABYTES		Large programs, files, photos
Terabyte (TB)	= 1024 GIGABYTES		Modern hard drives
Petabyte (PB)		= 1024 TERABYTE		Used in Large Businesses
Exabyte (EB)		= 1024 PETABYTE
Zetabyte (ZB)		= 1024 EXABYTE

Moore’s law
The number of transistors per square inch on electronic chips is roughly doubling every 18 months or so which leads to …
1. Computer speed increasing exponentially 
2. Mobile platforms and internet access is growing worldwide
3. Data storage and data communication costs virtually 0$
4. Routine tasks can be outsourced cheaply – if your job can be automated your job isn’t secure.


CHAPTER 3
(SOFTWARE TECHNOLOGY GUIDE)

Software

1. Operating Systems (OS)	: Controls computers resources
ex : iOS, Android, Windows, Mac OS, Linux
2. Application software	: Allows users to perform specific tasks
Ex : Shazam, Instagram, Microsoft Office, Calendar

HARDWARE  OPERATNG SYSTEM  APPLICATION SOFTWARE

· Some Software’s are made to run on a certain OS, for
 ex : Keynote and Pages cannot be run on a Windows OS.
· Some OS are made to run on a certain Hardware,
ex : You need an iphone to run iOS

Software is a set of instructions given to the computer to do something, also known as programs.

Proprietary software  owned by a company
Open-Source Software  Owned or managed by a community

Licensing vs Owning Software
· When you buy a copy of Windows or Mac OS, you DO NOT own it
· You are provided with a license, the rights to use it
· Windows and Apple respectively still own the software
· They can technically withdraw your rights to use the program at any time




Operating Systems (OS)
· Manages computer’s hardware , Inputs, Outputs, Processing, Storage
· Middleman between CPU and application software
· Manages, schedules and coordinate tasks
· Provides a user interface

Examples of types of application Software
· Word processing
· Spreadsheet software
· Presentation software
· Data management
· Graphics
· Personal information management
· Personal finance
· Desktop publishing 
· Web management
· Communications


CHAPTER 4 
 (CLOUD COMPUTING)



Cloud computing characteristics

· On-Demand Self-Service
· Scalability, elasticity, flexibility
· Helps with seasonality and demand management
· Uses Grid Computing
· Pools various hardware and software, divides it, and shared it amongst many users
· Encompass Utility computing
· Utility computing : Charging customers for usage rather than fixed flat rates
· Used Broad Network access
· Services provided over the internet, accessible from anywhere
· Uses Virtualized servers
· Server : Large computer that can share and store files, software and other network services
· Server farm : thousands of servers networked together
· Server virtualization : Dividing a server to provide a piece of the pie to each user to create standalone, virtual environments that they can use
· Virtual Machines : Partitions within the server caused by virtualization

Types of clouds

Public cloud
· For general public, access usually free or per usage
Private cloud
· For internal use at companies
Hybrid cloud
· Combination of private and public networked together
Vertical cloud
· For one industry

How it’s delivered

Infrastructure as a service (IaaS)
· Provides servers, networks, and storage
· More RAM, more CPU power, more storage, or a server
Platform as a service (PaaS)
· Provides same as IaaS but with an OS
· Provides tools to develop application software on
Software as a service ( SaaS)
· Provides all from IaaS with OS and a specific application you want

Advantages and Concerns of Cloud computing

	BENEFITS
	CONCERNS

	Scalability
	Compatibility with legacy systems

	Access anywhere
	Reliability is in the hands of the vendor

	Costs easier to manage
	Privacy

	
	Security

	
	Regulatory & legal

	
	Hacking Target





CHAPTER 5 
(ORGANIZATIONAL STRATEGY & IT)

Goal : Create a competitive advantage

Alignment 
When the IT department’s mission, goals, and plans overlap with the organization’s ones
· Major Challenge in business today
· Requires constant communication between business and IT
· Only 16% of business and IT professionals agreed that their organization had adequate alignment

Important terms

· Digital Divide : The Gap between individuals with access to internet and ICT and those without any access. (ICT=Information communication technology)

Macro-environmental Factors
Economic
· Increasing global competition
· Need for real-time operations
· Changing workforce
· Powerful Customers
Technological
· Technological innovations and obsolescence – BYOD
· Information overload & big Data
Social/Political
· Social responsibility
· Environmental (Carbon emissions…..)
· Social initiatives (Health-care….)
· Compliance with government regulations
· Protection against terrorist attacks
· Ethical issues

What have businesses done? 
· Strategic systems
· Customer focus
· More personalization made-to-order
· E-business

Porter’s 5 Forces Model
1. Defines the industry structure
2. Shows if an industry is attractive and profitable

		(HIGH/LOW)
· Threat of new entrants
· Threat of substitutes
· Supplier bargaining power
· Customer bargaining power
· Competitive rivalry

Porter’s competitive strategies
· Companies can adopt one or several of these 
strategies to compete
· Company goals, culture, and activities must be
in line with the chosen strategy

1.  Cost leader
2.  Differentiation
3.  Innovation (Amazon, Telsa)
4.  Operational effectiveness (Tims, Mcdonalds)
5.  Customer-oriented (Ritz-Carlton, Starbucks)





Value Chain Analysis 
· Formalized by Micheal Porter (Harvard)
· Looks internally within company
· Different for each business 
· Value : The amount of money a customer is willing to pay for a resource
· TO determine where the problem is

Primary activities : The activities involved with providing a product of service


Support Activities : activities that support the primary ones
· The background stuff that helps the business run
Ex: Finances, hiring, tech support

FIRM INFRASTRUCTURE
HUMAN RESOURCES
TECHNOLOGY DEVELOPMENT
PROCUREMENT


Example : APPLE  primary(top) vs support(bottom) activities

1. Inbound logistics 		= parts
2. Operations 			= building + making computer
3. Outbound logistics 		= moving goods to warehouse
4. Marketing + sales		 = advertising and selling
5. Service			 = Genius Bar, Workshops
6. Firm Infrastructure		 = Offices, Stores, Warehouses
7. Human resources 		= Training, Uniforms
8. Technology development 	= Internal Systems, RnD
9. Procurement 			= Purchases, Warehouse, plant


CHAPTER 6
(BUSINESS PROCESSES AND PROCESS MANAGEMENT)

Processes
· Business processes 
· A sequence of activities that serve to accomplish something
· Activity
· The task involved in completing a business process


Types of processes in organizations

VP’s + Execs



Middle managers



Frontline employees



	
	EXPLANATIONS
	EXAMPLES

	STRATEGIC
	Solving broad, organization-wide issues. Often made by execs
	· New product lines
· New menu items
· Outsourcing

	MANAGERIAL
	Planning, analyzing, and managing resources in order to meet objectives
	· Sched. maintnance
· Inventory mana.
· Fina. Statements

	OPERATIONAL
	Day to day tasks with structures processes that focus on efficiency
	· Cust. Service
· Bookkeeping
· Software testing



· Processes can create a competitive advantage for a company
· Systems play a role in business processes (automation, recording, data storage)

Its role in processes





Process Improvement
Measures/Metrics/KPIs

· How are we doing at meeting objectives?
· Indicates performance

Objectives							
· Defined by management
· Must be properly communicated



Example – McDonalds
· Objective : Serve customers faster than any other fast food chain
· Metric : Customer served in less than 45 seconds

Option 1 : Business  process Reengineering (BPR)
· Strategy of rebuilding all processes to make them more productive an profitable
· Why is it so hard?· Risk
· Time
· Money
· People
· Red tape
· Big Change


BDI



Inputs      Resources     Outputs











BPR

Option 2 : Business Process Improvement (BPI)
· looking at the outputs of processes and determining what caused defects
· Less risky and less costly 
· Allows for incremental changes overtime
· Often uses six sigma, a methodology to ensure that processes have no more than 2.4 defects per million outputs

· Define : map it out
· Measure : Find the metrics
· Analysis : Determine problem
· Improve : Fix the problem
· Control : Monitor it












Business process management (BPM)

Process modeling 
· To understand the interactions and dependencies between people and activities
Web-enables technologies
· To monitor and track processes across the global from a single point
Business Activity Monitoring (BAM)
· Real time approach for identifying failures or exceptions and recording them.

Business Process Model & Notation (BPMN)
· A standard for communicating business processes in visual, human terms.

[image: ]

Role : A category of activities within the process performed by an actor
Actor : A human or computer that accomplishes certain tasks
Swimlanes : All of the activities in one role (for one actor)

STEPS TO DRAW 
1. Read the case and list all the roles
2. Re-read the case and this time list all the activities and decisions for each role
3. Draw a column for each role with that roles name at the top
4. Place all activities and decisions in your columns 
5. Draw the process and Data flows. Don’t forget to label the data flows
6. Draw the Start and Stop point


CHAPTER 7
(BUSINESS PROCESSES)

Information Silos
· If not prevented, departments in the company work in isolation
· Caused when data is stored in different systems that don’t interact



3 Product Processes

PROCUREMENT
Warehouse  Purchasing  Warehouse  Accounting

PRODUCTION
Warehouse  Production  Warehouse  Production  Warehouse

FULFILLMENT 
Sales  Warehouse  Accounting

4 Operations management Processes

· LifeCycle Data Management
· Supports The design and development of new products from the idea all the way until it is discontinued
· Material Planning
· Using historical data and forecasts to plan which materials need to be bought and produced and how much of each
· Inventory and warehouse management (IWM)
· How to store and track materials within the warehouse
· Asset Management & Customer Service
· How to provide service for repairs to customers internally (where does the product go, how do we handle repairs)


2 Management Processes

· Human Capital management 
· Managing people in the company including recruitment, hiring, training, compensation, benefits management, payroll and dismissal.
· Project Management
· Temporary undertakings that are large and complex to accomplish something within the business. Managing the time, people, and resources needed. 

2 Money processes 

· Financial Accounting 
· How to track accounting data such as balance sheet items and income statement accounts
· Management accounting 
· Controlling and tracking costs and revenues to help manage profitability within the company






CHAPTER 8
(ENTERPRISE SYSTEM)

Architecture of Enterprise Systems

Architecture : The technical structure of the software being implemented

1. Client –Server Architecture







Presentation  		>	Application		>	Database
Layer (User)  		<	Layer			<	Layer

Benefits : Reduces cost of IT and scalable for businesses which helps to address growth, seasonality and better management resources

2. Service-Oriented Architecture
· Applications are grouped together to form web services or composite applications instead of accessing all applications separately
· Access to programs happens via the web browser

Enterprise Resource Planning Systems (ERP)

1. ONE Database
2. Integrated, Industry-leading processes needed to use the system

Elements of an ERP



· Purchasing
· Materials management
· Production
· Sales and distribution
· Customer relationship
· Financials and costs
· Human resources
· Asset management





Each function (the ovals) is called a module

· ERPs were developed over time
· Started with materials requirement planning (MRP) then made its way trough the value chain to integrate the whole business
· Originally started in manufacturing companies
· Involves all 6 components of an IS
· Hardware
· Software
· Data
· Networks
· People
· Procedures

Types of Data in an ERP

1. Organizational data (Data about the company)
· Locations, Warehouses, Financial accounts

2. Master Data (data that don’t change)Most common types of material
· Raw materials 
(ROH)
· Semi-Finished goods (HALB)
· Finished Goods
(FERT)
· Trading Goods 
(HAWA) - resale

· Customers, vendors, materials

3. Transactional Data (Day to day data collected 
from operations, changes
by transaction)
· Sales made, Items purchases

· Transaction Documents : Documentation supporting a transaction such as purchase orders, packing slips and invoices

· Financial accounting documents, management accounting documents, controlling documents
: Documents that reside inside the enterprise system and are used occasionally to view and aggregate financials

ERP vendors

SAP – Gold standard
· 22% market share
Oracle – High quality technical staff
· 15% market share
Microsoft Dynamics – All modules are acquired smaller companies
· 10 % market share

Smaller vendors focus on niche markets (ex: advertising agencies, small companies, cloud)




SAP
· Built in Germany founded in 1972
· Used by more than 80% of fortune 500 companies
· First ERP designed to work at multiple companies
· Most popular version is R/3  rebranded as SAP business suite
· Runs on NETWEAVER, the operating system for SAP
· ABAP is the programming language for SAP customization

Other key terms

· Supplier Relationship Management (SRM) and Supply Chain Management (SCM) systems :
· Information systems that help companies to manage relationships with suppliers, often connecting to their system to better coordinate order and procurement

· Customer relationship management (CRM)
· Systems that help to manage customer information, sales, marketing data, and service

· Product LifeCycle Management (PLM)
· Systems that help companies research, design, and manage products throughout their existence, from concept to divesting

· Application Suite 
· Collection of inter-company systems like the ones mentioned above all into one package that can be bought by companies

· Work lists 
· Tasks schedules to be completed in a process by the enterprise system (ex: list of customer orders that must be shipped today)

· Online lists 
· Shows master and transaction data related to the process being analyzed in the system

· Standard information structures 
· Predefined SAP ERP systems that collect data needed to generate commonly used reports

· User-Generated information structure 
· Data used to create customized reports with customer requirements

· Standard Analysis 
· Pre-defined way of analyzing the information that comes from the enterprise system

· Flexible Analysis 
· Allows users to define the content and format for the analysis

CHAPTER 9
(PROCUREMENT PROCESS)

Organizational data
PARENT ENTEPRISE  	




SUBSIDUARIES OR COMPANIES WITHIN  	




PLANT  	



· Each plant belongs to a purchasing organization. Purchasing can be organized in several ways within a company

· Enterprise level purchasing organizations 
· Purchasing is done at client level
· Company level purchasing organizations 
· Purchasing is done at the company-code level
· Plant level purchasing organizations
· Purchasing is done at the plant level

· Regardless of how its organized there is always a purchasing group who is the individual or group that actually does the purchases. They fill in purchasing orders when a material needs to be procured


Pros & Cons of each model

	
	ADVANTAGES
	DISADVANTAGES

	CENTRALIZED
	- Economies of scale
- Better quality control
- Standardization 
	- no visibility
- More challenging

	DECENTRALIZED
	- No Visibility 
- More challenging

	- Economies of scale
- Better quality control
- Standardization





Master Data – Material Master



· Moving Average Price
· Value of material divided by quantity to define average price per unit. Updated each time is affected
· Standard Price
· Periodically updated price, does not fluctuate when inventory changes, usually monthly or quarterly, to determine the value of materials

Master data – Conditions
· Based on overall terms within the company, agreements and contracts in place. 


Purchasing Data
· Goods Receipt Processing Time
· How long it takes the company to unpack the boxes, count the material, inspect them, and store them.
· Delivery Tolerance
· How much variation can be allowed in the delivery terms of there being too much or too little. – no large scale delivery is perfect!


Plant / Storage Data

Master Data – Vendor Master
· General Data
· About the supplier such as name, Address, contact info
· Accounting Data
· Bank info, taxes, payment options
· Purchasing Data
· Terms with the vendor, who is the purchasing organization that deals with them

Master Data – Purchasing Info Records
· Info about a specific material provided by a specific vendor (ex: delivery times, pricing conditions type, surcharges, freight, other notes)



Requirements Determination
· Determine that something is needed and create a requisition
· Source List : List of vendors that you work with
· Either send them a purchase requisition directly, or ask for a quotation (RFQ)

Order Processing
· Create the official purchase order (PO)
· The vendor is now obliged to provide you the goods though no money has been exchanged

Goods Receipt
· Delivery Document or Packing List :
· Outlines what’s included in the package and purchase order
· Goods Receipt Document :
· Data from the purchase order, materials, quantities, are copied into this document to document on our end

Invoice Verification
· Three way match
· Most common way of verifying invoices to ensure the 1) purchase order, 2) goods receipt or delivery document and 3) invoices are aligned 
Payment Processing









CHAPTER 10
(DATA KNOWLEDGE MANAGEMENT)

Difficulties in Managing Data

· Too many possibilities
· Humans usually create decision criteria’s to make a decision
· Due to the wealth of possibility in any decision, proper data doesn’t always mean you can make a perfect decision

· Information OverLoad
· We can now measure data in Exabytes (EB)
· How can managers find exactly what they truly need?

· Data Quality 

· DIRTY/DATA INTERGRITY
· Problematic differences in the formatting
· DATA ROT
· The medium on which the data is stored can deteriorate
· MISSIGN VALUES
· We don’t always collect all the data we need
· DATA NOT INTEGRATED
· Collected for different purposes, stored separately
· DATA GRANULARITY
· The degree of summarization or detail
· COARSE DATA
· Highly summarized
· FINE DATA
· Lots of detail, too precise 

· Storage problems

· DATA REDUNDANCY
· The same data can be stored in multiple locations
· DATA ISOLATION 
· Applications cannot access data associated with other applications
· DATA INCONSISTENCY
· Various copies of the data are not the same
· DATA SECURITY
· Need to put everything in one place to reduce risk of loss and theft
· DATA INDEPENDENCE
· Applications and data that are dependent on one another need to be linked


Primary Key 
· A column that contained Unique Data that identifies a row/record in a table

Foreign Key
· A column that refers to another table to form a relationship between the 2 matches the primary key to another table

MetaData
· Data about Data


	CUST. ID
	NAME
	ADDRESS
	PHONE #
	# PAST ORDERS
	TYPE ID

	1
	Smith, John
	123 raibow
	514 345 8765
	3
	1

	2
	Doe, Jane
	74 st cath
	514 938 8465
	8
	1

	3
	Kimmel, Jim
	34 woody
	514 463 9375 
	1
	3

	4
	Dion, Celine
	456 lanes
	514 927 7354
	12
	2



NUMBER	VARCHAR	VARCHAR     	     VARCHAR	        NUMBER	      NUMBER

Database Management Systems (DBMS)

 BMS 
· [image: Macintosh HD:Users:a000482:Desktop:main-qimg-ee236e230a00c11a90a10c7fd6f33521 2.png]Software that is used to create, process and manage databases
· Provides users with access to the database
· Using the DBMS, the data can be created, modified, deleted, read, and secured
· Most popular DBMS : Access, SQL server, MySQL, DB2

· The language used to speak to databases is called Structured Query language (SQL)
· Made up of Queries – Question that we ask the data to answer

Often allow Multi-User processing – Multiple updating the DB simultaneously

Lost-Update problem :
· When 2 people open up the same file, edit it, and both save it… the person who saved lass overwrites the other person








Entity-Relationship Diagrams (ERD)

Data model 
· A visual representation of what the database will look like (Blueprint)
· Shows the structure of how the data is stored and how everything is related
· The most popular data model is the Entity Relationship Diagram (ERD)
· Second most popular is Unified Model Language (UML)

Components of an ERD

Entities
· Something that we are collection about	ex: CUSTOMER_ORDER
Attributes	
· Characteristics about Entity			ex: CUSTOMER_NAME
Relationships
· Common data between Entities		ex: CUSTOMER places ORDER

Types of relationships
· One to One		(1:1)	-------------
· One to Many		(1:N)	-----------<	*Crows foot notation
· Many to Many	(N:M)	>----------<

Many to Many relationships
· When you have a many to many relationship, you need to break it apart by adding a table in between containing the names of both (INTERSECTION ENTITY)

Cardinality
· 1:N or N:M represent a relationship’s Maximum Cardinality
· N and M represent variable numbers

The minimum Cardinality is a constraint in the relationship, the minimum required 

	
                                [image: Macintosh HD:Users:a000482:Desktop:ERD-Notation 2.png]


for INTERSECTION entities, the MANY side always has a 0 OR MORE relationship, the ONE side always has 1 AND ONLY 1 cardinality



STEPS
i. Read the case once and make a simple list of entities and attributes. Highlight a primary key (PK) for each entity

ii. Using the lists you’ve made, DRAW YOUR ERD. Be sure to always list your Primary Keys(PK) as the first attribute in each entity

iii. Re-read your case one last time – fill in the cardinality and add verbs throughout your diagram

iv. Break apart any MANY TO MANY relationships with intersection entities as needed

v. Include a Foreign Key (FK) on the MANY side of the relationship

vi. Place action verbs one ach relationship line

vii. State Assumptions as needed



Big Data

· The idea that we are all collection vast amounts of data by the minute and we need to consider how this will all be stored and used
· The end Goal is to allow us to make Predictions

Defined as data that does the following
· Exhibit variety
· Include structured, unstructured, and semi-structured data
· Generated at high velocity and uncertain patterns
· Do not fit into traditional, neatly structured DBs
· Sophisticated IS needed in order to properly process, transform and analyze 

Types of Big Data

· Traditional Enterprise Data
· Ex : Customer data, transactional data, accounting data
· Machine-Generate / Sensor Data
· Ex : Stats and results from airplane engines and assembly line
· Social Data
· Customer feedback, tweets, likes, comments
· Images

Characteristics of Big Data

1. VOLUME : There’s a lot of it
2. VELOCITY : Its entering the business rapidly
3. VARIETY : Many different topics, all over the place


Problems with Big Data

1. SOURCE : Data can come from untrusted source
2. DIRTY : Could be inaccurate, incomplete, incorrect, duplicate, erroneous
3. CHANGES : Data can change as the conditions change

Collecting Data  -  OLTP  and OLAP
· Online Transaction Processing (OLTP) 
· Systems that collect and process data online immediately as it is entered in real time.
· The opposite of BATCH PROCESSN, waiting for an accumulation of data
· DATA RESOURCE CHALLENGE
· Collecting data that you don’t need or use
· You need to use it properly for it to become an asset

Processing Data – OLAP
Most OLTP systems are not made for analysis and reporting – as a result, analysis is tricky

 	Online Analytical Processing (OLAP) : systems that process historical data to support decision making
· Extremely expensive to maintain
· Large volumes of data
· The resulting reports are called OLAP CUBES
· Allows you to DRILL DOWN, that is break the data down
· An Example of a DSS

DATA WAREHOUSE
· Set of database designed to support decision making in an organization
· Structure for fast online queries and exploration of data
· Can aggregate lots of data from many different operational systems
· Master DB for metadata

DATA MART
· Database focused on addressing a particular problem or business unit
· Lower-cost, smaller scale compared to data warehouses
· Usually pulls data from the data warehouse


CHAPTER 11
(BUSINESS ANALYTICS)

Business Analytics :
· The process of developing decision or recommendations based on insights gathered from historical data. Using past data to predict the future

Business Intelligence (BI) :
· Broad category of applications for gathering, storing, accessing and analyzing data to help business users make better decisions

Problem Structure

STRUCTURED PROBLEMS
· Routine questions and decisions to be made, input are laid out as are options
SEMI STRUCTURED PROBLEMS
· Located between the two
UNSTRUCTURED PROBLEMS
· Complex issues with no easy decisions, outcomes unclear, judgment is important


Business Analytics Process

Data ManagementAnalytics models
· Descriptive analytics
· Predictive analytics
· Prescriptive analytics

Presentation Tools
· Reports
· Dashboards

· Last Chapter (Data warehouse + Mart)

Analytic Tools and Techniques
· Multi dimensional processing (OLAP)
· Data Mining
· DSS
· Machine learning
· Deep learning
· Statistical models


Analytics Tools and Techniques
· Excel
· Several plug-ins are available to allow it to extract at and perform functions and analyses on it
· Multidimensional analysis or Online analytical processing (OLAF)
· See OLAP in previous chapter
· Data Mining
· Process of searching for info in a database, warehouse or mart
· Decision Support System (DSS)
· Combines models and data to be analyzed semi structured and unstructured problems
· Sensitivity analysis
· Determines how sensitive an output is to change
· What-if-Analysis
· A model that makes predictions based on what is inputted
· Goal-Seeking Analysis
· Works backwards to calculate the value of inputs required to achieve a given output







Analytics Models
Descriptive Analytics
· Looks at what has happened in the past to learn from past behavior

Predictive Analytics
· Examined recent historical data to detect patterns to predict future outcomes

Prescriptive Analytics
· Recommends course of actions but also shows many likely outcomes of each decision
· Contained actionable data and a feedback system

Other Terms
· Geographical Information System (GIS)
· Systems that capture, integrate, manipulate and display data using maps
· Dashboard
· Provides easy access to timely information and direct access to management reports


CHAPTER 15
(E-BUSINESS AND E-COMMERCE)

E-Commerce

E-Business : 
· Any business activity conducted electronically (using IT)
· This can include any business functions such as looking at reviews before buying in-store, checking the weather, customer support
E-Commerce :
· A sub-category of e-business that involves a transaction (buying or selling) involving goods or services over a network (Public or Private)
· Merchant Company : Buy and Sell their goods
· Non-Merchant Company : Facilitate sales but never own goods

B2C = Business to Consumer
B2B = Business to Business
B2G = Business to Government
C2C = Consumer to Consumer
M-Commerce = Mobile Commerce

Types of E-Commerce organizations

· Brick-And-Mortar
· Traditional stores with traditional products
· Click-And-Mortar
· Partially in store, partially online
· Virtual / Pure Play
· The Entire Business and even the product is delivered online


	NAME
	DESCRIPTION
	EXAMPLE

	Online direct marketing
	Selling directly to consumer online
	

	Electronic tendering system
	Business request quotes form suppliers
	B2B

	Name-your-own-price
	Customers decide how they are willing to pay and intermediaries try to match that with a provider
	Priceline

	Find-the-best-price
	Intermediary that tries to find the lowest price for you,
	

	Affiliate Marketing
	Placing logos on your website and receiving a commission per clicks
	

	Viral Marketing
	Creates content with the goal of spread through virtual word of mouth
	

	Group Purchasing
	Buying high volume and getting individuals to buy in so that everyone can share on the deals
	

	Online Auctions
	C2C auction platforms for bidding and selling
	

	Product Customization
	Customers use the internet to self-configure products
	Dell

	Electronic market places and exchanges
	Online platforms where buyers and sellers can meet to exchange goods
	Kijiji, Amazon,

	Deep discounters
	Companies that offer major price discounts
	Half Ebay, Wal-Mart

	Membership
	Sites that charge memberships for access 
	

	Cyber-Banking
	Enables users to carry out banking transactions online
	

	Online Securities Trading
	Trade Stocks, Bonds, and other financial instruments online
	

	Online Job Market
	Allows employers to connect with job seekers
	Monster, Indeed

	Travel Services
	Any company that allows you to buy and sell, cars, hotels, flights,
	

	Online Advertising
	Making money by advertising online 
	



E-Commerce Mechanisms


















Referral Malls  	Ex : Kayak
Normal Malls     	Ex : Etsy, Amazon

Electronic Payment Mechanisms

I. Electronic Cheques (B2B)
II. Electronic Cards
· Consumer (Electronic credit cards)
· B2B : Purchasing cards
· Stored Value Cards (Prepaid)
· Smart Cards (Stores multiple credit/debit cards in one
III. Digital Wallets 
· Apple Pay, Google Wallet, Paypal

Pros and Cons of E-Commerce

	ADVANTAGES
	DISADVANTAGES

	Disintermediation 
	Channel Conflict 

	Available Information 
	Price Conflict 

	Price Elasticity  
	Logistics Expense

	More Feed-Back 
	Customer Service

	Convenience 
	Show-rooming

	
	Taxation



B2B Models
· Trading platform online where companies can buy and sell goods
· The internet provides easy to access platforms
· Transactions can be conducted in real-time




Vertical Marketplaces
 ( Very specialized and knowledgeable about the industry)





Horizontal Marketplaces
(access to many products, simple purchasing)





Types of marketplaces



· Functional Exchanges : Provides a place for business to provide and acquire temporary help assets (workers, office space, accommodations)
· Ex : Breather, AirBnB

Other Issues in E-Commerce
· Domain names
· Who should have ownership over which names?
· Cybersquatting
· Practice of registering using domain names to profit from the goodwill or trademark belonging to someone else
· Taxes and other fees
· Which taxes should be charged? Government hasn’t kept up
· Web Copyright

Chapter 16
(SOCIAL COMPUTING)

Web 2.0
· Started with the creation of smartphones, user-created content, social media, E-commerce – not a specific change in technology

	
	WEB 2.0
	TRADITIONAL WEB 1.0

	SOFTWARE
	A service that is free for all to use via the cloud/internet
	Licenses needed, updates released periodically

	PRUDCT VALUE
	Network Effects – More users adds more value
	Value depends on the product

	USER EXPERIENCE
	Differs on each website 
	Static, Standardized user interface

	CONTENT
	Participation from user is welcome
	Static- Company posts the content

	BUSINESS MODEL
	Free services, advertising for revenue
	Licenses, software sales

	AVERTISING
	Viral, Shared by customers
	Static ads spread everywhere by the company



Other terms
· User-Generated Content
· Mashups
· Really simple syndication (RSS)
· Wikis
· Micro-blogging
· Social Graph
· Social Capital

Types of Social Networking Sites
· Socially oriented
· Facebook, Google +
· Professional networking
· LinkedIn
· Media Sharing
· Econcordia, Youtube, Pandora
· Communication 	
· Twitter, Wordpress, Tumblr
· Social Bookmarking / Tagging
· Delicious, StumbleUpon
· Social News
· Reddit, Digg
· Events
· Evenful, Meetup, Foursquare
· Virtual Meeting Places
· Second life
· Microjob Markets
· Tarkrabbit, Zaarly
Enterprise Social Network Characteristics
1. Networking, Community building
2. Social Collaboration
3. Social Publishing
4. Social Views and Feedback
5. Social Intelligence and Social Analytics : Monitoring the interpretation of employee behavior to discover patterns and uncover new knowledge

Social Computing 
· Delivery of electronic commerce activities and transactions through social channels that support social interactions, user contribution, user participation, and community-building.
· Any king of e-commerce activities supported by social media

Risks of Social Computing
· Negative feedback
· Call for greater transparency
· Minority of individuals contribute the most
· Privacy
· Redundancy to participate

· Social shopping : 
· Creation of a social network, and surrounds them on a platform just for shipping
· Group Shopping :
· Same business model as group buying in previous chapter
· Shopping communities and clubs :
· Clubs that host sales for their members that last just a few days but often features heavily discounted expensive brands
· Social Marketplaces :
· Online intermediaries that harness the power of social networks to introduce buying and selling products and services




CHAPTER 17
(ACQUIRING AND APPLICATIONS)

IT Strategic Plan

· A Set of long range goals that describe the IT infrastructure and identify major initiatives needed to achieve the organization’s goals





1. Mission		
 	 Comes from IT strategy
2. IS Environment 	
               Summary of Info needs and functional areas of organization
3. Objectives for the IS Function
 Current estimate of Goals
4. Constraints on the IS function 
 Technological, financial, personnel
5. Application Portfolio 
 Prioritized list of existing and potential IT applications 
6. Resource Allocation and Project Management
  Who, What, Where, When, How

· IT Steering Committee : A group of managers and staff who represent different functional areas of the business to determine which MIS activities need to be undertaken to meet the organization needs

Project Management 


· Its almost impossible to get all         3 in balance

· Only 16% of the projects are completed on time, within budget and on scope

· 30% of projects are cancelled before completion



The Key to successful projects is good planning

Operations vs Projects

· IT operations : the day to day tasks
· Goal : Keep things running efficiently
· 
· Projects : Implementing changes over a set period of time
· Goal : improve the business

Risks in Projects

· Scope : IT is virtual, I Cant see what the project will look like when complete

· Time : How do I know how long each part will take?

· Human : Lack of knowledge, too complex, unclear instructions


· Cost Benefits : IT costs are constantly changing



Acquiring New Systems

· Buy it (no customization)
· Proprietary software
· Open-Source software
· Buy it (then customize)
· Rent or lease it
· Application service provider (ASP)
· Software as a service (SaaS)
· Run on your own Hardware
· Custom Development
· Build it yourself
· Outsource
· Continuous Development


System Development Life Cycle (SDLC)
· A classic process for acquiring or developing IS for large Scale projects

Phase 1 : System definition
· Define Goals and Purpose

Company Strategy 
· Industry Forces (Porter’s 5)			Response
· Value Chain (Internal improvements)
· Competitor Actions
Projects
Improvements that make us more 
competitive or help us to execute the strategy

· Access Feasibility
· Economic Feasibility : what is the result of the cost benefit analysis
· Behavior feasibility : Addresses human issues like ability, fit, culture, change
· Technical Feasibility : can our existing systems work with the new system?




Phase 2 : System Analysis

· Its hard to visualize what the system will look like when complete
· Involve the end users of the system, they know best how the system will be used
· Getting users on board helps to gain their support
· Scope Creep : Adding functions after a project has started (beyond what was agreed)
· Define deliverables and system requirements

Phase 3 : System Design



Phase 4 : Programming and Testing

· Once its all designed, the programmers come in and make it (Programming)
· If its purchased, this is when we start hooking things up and installing all the components

Phase 5 : Implementation / conversion / Cutover

	Options
	How its done

	Pilot
	The whole system is implemented into 1 part of the business to see how users will react. Allows us to test and improve before giving to everyone

	Phased
	Different parts of the system are released to different parts of the organization one at a time. This allows users to adapt and allows for regional tweaking

	Parallel
	The old and new system runs at the same time for a short period. Very costly but provides a nice fallback plan in case of problems

	Direct
	Unplug the old system, plug the new one in – all in one shot



Phase 6 : Operation & Maintenance
· Making modifications as needed after implementation
· Patch or service packs fix the problems
· Prioritize requests for changes
· Requests can be for errors or just suggestions for improvement
Weakness of SDLC Methodology
· Considered a Waterfall Method… Once you move to the next phase, you don’t go back
· Some projects are just too complicated
· Analysis Paralysis : When documentation and defining requirements goes on forever even when we have enough to move forward

Alternative methods for system development

· Joint application development (JAD)
· Group-based tool for collecting use requirements and creating system designs
· Rapid application development (RAD)
· A method that combines JAD, prototypes, and integrated computer-aides engineering tools (ICASE) to rapidly develop through several interactions. Once the problem is defined, we iterate quickly until full implementation
· Agile development :
· A method that delivers functionalities in rapid interactions.  Requires frequent communication, Development, testing and delivery
· End-User Development :
· The end users develop their own software with the IT team

Alternative Tools for Systems Development

· Prototyping : 
· Approach of defining an initial list of user requirements, building a model, then refining it from that point.
· Integrated Computer-Aided software engineering (ICASE)
· Tools that help to automate certain tasks and analyses in the SDLC. Upper ICASE tools work on steps 1-3, lower ICAE tools work on the 4 next ones.
· Component-based Development :
· Building using reusable applications that have one specific function (such as shopping cats, login pages)
· Object-Oriented Development :
· Approach that models items off of real-world objects so that they can be reused in different scenarios 

Pros & Cons of SDLC

	PROS
	CONS

	Forces staff to work through the structure
	May produce excessive documentation

	Enforces high quality standards
	Users may be unwilling to participate

	Has lower probability of missing important issues
	Long process, very rigid, cant go back

	
	Users have trouble describing requirements



CHAPTER 18
(ETHICS & PRIVACY)

Ethics :
 A set of principles of right and wrong that individuals use to make choices and guide behavior

Ethics Systems



Responsibility
· You accept the consequences of your actions
Accountability 
· The idea of determining who is responsible
Liability
· The legal idea of recovering damages done

· Unethical ≠ illegal

Basics of Why Ethics Matter in IT
· Technology is changing 
· We don’t have past experience to help in the new scenarios that happen
· Ethics is never clean-cut
· People have different opinions

How to resolve ethical issues (GVV approach – giving voice to values)
· Identify the ethical issue
· Purpose and choice
· Stakeholder analysis
· Powerful response
· Scripting and coaching








Ethics and information Technology

Privacy issues

· Information Privacy :
·  The right to determine when, and to what extent, information is collected about you and communicated to others
· Digital Dossier
· Electronic profile of you and your habits collected by a company
· Electronic Surveillance
· New technologies that allow companies to monitor employees, customers, and institutions
· URL filtering 
· Companies that block connections to certain websites
· Opt-out model
· Informed consent meaning a company can collect your data until you say you no longer want them to
· Opt-in model
· Informed consent where you allow the company to collect information
· Privacy Policy
· Organization’s guidelines for protecting customer, client and employee privacy
· PIPEDA 
· Legislation is Canada that forces organization to establish a privacy policy and be accountable for what happens to your data

Accuracy Issues

· How to keep the information in databases up to data?

Property Issues

· Who truly owns the information?
· What are the circumstances allowed for giving it to someone else?

Accessibility issues

· Who should have access to information?
· Includes physical and intangible access









CHAPTER 19
(INFORMATION SECURITY & CONTROLS)

· Information Security : The processes and policies designed to protect  corporate information and information systems from unauthorized usage

Why is it a problem?


Risks Defined

· THREAT 
· The thing that causes damage or danger
· RISK
· The likelihood that a threat will occur
· VULNERABILITY
· The likelihood that a threat will hard the system
· Technology is a major problem, but amplified by the personnel and procedures
· EXPOSURE 
· The harm caused IF a threat compromises your system

Issues that can occur

* Unintentional
· Human error
· Social Engineering
· Natural disasters / Man made disasters

* Intentional / Deliberate
· Espionage or trespassing
· Information extortion
· Sabotage or vandalism
· Theft of equipment or information
· Identity theft
· Compromises to intellectual property
· Software Attacks
· Alien Software
· Supervisory Control & data acquisition Attacks
· Cyber-Terrorism & Cyber-warfare

Software Attacks :
Use of malware to cause harm to computer resources to steal information

· Virus
· Computer code that performs malicious actions by attaching itself to other computer programs
· Worm
· Computer code that performs malicious actions by replacing itself with other computer programs
· Phishing attack
· Uses deception to acquire sensitive information by pretending to be an official email or message
· Spear Phishing
· Attacks that target large groups of people to find out as much sensitive information as possible
· Trojan Horse
· Programs that install themselves into your computer disguised as something else
· Backdoor Programs / Rootkits
· Programs that allows hackers to access files on your computer
· Logic Bomb
· Segment of computer code that are executed under specific conditions or on a specific data
· Denial of service attacks (DoS)
· When you cant use your computer because the hacker is using all of its resources
· Distributed denial of service (DDoS)
· Takes several zombies hostage and uses them to make many requests on a server

Alien Software
Clandestine software installed on your computer through deceitful methods

· Adware
· Spyware
· Keyloggers
· Screen scrapers
· Spamware
· Cookies
· Tracking cookies

Supervisory Control & data acquisition attacks (SCADA)
· Controlling and stealing information from monitoring systems like switch valves, power grids, water pumps.

Cyber-terrorism and Cyber-warfare
· Malicious acts that target systems via the internet to cause harm and disruption, often to carry out a political agenda



Risk Management
The process of identifying, controlling, and reducing the impact of threats
-	Risk acceptance
-	Risk limitation
-	Risk transference

Controls

· Control Environment 
· Management attitudes towards control, policies and procedures
· General controls 
· Apply to more than one functional area
· Application controls
· Apply to specific applications or function areas 

Access controls
· Authorization 
· Permission, Only letting people see what they need to see
· Authentication
· Requiring logins with username and passwords

Communication Controls
· Firewalls
· Whitelisting and blacklisting
· Encryption
· Virtual private networks
· Transport layer security (HTTPS)
· Employee monitoring systems 
· Application Controls

Firewall
Controls who has access to the network
· Firewalls can block ports to prevent access to some services

Encryption 
Transforming regular text into unreadable text so that it cannot be stolen
· Like using a cryptic code so no one can steal data
· There is a key used to lock and unlock encryption
· The protocol language used for encrypting websites is HTTPS
· The protocol language used for encrypting data on the website is SSL/TSL


Virtual private networks (VPNs)
A private connection between your computer and the website over the internet
· Virtual because it uses the public internet, not a real private network
· Makes TUNNELS from your computer to the website, or from one office to another

IT AUDIT
· Information Systems Audit
· Making sure that the IT systems that hold financial data are secured and that the data inside of them is reliable
· Audits can be internal or external

Disaster recovery and business continuity plans

· Hot sites
· Like a copy of the current office with hardware, software, communication
· Warm Sites
· Similar to hot but with more generic applications
· Cold sites
· Only basic services (Usually just physical workstations)

Just like in a fire drill, companies need to practice, have standards for speed, time, resource allocation, and plans in place to make sure that nothing can take down the companies IT or its daily operations

















Net present Valye (NPV) of future benefits


Return on Investment (ROI)


Break-Even Analysis (B/E)


Business Case Approach (Qualitative 








Hardware 
Pick computers, servers, wires needed to run the new system



Data
Design the database or modify it as needed


Procedures
How to use the system, backups, recovery if theres failures, decomentation


Prople 
Users need to be informed and trained


Networks
How will it be connected to other IS


Software
Which operating system do we need? user interface?










Rivalry


New entrants


Power of customers


Threat of substitutes


Power of suppliers

















Utilirianism
- Actions are judged by the consequences - dose it have a positive outcome



Rights Approcach 
-Ethical action is one that best protects moral rights of those affected


Fairnes Approach
-All human beings should be seen equally or at some standard


Common Good Approach
-Interlocking relationships in all societies are most important








Highly complex environments


Smaller, Faster, Cheaper devices (Theft, Loss)


Computing skills to do harm are decreasing


CyberCrime:
Organized crime online is rising


Managing is not prioritizing security









Risk analysis
- assessing the value of each asset, estimating the probability of it being compromised, and comparing costs if it happens


Risk mitigation
- Concrete steps taken against risk to control and recover from risk


Controls Evaluation
- Identifying security flaws and the cost of implementing fixes. Sometimes your better off taking the risk
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Executive Support Systems 
(ESS)


Management Information Systems
(MIS)


Transaction Processing Systems
(TPS)







Stregegic processes


Managerial processes


Operational processes









Executing the process


Capturing & storing data


Monitoring problems & performance
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PT00


PT02


Company Code (CC01)


PT05














Stand alone mainfraims


Enterprese computing (ch8)


Cloud computing & mobile tech


Mainframes with dumb terminals


Stand alone personal CPU (1970s)


Local Area Networks (LAN)









Financial Accounting Data


Valuation Currency
(ex: CAD, USD) 


Valuation Class
(ex: which general ledger account does it go into)


Price Controls
(ex: Measure price per unit, per pound)














Environmental Requirements


Shelf Life


Handling Instructions


Special Containers












Material master


Vendor Master


Purchase Info Record








Catalogues
- Typical listings of products most e-commerce sites use this


E-Storefronts 
- Website representing a single store


Electronic Marketplace
- Central, Virtual market to collect buyers with sellers


Auction 
- Forward (traditional
- Reverse (sellers respond to RFQ's)


E-Mall 
-Websites representing multiple stores


Online Service Providers














Industry 1


Raw Materials


Distribution


Industry 2


Raw Materials


Distribution


Industry 3


Raw Materials


Distribution


Production


Production


Production



















Ownership


Public  - more fluid


Industry Consortium 
(Formed by companies in an industry that want to exchange with one another)


Third Party/Neutral
(Company who operates the marketinpace for others to participaye in)


Private - Formed by a single company


Buy side 
(you run a site where others log in and make you offers)


Sell Side
(You sell your goods through online catalogs and auctions)
















P2P Shopping = C2C through Social platforms


B2B Shopping = companies selling to other companies through social platforms







Scope


Budget


Time
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