Computer Function: Input
Gathers data or allows the user to enter data
Computer Function: Processing
Takes data it has and makes it more useful
Computer Function: Output
Displays data and info in a user-suitable way
Types of Computers
Desktop, Laptop, Mainframe computer, Supercomputer, Embedded computers
Byte
Sequence of eight bits used to represent letters, numbers, or special characters on the computer
Computer System Unit
Main part of the computer holding motherboard, CPU, RAM, hard and optimal drive, seek fan and other parts. Functions as the electronic brain of the computer
Motherboard
Most important part of the computer system unit, contains the computer's memory (RAM and ROM), CPU, Network Interface Card, expansion slots for plug-in sound and video cards, and ports
RAM
Stands for Random Access Memory, stores programs and data currently in use, faster to read and write to then the hard drive, temporary/volatile storage location
ROM
Stands for Read-Only Memort, holds the start-up memory, instructions stored here are permanent
CPU
Central Processing Unit, carries out program's instructions, speed is measured in Hertz, and speed is dependent on the processor (Single, double, or quadruple core)
Hard Disk Drive (HDD)
Used for permanent storage of documents and other items, usually made of a spinning platters and moving arm that reads/writes, fairly easy to break
Solid State Drive (SSD)
Used for storage, has no moving parts. More efficient, less noise/heat creating and require less power than Hard Disk Drives
Ports
Where peripheral devices are connected to the computer to share data. Types include: USB (Universal Serial Bus) port, Video port, VGA port, Ethernet port, DVI (Digital Video Interface) port, HDMI port
Power Supply
Transforms wall voltage into voltage needed for computer chips
Cold Boot
Powering on the computer from a full shut-down state
Warm Boot
Restarting the system when the computer is on
Sleep
Power management setting that shuts down the computer but places files that were being used in RAM
Hibernate
Power management setting that acts the same as Sleep, but stores files that were being used on the hard drive
ARPANET
Network of computers between Stanford Research Institute, UCLA, Uni. of Cali., and Uni. of Utah. Basic connection, but early beginnings of the internet
Web 2.0
Shift from static webpages to websites focused on user interaction such as social media, blogs, wikis, etc.
Instant Messaging (IM)
Enables real-time communication over the internet, usually if the other person is online, but some services save the message for later. Used for small group communications
Social Networking
Means of communicating and sharing info with friends or family, as well as new people. Make use of a variety of communication methods such as IM, voice chat, video chat, etc.
Blogs
Public journal posted on the web, articles usually by one author and include text and images, not regarded as a credible source
Vlogs
Video journal with the same type of content as Blogs, usually found on video hosting sites such as YouTube
Wiki
Collection of information gathered and editable by a community, usually revision history is kept. Moderated if large enough, mostly concentrated on a single topic
Podcast
Clip of audio or video broadcast over the internet
E-Commerce
Conducting business onlie, includes normal online shopping (B2C), businesses working with other businesses (B2B), and buying/selling of items between individuals (C2C)
Web Browser
Allows you to locate, view, and navigate webpages. Modern browsers are graphical browsers, displaying images and videos
Hyperlink
Clickable area of text that takes you to another page or site, types are: Relative, Root Relative, and Absolute
Relative Link
Link that keeps you in the same directory but changes the path
Root Relative Link
Link that takes you to a different directory, but within the same domain
Absolute Link
Link to a location on the web, regardless of where you are
Bookmark
Saves the URL of websites to allow you to visit them again
History
List of all sites visited recently
Search Engine
Looks at all the pages on the web and sorts them based off search terms or keywords provided by the user
Spider
Part of the search engine that is always collecting data from the web by following links and reading pages
Indexer
Part of the search engine that organizes data found by the spider into a large database
Search Engine Software
Reads and sorts through the database created by the Indexer to provide search results
Broadband
Three different types of Broadband connection: DSL (makes use of telephone lines), Cable (makes use of the TV cable), Fibre-Optic Cable (transmits data at the speed of light), and Satellite broadband (used for rural areas)
Wireless
Connection used by laptops and smartphones, must have proper equipment and wi-fi connection, less reliable and slower than broadband
Dial-Up
Internet connection using phone line and modem, the modem converts digital to analog to be transmitted over the phone line. Cheaper, but slow and requires a phone line
System Software
Software that helps run the computer and coordinates instructions from application software for the computer. Includes the OS, utility programs, computer BIOs, and device firmware
Application Software
Software used for performing specific tasks. Types include Productivity Software, Business Software, and Multimedia & Entertainment Software. Needs system software in place in order to run
Proprietary Software
Software bought and downloaded from the internet or from disc
Open Source Software
Free software with limited licensing and copy right restrictions, one example is the Linux internet browser
SaaS
Software as a Service, software is hosted online and you pay to access it
Multimedia Software
Word processing, image editing, video editing, digital audio, and other such programs
Entertainment Software
Software for animations, movies, music, computer games and drawing
Personal Finance and Business Software
Software made for individuals, small businesses, and large businesses for finance management
Productivity Software
Programs for work, school, at home, or the office. Includes word processors, spreadsheets, presentations, etc
Real-Time Operating Systems (RTOS)
Usually designed for a specific purpose, programmed to undertake the steps required, with little user interaction. Seen in printers, car engines, washing machines, etc.
Network/Server/Mainframe Operating Systems
Operating Systems that allow multiple users to access the computer system, while the system is run by a main computer called the server
Mobile Operating Systems
Used in phones, have now become able to handle multitasking and increased amount of functions
Accessibility Accessories
These include text/web readers or narrators, screen magnification software, and speech recognition software
Wizard
Program that takes you through each of the steps required to complete a task, asking for user input and for preferences along the way, used in productivity software and installation
Template
Pre-designed forms providing the structure of documents, spreadsheets, or presentations
Macro
Small program that groups a series of commands so that they can be run as a single command
Interrupt
This is when the operating system prioritizes tasks such as mouse clicking and keyboard strokes, and saves completion of lower priority tasks for later
Paging
This is when the operating system runs out of RAM for storage and begins to store info on space borrowed from the hard disk
Driver
Translates language from a peripheral device into a language that the computer understands
Kernel
Program that supervises the processor and other primary components once BIOS has loaded the Operating System
Desktop Computer
Powerful and reliable, but stationary and heavy. Parts are replaceable, larger monitor and audio options, but not mobile
Laptop
Mobile and light, but weaker than a desktop and prone to theft. Prone to cooling and battery issues. Ligther models have more battery power but less processing power and ability
Tablet
Touchscreen, lightweight, and mobile but fragile and weak, and not too good at multitasking
Control Unit (CPU)
Manages the other components of the computer
Arithmetic Logic Unit (CPU)
Handles calculations and logical comparisons
Four Steps of Processing Instructions (CPU)
Fetch: Retrieve data or instructions from memory
Decode: Translate the data for the computer to understand
Execute: Execute the instruction
Store: Store the result of the instruction in memory
Clock Speed
Determines the amount of instructions your CPU can execute in a second, measured in GHz, one GHz=One billion steps
Cores
Facilitate the processing of instructions for programs, each core allows for a program to run, the more cores you have, the more programs you can run simultaneously, unless you have Parallel Programs
Parallel Programs
These are programs that make use of multiple processing cores at the same time
Cache Memory
These are locations where the CPU saves data for later use, there are usually three: L1, L2, and L3. L1 is the fastest and smallest, while L3 is the slowest and farthest away (but still closer to the CPU than RAM)
DDR3
Double Data Rate 3, type of RAM found in majority of personal computers
Mechanical Hard Drives
Largest amount of storage capacity, data is stored on several thin plates of metal stacked on a spindle
Solid State Drives
Use electronic memory instead of mechanical parts, allows for faster start up, low heat emission, less noise, and less power needed
Optical Drives
[bookmark: _GoBack]Disk drives that use a laser to read and store info and data on compact disks. Type of laser used determines capacity, blu-ray is best
RAID 0
Storage strategy that splits files into multiple parts and stores them on different disks in the interest of speed
RAID 1
Storage strategy that creates a copy of one disk on another to make a backup in case of damage or corruption, done in the interest of security
Video Graphics Card
Converts binary data into images and videos that can be viewed on the monitor, contain video memory, the amount of which determines resolution
GPU
Graphical Processing Unit, found on Video Graphics Cards, processes images and videos instead of the CPU
Moore's Law
Says roughly every two years the amount of transistors on computers doubles, leading to higher speeds, has held true since 1970
Hyperthreading
This is where the CPU begins to process new instructions before finishing the old ones, effectively doubling processor count
CPU Load
Measure of how many programs are running, over 90% causes the computer to struggle
Network
Group of computers connected through hardware and software to allow communication
Node
Any type of device connected to the network, can be peripheral devices (printers, etc.), network devices (router, Network Storage Drive, etc.) or computers
Throughput
Speed which data is moving through the network (measured in megabytes)
Bandwidth
Max speed data could possibly move through network
Factors Determining Network Architecture
Distance between nodes, network administration, protocol (rules governing exchange of information), medium (what is used to transfer info)
WAN
Wide Area Network, spans a large area, usually composed of collections of LANs or MANs
MAN
Metropolitan Area Network, spans a city or large geographical area, giving some internet access to entire area
LAN
Local Area Network, spans a small area from a university campus to a single room
HAN
Home Area Network, network for a home, usually includes peripheral devices in addition to computers
PAN
Personal Area Network, spans a small area, usually between phones, tablets, or computers on bluetooth or local wifi
Central Network
One computer acts as the central node, seen in client/server networks
Local Network
Every computer can act as client and server, seen in peer-to-peer (P2P) networks, allows communication without a central node
Wired Connections
Nodes of the network are connected with cables
Twisted-Pair Cable
Copper wires surrounded by plastic and wrapped around each other, used in phone lines (shielded) and LANs (unshielded, Ethernet Cable)
Coaxial Cable
Single copper wire surrounded by plastic, used for cable television, and internet provided through the TV cable
Fiber-Optic Cable
Glass fibers surrounded by plastic and protective jackets, using light to communicate, which allows for faster transmission
Network Interface Card
Device that changes info from a form the computer understands to a form that can be transferred over the medium
Router
Network navigation device that transfers data from one network to another
Switches
Network navigation devices that ensure information packets don't run into each other, usually integrated into routers
802.11n and 802.11ac
Wireless standards, 80211ac is the faster of the two. 80211ac routers connected to 80211n devices run the 80211n standard
Network-Attached Storage Devices
Allow you to store network data in a centralized location, accessible to all devices on the network
Home Network Servers
These act as both a storage place and a server, allowing for backing up of all connected devices, and providing remote connection to devices
Digital Subscriber Line
Broadband connection that uses a twisted-pair cable with three lines of communication, one for voice data and two for data transfer
Fibre-Optic Connection
Fastest broadband connection on the market, transfers information at the speed of light
Piggybacking
This is where someone gains access to and uses your network without permission
Internet Backbone
The main paths of the internet, which are fastest and transmit large amount of data. Made of Optimal Carrier lines designed for heavy traffic
Internet Service Providers
These control Points of Presence (PoPs) which are large banks of servers allowing people in neighborhoods and cities to connecy
Internet Exchange Points
These allow ISPs to connect to parts of the Internet Backbone controlled by other ISPs
Circuit Switching
Data transmission method that creates a dedicated connection between two communicating parties, seen as inefficient today
Packet Switching
Data transmission method that separates messages into packets, and these packets are sent to nodes in charge of sending them further. Once the destination is reached the packets are reassembled into the message
Elements of Packets
Destination address, sender address, reassembly instructions, and the data being trasmitted
IP Address
Address which is unique to every computer, router, and server. Can be IPv4 (192.168.0.1) or IPv6 (192.168.101.7.0.63)
Static Addressing
This is where your computer has one constant IP address
Dynamic Addressing
This allows your computer's IP address to change depending on what's available, controlled by DHCP (Dynamic Host Configuration Protocol)
Domain Name
User friendly IP address assigned to a website, the computer has to find the address if you wish to connect to it
HTML
Hypertext Markup Language, provides the structure of the webpage. Elements are surrounded by tags <b>, area of placement is between the tags
CSS
Cascading Style Sheets, provides the style or format of the webpage. Classes are applied to particular HTML elements: Classes beginning with a "." apply to a specific element, Classes with nothing in front (ex: div) apply to their corresponding element
Server-Side Applications
Applications run from a server that your computer communicates with, more demanding of the connection and network than your computer
Client-Side Applications
Applications that run on your computer through programming (Javascript) or an applet. This requires little communication with the server, seen in games and interactive website elements
Domain Name Server
Server that your computer communicates with if it cannot find the IP Address of a particular site
External CSS
CSS Coding is stored in separate document from HTML, but saved in the same location
Embedded CSS
CSS Coding is stored within the HTML document itself
Inline CSS
CSS Coding is stored within the HTML document, but only applies to lines that it's specifically written on
Telephony
Use of a device for voice communication over a distance
Cellphone Call Connection Process
Base transceiver station in your cell (geographic area) receives your call and sends it a central mobile switching center, and this center sends the call to the other person's base transceiver station
Smartphone limitations
Processors are weaker, but have enough power to run multiple applications. Memory is fairly limited, but can be added to using an SD Card
Voice Over Internet Protocol (VoIP)
Services that allow you to use your internet connection to place calls using signals and technology similar to email. Typically low-cost or free, but can suffer from connection issues
E-Reader
Make use of microcapsules that change from black and white using electronic signals, offer features like backlighting, note-taking, bookmarking, and dictionaries. Can also be offered as E-Reader software
Digital Music
Music is put on computers through the use of an ADC (analog-to-digital converter). The music is represented as a series of values representing levels of music at a interval called the sampling rate, higher sampling rate means higher quantity
Advantages of Digital Cameras
Easier to use and edit photos, photos are quickly rendered, while analog required chemical development
Charged-Couple Devices
Convert light to a digital format for digital cameras
Analog
Presents data (audio, video, images, etc.) as a continuous stream of information
Digital
Presents data as a series of values, which allows for perfect reproduction at anytime
Digital Convergence
Using a single device for media, internet, entertainment, and communication
Tablet
Bigger screens than smartphones with similar operating systems and capabilities, but improved use of applications. Able to use VoIP services for texting and calling
Netbook
Same OS as laptops or desktops, but tend to be smaller and have less processing power, no more power efficient than tablets
Ultrabook
Same OS as laptops or desktops, but bigger than netbooks, with full keyboards, design is focused on being lightweight, increasing price
Cybercrime
Any crime committed through the use of a computer network
Financial Scams
Type of cybercrime where individual attempts to steal money from you, through the use of a fake product or service
Authority Scams
Type of cybercrime that tries to get personal information by acting/disguising as person with the authority to ask for this information
Harassment
Type of cybercrime where computers or networks are used to insult or verbally attack someone
Identity Theft
Type of cybercrime where a criminal gains enough access to your personal information to pose as you to make purchases, open bank accounts, sign up for credit cards, etc.
Virus
Program that performs harmful actions by infecting the computer's memory. Once infected they can replicate, spread, and steal information, as well as crash the computer or remove memory
Boot-Sector Viruses
Viruses that write themselves into the boot record so that they're the first to run on start-up, usually come from external devices
Logic Bombs/Time Bombs
Viruses that trigger once a set of conditions are met. Logic bombs require a logical process, while time bombs require a specific date or elapsed time
Worm
Virus that can spread through normal communications, all on its own
Script Viruses
Viruses that spread through programs that are performing tasks in the computer system
Email Viruses
Viruses that infect through email attachments, will use the contact list of the infected in order to spread
Anti-Virus Software
Identifies viruses by scanning for their virus signature (unique to each virus), upon identifying the virus, it quarantines the virus and tries to fix the infected file
Inoculation
Feature of anti-virus software that keeps details of files in order to look for modification or corruption
White-Hat Hacker
Employed by software companies to find and address vulnerabilities, if not hired, may just hack in to show vulnerability of the system
Grey-Hat Hacker
Break into systems, but without malicious intent, usually just to prove their skill
Black-Hat Hacker
These hackers attempt to steal/destroy information for personal gain
Packet Sniffer
Program used by hackers that looks at and collects packets of information travelling over a network
Keylogger
Tool used by hackers that collects and reports all keystrokes from an infected computer, allowing easy entry into accounts
Trojan Horse
Malicious program that's disguised as something else, and once installed it tries it tries to install a rootkit or backdoor to give the hacker control
Denial-of-Service Attack
Use of a large or small amount of computers to send enough requests to a computer to cut it off from the network
Adware
Type of malware designed to promote a service to you without approval, usually packaged with media downloads, common form is a browser hijacker
Spyware
Type of Malware designed to steal information without detection, usually packaged in the same way as Adware
Spam
Undesired or junk email used for phishing or spreading viruses
Phishing
Convincing users to give up sensitive information by the creation of a legitimate situation
Pharming
Tricking the user that they have visited a secure website and gathering information that the user sends to the site using malicious hyperlinks or viruses
Scareware
Malware that scares you into thinking your computer is infected, and that the infection can only be removed by downloading/purchasing software and running it, with the goal of extorting money or infecting your computer
Firewall
Program that restricts access to logical ports (virtual communication paths) and the network, by using network address translation (NAT) to hide your IP address
Backup
Additional copy of a file used in case the original file is lost, corrupted, or damaged. Storage of backups should be done online or externally if the entire system crashes
Environmental Threats
This includes, fall damage, overheating, or dust
Power Surges
This is when voltage supply exceeds the normal amount, can result in damage or loss of information
Surge Protector
Tool used to protect your computer from power surges
Polymorphic Viruses
Viruses that are constantly changing their code or rewriting, usually programmed to infect a certain type of file
Multipartite Viruses
Viruses that infect multiple types of files to give the anti-virus software the impression that it is searching for multiple viruses
Stealth Viruses
Viruses that erase their code from files they've infected and hide in the active memory of the computer, this makes them impossible to find if anti-virus software is only searching the hard drive
Network Address Translation (NAT)
Method used by firewalls to hide your computer's IP address
Biometric Authentication
Use of unique biological traits such as fingerprint or iris pattern to unlock your device. The print or pattern is translated into digital coding that your phone reads
Cookies
Text files stored on your hard drive after visiting the website. These allow the site to recognize your computer and give you a user-specific experience
System Development Life Cycle
1. Requirements Specification
2. Design 
3. Development 
4. Testing
5. Deployment maintenance
Program Development Life Cycle (PDLC) 
1. Problem statement 
2. Algorithm design 
3. Programming 
4. Debugging
5. Testing + documentation
The Problem Statement 
	Programmers must look at the following 3 things: 
Data: The input that is provided to the program.
Information: The output or result of the program.
Method: How the program turns data into information.
Pseudocode
logically equivalent to actual code, but still readable by most people
Top-down design
an approach in which a group of high-level tasks are continuously broken down until they reach a sequence of steps that can be translated into code.
Object-oriented analysis
an approach in which the problem and its solution are broken in a group of classes. Each class is an individual object, with its own data, information, and actions (called methods). Designing the algorithm then becomes determining how these classes interact with each other.
First-Generation Language (1GL)
Machine language (1s and 0s)
The acutal language understood by computers
Second-Generation Language (2GL)
Assembly language (single words and short argument lists)
One step away from machine language, composed of short commands
Third-Generation Language (3GL)
C, Java, BASIC, FORTRAN (keywords and symbols)
Readable by anyone that understands the rules of the language 
A lot of programming languages fall into this category
Fourth-Generation Langauge (4GL)
SQL (almost sentences)
Much closer to natural language than 3GL, often doing multiple things in a single command
Fifth-Generation Langauge (5GL)
PROLOG (no specific algorithms)
As close to natural language as programming languages get
compiler 
takes a program written in a language like C or Java and turns it into machine code
IDE – integrated development environment 
is a tool used by programmers and developers in order to help them write programs in particular languages. The major benefits of IDES are real-time error checking and integrated compilers and debuggers. 
Syntax errors
the only kind that compilers and interpreters won’t allow. They occur when the program deviates from the rules of the language.
Runtime errors 
only occur when the program is actually running and are usually the result of an unexpected input, like a negative value for something that can only be positive. Compilers and interpreters might not be able to detect these, but the error checkers in IDE might.
Logical errors
simply a miscalculation. 
Database
Related collection of data stored so that it can be retrieved and organized efficiently
Database Advantages
-Efficiently manage large amounts of complex data
-Data centralization, which reduces redundancies and inconsistencies
-Allows sharing of data over a network
-Ensures data integrity (accurate and reliable)
Database Disadvantages
-Require sophisticated hardware and software, as well as high-skilled database administrators
-Need to be secured
-Frequent maintenance and upgrades needed to ensure efficiency
Database Management System
Manages the structure of the database, and controls data access
Record
Contains information about a single entity, spanning multiple fields (table row)
Field
Specific category of information about each record (table column)
Table
Collection of related records
Field Parts
-Field Name
-Data Type (number, text, currency, etc.)
-Size
Data Dictionary
Records the sub-elements of fields, the data in the dictionary is called metadata (data about data)
Default Values
Values that are assumed if no data is entered
Primary Key
Value that corresponds uniquely to a record, each record has a different value (like Student IDs)
Normalization
The removal of redundancies in the data, as well as efficient organization of it
Relational Database
Stores data in tables, and uses relations to link data in multiple tables. Primary keys usually used to link tables.
SQL
Structured Query Language, used for querying and extraction from relational databases
Object-Oriented Database
Stores data as objects rather than tables, allows for storage of data plus methods to manipulate it. Allows for more types of data to be stored and accessed, including videos and images
OQL
Query language used for Object-Oriented Databases
Multidimensional Database
Stores data in multiple dimensions like a cube. Each cube has a measure attribute and any other information are feature attributes. Advantages are increased processing speed and flexibility
Range Check
Data validation step that makes sure data is not too high or low
Completeness Check
Data validation step that makes sure all required fields are filled in
Consistency Check
Data validation step that makes sure there is no conflicting data (same primary key, etc.)
Alphanumeric Check
Data validation step that makes sure each field has the data type it's supposed to
Data Warehouses
Large scale collections of data, usually used for ongoing entry (past and present), same functions as a database, but much bigger and broadly organized
Data Mart
Small chunks of data warehouses, split off for specific analysis

Intranet
Private networks set up for a certain group of people, requires authorization to connect to
Extranet
Smaller networks within intranets that certain groups can connect to
VPNs
Virtual Private Network, used to facilitate a secure connection without ownership of the lines
Tunnelling
Method used by VPNs to transmit data, involves placing the original packet in an encrypted packet that only certain computers can read
Network Interface Card (NIC)
Generates signals for network communication, breaks info into packets, blocks malicious packets from entering the system. Needs a device driver installed for your computer to interact with it, old NICs may not be capable of wireless communication
Network Operating System (NOS)
Provides the protocols required for your computer to communicate on the network. Most computers are installed with a basic NOS
Bastion Host
Heavily secured server placed between the firewall and local network, posing as a network, this draws away the attention of hackers from the internal network and firewall
Centralized Network
Server is responsible for managing services and communications, nothing else
Decentralized Network
Any computer on the network can act as server for another





