What is a Workgroup 
 Workgroup is Microsoft's term for peer-to-peer local area network. Computers running Microsoft operating systems in the same workgroup may share files, printers, or Internet connection. Workgroup contrasts with a domain, in which computers rely on centralized authentication. Workgroup authentication has decentralized logons, security, and resource sharing. Workgroups are easy to configure, and are ideal for groups of less than 10 users. A Windows Server 2008 server that participates in a workgroup is referred to as a stand-alone server.
 
The difference between FAT and NTFS 
 
	
	File System utilized on a Windows installation

	File System features and attributes
	NTFS
	FAT32

	Folder and file permissions
	Yes
	No

	GUIDs
	Yes
	No

	Disk Quotas
	Yes
	No

	Mounted Drives
	Yes
	No

	Hard Links
	Yes
	No

	Spare Files
	Yes
	No

	Encryption
	Yes
	No (Yes over networks)

	Compression
	Yes
	No

	Indexing
	Yes
	Yes

	Archiving
	Yes
	Yes

	Hidden
	Yes
	Yes

	Read-Only
	Yes
	Yes


In addition to the above table, NTFS offers superior allocation unit management, as well as much larger volume size when compared with FAT32 (NTFS 256TB vs. FAT32 2TB).
What is a domain controller

A domain controller is a Windows server that has Active Directory installed and is responsible for allowing client computers access to domain resources.
 
What is a member server 
 
A member server is a Windows Server that’s in the management scope of a domain but doesn’t have Active Directory installed.
 
NTFS what does it support 
Native support for long filenames, file and folder permissions, support for large files and volumes, reliability, compression, and encryption. Most significant is the added ability for more granular file access control.
What is a snapshot 
 
 A VMware snapshot is a copy of the virtual machine's disk file (VMDK) at a given point in time. Snapshots provide a change log for the virtual disk and are used to restore a VM to a particular point in time when a failure or system error occurs.
 
What is a guest operating system 
 
 It’s an OS running in your VM software on your physical host machine. 
 
Know about when you do your first domain controller installation what will you need 
-To install AD DS on a full Windows Server 2008 installation, use Server Manager
-If DNS is not already present on the network, you must install the DNS Server Role
-Once the Server Manager wizard for installing Active Directory finishes, you must run dcpromo.exe
-Dcpromo.exe steps to install:
Step 1: Existing domain or new domain
Step 2: Fully qualified domain name (FQDN) for new forest root domain
Step 3: Choose forest functional level
The functional level is critical to the feature set available to administrators after install, as well as the software requirements for any other DCs
If you want backwards compatibility with older domain controllers on the network, choose Windows 2000 functional level
If you choose Windows Server 2008 functional level, you can’t run Windows Server 2003 or Windows 2000 domain controllers (but they can run as member servers)
 
-After step 3, you have three additional options for the DC:
· Install DNS Server (Recommended for the first domain controller in a new domain)
· Global Catalog (Selected by default (and cannot be disabled) if the server is to be the first DC in a forest)
· Read-only Domain Controller (RODC) (Not selected by default and disabled for the first DC in the domain)
The sysvol folder is a shared folder that stores the information from Active Directory that’s replicated to other domain controllers.
Directory Services Restore Mode is used to perform restore operations on Active Directory if it becomes corrupted or parts of it are deleted accidentally.

What is a computer configuration node 
 
 In group policy management MMC, there are two nodes for every GPO;
· Computer Configuration: Used to set policies that apply to computers within the GPO’s scope
· User Configuration: Used to set policies that apply to all users within the GPO’s scope
The dsadd command 
 
Dsadd is a command-line tool that is built into Windows Server 2008. It is available if you have the Active Directory Domain Services (AD DS) server role installed. The primary use of DSadd is to quickly add user accounts to Windows Server 2003 Active Directory.  However, you can also use this method to create OUs computers, groups, or even contacts.

To add a user for example;

dsadd user "cn=awesomeguy,ou=OU1,dc=coolserver,dc=com"

· “cn” is the common name for the user
· “ou” is the organizational unit you want to add them to
· “dc” is the first half of the domain controller name
· “dc” is the actual domain (ie. .com)

The four points above are known as the “distinguished name” and are a must to define objects you want to work with.

GPO update

 By default, user Group Policy is updated in the background every 90 minutes, with a random offset of 0 to 30 minutes.
You can specify an update rate from 0 to 64,800 minutes (45 days). If you select 0 minutes, the computer tries to update user Group Policy every 7 seconds. However, because updates might interfere with users' work and increase network traffic, very short update intervals are not appropriate for most installations.

You can update the group policy instantly by opening the cmd and typing “gpupdate”.
 
What is the purpose of DNS 
 
DNS Server resolves the names of Internet computers and computers that are members of a Windows Domain to their assigned IP addresses
When installing Active Directory, you can specify an existing DNS server or install DNS on the same server as Active Directory
 What are Active Directory services 
 
A directory service, such as Active Directory Domain Services (AD DS), provides the methods for storing directory data and making this data available to network users and administrators. For example, AD DS stores information about user accounts, such as names, passwords, phone numbers, and so on, and enables other authorized users on the same network to access this information.
 
Windows 2008 64 bit how much memory (max amount) 
 
Standard – 32 GB
Enterprise – 2TB
Datacenter - 2TB 
 
What is a Snap in 
 
Snap-ins are designed to perform specific administrative tasks (such as disk management or active directory configuration)
snap-ins can be combined into a single MMC, providing quicker access to commonly used tools

What is an MMC 

 Creates a centralized management interface for administrators. Uses snap-ins, which are designed to perform specific administrative tasks (such as disk management or active directory configuration). Multiple snap-ins can be combined into a single MMC, providing quicker access to commonly used tools.

What is the function and objective of Active directory 
 
Active Directory can be described as a control panel for a Windows network where user accounts are created, network use policies are defined, and security policies are configured, among a host of other functions.
 
Advantages of VM's 
 
 Multiple OS environments can exist simultaneously on the same machine, isolated from each other. A virtual machine can offer; an instruction set architecture that differs from real computers, easy maintenance, application provisioning, availability and convenient recovery.
 
What is DHCP 
 
Dynamic Host Configuration Protocol Server role provides automatic IP address assignment and configuration for client computers
Can provide default gateway address, DNS server addresses, WINS server addresses, and other options
Windows Server 2008’s DHCP server role provides support for IPv6
Activation of Windows Server 2008 
 
Activation should take place automatically, but if it doesn’t, it must be done within 60 days after installation, or logons will be disabled.

What is server core (and it’s roles) 
 
The Server Core option is a new minimal installation option that is available when you are deploying the Standard, Enterprise, or Datacenter edition of Windows Server 2008. Server Core provides you with a minimal installation of Windows Server 2008 that supports installing only certain server roles; 
 
· Active Directory Domain Services (AD DS)
· Active Directory Lightweight Directory Services (AD LDS)
· DHCP Server
· DNS Server
· File Services
· Hyper-V
· Print Services
· Streaming Media Services
· Web Server (IIS)

 With regards to GUI programs, only these GUI programs are available;

· Microsoft Support Diagnostic Tool
· Command prompt
· Notepad
· Registry editor
· System information
· Task manager
· Windows Installer
· Regional And Language Options (Intl.cpl) and Date And Time (Timedate.cpl)


How to add a server core to a domain 
 
 netdom join servername /domain:domainname.com
 
What is IDX 
 
See lab 2.2, step 11.

Idx is an index number. It’s seen as the first column after the command “netsh interface ipv4 show interfaces” is run. It’s used to indicate your network adapter. 

For example, on server core, if you wanted to set an ip address for a network adapter:

netsh interface ipv4 set address name=“n” source=static address=192.168.100.XX+50 mask=255.255.255.0 gateway=192.168.100.250 
 
The n is the idx number for your network adapter that you recorded after running the “netsh interface ipv4 show interfaces” command.

Timezone difference what could happen 
 
Time is very important in an Active Directory environment. Windows AD needs timestamps for resolving AD replication conflicts and for Kerberos authentication. When a Windows server receives a Kerberos authentication request, it compares the timestamp in the request to its local time. If the difference between the local time and the timestamp is too big, the authentication request is rejected and Kerberos authentication fails. The default setting is five minutes.
 
Default network protocol for windows 2008 
 
 Windows Server 2008 uses TCP/IP as the default wide area network (WAN) protocol.
 
Where do you do updates 
 
 Control panel  Windows Update 

Under default settings, Windows Update runs every day at 3:00 a.m. to download and install new updates

What are GPOs

GPOs are lists of settings that enable administrators to configure user and computer operating environments remotely

Where can the GPO's be linked 
 
A GPO can be associated (linked) to one or more Active Directory containers, such as a site, domain, or organizational unit. Multiple containers can be linked to the same GPO, and a single container can have more than one GPO linked to it. If multiple GPOs are linked to one container, you can prioritize the order in which GPOs are applied.
The following list contains example applications of policy:
· A GPO linked to a site applies to all users and computers in the site.
· A GPO applied to a domain applies to all users and computers in the domain and, by inheritance, to all users and computers in child organizational units. Be aware that policy is not inherited across domains.
· A GPO applied to an organizational unit applies directly to all users and computers in the organizational unit and, by inheritance, to all users and computers in child organizational units.
A GPO is stored on a per domain basis, but you can also link a site, domain, or organizational unit to a GPO in another trusted domain. This is not recommended as it can negatively impact performance.
What is the order of GPO's 
 
By default, Group Policy is inherited and cumulative, and it affects all computers and users in an Active Directory container.

GPOs are processed in the following order:
·     The local GPO is applied. 
·     GPOs linked to sites are applied. 
·     GPOs linked to domains are applied. 
·     GPOs linked to organizational units are applied. For nested organizational units, GPOs linked to parent organizational units are applied before GPOs linked to child organizational units are applied. 
Note: The order in which GPOs are processed is significant because when policy is applied, it overwrites policy that was applied earlier.
 The Group Policy objects (GPOs) that apply to a user (or computer) do not all have the same precedence. Settings that are applied later can override settings that are applied earlier
The policies are applied in the hierarchy --> Local machines, Sites, Domains and Organizational Units.

Know what’s a forest, domain, tree, OU, etc….. basically what everything in chapter 3 is 
 
 Please take a quick look at the slides, and chapter 3. I’m not getting into OUs, domains, trees, and forests here as the book lays them out fairly well with diagrams to boot.
 
What is an Active directory object 

An object is a grouping of information that describes a network resource.

What is an attribute 
 
Schema attributes define what type of information is stored in each object.

What is a schema

The schema defines the type, organization, and structure of data stored in the AD database.

What is a schema class
 
Schema classes define the types of objects that can be stored in Active Directory

What is an attribute value

The information stored in each attribute is called the attribute value

What happens to local accounts when you install active directory 
 
In Windows Server 2008, local accounts are migrated into active directory. In older server distros such as Win Server 2003, the accounts are lost.
 
What are the default GPO's 
  
Upon installing AD, two GPO’s are created by default: Default Domain Policy, Default Domain Controllers Policy

The Default Domain Policy is linked to the domain object and affects all objects in the domain whereas the Default Domain Controllers Policy is linked to the Domain Controllers OU and affects domain controllers only.

 When you configure GPO's which one has the most account policies 
 
Well this is a stupid question…Let’s go with the textbook answer of “hundreds of policies reside within each node”.  Lab 3.5, page 37
 
Of the account policies which has the most buttons 
 
Another dumb one… see above answer.
 
What is a Global Catalog Server

To allow a domain to find resources in the forest it’s in, Windows allows a domain controller to act as a global catalog server. A global catalog server acts as an index for the forest, to help users find information, and resources. Any domain controller can be made a global catalog server; it’s as easy as putting the tick mark in the tick box!

Objects in active directory, have a number of attributes that are assigned to them. The global catalog contains info about the objects in the active directory forest. But, this is not a full record of each object, but rather a subset of each objects data. In other words, only certain attributes are replicated to the global catalogs server – the information replicated is only enough to find the objects in the forest. Global catalogs also contain info about cross-domain groups.

Important info to know;

· Any domain controller can be a global catalog server!
· Must have one GCS per domain
· If the domain is large enough, have a second for redundancy (as long as you already have one, you can easily make more)
· By default, Windows Server 2008 makes all DC’s into GC’s.
· The only disadvantage to having all DC’s as GC’s is that the require more disk space and bandwidth.


What is a directory service 
 
A network directory service stores information about a computer network and offers features for retrieving and managing that information
Generally considered to be an administrative tool, but users make use of directory services to find resources
Directory services provide a centralized management tool, but due to complexity, require careful planning prior to setup
 How to restore active directory; bootmode
Using the Backup Tool to Restore Active Directory
You can restore a domain controller from backup media only while Active Directory is offline. You can take Active Directory offline by placing the domain controller in Directory Services Restore Mode.
· To put a domain controller into Directory Services Restore Mode
· Restart the domain controller.
· When you are asked to choose which operating system you want to start, press F8
· Select Directory Services Restore Mode , and then press ENTER.
When you restart the computer in Directory Services Restore Mode, you must log on to the local computer as an Administrator. To do this you must use an account name and password that is stored in the local security account database known as the Security Accounts Manager (SAM). You cannot use the name and password of the Active Directory administrator. This is because Active Directory is offline, and account verification cannot occur. Rather, the SAM accounts database is used to control access to Active Directory on the local computer while Active Directory is offline.
After taking the domain controller offline, you can use the Restore Wizard in the Backup tool to restore the System State data, or you can use the graphical user interface to manually restore the System State data. The procedure for restoring System State data by using the wizard is described below. For information about restoring System State data manually using the GUI, see Windows 2000 Server Help.
To restore System State using the Restore Wizard
· From the Start menu, click Run , and then type Ntbackup .
· [bookmark: _GoBack]On the Tools menu, click Restore Wizard .
· Click Next, select the backup set from which you want to restore, select System State, and then click Next .
· Click Finish.
By default, the System State data is restored to the system root. Furthermore, by default, the System State data from the backup media replaces existing System State data on the domain controller. By setting advanced restore options you can change this default behavior for some of the System State components, but not for Active Directory. To change the default restore location, click Advanced on the last screen of the Restore Wizard and then choose where you want the System State data restored. If you choose an alternate location for restoring the System State data, only the system boot files, registry files, SYSVOL directory files, and Cluster service database information is restored to the alternate location. Active Directory, the COM+ class registration database, and the Certificates Services files are not restored.


