1. Perfect IT system security cannot be achieved because of the various interconnections that are needed for IT systems to function. Data accessibility is an important factor because employees need access to organizational data to perform certain tasks. As more people are given access to the organizational data, the greater the risk of security being compromised. Making data accessible means there is a risk of an individual accessing the data with malicious intent. Preventing access to data by making it inaccessible like storing a diamond in the safe is the closest state possible to perfect IT system security. It is impossible to completely restrict access to data because of how connected the digital world is. The existence of any data dependencies also means it is hard to achieve perfect security because an error or change in a crucial data file can cause security to be compromised in another dependant system. In the case of IVK, giving access to the database to update or retrieve customer records means that there was always a risk of data being compromised either by a mistake or a malicious act. 
The best way to manage against malicious threats is to establish proper security mechanisms (tools to protect from undesired access, tools to protect storage and transmission), establish a good security policy, provide proper training and education to employees about how to keep data safe, create and update an information archive to store security events for future reference, and create a culture of awareness to ensure employees are vigilant about security issues and occurrences. Establishing a framework for dealing with IT security decisions by choosing a security strategy to manage information is also important. This would allow for quicker decision-making and implementation of security measures. 
In the case of IVK, multifactor authentication (passwords, tokens, and questions) can be utilized to access the database to provide better user security. System logs could be created frequently and assessed to find and fix possible security threats before they occur. System alerts could also be programmed in so unusual behaviour is flagged instantly. Data could be encrypted to provide an extra layer of security by dissuading hackers due to the time and effort needed to modify the data. A security policy could be adopted to perform frequent updates of their critical systems and data could be periodically checked to ensure integrity and consistency. IVK could also utilize the service of companies that employ white hat hackers every three or four months to check the level of their security and their response to hacking attempts. This will allow the organization to gather data about how to improve their security through tweaking their preventative or corrective measures. The data can then be stored in their problem archive to provide help if similar incidents occur in the future. In conjunction with the policy changes, employees should also be given training to enable them to be able to utilize the security policies and employ safe practices. This will also help them develop awareness towards possible security concerns which will cause them to be alert when performing their daily duties. Employees should also be educated on the importance of communication and collaboration in the face of a crisis.  
2. [bookmark: _GoBack]I would choose option 3 which would be to build a mirror site from development files and shut down the original product systems. This option also includes rebuilding the original product systems only after the mirror site is up and running. There are several reasons for choosing this option. One of the reasons is that the organization will still be able to function which is one of the key objectives of every organization. This would enable IVK to still conduct business and not to fall behind on any projects or pressing concerns. It would also allow them to fix any possible problems that may have been caused by intrusion from hackers if they existed. They could allocate some employees to work on the database corruption issue while the others focus on building the mirror site.  This option would also allow them to evaluate the performance of the mirror site which can be used later. This option would also allow IVK to choose whether to disclose any information about the potential loss of customer data which would allow the organization to maintain their reputation and avoid potential legal issues. I would still disclose the information about the potential breach using William’s suggestion because it would allow IVK to save some face knowing that customers have been notified in some way. This would also be a preventative measure due to the fact that even if the news of customer data being stolen is broken later, there would be a safety net of the fact they have given some prior notification to affected customers beforehand. Disclosure would have some negative but the positive effects would balance out the result. The negative effect would be potential damage to reputation through loss of customer and stakeholder trust. The positive effects would be preserving some customer trust by making them aware of the loss of their data and IVK can focus on fixing the problem without worrying about media discovering the data loss. This would also result in a reduction in risk due to the fact that the stolen data would not be able to be used as effectively because affected customers would be attentive for signs of unusual activity.
Another measure I would include would be a countermeasure against DoS attacks via using traffic filtering and limiting. The ideal method to combat DoS attacks would be to install a traffic anomaly detector to analyze network traffic. The advantage would be that IVK would be able to detect possible Dos attacks and utilize the device’s features to quarantine unusual network requests while allowing normal requests to enter the network. This method could be tested for the mirror site to evaluate the effectiveness of the device. 
3. My response to Bernie Ruben’s first question would be to create a separate blog and fill it with posts from employees who are happy with their experiences in the company. This would help combat any possible negative effects from the original blog post. The employees should be chosen carefully so the blog postings are genuine and do not feel forced. 
My response to the second question about blogging based on inside information from the company would be to introduce a policy. The policy would focus on privacy issues and would threaten legal action depending on if the post causes the company to lose business by damaging their reputation. A clause could be inserted into the contract for new employees to help prevent any future problems. Management could also advise employees on how to use social media as long as they are in alignment with the new policy.
My response to the third question regarding the process for spotting emerging technology and figuring out how they could be used to benefit the company would be to create a small division in IT focused on spotting trends and future innovations. The employees would be tasked with figuring out the uses for any new technology, applications to organizational business, advantages and disadvantages, and integration within IVK. The division could also be subdivided based on the type of emerging technology that is being investigated (customer-oriented, production-oriented, output-oriented). The advantage of this would be various technologies that are applicable to different areas of IVK can be explored at the same time. The division could also allocate a few employees to focus solely on analysis of any new technologies before they can be considered for implementation in the organization’s daily operations.
4. IVK can utilize emerging technologies (social media technologies and big data/business analytics) to create value through various methods and strategies. Social media can be used to increase the reputation of IVK in the online community by acting as a means of communicating with members in an informal setting. Sentiment analysis can be utilized to identify potential issues and trends before they become big problems. IVK could use that information to create preventative measures and strategies to insulate themselves against those issues. Social media can also be used as means of handling customer grievances and issues, identify major customer concerns, create a community so customers can interact with each other, promote company initiatives and garner public support. One way to get good PR through social media would be to support good and morally upstanding causes; charities, community events and initiatives, fundraisers… Another way that social media can used is to quickly disseminate information and changes to customers.
There are several ways business analytics and big data can be used to benefit IVK. One way is by analyzing customer data (products/services with the least and most customers, popular policies…)  to figure out customer preferences and tailor product/service offerings accordingly to best satisfy customer needs. Another way is by gathering and analyzing market data (emerging services and products, industry policies and standards…) to determine current and predict future market trends. The analysis can be used to adequately prepare IVK to survive and thrive in the financial industry. The changes could be adopting emerging technologies, organizational structure changes, business process changes…  Another method is by analyzing data concerning current organizational problems (causes, external and internal factors, degree of importance…) to determine and formulate solutions. Solutions can also be analyzed to ensure the optimal solution is chosen based on the current situation. The data (problems and respective solutions) could be stored in a database for future use for similar problem occurrences. Ex; The problems associated with the backend project could be analyzed to prevent similar delays on future projects.
Analytics can also be used to improve the organization decision making process by integrating data analysis at every level of the process.  This will allow managers to make more informed and concise decisions. Organizational direction can also be determined using analytics by analyzing environment and internal data (industry trends, internal processes, customer preferences, emerging technologies, new policies and standards…) The analysis could be used to determine where the organization should be going to stay competitive and exploit future opportunities. It would also be helpful in formulating strategies and action plans to get the organization to their ideal strategic position in the industry.
