UNIT 1 COMPUTER ETHICS INSTITUTE WEBSITE

WHAT DO THEY DO?
Identify, assess, and respond to ethical issues associated with information technologies

10 COMMANDMENTS OF COMPUTER ETHICS
Thou shalt not:
1. Use a computer to harm others
2. Interfere with others’ computer work
3. Snoop around in others’ computer files
4. Use a computer to steal
5. Use a computer to bear false witness
6. Copy or use proprietary software unpaid for
7. Use others’ computer resources without authorization or proper compensation
8. Appropriate others’ intellectual output
Thou shalt:
9. Think about the social consequences of the program you are writing or system you are designing 
10. Always use a computer in ways that ensure consideration and respect for your fellow humans

WHAT IS CEI?
Research, education, and public policy organization focused on the interface of advances in information technology with ethical frameworks
· Comprised of professionals from the academic, corporate, and public policy, information technology and religious communities
· Multi-disciplined, multi-cultural, cross generational and international 

THE MISSION
Facilitate the examination and recognition of ethics in the development and use of computer technologies
· Methods (educational resources and governing rules)
· Information dissemination
· Computer ethics education 
· Policy analysis

THE ROLE
· Anticipate ethical dilemmas that may arise
· Provide users with an understanding of the consequences 
· Lay foundation for appropriate use of technology
· Isolating and examining values and ethical imperatives in relation to use of information technology 

HISTORY OF CEI 
· Founded in 1985 as Coalition for Computer Ethics 
· Founding members
· The Brookings Institution
· The International Business Machines Corporation (IBM)
· Washington Consulting Group
· Washington Technological Consortium 
· Goal: providing methods to increase awareness of the ethical ramification inherent in the use of information technology 
· One of the first to confront the ethical and public policy issues surrounding the advancement of information technology 
· Recognized need for a guide to govern its ethical use due to information technology’s rapid growth
· Legislation, regulation, and existing best practices
· Maintained a forum where various sectors and communities could develop an understanding of how information technology affects behavioral moral values

2007: RENEWAL OF AGENDA
· Instruction for K-12 education
· Membership and certification
· National conference
· Ask an ethicist 
· Case study repository 

COMPUTER AND INFORMATION ETHICS

Intellectual property rights: protected through copyrights; rights given to people over creation of their minds such as music, writing, software
Privacy: right to be left alone to do as one pleases
· Privacy VS identity chips
· Social media sites like Facebook share information with others and the use of this information raises questions regarding personal privacy
E-commerce: commerce done over an electronic network, usually Internet 
Free speech: right to articulate one's opinions and ideas without fear of government retaliation or censorship
Computer abuse: use of computer in criminal activity, cyber-bullying, spam, malware, hacking, and theft of information 

Ethics: study of general nature of morals and of the specific moral choices individuals make
· Provide a general set of unwritten guidelines
· No universal agreement 
· Most societies use a blend 
· Ethical decisions are greatly influenced by personal ethics
Laws: formal, written standards
· Designed to apply to everyone
· Enforced by government agencies (ignoring them can have immediate impact)
· Interpreted by the courts
· Civil disobedience 
· Intentional refusal to obey certain laws and is often used as a form of protest
· Impossible to pass laws to cover every possibility
Unethical behavior
· Isn’t necessarily illegal 
· Not all illegal behavior is unethical 
· Not conforming to approved standards
· Not conforming to the approved standards of social or professional behavior
Personal Ethics
	- Set of formal or informal ethics principles you use to make decisions in your life
· Family 
· Cultural bias
· Religious affiliation
· Life experiences
· Defining your personal values
· Describe yourself 
· List the key principles in which you believe
· Identify external influences
· Consider why 
· Prepare a statement of values
· Work life
· Do your ethics change when you go to work
· Employers expect you to follow ethics and rules of conduct
· Do not blindly follow unethical practices
· Whistle-blower: person who reports a business to regulatory agencies for committing illegal or unethical action 
Morals
· Conforming to established ideas of right and wrong 
· Viewed as black and white
Amoral behavior
· No sense of right or wrong
· No interest in moral consequences
Principles: guidelines used to make decisions
· Some people have clear and well-defined principles
· Some people are inconsistent in applying them
· Can be challenging to constantly adhere to
Benefits of ethical living
· Ignoring them or being inconsistent can have immediate impact
· Consistent ethical living provides health benefits
· Inconsistent ethical decisions produce stress and anger
· Positive psychology
· Dr. Martin Seligman
· Discover causes of happiness instead of treating dysfunctions
· Identify personal strengths and values
· Align your life
· Can impact your health and happiness

EQUITY VS FAIRNESS
Equity: giving everyone what he or she needs to be successful 
Fairness: treating everyone the same (regardless of individual needs)

ETHICAL SYSTEMS
Relativism
· No universal moral truth 
· Moral principles dictated by cultural tastes and customs
· I.e. Topless bathing is prevalent in Europe but generally banned in the U.S
Divine command theory
· God is all knowing and sets moral standards
· Conforming to God’s law is right, breaking it is wrong
· I.e. Christians believe in rules such as the Ten Commandments
Utilitarianism: 
· End justify means (happiness for the greatest number of people)
· Actions are judged solely by consequences
· Actions that generate greater happiness are judged to be better than actions that lead to unhappiness
· Individual happiness is not supported; consider the greater good
· I.e. Using weapons of mass destruction ends war sooner and therefore saves lives otherwise destroyed by conventional fighting
Virtue ethics: 
· Morals are internal
· Strive to be a person who behaves well spontaneously; the drive to behave well
· I.e. A supervisor views the person who volunteered to cleanup a park as a better person than the workers who are there because of court-ordered community service
Deontology (duty-based): 
· Focus on adherence to moral duties and rights
· Morals should apply to everyone equally
· I.e. Human rights (like freedom of religion) should be respected for all people because human rights should be applied universally

TECHNOLOGY AND ETHICS
· Technology moves faster than rules can be formulated
· Use of technology is often left up to the individual
· Ethical considerations are never clear-cut
· Reasonable people can have different views
· Cyberbullying: harassing people by electronic means
· Spread rumors or lies on social networking sites
· Inundating a victim with harassing instant or text messages
· Infecting a victim’s computer with malware to spy on the victim

ETHICS IN COMPUTING
· Social justice – fairness
· Intellectual property – copyright and protection
· Privacy – identity chips
· Property rights 
· Electronic Information Access – censorship and blocking
· Computer abuse
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USING COMPUTERS TO SUPPORT ETHICAL CONDUCT
· Technology can be used to support ethical conduct
· Charitable organizations use the Internet for fundraising
· The web is a tool for organizing aid to areas in crisis
· Geolocation: specifically locate friends or allow friends to locate you
· Websites like Facebook can locate friends and family members after disaster 
· Google Crisis Response 
· Share information during crisis
· Google Person Finder

	



UNIT 2 LOOKING AT COMPUTERS: UNDERSTANDING THE PARTS

COMPUTERS: DATA PROCESSING DEVICES
1. Gathers data (allows users to input data)
2. Processes that data into information (organizing data using a database)
a. Manipulating, calculating, organizing data into information
3. Outputs data or information
4. Stores data and information

DATA VS INFORMATION
Data: representation of a fact, figure, or idea 
· Number, word, picture, recording of sound
Information: data that has been organized or presented in a meaningful fashion; when the data becomes useful

BITS AND BYTES
Language that tells the computer what to do
Represent the data and information it inputs and outputs
Bit: binary digit; 0 and 1 
· To process data into information, computers need to work in a language they understand
· Binary language: consists of two digits, 0 and 1
· Everything the computer does is broken down into a series of 0s and 1s
Byte: combination of eight binary digits (or bits) 
· Each letter, number, and special character consists of a unique combination of 8 bits

HOW MUCH IS A BYTE?
Byte B: one byte; one character of data
Kilobyte kB: 1,024 bytes
Megabyte MB: one million bytes
Gigabyte GB: one billion bytes
Terabytes
Petabytes

COMPUTER HARDWARE
Any part of the computer you can touch 
· Hardware components
· System unit
· Desktop computer’s system unit is the metal or plastic case that houses the power source and all storage devices of the computer
· Peripheral devices (devices that are connected to the computer)
· Monitors 
· Printers 
· Keyboard
· Together, they perform four main functions 
· Input data
· Process that data
· Output data and information
· Store data and information
· Other hardware devices (i.e. routers) help a computer communicate with other computers to facilitate sharing documents and other resources 
COMPUTER SOFTWARE
Set of computer programs that enables the hardware to perform different tasks
· Two broad categories of software
· Application software: set of programs you use on a computer to help carry out tasks 
· I.e. You use application software to type a document, create a spreadsheet, edit a digital photo
· System software: set of programs that enables your computer’s hardware devices and application software to work together
· Most common type: operating system (OS)
· Manages the computer system’s hardware (monitor and printer) 
· Provide a means by which users can interact with the computer

TYPES OF COMPUTERS 
Basic computer designs 
· Portable 
· Notebook computers
· Netbooks
· Tablet PCs
· Stationary 
· Desktop computers
· I.e. A smartphone is a computer
Mainframe
· Supports hundreds of users simultaneously
· Manage large amount of data
Supercomputer
· Performs complex calculations rapidly
Embedded
· Self-contained computer performing dedicated functions
· Specially designed computer chips that reside inside other devices (i.e. car)
· I.e. electronic thermostat, drone

INPUT DEVICES
Enables you to enter data (text, images, and sounds) and instructions (user responses and commands) into the computer
· Most common input devices 
· Keyboard
· Enter typed data and commands
· Mouse
· Enter user responses and commands
· Other input devices 
· Microphone
· Scanner
· Digital camera
· Stylus 
· Devices that look like skinny pens but have no ink 
· Tablet

KEYBOARDS
· Standard layout: QWERTY 
· Enhanced keyboard features
· Number
· Function
· Navigation keys
· Notebook keys have alternate functions when used in conjunction with the F (function) keys (F1, F2, etc.)
· Specialty keyboards
· Virtual laser keyboard
· Configurable keyboard
· Bluetooth keyboards
· Bluetooth
· Wireless transmission standard that lets you connect mobile computing devices to peripheral devices

MICE
· Types
· Optical mouse
· Needs no mouse pad
· Does not need cleaning
· Trackball
· Easier on wrists
· Stays stationary on desk
· Wireless mouse
· Sends data to the computer by radio or light waves
· Integrated pointing device
· Touchpad
· TrackPoint
· New mouse features
· Magnifier 
· Pulls up a magnification box that you can grad around the screen to enhance the viewing of hard-to-read images
· Can be used by people with visual disabilities
· Customizable buttons
· Extra buttons on the mouse can be programmed to perform the functions you use most often to help you speed through tasks
· Web search
· Allows you to quickly highlight a word or phrase and press the search button (on the mouse) to start a Web search 
· File storage
· Includes a wireless USB receiver that contains flash memory to store or backup your files

OTHER INPUT DEVICES
· Game controllers
· Joysticks, game pads, and steering wheels
· Touch screens
· Display screen that respond to commands initiated with finger or stylus
· Basic systems used to recognize a person’s touch 
· Resistive
· Maps exact location of the pressure point 
· Capacitive
· Change in the electrical charge on the glass panel of the monitor (which is create by the user’s touch) to generate location
· Surface acoustic wave
· Uses two transducers that are placed along the x and y axes of the monitor’s glass plate
· Digital pens (stylus and tablet)

IMAGE INPUT

· Digital cameras, camcorders, cellphones
· Pictures
· Videos
· Scanners
· Webcams
· Live video
· Small camera that sits on top of a monitor

SOUND INPUT
· Microphones
· Podcasts
· Videoconferencing 
· Internet phone calls 
· Speech recognition
· Omnidirectional: picks up sounds equally well from all directions; suited for conference calls

INPUT DEVICES FOR THE PHYSICALLY CHALLENGED
· Visually impaired users can input data using
· Voice recognition
· Large keyboards
· Touch-screen keyboards
· Virtual keyboard: display on screen when input of text is required
· Users with severe motor control problems can use
· Special trackballs designed for one-finger use that can be mounted anywhere
· Head-mounted pointing devices, when arm motion is restrained

OUTPUT DEVICES
Enables you to send processed data out of your computer 
· Can take the form of 
· Text
· Pictures (graphics)
· Sounds (audio)
· Video
· Common output devices
· Monitor
· Displays text, graphics and video as soft copies
· Soft copies: copies you can only see on screen
· Video, sounds, control signals
· Printer 
· Creates tangible or hard copies of text and graphics
· Hard copies 
· Print
· Speakers and earphones
· Speakers
· Output device for sound
· Surround-sound speakers
· Type of audio processing that makes the listener experience sound as if it were coming from all directions by using multiple speakers (i.e. Dolby)
· Wireless speaker systems
· Headphones or earbuds
· Keep from distracting others

MONITOR TYPES
· LCD: Liquid crystal display 
· Flat panel
· Light and energy efficient 
· Most common type of monitor
· LED: Light-emitting diode
· More energy efficient than LCD monitors
· Better color accuracy and thinner panels 
· Technology used on flat-screen monitors
· OLED: Organic light-emitting diode
· CRT: Cathode ray tube
· Legacy technology

LCD QUALITY FACTORS
· Aspect ratio
· Width-to-height proportion of a monitor
· Before: aspect ratios have been 4:3
· Newer monitors are available with 16:9 or 16:10
· Resolution
· Clearness or sharpness of the image
· Reflects the number of pixels on the screen
· Most important factor to consider when choosing an LCD monitor
· Native (max) resolution of 1,600 x 1,200  1,600 vertical columns with 1,200 pixels in each column 
· Higher resolution = sharper and clearer image
· Generally the resolution of an LCD monitor is dictated by the screen size and aspect ratio
· Contrast ratio
· Measure of the difference in light intensity between the brightest white and the darkest black that the monitor can produce 
· Low contrast ratio: colors tend to fade when you adjust the brightness to a high or low setting
· Contrast ratio between 400:1 and 1,000:1 is preferable 
· Viewing angle
· How far you can move to the side of (or above and below) the monitor before the quality degrades to unacceptable levels
· Measured in degrees
· For monitors that measure 17 inches or more, a viewing angle of at least 150 degrees is usually recommended 
· Brightness
· Measure of the greatest amount of light showing when the monitor is displaying pure white
· Measure as candelas per square meter (cd/m2) or nits
· Response time 
· Time it takes for a pixel to change color
· The lower the response time, the clearer the moving images will appear (faster transitions)
· Measurement in milliseconds
· Another nice feature to look for in a desktop LCD monitor is a built-in USB port

SCREEN SIZE 
· In general, the larger the panel, the larger number of pixels it can display
· Larger screens can also allow viewing of multiple documents or Web pages at the same time, creating the effect of using two separate monitors side by side
· Monitors display images by using a grip made up of millions of tiny dots called pixels
· 21-inch monitor
· 1680 x 1050 pixels
· 19-inch monitor
· 1440 x 900 pixels
· 1280 x 1024 pixels
· HD-DVDs and Blu-ray movies
· Require at least 1920 x 1080 pixels

PRINTERS
· Nonimpact printers (sprays ink or uses laser beams to transfer marks onto paper)
· Inkjet printers
· Spray tiny drops of ink onto page
· Less expensive device
· Print high-quality color images cost-effectively
· Quick and quiet
· Before buying, consider the type and cost of ink cartridges the printer needs
· Standard type of printer found in most homes
· Laser printers
· Use laser beams and static electricity to deliver toner to page
· Often preferred for their quick and quiet production and high-quality printouts
· Faster printing speed
· More expensive device
· In the long run, for high-volume printing, laser printers are more economical than inkjets when you include the price of ink and special paper in the overall cost
· They cost less per printed black-and-white page 
· Recent decrease in prices: making them competitive with high-end inkjet printers
· Most often used in office or classroom
· All-in-one printers
· Combines the functions of a printer, scanner, copier, and fax into one machine
· Plotters
· Produce oversize pictures that require the drawing of precise and continuous lines (maps, professional graphics, banners)
· Thermal printers
· Thermal wax transfer printing
· Work by melting wax-based ink onto ordinary paper 
· Direct thermal printing
· Burning dots onto specially coated paper
· Popular for mobile printing (using smartphone, tablets)
· I.e. Receipts, electronic ticketing
· Impact printers
· Have tiny hammer-like keys that strike the paper through an inked ribbon
· Considered legacy technology

CHOOSING A PRINTER 
· Speed (ppm)
· Determines how many page sit can print per minute 
· Pages per minute or ppm 
· Printing speeds range from 8 to 30 ppm for both laser and inkjet printers
· Resolution (dpi) or printed image clarity
· Measured in dots per inch or dpi 
· The higher the dpi, the greater the level of detail and quality of the image 
· For general-purpose printing, 300 dpi is sufficient
· For printing photos, 1200 dpi is better
· Color output
· Some printers come with a single ink cartridge for all colors
· Some have one for black and one for color
· Best setup
· Individual ink cartridges for each color, so you can replace only the specific color cartridge that is empty
· Use and cost
· Black-and-white last printer if 
· Will be printing mostly black-and-white, text-based documents or will be sharing the printer with others
· Best choice because of its printing speed and overall economies for volume printing
· Inkjet or color laser printer if
· Will be printing color photos and graphics
· Although cost per page will be higher
· Cost of consumables
· Cost of printer cartridges 
· Cost of paper 

THE MOTHERBOARD
Key circuit board holding the essential processing parts
· CPU (Central Processing Unit or processor)
· RAM (Random Access Memory)
· Expansion cards and slots
· Circuit boards that provide additional functionality
· Sound card
· Connection for the speakers and microphones
· Video card
· Provides a connection for the monitor 
· Network interface card (NIC)
· Enables your computer to connect with other computers or to a cable modem to facilitate high speed connection
· USB and Thunderbolt ports
· Built-in components

RAM VS ROM
· RAM (Random access memory)
· Stores instructions and data (currently using)
· Temporary (volatile) storage
· Entire contents of RAM are erased when you turn off your computer
· Consists of several memory cards or modules
· When looking at a motherboard, you’ll see RAM as a series of small cards
· ROM (Read-only memory)
· Stores startup instructions
· Permanent storage

CPU (CENTRAL PROCESSING UNIT)
“Brains” of the computer because it controls all the functions performed by the computer’s other components
· Controls all functions of the computer
· Processes all commands and instructions
· Can perform billions of tasks per second without error, making them extremely powerful components
· CPU Performance measures
· Speed
· Measured in units of hertz (Hz), meaning machine cycles per second
· Older machines: measured in Megahertz (MHz)
· Current systems: measured in Gigahertz (GHz)
· Cores (processing paths)
· Now, processors are designed to have two, four, or eight different paths, allowing them to process more than one instruction at a time
· Single
· Dual (i.e. Dual-core: two processing paths)
· Quad
· Ten

DRIVE BAYS
Space where permanent storage devices are located
· Internal drive bays
· Cannot be seen or accessed from outside the system unit
· Reserved for internal hard drives
· Usually holds all permanently stored programs and data)
· External drive bays
· Can be accessed from outside the system unit
· House CD and DVD drives are covered by a faceplate
· Floppy and Zip drives (legacy technology)

HARD DRIVE
Computer’s primary device for permanent storage of software and documents
· Nonvolatile storage device
· Meaning it holds the data and instructions your computer needs permanently, even after the computer is turned off
· Before: all hard drives were installed inside the system unit
· Today: external hard drives are readily available
· External hard drive is essentially like an internal hard drive

OPTICAL STORAGE
Optical drive that can read form internal hard drive and maybe even write to CDs, DVDs, or Blu-ray discs
· CDs (Compact discs)
· Initially created to store audio files
· DVDs (Digital video discs)
· Same size and shape as CDs but can hold more data
· BDs (Blu-ray discs)
· Similar in size and shape to CDs and DVDs, but can hold as much as 50GB of data

FLASH DRIVES/FLASH MEMORY
· Flash drives (also called jump drives, USB drives, thumb drives)
· New alternative to storing portable data
· Plug into USB ports
· Vary in size and are often combined with other devices such as pens or pocketknives
· Flash memory cards
· Slide into slots in the system
· Let you transfer digital data between your computer and devices such as digital cameras, PDAs, smartphones, video cameras, and printers
· I.e. SD card
· Solid state hard drives (SSD)
· Based on flash memory
· Does not have any spinning platters or motors, so they are efficient, run with no noise, emit very little heat, and require very little power

TYPES OF PORTS
A port is a place through which a peripheral device attaches to the computer so that data can be exchanged between it and the operating system
· USB (universal serial bus) port
· Most common port type used to connect input and output devices to the computer 
· USB 2.0: transfer data at 480 Mbps (approx. 40 times faster than the original USB port
· USB 3.0: 4.8 Gbps (10 times the speed of USB 2.0)
· USB 3.1: transfer speed of 10 Gbps
· Serial and parallel
· Serial
· Sends data one bit (piece of data) at a time
· Serial ports were often used to connect modems
· Parallel
· Much faster than traditional serial ports
· Parallel ports were often used to connect printers to computers
· Audio and video
· Audio ports: connect headphones, microphones, and speakers
· Video ports: connect monitors and multimedia devices; HDMI
· FireWire
· Devices such as external hard drives, digital video cameras, portable music players, and digital media players all benefit from the speedy data transfer capabilities of FireWire
· FireWire 800: transfer speeds up to 800 Mbps
· Thunderbolt
· Transfer speeds up to 20 Gbps
· Connectivity
· Give you access to networks and the Internet or enable your computer to function as a fax machine
· Ethernet 
· Connect your computer to a digital subscriber line (DSL) or cable modem, or a network
· Looks like a standard phone jack but slightly larger
· Modem
· Second connectivity port that accepts a standard phone line connector
· HDMI (high-definition multimedia interface)
· Compact audio-video interface that carries both high-definition video and uncompressed digital audio on one cable


ADDING PORTS
· Expansion cards 
· New port standards 
· Expansion hubs
· Enable several devices to be connected to a port

POWER CONTROLS
Power supply transforms the wall voltage to the voltages required by computer chips
· Power-on button on the front panel
· Use this button to turn on your system 
· Do not use it to turn off your system 
· Turn off the power by clicking on a shutdown icon on the desktop
· Cold boot
· Powering your computer from a fully turned off state
· Warm boot
· Restart the computer 
· If the operating system or other software application stops responding or if you have installed new programs
· Sleep mode
· All the documents, applications, and data you were using are stored in RAM, from which they are quickly accessible upon restarting your computer
· Hibernation
· Another power-saving mode that stores data in memory and saves it to your computer’s hard disk
· Shut Down
· Power down the computer completely

ERGONOMICS
How you set up your computer and other equipment to minimize risk of injury or discomfort; design and arrangement of machines and furniture to avoid uncomfortable or unsafe experiences
· Position monitor correctly 
· Should be at least 25 inches from your eyes
· At eye level 
· At an angle 15 to 20 degrees below your line of sight 
· Purchase an adjustable chair
· Adjust the height of your chair so that your feet touch the floor 
· The chair should include back support
· Assume a proper position while typing
· Wrists should be flat with respect to the keyboard
· Forearms should be parallel to the floor
· Can use specially designed ergonomic keyboard and wrist rests to achieve the proper position for your wrists
· Take breaks from computer tasks
· Shift your position in your chair and stretch your hands and fingers periodically 
· Rest your eyes periodically taking them off the screen and focusing them on an object at least 20 feet away
· Ensure that the lighting is adequate
· Eliminate any sources of direct glare (light shining directly into your eyes) or reflected glare (light shining off the computer screen
· Ensure there is enough light to read comfortably
Repetitive nature of long-term computer activities can place too much stress on joints and pull at the tendons and muscles  repetitive stress injuries such as carpal tunnel syndrome and tendonitis (can take months or years to develop without noticing the symptoms)

	



UNIT 3 SYSTEM SOFTWARE

TWO TYPES OF SOFTWARE 
Application software
	- Software you use to do everyday tasks at home and at work
System software
· Set of programs that helps run the computer and coordinates instructions between application software and the computer’s hardware devices
· From turning on computer to shutting it down, you’re interacting with system software
· Major types: Operating system and utility programs

OPERATING SYSTEM BASICS
· Operating system
· Common OS
· Windows (Microsoft)
· OS X and iOS (Apple)
· Android (Google)
· Linux (Open source)
· Group of programs that controls how your computer functions
· Primary functions
· Manages the computer’s hardware
· Processor (CPU)
· Memory
· Storage devices
· Peripheral devices (i.e. printer)
· Provides consistent interaction between application software and CPU 
· Responsible for the management, scheduling, and coordination of tasks
· Multitask: perform more than one process at a time 
· Today, Windows and OS X provide networking abilities and are multiuser, multitasking operating systems (opposed to single-user, single task OS)
· Platform
· Combination of OS and specific CPU 
· Application software is platform specific (Microsoft Office for Mac or for Windows)
· Utility programs
· Perform computer housekeeping tasks
· Backup
· Security
· Diagnostic
· Recovery

OPERATING SYSTEMS FOR MACHINERY, NETWORKS, AND BUSINESS
· RTOS: Real time operating system or Embedded systems
· Required by machinery that performs a repetitive series of specific tasks in an exact amount of time
· Minimal user interaction
· Written specially for the needs of the devices and their functions
· Must guarantee certain response times for computer tasks
· Uses include automobiles, printers, VoIP phones, medical devices
· UNIX (network operating system, multiuser operating system)
· Multiuser, multitasking OS 
· Used as a network OS
· Lets more than one user access the computer system at a time by handling and prioritizing requests from multiple users
· Installed on the server and manages all user requests ensuring they do not interfere with each other 
· Multiuser OS: needed by mainframes and supercomputers (Linux)
· Often found on PCs
· Vendors can modify the code

OPERATING SYSTEMS FOR PERSONAL USE 
Smartphones, iPods, and other personal devices
· Smartphones OS
· Major players: Android and iOS
· Offer personal assistants with predictive search capabilities
· Ability to use a wide variety of apps, search engine, camera, phone, texting, e-mail 
· Support Bluetooth, Wifi, Near Field Communication (NFC)
· NFC: for wireless transfers and mobile payment
· I.e. Blackberry devices, Apple iPhone, Google Android, Palm Pre
· Tablets OS
· iOS, Android, Windows
· Gaming consoles and iPod
· Require system software developed specifically for the device
· Top three popular OS for personal computers
· Microsoft Windows
· Apple OS X
· Linux

WHATS DOES THE OPERATING SYSTEM DO? 
Coordinates and directs the flow of data and information
User Interface
· Enables user to interact with the computer 
· Desktop 
· Icons 
· Menus 
· Types of interfaces 
· Command-driven interface (i.e. MS-DOS or DOS)
· User has to type very specific commands to get the computer to load a program 
· Commands not always easy to understand
· Proved to be too complicated for the average user
· Menu-driven interface
· User chooses a command from menus displayed on the screen
· Eliminated the need to know every command because you could select most of the commonly used commands from a menu
· Still not easy enough for most people
· Graphical user interface (GUI)
· Displays graphics and uses the point-and-click technology of the mouse and cursor
· Made OS much more user-friendly
Hardware Coordination (Processor management)
· Multitasking
· Asking the processor to perform several tasks at once
· Every mouse click (or touch) and each signal creates an action, or event
· Interrupt
· Unique signal that tells the OS it’s in need of immediate attention (i.e. printer sends signal when you tell your computer to print a document)
· Interrupt handler  
· Special numerical code that prioritizes the requests
· Interrupt table
· Request placed in the interrupt table in RAM 
· Stack
· “Memo” put in a special location in RAM after suspending the CPU’s “less important” activities
· The memo is a reminder of what the CPU was doing before it started to work on the new high-priority request
· Preemptive multitasking 
· The OS processes the task assigned a higher priority before processing a task assigned a lower priority
· Spooler 
· A program that helps coordinate all print jobs being sent to the printer
· If more than one print job awaiting, a line (queue) is formed so the printer can process the requests in order
Memory and Storage Management 
· RAM: limited capacity
· Running multiple programs at one time requires more RAM
· Most computers have 4 to 16GB of RAM
· Virtual memory: borrowing drive space
· Instructions and data are stored on the hard drive when RAM is full
· Swap file
· A temporary storage area on the hard drive where the data or instructions that haven’t recently been used are swapped out from RAM by the OS 
· Paging
· Process of swapping 
· If the data or instructions are needed later, the OS swaps them back into active RAM and replaces them in the hard drive’s swap file with less active data or instructions
· Thrashing
· Excessive paging causing the computer to become sluggish 
· Increase RAM to avoid using virtual memory 

Hardware and Peripheral Device Management 
· Device driver
· Special program attached to the computer that facilitates the communication between the device and OS
· Translates specialized commands of the device to commands that the OS can understand, and vice versa
· Devices cannot function without the proper device driver because the OS would not know how to communicate with them
· Plug and Play (PnP)
· Devices who drivers are included in Windows (today, most devices come with the driver preinstalled in Windows	
· Not a driver
· Software and hardware standard designed to facilitate the installation of a new piece of hardware in computers by including in the OS the driver the device needs to run 
· Enables users to plug their new device into a port on the system, turn on the system, and immediately use the device
· OS automatically recognizes the device and its driver

STARTING YOUR COMPUTER
· Boot process loads the operating system into RAM
1. CPU activates BIOS (Basic input/output system)
a. Stored permanently in ROM
2. Power-on self-test (POST)
a. BIOS checks that all attached devices are in place 
b. Tests components of the computer 
c. Compares results with configuration information permanently stored in CMOS (complimentary metal-oxide semiconductor)
3. Load OS to RAM
a. OS loaded from hard drive 
b. Kernel (supervisor program)
i.   Memory resident 
1. Stays in RAM the entire time the computer is powered on
ii. Essential component of the OS
iii. Responsible for managing the CPU and other components of the operating system
4. Configuration and customization settings checked and Start screen displays
Once the boot process has completed these steps, the computer is ready to accept command and data
USER INTERFACE
· Windows 10 
· Used on laptops, phones, tablets, desktops
· Three ways to accomplish tasks
· Using a mouse
· Touching a screen
· Using keystrokes
· Start menu
· Mac OS X 
· First commercially available OS with point-and-click technology (GUI)
· Excellent in graphics display
· Processing capabilities
· System reliability
· File backup utilities
· Fewer software apps available for Mac than for Window
· Macs tend to be more expensive than Windows
· Apple equipment only works with the Apple operating system made for that device (iOS or OS X)
· Mac OS X and Windows
· Not compatible
· Similar in functionality 
· Window-like work areas on the desktop
· Linux
· Open source operating system
· Based on UNIX
· Stable system
· Free off the internet
· Can be tweaked to meet any OS needs 
· Runs on PCs, netbook, iPods, and gaming systems
· Linux, Mac OS X, and Windows 
· Most interfaces are based on familiar Windows and OS X paradigms (i.e. using icons to launch program and having apps in a window environment)
· Windows and Linux can run on most of the hardware sold today 

FILE MANAGEMENT (working with files and folders)
· Additional function of the operating system
· Organizational structure for computer’s content
· Hierarchical directory structure
· Drives
· Folders
· Subfolders
· Files
· Libraries: collections that gather data files from different locations and display them as if they were all saved in a single folder, regardless of where they are physically stored
· Root directory
· Top of filing structure  (i.e. C: drive)
· Naming files
· File name – uniquely identified
· Extension, or file type
· Naming conventions 
· Up to 255 characters
· File compression
· Make a large file more compact
· Easier and faster to send files
· Built-in file compression

UTLITY PROGRAMS
Small applications that perform special functions

· Display utilities
· Change appearances: Desktop, background, screen savers, window colors
· I.e. screen savers: help make your time and work on the computer more pleasant
· Incorporated into the operating system
· Firewall and file-compression utilities 
· File compression utility
· Takes out redundancies in a file to reduce the file size
· Makes a large file more compact, making it easier and faster to send over the Internet, upload to a Web page, or save onto a disk
· Windows has built-in compression (or zip) file support
· Look for repeated patterns of letters and replace them with a shorter placeholder
· Improve efficiency
· Standalone utility programs
· Antivirus and security programs
· Freeware 
· Windows administrative utilities: for system efficiency
· Disk cleanup
· Removes unnecessary files from hard drive 
· Choose the files to be deleted
· Downloaded program files
· Temporary internet files
· Offline web pages
· Recycle bin
· Task manager
· Displays performance measures for processes
· Provides information on programs and processes running on your computer
· Check on a program that stops working or exit the nonresponsive program 
· Disk defragmenter 
· Rearranges files on your hard drive to allow for faster access of files
· Regroup related pieces of files together on the hard dick, allowing the OS to work more efficiently 
· Windows Defragmenter Analyzer feature: users should check their hard drive several times a year
· Error checking (once known as ScanDisk): checks for lost files, fragments, and physical errors on the hard drive 
· Can recover lost data 
· Usually deletes files that are taking up space unnecessarily
· File history
· Backs up important files
· Makes a complete mirror image of your current computer setup
· System restore
· Restores your system to a previous, stable state
· Restore system settings back to a specific date when everything was working properly
· Accessibility utilities 
· Ease of access center: centralized location for assistive technology and tools that adjust accessibility settings
· Magnifier 
· Creates a separate window that displays a magnified portion of the screen 
· Narrator 
· Reads what is on screen
· Can read the contents of a window, menu options, or text you have types
· Speech recognition
· Allows you to dictate text and control your computer by voice
· On-screen keyboard
· Allows you to type with a pointing device
· High contrast
· Color schemes invert screen colors for vision-impaired individuals

	



UNIT 6 UNDERSTANDING AND ASSESSING HARDWARE: EVALUATING YOUR SYSTEM

Buying or Upgrading
Consider:
· Moore’s Law: pace at which CPUs improve
· Cost of upgrading vs. buying
· Time to install software and files
· Needs and wants
Determine ideal computer system
Assess existing computer’s subsystems
· CPU
· RAM
· Storage devices
· Video
· Audio
Consider training needs

Desktop or Notebook
Desktop:
· Hard to move around
· Difficult to transport
· Less expensive
· Harder to steal 
· Easier to expand and upgrade 
· Larger monitors

Notebook:
· Portable
· Prone to damage
· More expensive
· Easily stolen
· Easy external expansion
· Difficult to upgrade
· Smaller displays

How Does the CPU Work?
CPU (or processor):
· Brains of the computer processes instructions
· Performs calculations
· Manages flow of information through the computer system
· Responsible for processing data you input into info
· Located on the motherboard
· Composed of 2 units:
· Control unit 
· Coordinates activities of all the other computer components
· Arithmetic logic unit (ALU)
· Performs arithmetic calculations
· Makes logic and comparison decisions (i.e. comparing items to determine if one is greater than, less than, equal to, or not equal to another)
· Machine cycle: series of steps the CPU goes through every time it performs a program instruction 
1. Fetches the requires piece of data or instruction from RAM
2. Decodes the instruction into something the computer can understand
3. Executes the instruction 
4. Stores the result to RAM before fetching the next instruction

Differentiating CPUs
Processing power:
· Core: complete processing section from a CPU embedded into the same physical chip
· Clock speed: how quickly the processor works 
· Cache: amount of immediate access memory the CPU has
· Front side bus: connects the processor to system memory

Evaluating the CPU
Identify current CPU 
Determine whether it is meeting your needs
· Go to Task Manager to review CPU usage
Consider how quickly data moves to or from the CPU

Evaluating RAM
· RAM (Random access memory): computer’s temporary storage space
· Memory modules (memory cards): small circuit boards that hold a series of RAM chips, fit into special slots on the motherboard
· Dual inline memory modules (DIMMs): name of most memory modules in today’s systems
· Types of RAM
· DDR2
· DDR3
· SRAM
· DRAM
· SDRAM

How Much RAM Do You Need?
Physical memory vs Kernel memory
· Physical memory: amount of RAM actually sitting on memory modules in the computer
· Kernel memory: memory that the operating system uses
Determining how much RAM your computer needs: Look at the memory requirements for each program and add them up
RAM needed for:
· System software
· Productivity software
· Entertainment and graphics programs
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Adding RAM
Adding RAM can have a big positive effect on system performance
What to consider?
· Type of RAM module
· Amount of RAM
· Maximum limit
· Number of slots
· Operating system

Storage
RAM is a temporary storage: anything residing in RAM is not permanently saved (so it is critical to have the means to store data and software applications permanently)
Storage options:
· Hard drive
· USB flash drive
· Optical drive
· External hard drive
They are nonvolatile storage devices: data stored to these devices is saved when the computer is turned off

Hard Drive
Storage capacity: up to 2 terabytes (TB)
Access time: measure in milliseconds
Data transfer rate: measured in megabits or megabytes per second

How a Hard Disk Works
· Composed of several coated platters stacked on a spindle
· Pattern of magnetized spots created on the iron oxide coating of each platter when data is saved to a hard disk
· Each spot represents a 1
· Spaces not spotted represent a 0
· These 0s and 1s are bits (binary digits); smallest pieces of data that computers can understand
· Read/write heads
· Contained in special arms sitting between each platter
· Move from the outer edge of the spinning platters to the center to read and write the magnetic data to and form the hard disk
· When data stored on the hard disk is retrieved (or read), the computer translates these patterns of magnetized spots into the data that was saved

 Evaluating Storage
Identify hard drive’s total capacity
Determine storage capacity needs
Consider data transfer rates
· Internal 
· External

Optical storage
Optical media: store data as tiny pits burned into a disc by a laser
· Prerecorded
· CD-ROM
· DVD-ROM
· BD-ROM
· Recordable
· CD-R
· DVD-R
· BD-R
· Rewritable 
· CD-RW
· DVD-RW
· BD-RE
· Consider replacing CD/DVD drive with BD burner

Evaluating Video
Video display depends on 2 components:
· Video card (adapter)
· Monitor
The system should have the correct monitor and video card to meet your needs.
If you use your computer system to:
· Display files that have complex graphics, such as video on DVD or from your camcorder, 
· Play graphics-rich games with a lot of fast action
· Then you may want to consider upgrading your video subsystem

Video Cards
· Video card (video adapter): expansion card installed inside the system unit to translate binary data into the images you view on your monitor
· Video memory: modern video cards including ports allowing for connection to different video equipment as well as their own RAM
· Come with processors: calls to the CPU for graphics processing are redirected to the processor on the video card, significantly speeding up graphics processing
· Control the number of colors the monitor can display: the number of bits the video card uses to represent each pixel on the monitor (bit depth) determines the color quality of the image displayed. (More bits, the better the color detail of the image)
· Standard VGA
· Minimum number of colors the system works with
· 4-bit video card displays 16 colors
· True color mode (SVGA) (most video cards today)
· 24-bit cards, displaying over 16 million colors 

Graphics Processing Unit GPU
Performs the same work as a CPU
Specialized to handle:
· 3D graphics
· Image and video processing 
CPUs perform better with a GPU handling graphics computation

Evaluating Video Card
Identify amount of video memory on your video card
Determine video needs
Consider how many monitors you want to use

Evaluating Audio 
Sound cards:
· Attach to the motherboard
· Process digital data into sounds
· 3D sound cards
· Surround sound 
· Allow you to connect audio devices

Evaluating System Reliability
Before buying a new system, make sure the problem is not one you can fix. Proper upkeep and maintenance may postpone an expensive system upgrade or replacement 
Performance:
· Slow
· Freezes
· Crashes
Upkeep and maintenance:
· System tools
· Control panel
· Update software

Upkeep and Maintenance
Several procedures to follow to ensure that your system performs reliably
1. Clean out your Startup folder
a. Some programs install themselves into your Startup folder and are automatically run each time the computer reboots; which causes extra stress on RAM
b. Delete the programs you know for sure are unnecessary 
2. Clear out unnecessary files
a. Temporary Internet files can accumulate quickly on your hard drive
b. Running Disk Cleanup utility is a quick and easy way to ensure these files don’t take up hard drive space.
c. Delete unnecessary files from your hard drive regularly.
3. Run spyware and adware programs
a. Can detect and remove various pests
b. Should be used in addition to your regular antivirus package
4. Run Disk Defragmenter utility on your hard drive
a. When the hard drive becomes fragmented, its storage capacity is negatively affected
b. When you defrag your hard drive, files are reorganized, making the hard drive work more efficiently

Update software and hardware drivers
Software
· Having the latest version of software products makes system more reliable
· Should upgrade or update operating system, browser software and application software as often as new patches (or fixes) are reported for resolving errors
· Errors are performance-related or tied to maintaining better security for system
· Possibility to configure Windows to automatically check for downloads and install any available updates for itself and for Internet Explorer; products like McAfee’s Oil Change enable you to sort through numerous websites and quickly find the bug fixes for most application software
Hardware
· Download updated drivers

The Last Resort (2 options when everything else fails)
1. Upgrade operating system to latest version (high increases in reliability with each major release of new operating system)
a. May require hardware upgrades
i. Additional RAM
ii. Updated graphics processor
iii. Larger hard drive
b. I.e. Microsoft Windows 7 Upgrade Advisor will perform a scan of the system to determine what upgrades might be required before converting to Windows 7 (be sure to examine the recommended specification of new operating system)
2. Reinstall operating system
a. Back up all data files before the installation
b. Be prepared to reinstall software after installation
c. Make sure all the original discs for the software are installed on your system (along with product keys, serial numbers, or other activation codes so you can reinstall the software)

The Final Decision (Upgrading or replacing computer)
How do you use your computer system?
· How might you use it if it were more capable?
· Can your existing system do what you want it to? (If not, can you purchase the parts and install them to achieve the desired capability?)
Compare and decide:
· Add up the cost of the parts
· Figure in the value of the headaches and labor required to install the parts
· Compare the total cost of a new machine that will do the same tasks and more
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Cyberloafing (or cyberslacking)
Using computer for non-work activities while you are being paid to work
	- Monitor employee’s computers to prevent theft and measure productivity

COMPUTER THREATS
Cybercrimes: criminal acts conducted by cybercriminals primarily through the use of computers; computer users need to protect themselves from becoming victims of cybercriminals. 
	Types of cybercrime
· Fraud-related
· Non-delivery of ordered items
· Credit and debit card fraud
· Advanced fee scams
· Non-fraud-related 
· Computer intrusions
· Unsolicited email
· Child pornography 
Internet crime complaint center (IC3): Partnership between FBI and National White collar crime center (NW3C)
· Top crimes reported 
· Identity theft
· Most financially damaging cybercrime affecting individuals
· Non-auction scam
· Advance fee fraud
· FBI-related scams
· People pretending to represent official organization
Viruses: program that attaches itself to another program (a host program) and spreads itself to other computers when files are exchanged; infects a host file and waits until that file is executed to replicate and infect a computer system
Widespread cybercrime
· Hidden within the code of a host program
· Any computing device can be infected with a virus
· Spyeye Mobile Banking
· Tricks users into downloading an infected file to their phones, which enables theft of online banking information
· Drive-by download: when malicious websites download harmful software onto your computer (to attack it) 
What do viruses do?
	Main purpose: replicate itself and copy its code into as many other files as possible
· Replicate themselves
· Slow down networks
· Secondary objectives
· Display annoying messages
· Delete files on the hard drive
· Change computer settings
Types of viruses
· Boot-sector viruses
· Replicate themselves in the boot sector of the hard drive; when a computer boots up
· Often transmitted by a flash drive left in a USB port
· Master boot record: program that executes whenever a computer boots up ensuring that the virus loads into memory immediately, even before some virus protection programs can load
· Logic bombs
· Activate when certain logical conditions are met (i.e. opening a file or starting a program a certain number of times)
· Time bombs
· Triggered by the passage of time or on a certain date 
· Famous virus: Michelangelo
· Worms (subtly different from a virus)
· Spread on their own with no human interaction needed
· Take advantage of file transport methods (i.e. Email or network connections) to spread on their own
· Works independently of host file execution
· Much more active in spreading itself
· Travel between systems through networks
· Script viruses
· Series of commands (a mini-program) that is executed without your knowledge; Hidden on Web pages as mini-programs
· Macro viruses
· Attached to documents that use macros (such as Word or Excel file) 
· Series of commands with malicious intent
· E-mail viruses
· Spread as attachment to e-mail, often using address books
· Use e-mail address book in the victim’s e-mail system to distribute the virus
· Encryption viruses
· Infect your computer, run a program that searches for common types of data files (i.e. Microsoft Word and Excel files) and compresses them using a complex encryption key that renders the files unusable
· Hold files “hostage” by encrypting them and ask for ransom to unlock them

HOW DOES A COMPUTER CATCH A VIRUS?
Viruses copy themselves and infect a file on the computer
- Spread by (You should be careful of)
· Sharing disks or flash drives
· Opening an email attachment (i.e. Word)
· Downloading infected audio or video files
1. Virus creation
2. Initial virus infection
3. Virus spreads to another computer
4. Virus spreads to work computer
5. Other computers susceptible to infection (i.e. coworker’s computers)

VIRUS CLASSIFICATIONS
Polymorphic viruses: changes its own code or periodically rewrite themselves to avoid detection
Multipartite viruses: infect multiple file types in an effort to fool the antivirus software that is looking for it 
Stealth viruses: erase their code from the hard drive and reside in the active memory (temporarily erase their code from the files where they reside in and hide in the active memory of the computer)

ANTIVIRUS SOFTWARE
Programs designed to detect viruses and protect computer and files from harm
1. Detection
· Scan files looking for virus signatures 
· Virus signature: portion of the virus code that is unique to a particular computer virus
2. Stopping virus execution
· Provide options for deleting or fixing infected files
· Quarantining: places the virus in a secure area on your hard drive so it won’t spread infection to other files
3. Prevention of future infection
· Inoculate files against further infection
· Inoculation: the antivirus software records key attributes about files on your computer (such as file size and date created) and keeps these statistics in a safe place on your hard drive
· Keep antivirus software updated (as new viruses are written all the time)
· Should run an active virus scan on the entire system at least once a week
· Popular programs
· Symantec
· Kaspersky
· AVG
· McAfee

DEALING WITH AN INFECTED COMPUTER 
1. Boot computer with anti-virus installation disc
2. Run directly from DVD/CD
3. Allow software to delete or quarantine infected files
a. Quarantining: places the virus in a secure area on your hard drive so it won’t spread infection to other files
4. Research viruses found to ensure further manual steps are not needed

OTHER WAYS TO PROTECT THE SYSTEM
· Keep your antivirus and operating system (OS) software up to date (as viruses exploit weaknesses in operating systems)
· Load security patches as soon as they are available
· Enable automatic updates

HACKERS
Anyone who unlawfully accesses a computer system; breaks into a computer system (individual computer or network); most likely by entering through the computer’s Internet connection
	Types of hackers
· White hat (or ethical hackers)
· Hackers who break into systems just for the challenge of it (and who don’t wish to steal or wreak havoc on the systems) 
· Nonmalicious reasons such as testing security or expose weaknesses
· Black hat
· Hackers who use their knowledge to destroy information or for illegal gain; villainous hackers
· Grey-hat
· Break into systems just for the thrill of it or to demonstrate their prowess
· Demonstrate the hacker’s expertise to the system administrator
· Script kiddies (amateurs)
· They don’t create the programs they use to hack into computer systems; instead, they use tools created by skilled hackers that enable unskilled novices to wreak the same havoc as professional hackers
What do they steal?
Hackers try to steal data stored on hard drives
Can also steal information through packet sniffing (analyzers) or key logger
· Credit card numbers
· Bank account numbers
· Packet: data that travels through the Internet in small pieces
· Packet sniffer: computer program deployed by hackers that looks at (or sniffs) each packet as it travels on the Internet (not just those that are addressed to a particular computer, but all packets)
· Enables a hacker to: 
· Use debit card information to purchase items illegally
· Assume your identity
· Steal your logons and passwords for various accounts
· Key logger: program that captures keystrokes made on a computer

Why do they steal?
· Use information to purchase items illegally or to commit identity theft
· Identity theft: characterized by someone using personal information about you (such as name, address, or Social Security Number) to assume your identity for the purpose of defrauding other

HOW COMPUTERS ARE ATTACKED
· Trojan horse
· Program that appears to be something useful or desirable (like a game or screen saver), but while it runs it does something malicious in the background without your knowledge
· Backdoor program or Rootkit
· Allows hackers to take almost complete control of your computer without your knowledge
· Allows hackers to access and delete all the files on your computer, send e-mail, run programs, and do just about anything else you can do with your computer
· Denial of service (DoS) attacks 
· Zombies are often used to launch DoS attacks on other computers
· Zombie: another person’s computer controlled by a hacker
· Legitimate users are denied access to a computer system because a hacker is repeatedly making requests of that computer system through a computer he or she has taken over as a zombie
· System shuts down
· Distributed denial of service attacks (DDoS)
· DoS attacks from more than one zombie (sometimes thousands of zombies) at the same time
· Floods with requests until it shuts down and refuses to answer any requests for information
1. Hacker launches DDoS by activating zombie computers (i.e. academic computer, corporate computer, home computer, ISP computer, government computer) 
· Botnet: 
· Large group of software programs (called web robots or bots) that runs autonomously on zombie computers
· Programs that run on a large number of zombie computers
2. Zombie computers attack target system (victim of DDoS)

HOW HACKERS GAIN ACCESS
Direct access
· Involves sitting down at a computer and installing hacking software
· Unlikely that such an attack would occur in your home 
Indirect access
· Through Internet connection; when connected to the Internet, the computer is potentially open to attack by hackers
· Logical ports: virtual (not physical) communications gateways or paths that allow a computer to organize requests for information (such as Web page downloads or e-mail routing) from other networks or computers

FIREWALLS
Software programs or hardware designed to protect computers from hackers (close logical ports to invaders)
Windows and OS X include firewalls
· Most current operating systems include reliable firewalls
· Security suites often include firewalls 
· Network routers can contain a hardware firewall
· Firewalls are critical if you have an always-on broadband connection
· Test your computer’s vulnerability
· Logical port blocking
· Configuring a firewall to ignore all incoming packets that request access to a specific port
· Ignore requests that originate from the Internet asking for access to certain ports
· Packet filtering
· Method for selectively allowing certain requests to access ports; filter out packets sent to specific logical ports
· Personal firewall: designed specifically for home networks
· Network address translation (NAT)
· Assign internal IP addresses on a network
· IP address: computer’s identity on the Internet
· Can only be used on the internal network so hackers can’t detect it
· Routers sold for home use can be configured as firewalls and can perform NAT

BLUETOOTH ATTACKS
Bluetooth: transmission medium for exchanging data wirelessly over short distances
Blue-snarfing
· Exploiting a flaw in the Bluetooth access software for the purpose of accessing a Bluetooth device and stealing information contained on it
Blue-bugging
· Process of a hacker taking control of a Bluetooth-enabled device
· Once a hacker gains control of the device, he/she can make phone calls, establish Internet connections, read phonebook entries, set call forwarding, or send, receive, and read short message service (SMS) messages
Make your device invisible

PASSWORDS
· Create a strong password
· At least 14 characters, including numbers, symbols, and upper and lower- case letters
· Not a single word or a word from a dictionary 
· Not easily associated with you (birthday, name of pet, nickname)
· Use different passwords for different sites
· Don’t tell anyone or write down password
· Change password regularly (every month)
- Operating systems have built-in password protection
· Brute Force
· Use a program to guess all possible passwords
· Bomb software
· Destroys data on both internal memory and external data cards if repeated attempts are made to crack passwords

CAPTCHA (Completely Automated Public Turing Test to Tell Computer and Humans Apart)
· Programs used to generate distorted text and require that it be typed in a box

GEOTAG
Piece of data attached to a photo that indicates your latitude and longitude when you took the photo

WIRELESS NETWORKS ON THE ROAD
Beware
· “Evil twins”
· Free internet access in paid locations
Protect yourself
· Check with authorized personnel for official name of hotspot
· Do not use free access from unknown sources

PASSWORD MANAGERS
· Remember all your different passwords
· Build into:
· Operating systems
· Web browsers 
· Some security packages

ANONYMOUS WEB SURFING
Public computers 
· Shared computers: risk of subsequent user viewing your data
· Might already have viruses or hacking tools installed
Portable privacy devices
Linux OS on a flash drive

BIOMETRIC AUTHENTICATION DEVICES 
Read unique personal characteristics; high level of security
· Fingerprint
· Iris patterns
· Voice patterns
· Face patterns

MALWARE
Software that has a malicious intent; attempts to convince you something is wrong and to pay money to fix it
Three forms of malware (adware, spyware, and viruses)
· Grayware (nondestructive)
· Adware
· Software that displays sponsored advertisements in a section of your browser window or as a pop-up ad box
· Spyware
· Unwanted piggy-back program that usually downloads with other software you want to install from the Internet 
· It runs in the background of your system
· Without your knowledge, spyware transmits information about you, such as your Internet surfing habits, to the owner of the program so that the information can be used for marketing purposes (Tracking cookies)
· Keystroke loggers: spyware programs that monitor keystrokes with the intent of stealing passwords, login IDs, or credit card information 
· Viruses (destructive)
Antispyware software
· Included in many security suites
· Stand-alone spyware removal available
M3AAWG (Messaging, Malware and Mobile Anti-Abuse Working Group)
	- Found half of e-mail users have opened spam

SPAM OR SPIM
Spam: unwanted or junk email; find e-mail address from a list they purchase or with software that looks for e-mail addresses on the Internet
· How to avoid SPAM
· Create free web-based email account (i.e. Gmail) for filling out online forms or making online purchases
· Use a spam filter
· Block unwanted, unsolicited e-mail
· Option that can be selected in e-mail account that places known or suspected spam messages into a folder other than your inbox
· Do not try to “unsubscribe” from spam emails
· Use an email forwarding service
Spim: unsolicited instant messages
COOKIES (also known as tracking cookies)
Small texts files that some Websites automatically store on your computer’s hard drive when you visit them 
· A website assigns an ID number to your computer, stored in a cookie file
· Each time you log in to the site, it notes the visit and keeps track of it in a database
· Prove information about browsing habits
· Identify user preferences; help companies determine the effectiveness of their marketing
· Cookies cannot gather personal information from your computer (do not search hard drive)
· Pose some privacy risks, but low security threat

PROTECTING YOUR PERSONAL INFORMATION
Protect information from identity thieves
	What information not to share online?
· Social Insurance Number
· Phone number
· Street address
Check privacy settings on social networking sites
· Keep your information as private as possible

BACK UP YOUR DATA
Data on computer faces three major threats: unauthorized access, tampering, and destruction
Backup
· Copies of files that can be used to replace the originals if they are lost or damaged
Types of files to back up 
· Program file
· Used to install software and usually comes on CDs or DVDs or is downloaded from the Web
· Installation files for productivity software (i.e. Microsoft Office)
· Data file
· File you created or purchased
· Include files such as research papers, spreadsheets, music files, movies, contact lists, address books, e-mail
Backup routine
· Frequency 
· Changed files 
Types of backup
· Incremental backup (or partial backup)
· Only backing up files that have changed or been created since the last backup was performed
· Image Backup (or system backup)
· Entire system backup software 
· Takes an image of the entire system
· Stores on a separate hard drive
· In case of failure, a new drive is inserted
Software programs for easy backup 
· Schedule automatic backup 
· Can back up files, folders, or entire drives
· Back up to external hard drive, USB device, or DVD
Store backups offsite
Store backups in another physical location (i.e. in case your house catches on fire)
Where to store backup files
· External hard drives (local drives)
· Popular options for performing backups of data files and for complete image backups
· Online backups
· Available everywhere you go 
· Store backup files on Internet servers
· Some services free
· Windows Live Sky Drive
· ADrive
· Network-attached storage (NAS) devices (or home servers)
· NAS devices: large hard drives that are connected to a network of computers instead of one computer, and they can be used to back up multiple computers simultaneously 

SOCIAL ENGINEERING
Use social skills to generate human interaction to entice individuals to reveal sensitive information
· Usually does not use a computer or face-to-face interaction
· Uses people’s fear of computer viruses to convince them to part with their money
· Pretexting
· Involves creating a scenario that sounds legitimate enough that someone will trust you
· Scareware
· Malware that tries to convince you that your computer is infected with a virus

PHISHING AND PHARMING (part of social engineering)
Phishing
· Uses email to lure user to fake websites
· Tricks user into revealing private, sensitive information 
· Credit card numbers
· Social security number
· Other sensitive information that could lead to identity theft
· Scammers send e-mail messages that look like they are from a legitimate business such as an online bank, stating that the recipient needs to update or confirm his or her account information
· Most common kind of pretexting in cyberspace 
Pharming
· Malicious code is planted on the computer that alters the browser’s ability to find Web addresses
· Planted on computer to gather information
· Users are directed to bogus Websites even though they entered the correct address of the real Website or followed a bookmark that they previously saved of the Website
Guidelines to avoid schemes
· Never reply directly to any e-mail asking you for personal information
· Don’t click on a link in an e-mail to go to a website. Instead, type the website address in the browser
· Check with the company asking for the information and only give the information if you’re certain it’s needed
· Never give personal information over the Internet unless you know the site is secure
· Look for the closed padlock “http” or a certification seal such as Norton Secured to help reassure you that the site is secure
· Use phishing filters to check the site’s legitimacy and warn you of possible web forgeries

HOAXES
Attempt to make someone believe something that is untrue
· Target large audiences
· Practical joke, agents of social change, or time wasters
· Mostly email

PROTECT PHYSICAL ASSETS
Environmental factors
· Avoid:
· Sudden movement
· Excessive heat or cold
· Dust 
· Food and liquids
· Use padded case for notebooks

POWER SURGES
Occur when electrical current is supplied in excess of normal voltage (1120 Voltsin Canada and US)
· Caused by:
· Old or faulty wiring
· Downed power lines
· Malfunctions at electric substations
· Lightning strikes
· Use surge protectors
· Protects a computer against power surges
· Replace every 2-3 years
· Use with all devices that have solid-state components
· Contain two components that are used to protect the equipment that is connected to them
· Metal-oxide varistors (MOVs) bleed off excess current during minor surges and feed it to the ground wire, where it harmlessly dissipates 
· Whole-house surge protector
· Function like other surge protectors, but they protect all electrical devices in the house
· Uninterruptible power supply (UPS)
· Device that contains surge protection equipment a large battery 
· When power is interrupted (i.e. blackout), the UPS continues to send power to the attached computer from its battery

DETERRING THEFT
· Alarms 
· Motion alarm
· When you leave your notebook, use a small device called a key fob activator or punch in a code to activate the alarm; if the notebook is moved while the alarm is activated, it emits a wailing 100-decibel sound
· Locks
· Software alerts

SECURITY CONCERNS FOR MOBILE DEVICES
· Keeping them from being stolen
· Keeping data secure in case stolen
· Finding the device if stolen 
· Remotely recovering and wiping data off a stolen device
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Application

RAM Recommended

indows 7 12,000 MB (or 2 GB)
Microsoft Office Professional 2010 512 MB
Internet Explorer 8 512 MB
iiTunes 512 MB to 1,000 MB (1 GB)

[Adobe Photoshop Elements

1,000 MB (1 GB)

[Total RAM required to run all programs simultaneously

14,536 MB to 5,024 MB (or 4.5 GB to 5.0 GB)
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Ethics in Computing

Who is responsible when 3D printers are
misused?

Do human-implanted data chips benefit society
or violate personal privacy?
Should any country, company, or individual own
outer space?
— When does big business limit free speech?
_ Is hacktivism civil disobedience or terrorism?

Should manufacturers, the government, or
individuals set the ethical parameters of robotic
systems?

Can we impose regulations effectively on 3D
printers?

Should personal privacy be protected at all costs?

Should we develop laws governing ownership of
outer space?

Should companies allow the Chinese government
to dictate when to curtail free speech?

Is hacking a natural extension of civil
disobedience or a crime?
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