ADM2372 Chapter 10- Information Ethics, Privacy, and Security:

Information Ethics and Privacy:
· Ethics: The principles and standards that guide our behavior towards other people
· Intellectual property: Intangible creative work that is embodied in physical form
· Copyright: legal protection afforded an expression of an idea, such as a song, video game, and proprietary documents
· Fair dealing: principle by which, in certain situations, it is legal to use copyrighted material
· Pirated software: Copyrighted software that is used, duplicated, distributed, or sold w/o authorization by the copyright holder
· Counterfeit software: software that is manufactured to look like the real thing and sold as such
· Privacy: The right to be left alone when you want to be, to have control over your own personal possessions, and not be observed w/o your consent
· Confidentiality: assurance that messages and information are available only to those who are authorized to view them
· Trust between companies, customers, partners, and suppliers is the support structure of business and e-business
· Privacy is one of the main barriers to the growth of e-business
· Ways privacy issues reduce trust for e-business
· Loss of personal privacy
· Internet users are more inclined to purchase products on websites w/ a privacy policy
· Effective privacy would convert more internet users to internet buyers

Information Ethics: Concerns ethical and moral issues arising from the development and use of information technologies and systems, as well as the creation, collection, duplication, distribution, and processing of information itself
· Ethical dilemmas arise from competing goals, responsibilities, and loyalties
· Ethically questionable uses of IS:
· Copy, use, distribute software
· Search databases for sensitive information
· Use information w/o checking validity or accuracy of information
· Create and spread viruses that cause trouble for those using and maintaining IS 
· Hack into computer systems to steal proprietary information
· Destroy/steal information such as schematics, sketches, customer lists, reports
· Organizations’ goal is to make decisions that are legal and ethical
· Information has no ethics
· Duty of those who own the information to develop ethical guidelines for managing information
· IS have reduced/eliminated jobs
· Introduced monotonous tasks
· Dehumanization of workers through the introduction of new IS
· Viral internet videos
· Copyright Modernization act: 
· Employee monitoring

Information Privacy:
· Legislation is aimed at reporting data breaches, regulating how businesses share personal data, and having better explanations of how personal data will be used
· Information privacy: the legal right or general expectation of individuals, groups, or institutions to determine for themselves when, and to what extent, information about them is communicated to others
· How personal information is collected and shared
· Information privacy breaches pertain to personal data and information stored electronically or otherwise
· Breaches in information privacy occur when improper disclosure of personal information is made
· Lack f control protecting information
· Personally sensitive info about people: spending habits, financial information, police records, health information
· Information privacy is about recognizing the sensitivity of personal information and protecting that information from inappropriate disclosure or unauthorized access
· Legislation has been imposed to protect collection and sharing of personal information

European Legislation:
· EU countries adhere to a directive on the protection of personal data
· Requires member states to achieve a particular result
· Each country has its own authority to monitor levels of protection afforded by legislation

The United States:
· Information privacy isn’t highly legislation/regulated
· Access to public information is publicly acceptable
· First amendment
· Exceptions:
· Online privacy protection act- California 
· Children’s online privacy protection act
· Health insurance portability and accountability act

Canada:
· Models European privacy measures
· Personal Information Protection and Electronic Documents Act (PIPEDA)
· 2001
· extended to all organizations
· provides Canadians with a right of privacy for thow their personal information is collected, used, and disclosed by organizations
· 3Cs: Consent, choice, control
· Exceptions

Developing Information Management Policies:
· Building corporate culture based on ethical principles that employees can understand and implement is responsible management
· Organizations should develop written policies establishing employee guidelines, procedures, and rules for information
· E-policies: Policies and procedures that address information management along with the ethical use of computers and the internet in the business environment
· Cyberbullying: Threats, negative remarks, or defamatory comments transmitted via the internet or posted on a website
· Click-fraud: abuse of pay-per-click/call/conversion revenue models by repeatedly clicking on a link to increase charges or costs for the advertiser
· Competitive Click-Fraud: A computer crime in which a competitor or disgruntled employee increases a company’s search advertising costs by repeatedly clicking on the advertiser’s link
· Ethical Computer Use Policy: Principles to guide computer user behavior
· Ensures that employees know how to behave at work and the organizations position on infractions
· Main principle: informed consent
· Mangers need to make an effort to ensure that all users are aware of the policy through formal training
· Information Privacy Policy: Contains general principles regarding information privacy
· Acceptable Use Policy (AUP): Requires a user to agree to follow it to be provided acces to corporate email, IS, and the internet
· Nonrepudiation: A contractual stipulation to ensure that e-business participants don’t deny their online actions
· Contained in a acceptable use policy
· Internet use policy: contains general principles to guide the proper use of the internet
· Cybervandalism: The electronic defacing of an existing website
· Typosquatting: a problem that occurs when someone registers purposely misspelled variations of well-known domain names
· Lure customers
· Website name stealing: theft of a website’s name that occurs when someone, posing as a site’s administrator, changes the ownership of the domain name assigned to the website to another website owner
· Internet Censorship: government attempts to control Internet traffic, thus preventing some material from being viewed by a country’s citizens
· Email privacy policy: Details the extent to which email messages may be rea by others
· Organizations require specific policies
· Spam: unsolicited email
· Anti-spam policy: email users will not send unsolicited emails
· No universal test for spam
· Teergrubing: an anti-spamming approach where the receiving computer launches a return attack against the spammer, sending emails back to the computer that originated the spam
· Social Media Policy: outlines guidelines/principles that should govern employee online communications
· Employee management is a risk management obligation
· One of the biggest challenges CIOs face when developing information management policies
· Physical Security: Tangible protection such as alarms, guards, fireproof doors, fences, and vaults
· Unless policies state otherwise, employer can listen, watch, and read workplace communications
· Workplace MIS Monitoring: tracks people’s activities by such measures as number of keystrokes, error rate, number of transactions processes
· Employees should utilize open communication including an employee monitoring policy stating how, when, and where the company monitors employees
· Be specific
· State consequences
· Communicate the right to monitor employees
· Enforce policies the same way for everybody

Information Security:
· “Uptime is money”
· leading cause of downtime is software failure, human error
· IT downtime costs billions in lost revenue costs
· Reliability and resilience of IS is essential for success

Protecting Information: 
· Smoking ban
· Doors create a security gap
· Organizational information is a key resource
· Organizations need to use strong information security measures to survive
· PIPEDA legislation doesn’t make it mandatory for organizations to notify people of data breaches involving personal information
· Information security: encompasses the protection of information from accidental or intentional misuse by persons inside or outside an organization
· Information security budget ranges
· CIOs are gaining more control over IT security spending
· Security is the most fundamental and critical of all technologies/disciplines an organization must have

Protecting Data: 
· Backup: An exact copy of a system’s data
· Recovery: the ability to get a system up and running again in the event of a crash or failure and includes restoring the backup
· Organizations should choose backup and recovery strategies that are in line with business goals
· Fault Tolerance: A computer system designed so that in the event a component fails, a backup component or procedure can immediately take its place with no loss of service
· Provided with software or embedded in hardware
· Failover: A backup operational mode in which the functions of a computer component are assume by secondary system components when the primary component becomes unavailable through failure or scheduled downtime
· Automatically offloads tasks to a standby system so that procedures are as simply as possible
· Makes systems fault tolerant
· Disasters effect businesses every day
· Disaster Recovery Plan: a detailed process for recovering data r an IT system in the event of a catastrophic event such as a fire or flood
· Spending is increasing
· Consider the location of backup data
· Vendors specialize in off-site data storage and disaster recovery solutions
· Hot site: a separate and fully equipped facility where the company can move immediately after a disaster and resume business
· Cold site: a separate facility that doesn’t have any computer equipment, but where employees can go after disaster
· Disaster recovery cost curve: Charts the cost to the organization of the unavailability of data and technology and the cost to the organization of recovering from a disaster over time
· Need to consider cost of losing data in each department, cost of losing data across the entire enterprise
· Business Continuity Plan (BCP): A plan for recovery and restoration of partly or completed interrupted critical functions within a predetermined time after a disaster or extended disruption
· 5 pieces
· governance
· impact analysis
· plans, measures, and arrangements
· readiness procedures
· quality assurance techniques
· Reacting is not a strategy
· Continuity department must understand every aspect of the business and weigh downtime for each in terms of financial and reputational damage
· Security professionals have pressure to do jobs correctly and cost-efficiently
· Top priority: preventing hackers, spammes, and other mischief makers from entering networks


People- The First line of Defence:
· Enterprises can implement information security lines of defence through people first and technology second
· Organizations must enable employees, customers, and partners to access information electronically to be successful
· Insiders: legitimate users who purposely or accidentally misuse access to the environment and cause some kind of business-affecting incident
· Most security breaches come from people missing information intentionally or accidentally
· Social Engineering: Using one’s social skills to trick people into revealing access credentials or other information valuable to the attacker
· Information security policies: identify the rules required to maintain information security
· Information security plan: Details how an organization will implement the information security policies 
· Should:
· Assess and identify risks
· Identify security plan roles
· Provide ways to identify and assess risk
· Develop procedures to manage/control risks
· Address:
· Employee management and training
· Physical security of data and information
· Safeguards
· Service providers

The Second Line of Defence- Technology:
· After focusing on using the right people, focus efforts on deploying the right types of information security technologies
· Three areas of information security
· Authentication and authorization
· Prevention and resistance
· Detection and response
· Authentication: A method for confirming users’ identities
· Can then determine access privileges
· Authorization: Process of giving someone permission to do/have something
· File access, hours of access, amount of allocated storage space
· Three categories of authentication and authorization:
· Something the user knows- user ID / password: most common, most ineffective because not secure
· Something the user has- smart card/token: More effective way
· Tokens: small electronic devices that change user passwords automatically
· Smart Card: Contains embedded technology 
· Something that is part of the user- fingerprint or voice
· Biometrics: the identification of a user based on a physical characteristic, such as fingerprint, iris, face, voice, writing- costly and intrusive
· Identity Theft: Forging of someone’s identity for the purpose of fraud
· Phishing: A common technique to gain personal or corporate information for the purpose of identity theft
· Usually uses fraudulent emails
· Prevention and resistant technologies stop intruers from accessing intellectual capital
· Content filtering: occurs when organizations use software that filters content to prevent the transmission of unauthorized information
· Used to filte email and prevent emails containing sensitive information from transmitting
· Encryption: Scrambles information into an alternative form that one requires a key or password to decrypt
· Public encryption key (PKE): An encryption system that uses two keys: public key and private key
· Firewall: hardware and/or software that guards a private network by analyzing information entering and leaving it
· Detect computers communicating with the internet without approval 
· Detection and response technologies: mitigate damage
· Antivirus software
· Hacker: someone knowledgeable about computers who uses their knowledge to invade other computers
· White-hat hacker: works at the request of the system owns to find vulnerabilities and plug the holes
· Black-hat hacker: Someone who breaks into other people’s computer systems
· Hactivist: someone who has philosophical and political reasons for breaking into systems and will deface a website as protect
· Script Kiddies/bunnies: someone who finds hacking code on the internet and clicks and points their way into systems to cause damage/spread viruses
· Cracker: Hacker with criminal intent
· Cyberterrorist: Someone who seeks to cause harm to people or destroy critical systems or information and use the internet as a weapon of mass destruction
· Virus: software written with malicious intent
· Worm: Spread itself from file to file and computer to computer
· Denial of service attack: floods a website with so many requests for service that it slows down/crashes the site
· Distributed denial of service attack (DDos): attacks from multiple computers that flood websites with so many requests for service that it crashes
· Ping of death
· Trojan horse: hides inside other software
· Backdoor programs: Viruses that open a way into a network for future attacks
· Polymorphic viruses and worms: change their form as they propagate
· [bookmark: _GoBack]Elevation of privilege: 
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