CHAPTER 5

Q1. What Is Content
- Content is property
- Content is often closely Intellectual Property which is form of creative endeabour that can be protected through a trademark, patent, copyright, industrial design, or integrated cirbuit topography
- Ex. of content; picture, commercials, text used to promote ideas about a good
- The management of content is an important challenge. Challenge today is not simply in collecting and distributing content but also in presenting in appropriately for people
- Internet has become important to organizations in representing their content

Q2. How Can Content Be Organized?
- The challenge in content management is processing and storing the right content and then getting the right content to the right person in the right format the right time
- The management of many types of data has traditionally been handled through organizational Database Management Systems (DBMS)
- Content Management Systems (CMS) is an information system that tracks organizational documents, web pages, graphics and related materials
- The web CMS enables a company to standardize the look and feel of a website and control info available for customers and employees.

Q3. What IS the Purpose of a Database?
- Purpose of a database is to keep track of things
- Lists that involve a single theme can be stored in a spreadsheet; lists that involve multiple themes require a database

Q4. What Does a Database Contain?
- Database is a self describing collection of integrated records
- Byte is a character of data
- Bytes are grouped into Columns, such as Student Number and Student Name
- Columns are also called Fields
- Columns or fields, in turn, are grouped into rows, which are also called records
- A group of similar rows or records is called a table or a file

Relationships among Records
	- A key is a column or groups of columns that identifies a unique row in a table
	- A Foreign Key is a column or group of columns used to represent relationships.
	- Relational Database is a database that carries its data in the form of tables and that 
represents relationships using foreign keys
- The term relational is used because another, more formal name for a table is relation

Metabase
- Database is a self describing collection of integrated records
- Metabase are data that describe data
- The format of metabase depends on the software product that is processing database



Q5. What is a DBMS, and What Does It do?
- Database Application System is applications that make database data more accessible and useful
- Database Application that consists of forms, formatted reports, queries and application programs are employed by users

	The Database Management System
- Database Management System (DBMS) is a program used to create, 
process and administer a database.
- Popular DBMS products are DB2, Access, SQL Server, Oracle, MySQL
- DBMS is a software program; database is a collection of data
1. Database developers use the DBMS to create tables, relationships and other structures in the database
2. The second function of the DBMS is to process the database
- Applications use the DBMS for four operations: to read, insert, modify or delete data
- Structured Query Language (SQL) is an international standard language for processing a database
3. A third DBMS function is to provide tools to assist in the administration of the database
- DBMS can be used to set up a security system involving accounts, pw, permissions and limits for processing the database
- Permissions can be limited in very specific ways

Q6. What Is a Database Application
- A database application is a collection of forms, reportrs, queries and application programs that process a database
- A database may have one or more applications and each application may have one or more users
	Forms, Reports, and Queries
	- Form is used to read, insert, modify and delete database data
	- Report is a presentation of data in a structured or meaningful context
- DBMS can find any record quickly. A query form can be used to type in keyword for a user is looking and find the information
- A query, a request for data from a database

Database Application Programs
- Application programs process logic that is specific to a given business need
- Another important use of application program is to enable database processing over 
the Internet
>> application program serves as an intermediary between the web server and the database	
	- Application program responds to events, ex. read, insert, modify and delete data
	
	Multiuser Processing
	- Multiuser Processing is when multiple users process the database at the same time
	- Multiuser Processing is common, but it does pose unique problems.
- This problem is known as the Lost Update Problem, an issue in multiuser database processing, in which multiple users try to make changes to data but database cannot make all the changes because it was not designed to process changes from multiple users
- To prevent this problem, some type of locking must be used to coordinate the activities of users who nknow nothing about one another

Q7. What Is the Difference between an Enterprise and a Personal DBMS
- DBMS products fall in to two categories, Enterprise DBMS, Personal DBMS
- Enterprise DBMS products process large organizational and workgroup databases
	- These products support many of users and many different database applications
	- ex. DB2, SQL Server, Oracle
- Personal DBMS products are designed for smaller simpler database applications
- Such products are used for personal or small applications that involve fewer than 100 users, and normally fewer than 15
- ex. Paradox, dBase, R:base and Fox Pro, today the only remaining personal is M.A.


CHAPTER 7

Q1. How Do Organizations Gain a Competitive Advantage Using IS?
- IS can impact competitive advantage by making the primary and support activities in an organization more productive than those of competitors. 

Q2. What are the Fundamental Types of IS within Organizations?

	Calculation Systems
	- Calculation System is the very first information system. The goal of this system 
was to relieve workers of tedious, repetitive calculations

Functional System
- Functional System is the second era of IS. The goal of this system was to facilitate 
the work of a single department or function.
- The problem with functional applications is their isolation
- Functional applications are sometimes called islands of automation because they work independently of one another. = cannot produce productivity and efficiency necessary for many businesses

Integrated, Cross Functional Systems
- In the third era, systems were designed to integrate activities in an entire business process.
- Because those activities cross departmental boundaries, such systems are sometimes called cross-departmental or cross-functional systems
- Because they support complete business processes, they are also called process-based systems
- As cross functional systems have become more sophisticated, some IS have begun to cross not only functional boundaries but also organizational boundaries
- Systems that are used by two or more related companies are referred to as interorganizational systems
- Most organizations today have a mixture of functional and integrated systems

Q3. What Are Functional Systems
- 
	Marketing and Sales Systems
	- Product management is the primary functional system for marketing
	- Lead tracking records prospects and keeps track of sales contacts with potential 
customers. Sales forecasting is vital not only for planning production or managing inventories, but also for financial reporting by publicly held companies
- Customer Management systems’ major purpose is to generate follw up business from existing customers

Operations Systems
- Operations Systems are used by non manufacturers such as distributors and retailers.
- Order Entry can take place in house, where company employees enter orders, etc
- Order Management systems track orders through the fulfillment process, handling back orders and order changes as well as providing order status
- Inventory Management systems analyze sales activity and generate product order
- Modern inventory management seeks to minimize the investment in inventory
- Customer service provides info about the status of orders, respond to customers

Manufacturing Systems
- Manufacturing Information Systems support the transformation of materials into products
- Most manufacturers typically choose one of two manufacturing philosophies;
	1. Push Production Planning
	- The organization creates a production plan or schedule and pushes goods 
through manufacturing and sales
2. Pull Production Planning responds to customer demand
	- Organizations that produce custom
	- Scheduling Systems help organizations determine the optimal methods
	- Manufacturing Operations Systems control manufacturing plants and machines

	Human Resources Systems
- Functional systems for human resources (HR) include payroll and related 
compensation systems
- Other HR functions systems include those used for recruiting and for assessing employee performance

Accounting and Finance Systems
- Accounting Functional Systems support all of the organization’s accounting activities.
- In the history of computing, accounting systems have reduced the time required to produce results. >> Many modern systems provide near-real time accounting info
- Legislations require management to create internal controls to provide more reliable financial statements and protect the organization’s assets

Q4. What Are the Problems of Functional Systems?
- Functional systems provide many benefits to those who use them, but their benefits are limited because they operate in isolation
1. First, with isolated systems, data are duplicated because each application has its own database
- The principle problem of duplicated data is a potential lack of data integrity
2.  When systems are isolated, business processes are disjointed
3.  A consequence of disjointed systems is the lack of integrated enterprise information
- Obtaining a consolidated statement about cusomer’s order will require processing many system, with possibly inconsistent data
4. Another consequence is inefficiency
5. Finally, isolated functional systems can result in increased cost for the organization
- Duplicated data, disjointed systems, limited information, inefficiencies all mean higher cost

Q5. What Is the Importance of Industry Standard Processes?
- Business Process Design’s/Business Process Design’s central idea is that organizations should not automate or improve existing functional systems. Rather, they should create new, more efficient business processes that integrate the activities of all departments involved in a value chain

	Challenges of Business Process Design
	- Process design projects are expensive difficult
	- Employees resist change so it makes a challenge even new system is designed
	- The ultimate outcome is uncertain
	
	Benefits of Industry Standard Processes
	- Many early business process design projects failed because they were tailor-made.
- They were custom fit to a organization so just one company bore the cost of the design effort
- When an organization acquires a business application from companies, the processes for using the software are built in or industry standard processes
- If software is designed well, the industry standard process will effectively integrate activities across departments
- Licensing an integrated application not only saves the organization time, expense, and agony of process design; it also enables the organization to benefit immediately from tried and tested cross departmental processes
- There is a disadvantage, the industry standard processes may be very different from existing processes and thus require the organization to change substantially

Q6. What Are Cross Functional Systems?
- Cross functional systems were developed to overcome the problems of functional systems
- Two types of cross functional systems are important today;
	1. Customer Relationshop Management (CRM)
	2. Enterprise Resource Planning (ERP)

	Customer Relationship Management (CRM)
- Customer Relationship Management Systems support the business processes of attracting, selling, managing, delivering and supporting customers
- CRM addresses all activities and events that touch the customer and provides a single repository for data about all customer interactions
- CRM systems store all customer data in one place and make it possible to access all data about the customer
- Because all customer data reside in one location, CRM processes can be linked to one anohter
- Customer Life Cycle consists of four phases; 1. Marketing, 2. Customer Acquisition, 3. Relationship Management, 4. Loss/Churn
1. Marketing sends messages to target market to attract customer prospects
2. When prospects order, they become customers who need to be supported
3. Resell processes increase the value of existing customers
4. Inevitably, over time the organization loses customers. When this occurs, win-back processes categorize customers according to value and attempt to win back high value customers
- The organizational website is an increasingly important solicitation tool.
- The purpose of relationship management applications is to maximize the value of the existing customer base
- Customer support has an important linkage to product marketing and development; it knows what customers are doing with the product and the problems they are having with it

Enterprise Resource Planning (ERP)
- Enterprise Resource Planning (ERP) systems support all the primary business processes as well as the human resource and accounting support processes
- Primary ERP users are manufacturing companies
- ERP integrates sale, order, inventory, manufacturing and customer service activities
- ERP systems provide software, predesigned databases, procedures and job descriptions for organization-wide process integration

	ERP Characteristics
	- ERP takes a cross functional, process view of the entire organization
- With ERP, the entire organization is considered a collection of interrelated activities
- ERP is a formal approach that is based on documented, tested business models.
- ERP applications include a comprehensive set of inherent process for all organizational activities. SAP defines this set as the Process Blueprint and documents each process with diagrams that use a set of standardized symbol
- Because ERP is based on formally defined procedures, organizations must adapt their processing to the ERP blueprint
- Adaptation can be expensive and problemic if ERP software is adapted to procedures that are different from the blue print
- With ERP systems, organizational data are processed in a centralized database >> makes it easy for users to obtain need info from a single source
- With ERP system, large benefits can be achieved but the process of moving from separtated functional applications to an ERP system is difficult, fraught with challenges and can be slow
- Switch to an ERP system is costly

		Benefits of ERP
	- Priocesses are effective and often very effective
	- Organizations that convert to ERP do not need to reinvent business 
processes 
	>> they gain the benefit of processes that have been successful
- Organizations can reduce their inventory
- Items remain ion inventory for shorter periods of time
- Data inconsistency problems are not an issue because all ERP data are stored in an integrated database
- Organizations can provide better info about orders, products and customer status to their customers
- Integrated databases also make company-wide data readily accessible and result in greater, real-time visibility; allowing a peek into the status
- ERP-based organizations can produce and sell same products at lower price
	>> due to smaller inventory, reduced lead time, cheaper support
- Competitive advantage of ERP erodes as competitors implement the ERP
- It is the combination of people, procedures, hardware, software and data that creates sustainable advantage



Q7. What Are Interorganizational Systems
- IS processing of routine transactions between two or more organizations
- The most common type involves selling and purchasing

	E-Commerce
	- E-Commerce is the buying selling of goods and services over public and private computer networks
- E-Commerce is an interorganizational system because it links parties that buy good with parties that sell goods
- Merchant Companies are those that take title to the goods they sell. They buy good and resell them
		>> sell services that they provide
- Nonmerchant companies are those that arrange for the purchase and sale of goods without ever owning or taking title to those goods
		>> sell services provided by others

E-Commerce Merchant Companies
- There are three main types of merchant companies; those that sell directly to consumers, those that sell to companies and those that sell to government
- B2C e-commerce concerns sales between a supplier and a retail customer
- A typical IS for B2C provides a web-based application or web storefront by which customers enter and manage their orders
- B2B e-commerce refers to sales between companies.
		- raw materials supplier > manufacturer > distributor > retailer
- B2G refers to sales between companies and governmental organizations

Non Merchant E-Commerce
- E-Commerce Auctions match buyers and sellers by using an e-commerce version of a standard auction
- Clearinghouses provide goods at a stated price and they arrange for the delivery of goods, but never take title
- Electronic Exchange match buyers and sellers; the business process is similar to that of a stock exchange

Benefit of E-Commerce
- E-Commerce lead to greater market efficiency
- E-Commerce leads to Disintermediation, which is the elimination of middle layers in the supply chain
		>> eliminate distributor’s and retailer’s inventory carrying, handling costs
- Disintermediation increases market efficiency
- E-Commerce improves the flow of price information
- E-Commerce produces information about price elasticity to sellers

Issues with E-Commerce
- Some industries may disfavor E-Commerce activity
- Companies need to consider some economic factors;
		1. Channel Conflict
- When manufacturer begins to sell good directly to gov’t, retailer will resent the competition and may drop the manufacturer
2. Price Conflict
- Because of disintermediation, the manufacturer may be able to offer a lower price and still make a profit
	>> existing channels will object, don’t want a lower price known
3. Logistic Expense
- Without partners, manufacturer will have the increased logistic expense of entering and processing orders in small quantities
- the logistic expense per item will be much higher for goods sold on e
4. Customer Service Expense
- Customer service expenses are likely to increase for manufacturers.
- Manufacturer will be required to provide service to less sophisticated users and on a one by one basis (1 sales professional vs. 100customers)
	
	Supply Chain Management
- Supply Chain is a network of organizations and facilities that transforms raw materials into products delivered to customers
- Four major factors affect supply chain performance: facilities, inventory, transportation and information.
- Information influences supply chain performance by affecting the wyas that organizations in supply chain request, respond and inform one another
- There are three factors of information: purpose, availability, and means
- Purpose can be transactional or informational
- Availability refers to the ways in which organizations share their info
- Means refers to the methods by which the info is transmitted

Supplier Relationship Management
- Supply Chain Management (SCM) system is an IS that integrates the primary inbound logistics business activity
- Supplier Relationship Manmagement (SRM) is a business process for managing all contacts between an organization and it suppliers
- SRM is an integrated system in the same sense of CRM and ERP
- IS has had a positive impact on supply chain performance;
1. sourcing, buying and settling have all become faster, easier, effective, less costly 
2. expanded Supply Chain Speed, which is the dollar value of good exchanged in a given period of time 
3. enabled suppliers and customers to reduce the size of their inventories and thus reduce their inventory costs
4. improve delivery scheduling
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Q1. What Are the Challenges Managers Face in Making Decisions?
- Ackoff suggested that several erroneous assumptions were being made about IS and described how they affected managerial decision making.
	1. Managers have no problem making decisions if they get the data they needed.
		- Too many possibilities exist to expect decisions to improve with data
	2. Decisions are poor because managers lack relevant info
		- Managers instead suffere more from an overabundance of irrelevant data
			>> this is called information overload
	3. Managers are aware of the data they need
		- In reality, managers are often not sure just what data they need
			>> tendency is to ask as much data they can get resulting in overload

	Information Overload
	- Petabyte = 10 to the 12 bytes
	- Exabyte = 10 to the 18 bytes
- The challenge for managers in a world overloaded with info is to find the appropriate data and incorporate them into their decision processes. IS can both help and hinder this process

Data Quality
- A final challenge in decision making is the quality of the data
- Problemic data are named dirty data
- Missing values are a second problem
- Incosistent data is the third problem, common in data gathered over time
- Data can be too fine or coarse. Data Granularity refers to the degree of summarization or detail
	>> Coarse data are highly summarized, fine data express precise details
- Clickstream Data is E-Commerce data that describe a customer’s clicking behavior. Includes everything the customer does at the website. Are Too Fine
- Generally, it is better to have too fine than too coarse granularity
- Complexity, uncertainty, overload and data quality make management decision making challenging

Q2. What is OLTP and How Does It Support Decision Making?
- IS are a critical component for capturing and processing the details about transactions because they are very efficient and accurate
- Online Transaction Processing (OLTP) is collecting data electronically and processing transactions online
- There are two basic ways that transactions can be processed
1. If transactions are entered and processed immediately upon entry, system is operating in “real time”
- There is little or no delay in updating systems with new data	
- More complex and cost more to implement
- Provide the up to date info
2. If transactions are collected before the data are processed and info is updated, system is operating in “batch” processing 
		- System waits until it has a batch of transactions before processing, updating
- OLTP systems are backbone of all functional, cross-functional and interorganizational systems in an organization
- OLTP are designed to efficiently enter, process and store data
- OLTP systems support decision making by providing the raw info about transactions and status for an organization

Q3. What are OLAP and the Data Resource Challenge?
- Using OLTP to collect data is important 
- Data Resource Challenge occurs when data are collected in OLTP but are not used to improve decision making
- Systems that focus on making OLTP collected data useful for decision making are often referred to as Decision Support Systems (DSS) or more generally as Online Analytic Processing (OLAP)
- OLAP provides ability to sum, count, average and perform other simple arithmetic operations on groups of data. Their format is dynamic. Viewer of the report can change the report’s structure. Therefore term online
- An OLAP report has measures or facts and dimensions. A measurer is the data item of interest. A dimension is a characteristic of a measure
- Presentation of a measjuere with associated dimensions is often called an OLAP cube
- OLAP report = OLAP cube
- With an OLAP report, it is possible to “Drill Down” into the data; this term means to further divide the data into more detail.

Q4. How Do BI Systems Provide Competitive Advantage
- A Business Intelligence (BI) System is a system that provides information for improvind decision making
- Reporting Systems integrate data from multiple sources and process those data by sorting, grouping, summing, averaging and comparing.
	- Improves decision making by providing the right info to the right user at right time
- Data- Mining Systems process data using sophisticated statistical techniques like regression analysis and decision tree analysis
- Data mining systems might find patterns and relationships
- Improves decision making by using discovered patterns and relationships to anticipate events or to predict future outcomes
- Market Basket Analysis is another data mining system which computes correlations of items on past orders to determine items that are frequently purchased together
- Knowledge-Management (KM) systems create value from intellectual capital by collecting and sharing human knowledge of products, product uses, best practices and other critical knowledge with employees, managers, customers, suppliers and others who need it. 
- By sharing knowledge, KM systems foster innovation, improve customer service, increase organizational responsiveness and reduce cost
- Expert Systems encapsulate the knowledge of human experts in the form of If/ Then rules
- Improves decision making by non-experts by encoding, saving and processing expert knowledge
- Crystal Repots = Reporting tool, Clementine = Data Mining Suite, 
SharePoint Server = Knowledge Management System



Q5. What Are the Purpose and Components of a Data Warehouse
- The purpose of a Data Warehouse is to extract and clean data from operational systems and other sources, and to store and catalogue that data for processing by BI tools
- Programs read data and extract, clean and prepare data for BI processing. >> Prepared data are stored in a data-warehouse database using a data-warehouse DBMS >> 
- Data Warehouses include data that are purchased from outside sources
	Ex. customer credit data
- Physically, a data warehouse consists of a few fast computers with very large storage devices staffed of technical personnel and business analysts

Q6. What Is a Data Mart and How Does It Differ from a Data Warehouse?
- A data mart is a data collection that is created to address the needs of a particular business function, problem or opportunity
- Data warehouse can be thought of as a distributor in a supply chain
- Data mart is a data collection, smaller than the data warehouse that addresses a particular component of functional area of the business
- Data mart is like a retail store in a supply chain

Q7. What Are the Characteristics of Data-Mining Systems?
- Data Mining is the application of statistical techniques to find patterns and relaitionships among data and to classify and predict
- Knowledge Discovery in Databases (KDD) is a synonym for data mining

- Data mining techniques fall into 2 broad categories;
	
1. Unsupervised Data Mining
- With Unsupervised Data Mining analysts do not create a model or hypothesis before running the analysis. Instead, they apply the data-mining technique to the data and observe the results. Analysts create hypotheses after the analysis to explain the patterns found
- One common unsupervised technique is Cluster Analysis, an unsupervised data-mining technique whereby statistical techniques are used to identyify groups of entities that have similar characteristics.
- A common use for Cluster Analysis is to find groups of similar customers from customer order and demographic data.
- It is up to the anayst to form hypothesis after findings obtained solely by data analysis to why two different groups are both buying a same product

2. Supervised Data Mining
- With Supervised Data Mining data miner develop a model prior to the analysis and apply statistical techniques to data to estimate parameters of the model
- An analysis that measueres the impact of a set of variables on another variable is called a Regression Analysis
- Neutral Networks are another popular supervised data-mining technique used to predict values and make classifications such as “good prospect or “poor prospect” customers
- A neural net is nothing more than a complicated set of possible nonlinear equations

CHAPTER 9

Q1. What Is the Relationship between Organizational Strategy and IT Planning?
- Given the industry structure, one could develop a competitive strategy for the organization. 
- IS that a company chooses to use should support the competitive strategy of the company.

Q2. What Is IT Architecture
- IT architecture is the basis framework for all the computers, systems and information management that support organizational services
- Enterprise Architect manages the company’s complex IS 
- Job of the Enterprise Architect is to create a blueprint of an organization’s IS and management of these systems
- In developing the architecture, the enterprise architect usually considers organizational objectives, business processes, databases, info flows, OS, applications and software, and supporting tech
- Since development of IT architecture is complex, it’s often helpful to use a method that organizes development
- Zachman Framework divides systems into two dimensions; one is based on six reasons for communication (what-data, how-function, where-network, who-people, when-time, why-motivation) and the other is based on stakeholder groups (Planner, Owner Designer, Builder, Implementer, and Worker)
- The intersection of the two dimensions helps provide a relatively holistic view of enterprise

Q3. What Is Alignment, Why Is It Important and Why Is It Difficult?
- The process of matching organizational objectives with IT architecture is often referred to as alignment
- Alignment should be viewed as an ongoing process. Fitting IT architecture to business objectives is challenge that continually evolves
- Alignment depends on business goals, the organizational context and the state of IT architecture in an organization
- Supporting objectives with appropriate IT investments remains critical part of IT managent.
- Communication between business and IT execs is the most important indicator of alignment
- Shared knowledge and frustration between IT department and biz functions can become a source of competitive advantage for firms. 
>> Firms are better able to align IT investment with objectives

Q4. What Is Information Systems Governance
- Governance is using a committee to decide on expectations for performance, to authorize appropriate resources and power to meet expectations and perhaps eventually to verify whether expectations have been met
- Goal of IS governance is to improve benefits of an organization’s IT investment over time
- Reporting structures and review processes can be established and can work to improve quality, reduce service costs and delivery time, reduce IT risks and better support business processes
- Sarbanes-Oxley (SOX) Act, Bill 198, Budget Measures Act are laws set to force companies to comply with standards for collectiong, reporting and disclosing information



	The Sarbanes Oxley Act and the Budget Measures Act
-The SOX Act of 2002 is a revision of the Exchiange Act of 1934 that governs the reporting requirements of publicly held companies
- Canada’s similar one is the Bill 198, commonly known as Budget Measures Act
- Both legislarion require management to create internal controls sufficient to produce reliable financial statements and to protect the organiztion’s assets
- The two laws expose both management and the external auditor to financial and potential criminal liability if subsequent events show that internal controls were defective
- If the design of the IS ineffectively prevents unauthorized persons from accessing data (private information of customers), then a contingent (possible) liability exists

Q5. What Is an IS Audit?
- Information Systems Audit is an audit focusing on info resources that are used to collect, store, process and retrieve info
- Information Systems Audit and Control Association (ISACA) is an organization that was formed in 1969 by a group in charge of auditing controls for newly developed computer system. It has become a key organization in developing knowledge and standards relation to IT audit and IT governance.
- Certified Information Systems Auditor (CISA) is a globally recognized certification 
- Control Objectives for Information and Related Technology (COBIT) is a framework of best practices designed for IT management; provides board members, mangers, auditors and IT users with a set of generally accepted measuers, indicators, processes and best practices to assist in getting the best form organizational IT investments
- COBIT control framework establishes links between strategic objectives and business requirements, organizes IT activities into a generally accepted process model, identifies the major IT resources in the organization and defines the management control objectives to be considered
- COBIT provides a process through which alignment between IT and business objectives is developed.

Q7. What Is Information Systems Ethics?
- Actions may not be illegal but they may be unethical
- Information Systems Ethics is not about hardware or software but rather people involved with the system
- Computers do not threaten our privacy; it is the people who will use oiur private info that create threats

CHAPTER 10

Q1. Why Do You Need to Know about the IT Department
- You need to know about the IT department for 2 principal reasons;
1. You need to understand the responsibilities and duties of the IT department so that you can be an effective consumer of its resources
2. You need to know about the functions of the IT department to be a better informed and effective manger or executive
- Marrying the IT architecture of two organizations requires extensive planning

Q2. What Should You Know about IT Operations and IT Projects
- The IT department is responsible for providing IT services to the organization
- There are two basic activities required to provide these services;
	1. Maintaining current information technology infrastructure
	2. Renewing and adapting the infrastructure to keep IT working effectively 
- The delivery of service, maintenance, protection and management of IT infrastructure is often accomplished as part of IT operations
- Stability, predictability, accountability, reliability and security are the key words in IT Operations
	>> IT people who work in operations are specialists
- The renewal and adaptation of IT infrastructure is normally accomplished through projects.
- IT projects are projects of all shapes and sizes that renew and adapt IT infrastructure
- Since large IT projects are often funded outside of the IT department, IT projects often provide more opportunities for contact with project stakeholders in other departments
- Within IT operations, the Information Technology Infrastructure Library (ITIL) is a well recognized collection of books providing a framework of best practice approaches to IT operations
- Within IP projects, the Project Management Body of Knowledge (PMBOK) developed by the project management institute provides project managers, sponsors and team leaders with a large array of accepted project management techniques and practices
- Although operations and IT projects are separate fields, they naturally rely on each other for success

	What about the Web?
- In many companies, the IT department has developed an intranet website with FAQs, web based forms for requesting services and some web based applications that help support tasks such as adding a new employee
- Support for external customers such as FAQs, customer support information and company director and contact information is likely to be available on the company’s Internet site
- The web plays an increasingly important role in the delivery of IT services in many organizations







Q3. What Are the Responsibilities of the IT Department?

	Managing the Information Technology Infrastructure
- The responsibility for managing the IT infrastructure and the services it provides is held in large organizations by the Chief Information Officer (CIO) and the MIS director.

	Managing and Protecting the IT
	- IT infrastructure must be operated and maintained
- From time to time, networks and servers need to be adjusted or tuned to changes in the workload. 
- When components fial, IT department is called to repair the problem
- IS personnel are particularly sensitive to possible threats to IT

Managing and Protecting the Data Resource
- The IT department is also responsible for protecting data from threats
- Threats to data arise from three sources: human error and mistakes, malicious human activity and natural events and distasters
- IT department needs to identify potential threats, estimate risks and specify appropriate safeguards

Managing and Protecting the System Applications
- System applications such as ERP, CRM, SCM and many other functional and cross functional applications are also supported by the IT department
- It department is not responsible for fixing bugs (covered under agreement)
- IT department is responsible for managing system upgrades and performing basic system maintenance

	Renewing the IT Infrastructure
- IT department will specify standard computer systems and configurations that it will support even when it is paid from other department’s budgets

Q4. How Is the IT Department Organized?
- The title of the principal manager of IT department is Chief Information Officer (CIO) or vice-president of IS, director of IS, director of computer services
- CIO reports to CEO/COO who in turn reports to the CEO, sometimes, CFO
- Most IT departments have a technology office that investigates new IST and finds benefits
	>> Chief Techonology Officer (CTO) often heads the technology office
- Operations manages the computing infrastructure.
	>> This group includes system and network administrators
- The third group is development. This group manages projects that acquire new IS as well as maintaining existing IS
	- The size and structure of this group depends if programs are developed in house
- If not, business analysts and/or system analysts who work with users, operations and vendors to acquire and install licensed software and to set up the system components around that software
- If programs are developed in house, then this department will have programmers, project managers, test engineers, technical writers, etc

- The last group is outsourcing relations. This group exists in organizations that have negotiated outsourcing agreements with other companies to provide equipment, applications or other services
- Data administration staff protects data and information assets by establishing data standards and data management practices and policies.

	What about the Web?
- Recognition of the importance of website design created a whole new set of jobs relating to web site design
- These jobs combine traditional business (branding) skills with technical skills
- The web design consulting industry was born!
- A web design project will require;
- Project Manager: responsible for interacting with client and moving project successfully toward completion
- Lead designer/analyst: Responsible for understanding client needs and developing the overall look and feel of the site and all design elements
- Developer: Responsible for taking the design and creating the functioning site. Usually specializes in static content
- Technical Architect: Responsible for making decisions about technical issues related to the site,

Q6. How Do Organizations Decide How Much to Spend on IT?
- IS and IT are expensive
- The difficulty arises when attempting to place a dollar value on benefits
	Ex. what is the dollar value of an e-mail system
- Most IS and IT investment analyses divide benefits into tangible and intangible
- Tangible Benefits are those for which a dollar value can be computed
- Intangible Benefits are those for which it is impossible to compute a dollar value

Q7. What Are Your Rights and Responsibilities

Read p.290 (Figure 10-4)

CHAPTER 11

Q1. How Can IS be Acquired?
- We can identify four basic methods for acquiring software applications;
	1. buy it and use it
	2. buy it and customize it
	3. rent or lease it
	4. build it yourself
- Organizations use all these methods for acquisition; however option 2 is the most common method for acquiring larger software applications
- Acquiring software applications is not equal to acquiring IS

Q2. What Are IT Projects and Why Are They Risky?
- Projects often begin with a scope or an objective
- Objective of the project is to accomplish something new so projects represent change
- IT projects always include some impact on data, people and procedures
- CHAOS Report created the Standish Group in 1994 suggested that only 16%  of IT projects wre delivered on time, on budget, and on scope, whereas more than 30% of IT projects were cancelled before delivering any benefits
- IT projects face significant risks.
- Lack of good scale model becomes an important risk
- Good estimates for IT projects are difficult to develop because technology is changing
- System requirements change as the system is developed and the bigger the system and the longer the project, the more the requirements change
- IT project rink are consisted of three things
- IT project performance has to be evaluated on not only whether the project was on budget and on time (Project Process Performance), but also whether expected benefits from the project were realized (Project Product Performance)
- The forces of evil involve structural risk, volatility risk and project process performance
- When structural risk is high it means that the project is either large or technically complex
- The forces of good involve knowledge resources, organizational support, project management practices and both process and product performance

Q3. What Is Information Technology Project Management
- Information Technology Project Management (ITPM) is the collection of techniques and methods that project managers use to plan, coordinate and complete IT projects
- Most important skill for a successful project manager is communication 
- ITPM is central to the skills needed for organizations to adapt appropriately to an increasingly complex business environment

Q4. What Is Analysis and Design and the SDLC
- Systems Analysis and Design is the process of creating and maintaining IS
- Do not suppose that systems development is exclusively a technical task undertaken by programmers and hardware specialists
- The single most important criterion for IS success is for users to take ownership of systems
- Many development methods exist, Rapid Application Development (RAD), Object-Oriented Systems Development (OOD), and Extreme Programming (XP)
- Different methodologies are appropriate for different types of systems

	The Systems Development Life Cycle (SDLC)
- Systems Development Life Cycle (SDLC) is the classical process used to acquire IS.
- Basic tasks that need to be performed to successfully acquire and maintain IS are combined into five phases; 
1. System definition
2. Requirement analysis 
3. Component Design
4. Implementation 
5. System Maintenance
- Acquisition begins when business planning process identifies a need for a new system
- Developers in the first SDLC phase, system definition, use management’s statement of the system needs in order to begin to define the new system
- The resulting project plan is the input to the second phase, requirements analysis
- Developers identify particular features and functions of the new system
- Output of that phase is a set of approved user requirements which become the primary input used to design system components
- In phase 4, developers implement, test and install the new system.
- The description of fixes and new requirements is input to a system maintenance phase

Step 1: System Definition

		Define System Goals and Scope
		- The first step is to define the goals and scope of the new IS
- At this step, development team defines the goal and purpose of the new system in terms of facilitating an organization’s competitive strategy
- Another task is to define the project’s scope

Assess Feasibility
- This step answers the question, “Does this project make sense?”
- Feasibility has four dimensions: cost, schedule, technical & organizational
>> The purpose is to eliminate any obviously infeasible ideas ASAP
- Schedule feasibility is difficult to determine because it is difficult to estimate the time it will take to acquire the system
	>> Purpose is to rule out any obviously unacceptable projects
- Technical feasibility refers to whether existing IT is likely to be able to meet the needs of the new system
	>> Can you do something useful with that data?
- Organizational feasibility concerns whether the new system fits within the organization’s customs, culture, charger or legal requirements

	Step 2: Requirements Analysis
- If the defined project is feasible, the next step is to form the project team and develop requirements
- When developing requirements, the team normally consists of IT personnel and user representatives. They are active throughout systems development process
- System Analysts are IT professionals who understand both business and technology
- The team composition changes over time. 
- User involvement is critical throughout the system development process
- The important point is for users to have active involvement and to take ownership of the project throughout the entire development process

Q5. What Is the User’s Role in Requirements Development?
- The primary purpose of the requirements analysis phase is to determine and document the specific features and functions of the new system
- This phase requires interviewing users and documenting potentially hundreds of requirements
- Requirements definition is expensive

	Determine Requirements
- Determining the system’s requirements is the most important phase in the systems development process
- Typically, systems analysts interview users and record results 
- Seasoned and experienced systems analysts know how to conduct interview so as to bring such requirements to light
- If the new system involves a new database or substantial changes to an existing database, then the development team will careate a data model
- The model must reflect the users’ perspective on their business and business activities. Thus it is constructed on basis of user interviews and validated by users
- Experienced project manager ensure consideration of requirements for all five IS components not just for software and data

Approve Requirements
- Once the requirements have been specified, users must review and approve.
- The easiest and cheapest time to alter IS in requirements phase
- Changing a requirement at this stage is simply a matter of changing description

Q6. How Are IS Designed, Implemented and Maintained?
- No application fits perfectly to an organization
- When discrepancies are found, they can 1) modify the software, 2) modify the organizational procedures and date or 3) live with the problems
- Commercial Off the Shelf (COTS) is software that is purchased and not customized. These software will never fit your organizational requirements exactly

	Step 3: Component Design
	- Each of the five components of an IS must be designed
	- Accurate requirements are critical

		Hardware Design
- For hardware, the team determines specifications for the hardware it wants to acquire (not designing CPU or disk drive)

Software Design
- Software design depends on the source of the programs
- For COTS, team evalueate candidate products against requirements
		>> Alteration required
- For custom developed, team produces design doc. for writing program code
Database Design
- If developers are constructing a database, then during this phase they convert the data model to a database design

Procedure Design
- Procedures need to be developed for normal processing, backup and failure recovery points

Design of Job Descriptions
- Organizations add new duties and responsibilities to existing jobs

	Step 4: Implementation
	- Tasks in this phase are to build, test and convert the users to the new system
	- The organization hire and trains needed personnel

		System Testing
- Once developers have constructed and tested all the components, they integrate the individual components and test the system
- Test Plan consists of sequences of actions that users will take when using the new system
- Product Quality Assurance (PQA), testing, is an important career. PQA personnel usually construct test plan, perform testing, supervise user test activity
- Beta Testing is the process of allowing future system users to try out the new system on their own
- Normally products in the beta test phase are complete and fully functioning

System Conversion
- After testing, the organization installs the new system
- System Conversion is often used because it implies the process of converting business activity from the old system to the new
- Pilot Installation is a type of system conversion in which the organization implements the entire system on a limited portion of the business. Thus, if the system fails, the failure is contained within a boundary
- Phased Installation is a type of system conversion in which the new system is installed in pieces across the organization. 
- Parallel Installation is a type of system conversion in which the new system runs in parallel with old one for a while, slowest and most expensive
- Plunge Installation is when organization shuts off the old system and starts the new system

	Step 5: Maintenance
- Maintenance is a misnomer; the work done during this phase is either to fix the system so that it works correctly or to adapt it to changes in requirements
- Software developers group fixes of high priority failures into a patch, a group of fixes for high priority failures that can be applied to existing copies of a particular product.
- They usually bundle fixes of low priority problems into larger groups called service packs
- All commercial software products are shipped with known failures
- Because an enhancement is an adaptation to new requirements, developers usually prioritize enhancement requests separately from failures
- Maintenance phase starts another cycle of the SDLC process

	Problems with the SDSL
	- One of the reasons for problems of SDLC is the waterfall nature of SDLC
	- Another problem is the difficulty of documenting requirements in a usable wa
- Projects that spend so much time documenting requirements are sometimes said to be in analysis paralysis

Q7. What is Outsourcing and What Are Application Service Providers
- Outsourcing is the process of hiring another organization to perform a service
- When a vendor is overseas, outsourcing is referred to as offshoring
- Outsourcing can be an easy way to gain expertise
- Outsourcing reduces costs, development risk
- Outsourcing can reduce risk by ensuring a certain level of quality or avoiding the risk of having substandard quality
- Organizations choose to outsource IS to reduce implementation risk
- First risk of outsourcing is a loss of control
- The outsource vendor may change its pricing strategy over time
- Finally there are concerns ending the agreement. They gained knowledge of the company

	Application Service Providers
	- Application Service Providers (ASPs) are a special form of outsourcing
- In an ASP agreement, an organization contracts with a vendor to |rent| applications from the vendor company on a fee for service basis
- In ASP, the vendor maintains the system at its own web location and the client organization accesses the application o the vendor’s website
- But the ASP model has some risks. The client company loses physical control over some corporate data that are stored in the vendor’s machines.
- Any failure of the Internet means that the client company cannot operate even internally
- There are potential for “lock in” of the ASP
- Outsourcing deals are very close to partnership agreements

CHAPTER 12

Q1. What are the Sources and Types of Security Threats?
- Three sources of security threats, a problem with security of info or data, are human error and mistakes, malicious human activity and natural events and disasters
- Human errors and mistakes include accidental problems
- Malicious human activity includes employees and former employees who intentionally destroy data and other system components. (includes hackers)
- Malicious human activity also includes outside criminals who break into a system to steal for financial gains

	Unauthorized Data Disclosure
- Unauthorized Data Disclosure can occur by human error when someone inadvertently release data in violation of policy
- Pretexting occurs when someone deceives by pretending to be someone else
- Phishing is a similar technique for obtaining unauthorized data that uses pretexting via email
- Spoofing is another term for someone pretentding to be someone else
- IP spoofing occurs when an intruder uses another site’s IP address 
- Email Spoofing is a synonym for phishing
- Sniffing is a technique for intercepting computer communications
- Drive by sniffers simply take computers with wireless connections through an area and search for unprotected wireless networks

Incorrect Data Modification
- Incorrect data modification can occur through human error when employees follow procedures incorrectly or when procedures have been incorrectly designed
- Companies should ensure separation of duties and authorities and have multiple checks and balances in place
- Another cause can be system errors caused by human error
- Hacking occurs when a person gains unauthorized access to a computer system
- Faulty recovery actions after a disaster can result in incorrect data changes

Faulty Service
- Faulty service includes problems that result because of incorrect system operation
- Humans can inadvertently cause faulty service by making procedural mistakes
- System developers can write programs incorrectly or make errors during installation
- Usurpation occurs when unauthorized programs invade a computer system and replace legitimate programs

Denial of Service
- Human error in following procedures or a lack of procedures can result in denial of service (DOS), security problem in which users are not able to access an IS
- Denial of service attacks can be launched maliciously

Loss of Infrastructure
- Loss of infrastructure can occur from construction, terrorist events, unsatisfied employee, natural disasters, etc
Q2. What Are the Elements of a Security Program?
- A security program has three components: senior management involvement, safeguards of various kinds and incident response
- The first comoponent, senior management, has two critical security functions
	1. Senior Management must establish the security policy
	2. Manage risk by balancing the costs and benefits of the security program
- Safeguards are protections against security threats
- Involve hardware and software, some involve data, others involve procedures and people
- Final component cosists of the organization’s planned resoponse to security incidents

Q3. How Can Technical Safeguards Protect against Security Threats?
- Technical Safeguards involve the hardware and software components of an IS

	Identification
- Every IS today require users to sign on with a user name (identification) and the password (authentification).
- The deficiencies, carelessness of passwords, can be reduced or eliminated using smart cards and biometric authentication
	
Smart Cards
	- Smart Card is a plastic card similar to a credit card with a microchip
- Users of smart cards are required to enter Personal Identification Number (PIN) to be authenticated

Biometric Authentication
- Biometric Authentication uses personal physical characteristics to authenticate users

Single Sign-On for Multiple Systems
- IS often require multiple sources of authentication
- Today’s OS have the capability to authenticate you to networks and other servers

Encryption and Firewalls are very important technical safeguards

Malware Protection
- The term malware has several definitions.
- Malware is viruses, worms, spywares and adware

Spyware and Adware
- Spyware programs are installed on user’s computer without the user’s knowledge or permission
- Spywares observe the user’s actions and keystrokes, monitors computer activity and reports the user’s activities to sponsoring organizations
- Adware is installed without user’s permission and resides in the background to observe user behavior
- Most adware is benign in that it does not perform malicious acts or steal data. They watch user activity and produce pop-up ads
- Adware can also change user’s default window or modify search results and switch the user’s search engine

Malware Safeguards
- It is possible to avoid most malware using following safeguards;

1. Install antivirus and antispyware program
2. 2. Set up your anti-malware programs to scan your computer frequently
3. Update malware definitions. Malware definitions, patterns that exist in malware code, should be downloaded frequently
4. Open email attachments only from known sources
- With a properly configured firewall, email is the only outside initiated traffic that can reach user computers
		5. Promptly install software updates from legitimate sources
		6. Browse only in reputable Internet neighborhoods

Q4. How Can Data Safeguards Protect Against Security Threats?
- Data Safeguards protect databases and other organizational data
- Data Administration refers to an organization wide function that is in charge of developing data policies and enforcing data standards
- Database Administration refers to a function that pertains to a particular database
- Database admin. Ensures that procedures exist to facilitate orderly multiuser processing of the database, to control changes to the database structure and to protect the database
- When data are encrypted, a trusted party should have a copy of the encryption key. This safety procedure is called key escrow
- Another data safeguard is to periodically create backup copies of database contents
- Physical security is another data safeguard

Q5. How Can Human Safeguards Protect against Security Threats?
- Human safeguards involve the people and procedure components of IS
- Human safeguards result when authorized users follow appropriate procedures for system use and recovery

	Human Safeguards for Employees
	
		Position Definitions
- Effective human safeguards begin with definitions of job tasks and responsibilities
- Job descriptions should provide a separation of duties and authorities
- Given appropriate job descriptions, user accounts should be defined to give users the least possible privilege needed to perform their jobs
- Documenting position sensitivity enables security personnels to prioritize their activities in accordance with the possible risk and loss

Hiring and Screening
		- Security considerations should be part of the hiring process
- When hiring for high sensitivity positions, extensive interview, references and background investigations are appropriate
- Security screening applies to new employees and promoted employees
Dissemination and Enforcement
- Employees cannot be expected to follow security policies and procedures that they do not know about
- Employees need to be made aware of security policies, procedures and responsibilities they will have
- Enforcement consists of three interdependent factors
1. Responsibility: Company should clearly define the security responsibilities of each position
2. Accountability: The design of security program should be such that employees can be held accountable for security violations
3. Compliance: Security program should encourage security compliance. Employee activities should be monitored for compliance
		- Regular reminders about security are essential

		Termination
- Companies also must establish security policies and procedures for the termination of employees
- Unfriendly termination is more difficult because employees may be tempted to make malicious or harmful decisions
- Prior to notifying the employee of termination, accounts and pw may need to be removed to prevent malicious decisions

	Human Safeguards for Non-Employee Personnel
	- Business requirements may necessitate opening IS to non-employee personnel
- In the case of temporary, vendor, and partner personnel, contracts that govern the activity should call for security measures appropriate to the sensitivity of the data and IS resources involved
- Hardening a site means to take extraordinary measures to reduce a system’s vulnerability
- “Rather than protecting ourselves from them, we need to protect them from us”

Account Administration

	Account Management
- Account management concerns the creation of new user accounts, modification of existing account permissions and the removal of unneeded accounts
- IS admin. cannot know when an account should removed; it is up to users and managers to give such notification

Password Management
- Passwords are primary means of authentication 

Help-Desk Policies

System Procedures
- Procedures exist for both users and operations personnel. 
- For each type of user, the company should develop procedures for normal, backup and recovery operations
- Backup procedures concern the creation of backup data to be used in event of failure
- Systems analysts should develop procedures for system recovery

	Security Monitoring
- Important monitoring functions are activity log analyses, security testing and investigating and learning from security incidents
- Many IS programs produce activity logs
- None of logs adds any value to an organization unless someone looks at them
- Companies should test their security programs
- Important monitoring function is to investigate security incidents
- Companies must monitor security on a continuing basis

Q6. What is Necessary for Disaster Preparedness?
- A disaster is a substantial loss of computing infrastructure caused by acts of nature or crime
- The best safeguard against a disaster is appropriate location
- Hot Sites are remote processing centers run by commercial disaster recovery services
- Cold sites provide office space but the customers themselves provide and install the equipment needed to continue operations
- Preparing backup facility is expensive but is is a form of insurance

Q7. How Should Organizations Respond to Security Incidents
- Every organization should have an incident-response plan as part of the security program
- The plan should provide centralized reporting of all security incidents
- When incident occur, speed is of the essence
- A fast response will help mitigate the consequences
- Organizations should periodically practice incident response

