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TRUE/FALSE.  Write 'T' if the statement is true and 'F' if the statement is false. 

1) 

With current technology, security risks are becoming much less of a concern. 

1) 

_______ 

Answer:  

True 
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False 

 

2) 

Logical access controls include locking the door to the server room. 

2) 

_______ 

Answer:  

True 
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False 

 

3) 

Firewalls are only one component of an overall security program. 

3) 

_______ 

Answer:  
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True 

False 

 

4) 

The encryption of information alone ensures that a network is safe from attacks. 

4) 

_______ 

Answer:  

True 
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False 

 

5) 

A company can build its security platform on public key infrastructures. 

5) 

_______ 

Answer:  
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True 

False 

 

6) 

Lack of standards, regulations and rules, and support systems are examples of internal risks associated with new business models. 

6) 

_______ 

Answer:  

True 
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False 

 

7) 

Studies on stock prices of ebusiness entities have shown that security breaches involving access to confidential data and website outages are associated with significant stock price declines. 

7) 

_______ 

Answer:  
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True 

False 

 

8) 

The International Development System (IDS) monitors devices and processes for security threats and can alert security personnel to unusual activity as it occurs. 

8) 

_______ 

Answer:  

True 
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False 

 

9) 

The process of encryption converts data into a form called a cipher. 

9) 

_______ 

Answer:  
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True 

False 

 

10) 

S-HTTP is an extension of HTTP that enables individual messages to be encrypted. 

10) 

______ 

Answer:  

[image: ] 

True 

False 

 

11) 

A trivial issue with regard to end users is that they often have access to powerful programs and tools that can be used to construct ad-hoc information systems. 

11) 

______ 

Answer:  

True 
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False 

 

12) 

Firewalls are usually deployed as part of a VPN system if they are not already in place. 

12) 

______ 

Answer:  

[image: ] 

True 

False 

 

MULTIPLE CHOICE.  Choose the one alternative that best completes the statement or answers the question. 

13) 

Secure socket layer (SSL) is 

13) 

______ 

A) 

a security program that prevents denial of service attacks. 

B) 

email being sent through the underground internet. 

C) 

a section of a Website requiring a username and password. 

D) 

a component of internet protocol used to securely connect clients and servers. 

E) 

a component of the internet used to connect desktops to wireless applications. 

Answer:  

D 

 

14) 

When logging on to a network server, authentication would mean that 

14) 

______ 

A) 

the user is permitted to look at specific directories on the server. 

B) 

the server is using VPN technology. 

C) 

the client computer is recognized by the server. 

D) 

the computer is registered in the server's list of trusted clients. 

E) 

the password has expired. 

Answer:  

C 

 

15) 

A public key infrastructure relies on which of the following? 

15) 

______ 

A) 

certificate authorities, government key authority, encryption 

B) 

digital certificates, encryption, certificate authorities 

C) 

digital certificates, digital keys, digital encryption 

D) 

random key generator, encryption 

E) 

certificate authorities, government key authority 

Answer:  

B 

 

16) 

Software development within a firm 

16) 

______ 

A) 

can result in very severe security risks. 

B) 

should always be kept encrypted. 

C) 

should generally be outsourced for security reasons. 

D) 

has little to do with security since it is internal. 

E) 

requires the same security procedures as purchased software. 

Answer:  

A 

 

17) 

More than half the damage suffered in security breaches is caused by 

17) 

______ 

A) 

the inability to safely answer questionnaires. 

B) 

not having a firewall to protect the data. 

C) 

failure to lock the Web browsers. 

D) 

carelessness, errors, or omissions. 

E) 

having email read by unauthorized persons. 

Answer:  

D 

 

18) 

Computer viruses are a major security threat because 

18) 

______ 

A) 

they can be embarrassing to companies. 

B) 

they should generally be ignored but sometimes are serious. 

C) 

they can break through any protective measure. 

D) 

they cause a risk of loss of data. 

E) 

firewalls cannot protect against viruses. 

Answer:  

D 

 

19) 

Which of the following would be part of the disaster recovery plan of a company? 

19) 

______ 

A) 

backup hardware locations 

B) 

physical controls 

C) 

logical controls 

D) 

operations controls 

E) 

the number of check digits there should be in the application controls 

Answer:  

A 

 

20) 

The following statement best describes encryption on the internet? 

20) 

______ 

A) 

Encryption completely protects your data. 

B) 

Encryption only works on an extranet. 

C) 

Encryption only works for email. 

D) 

Encryption assists in an overall security program. 

E) 

Encryption only works on an intranet. 

Answer:  

D 

 

21) 

Digital certificates are used to 

21) 

______ 

A) 

encrypt outside data before it comes in through the firewall. 

B) 

identify who a user is and share their private key. 

C) 

let email recipients know what email program you use. 

D) 

encrypt corporate data before it leaves the firewall. 

E) 

identify who a user is and share their public key. 

Answer:  

E 

 

22) 

An asymmetric approach to security management means that 

22) 

______ 

A) 

both the sender and receiver of data have the same key. 

B) 

trading partners directly link their servers with a VPN. 

C) 

the sender and receiver of data share a public-private key pair. 

D) 

trading partners agree to outsource their security to a specialist. 

E) 

the sender and receiver of data each have their own key. 

Answer:  

C 

 

23) 

The primary purpose of a firewall is to 

23) 

______ 

A) 

ensure that employees don't shop online while at work. 

B) 

make the internal network of a company more secure. 

C) 

encrypt data sent over the internet. 

D) 

monitor Website traffic for ecommerce purposes. 

E) 

none of these choices is correct 

Answer:  

B 

 

24) 

The term that describes the privileges that a user has within a system is 

24) 

______ 

A) 

physical controls. 

B) 

data management. 

C) 

authentication. 

D) 

authorization. 

E) 

non-repudiation. 

Answer:  

D 

 

25) 

The concept of non-repudiation refers to 

25) 

______ 

A) 

a network scenario where backup procedures are carried out. 

B) 

the inability to deny who the sender of data was. 

C) 

a virus which destroys a user's hard drive. 

D) 

the automatic destruction of data after it has been sent. 

E) 

the inability to identify who the sender of data was. 

Answer:  

C 

 

26) 

The following are all examples of security controls except 

26) 

______ 

A) 

monitoring employee emails for personal messages. 

B) 

requiring users to change passwords every thirty days. 

C) 

requiring passwords to access important applications. 

D) 

policies on putting test applications into production. 

E) 

documenting backup policies and procedures. 

Answer:  

A 

 

27) 

An employee created a new database system to track promotional materials and linked it into the ERP system. Soon after, the ERP system's inventory module suffered a crash. This crash is likely the result of 

27) 

______ 

A) 

physical controls. 

B) 

developmental controls. 

C) 

non-repudiation. 

D) 

digital signatures. 

E) 

firewall errors. 

Answer:  

B 

 

28) 

The following is an example of an applications control: 

28) 

______ 

A) 

the security manager has written an internet-use policy. 

B) 

email is backed up on a storage area network. 

C) 

a description of the level of security required for each application or data set 

D) 

an input mask ensures data is entered appropriately. 

E) 

a password is required to log onto the network. 

Answer:  

D 

 

29) 

The most accurate description of a firewall would be 

29) 

______ 

A) 

a high risk area of a network. 

B) 

a protective barrier in the wall outside of the network room. 

C) 

a security company hired to monitor your website. 

D) 

a software application that determines how often backups should be made and ensures that they are stored offsite. 

E) 

a hardware device used to monitor traffic between network and internet. 

Answer:  

E 

 

30) 

Viruses can potentially result in 

30) 

______ 

A) 

employee downtime. 

B) 

slowing of network traffic. 

C) 

inappropriate access to data. 

D) 

destruction of data. 

E) 

all of the above  

Answer:  

E 

 

31) 

The use of electronic devices attached to transmission lines that can detect and capture data transmissions on those lines is called 

31) 

______ 

A) 

sniffing. 

B) 

check digits. 

C) 

digital certificate. 

D) 

disaster recovery plan. 

E) 

Certificate Authorities (CAS). 

Answer:  

A 

 

32) 

There are two broad categories of controls: 

32) 

______ 

A) 

firewall and biometric controls. 

B) 

security and access controls. 

C) 

general and applications controls. 

D) 

logical and operations controls. 

E) 

firewall, biometric, logical and operations controls. 

Answer:  

C 

 

33) 

A potential problem with some Intrusion Detection Systems is the generation of a large volume of 

33) 

______ 

A) 

true-positives. 

B) 

true-negatives. 

C) 

false-positives. 

D) 

false-negatives. 

E) 

false-positives and true-positives. 

Answer:  

C 

 

34) 

The annual report of Canadian Tire's financial activities contains a tag containing the time that it was created, modified and moved. This is an example of 

34) 

______ 

A) 

auto stamping. 

B) 

auto tagging. 

C) 

authentication. 

D) 

digital tagging. 

E) 

time stamping. 

Answer:  

E 

 

35) 

The most basic privilege in a computerized business system is 

35) 

______ 

A) 

storage. 

B) 

output. 

C) 

access. 

D) 

processing. 

E) 

operation. 

Answer:  

C 

 

36) 

Because data is is much more mobile than ever before, protecting the data must rely strongly on the use of __________ as this is the main security tool to protect data within and outside an organization. 

36) 

______ 

A) 

encryption 

B) 

hashing 

C) 

biometrics 

D) 

firewalls 

Answer:  

A 

 

37) 

Preventive and corrective measures to deal with the threats to a system, and therefore minimize the risk borne by the system, are known as 

37) 

______ 

A) 

implementation procedures. 

B) 

controls. 

C) 

policies. 

D) 

threats. 

Answer:  

B 

 

38) 

As it pertains to risk, an error is an unintentional act or omission that leads to undesirable consequences. Errors include all but which of the following? 

38) 

______ 

A) 

accidents 

B) 

lapses in system maintenance  

C) 

flaws in system design 

D) 

proper use of system features 

Answer:  

D 

 

39) 

A user in your company often leaves his workstation logged in and unattended. This type of error is categorized as 

39) 

______ 

A) 

carelessness. 

B) 

omission. 

C) 

sabotage. 

D) 

malicious act. 

Answer:  

A 

 

40) 

The internet has facilitated the introduction of new business models that face unique risks not faced by traditional offline business models. Which of the following does not fall into that category? 

40) 

______ 

A) 

poor image 

B) 

revenue leakage 

C) 

inability to foster trust and confidence 

D) 

strict product specifications and product deliveries 

Answer:  

D 

 

41) 

Ebusinesses use leading edge technology that may have issues associated with 

41) 

______ 

A) 

fulfillment activities, outsourcing issues, and loss of control. 

B) 

vulnerability, scalability, security, and availability. 

C) 

contractual obligations and penalties for non-compliance. 

D) 

scalability, security, privacy, and availability. 

Answer:  

D 

 

42) 

The policy which states that passwords must be at least 10 characters long and changed once a month is an example of which type of policy? 

42) 

______ 

A) 

an End-User Computing Policy 

B) 

a Personal management Policy 

C) 

Standard Operating Procedures 

D) 

a Physical Security Policy 

Answer:  

A 

 

SHORT ANSWER.  Write the word or phrase that best completes each statement or answers the question. 

43) 

List six categories included in general controls. 

43)  

_____________ 

Answer:  

Security management, general access controls, system acquisition or development controls, system maintenance and change controls, operations controls, and business continuity controls 

 

44) 

Define the meaning of the term "Hash". 

44)  

_____________ 

Answer:  

A total based on a field that is not expected to change and is therefore useful for ensuring that no unauthorized additions, changes, or deletions have occurred in a file of records containing that field 

 

45) 

What pair of keys is used to encrypt and decrypt messages and other data transmissions? 

45)  

_____________ 

Answer:  

Private/public 

 

46) 

Security administration, standard operating procedures, information management, privilege management, physical security, logical access control and personnel management are examples of components of what? 

46)  

_____________ 

Answer:  

Security policy 

 

47) 

All of the following represent what component of security policy? 
- Dialog boxes 
- Messages on corporate systems that display reminders to comply with corporate security policies and procedures 
- Systems that only use the company's computer resources and information for authorized business purposes  

47)  

_____________ 

Answer:  

End-User Computing Policy 

 

48) 

List three common security goals. 

48)  

_____________ 

Answer:  

Any three of the following:
-compliance with service level agreements, defined external and internal commitments, and any other contracts
-compliance with laws and regulations
-protecting data confidentiality
-making certain that unauthorized persons or systems cannot inadvertently or intentionally alter data without being detected
-ensuring that the information accessed is genuine
-making the data accessible and usable
-logging transactions and data exchanges
-verifying the identity of a person engaged in a business transaction 

 

49) 

A janitor brought her children to work in the evening and let them into the server room to use the network server to play games because her computer was already logged on. What controls have been broken? 

49)  

_____________ 

Answer:  

The following controls have been broken:
-physical
-logical access
-general access
-security management 

 

TRUE/FALSE.  Write 'T' if the statement is true and 'F' if the statement is false. 

50) 

Electronic document interchange has no place in the payment area of ecommerce. 

50) 

______ 

Answer:  

True 

[image: ] 

False 

 

51) 

A value added network indicates that another company reviews your network periodically and suggests improvements. 

51) 

______ 

Answer:  

True 
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False 

 

52) 

A good electronic payment system should have the same characteristics as traditional money. 

52) 

______ 

Answer:  
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True 

False 

 

53) 

Banking systems are attempting to consolidate bill presentment with their payment mechanisms. 

53) 

______ 

Answer:  
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True 

False 

 

54) 

Mobile phones have little or no use for making ecommerce payments. 

54) 

______ 

Answer:  

True 

[image: ] 

False 

 

55) 

Ecash was built on the basis of public key cryptography - involving the use of a private key to sign messages and a public key to verify the signatures. 

55) 

______ 

Answer:  

[image: ] 

True 

False 

 

56) 

eChecks contain the same information as paper cheques. 

56) 

______ 

Answer:  

[image: ] 

True 

False 

 

57) 

SET Protocol is an acronym for systems electrifying transmission. 

57) 

______ 

Answer:  

True 

[image: ] 

False 

 

58) 

Radio Frequency Identification (RFID) Technology uses electronic waves to transfer data between a reader and device and items such as smart cards, PDAs and mobile phones. 

58) 

______ 

Answer:  

True 

[image: ] 

False 

 

59) 

In an eBay transaction involving a PayPal payment, if the recipient doesn’t have a PayPal account, PayPal can alternatively send a cheque to the recipient of the money.	 

59) 

______ 

Answer:  

True 

[image: ] 

False 

 

60) 

PayPal offers two levels of service: Premier Account and Business Account. 

60) 

______ 

Answer:  

True 

[image: ] 

False 

 

MULTIPLE CHOICE.  Choose the one alternative that best completes the statement or answers the question. 

61) 

The following is a true statement about payment systems and security: 

61) 

______ 

A) 

Security cannot protect credit cards. 

B) 

Payment is always secure if made by credit card. 

C) 

Without security in place payment cannot occur. 

D) 

Payment and security issues are primarily unrelated. 

E) 

Payment and security issues are closely related. 

Answer:  

E 

 

62) 

Electronic document interchange has been used for many years. The internet has 

62) 

______ 

A) 

provided alternatives to EDI. 

B) 

wiped out the use of EDI. 

C) 

reduced the security risks of EDI. 

D) 

increased the use of EDI. 

E) 

none of these choices is correct 

Answer:  

A 

 

63) 

Value added networks primarily have been used to 

63) 

______ 

A) 

manage corporate security. 

B) 

replace EDI networks. 

C) 

carry EDI data securely. 

D) 

carry out the same function as email applications. 

E) 

link communities to the internet. 

Answer:  

C 

 

64) 

Some of the important characteristics of cash include 

64) 

______ 

A) 

acceptance. 

B) 

value. 

C) 

portability. 

D) 

anonymity. 

E) 

all of the above 

Answer:  

E 

 

65) 

The following is true of digital cheques for online transactions: 

65) 

______ 

A) 

It is easy to establish new forms of digital cheques. 

B) 

The acceptance of cheques is an issue for consumer support. 

C) 

Security of digital cheques is not really a concern. 

D) 

Banks have strong security digital cheques available to consumers. 

E) 

Cheques are an excellent online payment form. 

Answer:  

B 

 

66) 

New payment systems such as the Mondex electronic cash system need to overcome the following before being successful: 

66) 

______ 

A) 

consumer acceptance. 

B) 

infrastructure issues. 

C) 

security issues. 

D) 

business acceptance. 

E) 

all of the above 

Answer:  

E 

 

67) 

The greatest factor contributing to the success of PayPal is its 

67) 

______ 

A) 

relationship to eBay. 

B) 

acceptance. 

C) 

portability. 

D) 

anonymity. 

E) 

low cost. 

Answer:  

A 

 

68) 

The secure electronic transaction (SET) protocol uses the following to enable cardholders and merchants to verify online parties' information 

68) 

______ 

A) 

embedded RFID chips 

B) 

public/private key technology, encryption, and digital certificates. 

C) 

radio wave technology, scanner and bar coding. 

D) 

digital reader, online encoder, general key technology. 

E) 

electronic signature, X-ray, finger printing technology. 

Answer:  

B 

 

69) 

"M-Payments" stands for 

69) 

______ 

A) 

Money payments. 

B) 

Multiple payments. 

C) 

Mini-payments. 

D) 

Micro payments. 

E) 

Mobile payments. 

Answer:  

E 

 

70) 

In the mid-1990s, what types of devices had been predicted for use in M-Payment systems? 

70) 

______ 

A) 

ewallets, debit cards, and digital cheques 

B) 

microchips inserted under our skin 

C) 

PDAs, wireless smart cards, and mobile phones 

D) 

notebooks, credit cards, digicash 

E) 

watches, dvd players, and MP3 players 

Answer:  

C 

 

71) 

PayPal is 

71) 

______ 

A) 

a type of online payment system. 

B) 

a type of radio frequency identification. 

C) 

a type of near field communication system. 

D) 

a type of mobile payment system. 

E) 

a type of EDI system. 

Answer:  

A 

 

72) 

eChecks are based on the following programming language? 

72) 

______ 

A) 

ABAP 

B) 

JAVA 

C) 

C++ 

D) 

FSML 

E) 

HTML 

Answer:  

D 

 

73) 

Starbucks' corporate strategy has always been one of growth.  Starbucks has attracted 20 million customers since 2001 through the use of which type of payment system?  (The use of this system accounts for 20% of the company's total sales.) 

73) 

______ 

A) 

digital cheques 

B) 

reloadable cash cards 

C) 

credit cards 

D) 

PayPal debit cards 

E) 

mobile payments 

Answer:  

B 

 

74) 

Despite the 1996 introduction of the secure electronic transaction protocol, which of the following payment systems has remained a real security concern? 

74) 

______ 

A) 

PayPal 

B) 

cash cards 

C) 

debit cards 

D) 

credit cards 

E) 

smart cards 

Answer:  

D 

 

75) 

Which of the follow does not use Smart Card technology? 

75) 

______ 

A) 

PayPal 

B) 

Speedpass 

C) 

Visa Cash 

D) 

Mondex 

E) 

easyPay 

Answer:  

A 

 

76) 

One of the most significant developments on the payment systems horizon is the implementation of __________ to replace magnetic strip cards, requiring a PIN that will replace a signature. 

76) 

______ 

A) 

SET protocol 

B) 

PayPal 

C) 

Ecash cards 

D) 

smart cards 

E) 

2RFID  

Answer:  

D 

 

77) 

Converting the existing infrastructure to this technology is predicted to cost hundreds of millions of dollars, but banks and credit card companies believe that the security and convenience will make the conversion worthwhile. 

77) 

______ 

A) 

PayPal 

B) 

EDI 

C) 

smart cards 

D) 

cash cards 

E) 

key fob 

Answer:  

C 

 

78) 

By storing their credit card and bank account information with __________, customers can shop from anywhere without giving out financial information. 

78) 

______ 

A) 

PayPal 

B) 

Mondex 

C) 

eBay 

D) 

MasterCard 

E) 

their mobile phone service provider 

Answer:  

A 

 

79) 

With cost, convenience and security in mind, what service have small business operators  turned to to conduct their back office transactions? 

79) 

______ 

A) 

banks 

B) 

HTTPS protocol 

C) 

wireless internet providers 

D) 

credit card companies 

E) 

PayPal 

Answer:  

E 

 

80) 

Which of the following can you do on PayPal without having a credit card or chequing account? All you need is an email address. 

80) 

______ 

A) 

pay bills 

B) 

receive money 

C) 

send money 

D) 

send a money request 

E) 

transfer money to a family member 

Answer:  

B 

 

81) 

Based on average losses, PayPal merchants suffer __________ those online merchants that use credit card services. 

81) 

______ 

A) 

about the same amount of fraud as 

B) 

more fraud than  

C) 

half as much fraud as 

D) 

less fraud than  

E) 

four times more fraud as 

Answer:  

D 

 

82) 

Cyberthieves often target PayPal account holders. They send fraudulent emails to account holders to trick them into revealing critical account information. This is scam, also known as  spoofing, is called 

82) 

______ 

A) 

social engineering. 

B) 

key logging. 

C) 

phishing. 

D) 

data mining. 

E) 

pharming. 

Answer:  

C 

 

83) 

One scheme that aims to make online credit card transactions more secure, by requiring a password that is associated with the purchaser's credit card account, is 

83) 

______ 

A) 

Monitored by MasterCard. 

B) 

digital signatures. 

C) 

Verified by Visa. 

D) 

PayPal. 

E) 

symetric encryption. 

Answer:  

C 

 

84) 

The most widespread m-payment systems are based on __________ technology which uses radio waves to transfer data between a reader and a smart card. 

84) 

______ 

A) 

RFID 

B) 

wiFi 

C) 

NFC 

D) 

MFIR 

E) 

EDI 

Answer:  

A 

 

85) 

This technology which induces magnetic field induction to transfer data between a reader and a mobile phone. 

85) 

______ 

A) 

EDI 

B) 

MFIR 

C) 

NFC 

D) 

RFID 

E) 

wiFi 

Answer:  

C 

 

86) 

Which of the following m-payments scheme has been successfully implemented using mobile phones? 

86) 

______ 

A) 

paying for subway fares in London 

B) 

paying for gasoline in the USA 

C) 

paying for traffic fines in Italy 

D) 

paying parking fees in Austria 

E) 

paying for highway tolls in Canada 

Answer:  

D 

 

SHORT ANSWER.  Write the word or phrase that best completes each statement or answers the question. 

87) 

What was the major reason for EDI to move from traditionally using VAN to using the web as a platform? 

87)  

_____________ 

Answer:  

EDI has been costly and in its "traditional" form has been used most often by very large companies     

 

88) 

Why isn't a credit card considered to provide an instant transfer of value? 

88)  

_____________ 

Answer:  

For example if a credit card is used for payment, the vendor must send the signed voucher to the sponsoring or financial institution for payment in cash, and the vouchers themselves can't be used to purchase something       

 

89) 

What two ways can a Mondex card be applied? Which of these two ways can't be accomplished using Ecash? 

89)  

_____________ 

Answer:  

1) The Mondex card can be carried around by a person and used like real cash and 2) the signals can be sent over the internet. 
Ecash wasn't designed to be carried by a person like real cash.
In other words, the advantage of the Mondex card is that it can be used like cash both online and in person. 

 

90) 

Why is PayPal an email payment system? 

90)  

_____________ 

Answer:  

Because payments through PayPal require users to simply specify the email address of the recipient and the transfer will be completed (This is done after the user has opened an account with PayPal).  

 

91) 

Any payment system involves risk and fees for payment processing. From the merchant's point of view, describe two advantages of accepting debit cards over other types of payments such as credit cards, cheques, cash and store credit. 

91)  

_____________ 

Answer:  

Any two of the following:
1)  avoid credit risk
2) avoid the costs of late payments
3) save on postage
4) avoid employee theft
5) save on cheque-clearing fees
6) counterfeiting (not specifically mentioned in the textbook) 

 

92) 

A Mondex card can be used at retail and other locations to buy goods, rather like a debit card. How does a Mondex card differ from a debit card, making it more like cash than a debit card? 

92)  

_____________ 

Answer:  

Where a Mondex card differs from a debit card is that it is paying out the money which is stored in its own memory, rather than having to log into the buyer’s bank account to withdraw the funds, thereby making it more like cash. 

 

93) 

Explain two reasons for eBay's strategic decision to acquire PayPal. 

93)  

_____________ 

Answer:  

The payment system was a perfect fit for these reasons:
Many of its members already used the service to pay for their eBay purchases.
PayPal could be tightly integrated with the eBay auction site.
Transaction fees could provide an additional source of revenue for eBay. 

 

94) 

Since PayPal processes financial transactions and handles very sensitive information, issues like security, fraud protection, and data security are paramount to its success. Describe the possible consequences of a security breach. 

94)  

_____________ 

Answer:  

Compromised user data could prove disastrous as the PayPal service stores very sensitive financial information about its customers. Because PayPal depends on the trust and confidence of its users, such a breach could mean the loss of its customers' trust and their business.  

 

95) 

Give two reasons why mobile phones are an obvious candidate for m-payments. 

95)  

_____________ 

Answer:  

Any two of these:
1)  most people today already own a mobile phone
2) most people keep their phones with them at all times
3) mobile operators usually have the necessary billing information and a billing infrastructure in place 


 

1) 

FALSE 

2) 

FALSE 

3) 

TRUE 

4) 

FALSE 

5) 

TRUE 

6) 

FALSE 

7) 

TRUE 

8) 

FALSE 

9) 

TRUE 

10) 

TRUE 

11) 

FALSE 

12) 

TRUE 

13) 

D 

14) 

C 

15) 

B 

16) 

A 

17) 

D 

18) 

D 

19) 

A 

20) 

D 

21) 

E 

22) 

C 

23) 

B 

24) 

D 

25) 

C 

26) 

A 

27) 

B 

28) 

D 

29) 

E 

30) 

E 

31) 

A 

32) 

C 

33) 

C 

34) 

E 

35) 

C 

36) 

A 

37) 

B 

38) 

D 

39) 

A 

40) 

D 

41) 

D 

42) 

A 

43) 

Security management, general access controls, system acquisition or development controls, system maintenance and change controls, operations controls, and business continuity controls 

44) 

A total based on a field that is not expected to change and is therefore useful for ensuring that no unauthorized additions, changes, or deletions have occurred in a file of records containing that field 

45) 

Private/public 

46) 

Security policy 

47) 

End-User Computing Policy 

48) 

Any three of the following:
-compliance with service level agreements, defined external and internal commitments, and any other contracts
-compliance with laws and regulations
-protecting data confidentiality
-making certain that unauthorized persons or systems cannot inadvertently or intentionally alter data without being detected
-ensuring that the information accessed is genuine
-making the data accessible and usable
-logging transactions and data exchanges
-verifying the identity of a person engaged in a business transaction 

49) 

The following controls have been broken:
-physical
-logical access
-general access
-security management 

50) 

FALSE 

51) 

FALSE 

52) 

TRUE 

53) 

TRUE 

54) 

FALSE 

55) 

TRUE 

56) 

TRUE 

57) 

FALSE 

58) 

FALSE 

59) 

FALSE 

60) 

FALSE 

61) 

E 

62) 

A 

63) 

C 

64) 

E 

65) 

B 

66) 

E 

67) 

A 

68) 

B 

69) 

E 

70) 

C 

71) 

A 

72) 

D 

73) 

B 

74) 

D 

75) 

A 

76) 

D 

77) 

C 

78) 

A 

79) 

E 

80) 

B 

81) 

D 

82) 

C 

83) 

C 

84) 

A 

85) 

C 

86) 

D 

87) 

EDI has been costly and in its "traditional" form has been used most often by very large companies     

88) 

For example if a credit card is used for payment, the vendor must send the signed voucher to the sponsoring or financial institution for payment in cash, and the vouchers themselves can't be used to purchase something       

89) 

1) The Mondex card can be carried around by a person and used like real cash and 2) the signals can be sent over the internet. 
Ecash wasn't designed to be carried by a person like real cash.
In other words, the advantage of the Mondex card is that it can be used like cash both online and in person. 

90) 

Because payments through PayPal require users to simply specify the email address of the recipient and the transfer will be completed (This is done after the user has opened an account with PayPal).  

91) 

Any two of the following:
1)  avoid credit risk
2) avoid the costs of late payments
3) save on postage
4) avoid employee theft
5) save on cheque-clearing fees
6) counterfeiting (not specifically mentioned in the textbook) 

92) 

Where a Mondex card differs from a debit card is that it is paying out the money which is stored in its own memory, rather than having to log into the buyer’s bank account to withdraw the funds, thereby making it more like cash. 

93) 

The payment system was a perfect fit for these reasons:
Many of its members already used the service to pay for their eBay purchases.
PayPal could be tightly integrated with the eBay auction site.
Transaction fees could provide an additional source of revenue for eBay. 

94) 

Compromised user data could prove disastrous as the PayPal service stores very sensitive financial information about its customers. Because PayPal depends on the trust and confidence of its users, such a breach could mean the loss of its customers' trust and their business.  

95) 

Any two of these:
1)  most people today already own a mobile phone
2) most people keep their phones with them at all times
3) mobile operators usually have the necessary billing information and a billing infrastructure in place
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