Differences between Native and Thin-Client Applications:
· Native Applications: those that can just run on one operating system developed using heavy duty, professional languages that are Object Oriented
· Thin-Client Applications: those that run in browsers (Chrome, Firefox, Safari) on many different operating systems, advantage over native is that thin-client applications can run on any operating system and devise and its cheaper most of the time but can’t make much money with it
What Characterizes Quality Mobile User Experiences?  
· User Interface (UI): presentation format of an application (windows, menus, icons, dialog boxes, toolbars…)
· User Experience (UX): newer term includes UI and the way the user responds to the application
· Effective UX includes enjoyments so they want to use the application again 
· Primary characteristics of a quality Mobile user experience:
· Feature content and support direct interaction: content should be shown cleanly and center staged not have thick toolbars, menus and etc. and it drives application behaviour (direct interaction) 
· Chrome: visual overhead in a comp display (windows, toolbars, menus, other apparatus that drive the application, this is not the browser google chrome 
· Use context-sensitive chrome when needed: reduces the need for chrome, like pops open a new display in a game for example and the application won’t show disabled buttons 
· Provide animation and lively behaviour: capture ur attention with motion and sound 
· Design to scale and share (display and data): scale their displays to not look awkward 
· Use the cloud: quality application utilize data and computing resources that are remote from the user and are likely not even known by the user. 
· Roaming occurs when u move your activities, like reading an e-book on ur tablet to comp to phone, u have to do no work cuz “amazon or kindle” already stored ur data in the cloud somewhere.
· Push data: data that server sends to or pushes onto the device 
· Pull data: data that the device requests from the server 
What do business professionals need to know about Data Communications?
· Internet: collection of network you use to when u send email or access a web site, for a seamless flow of data, a layer of protocols are used; set of rules that 2 communicating devices follow, there are some LAN and WAN protocols
· LAN: Ethernet protocols, wireless network interface controllers (WNIC)
· Bluetooth: another common wireless protocol to transmit data or short distances 
· when u connect to the Internet, ur actually connecting to an Internet Service Provider (ISP) ; 3 function, provides u with legitimate Internet address, serves as your gateway to the Internet, pays for ur Internet
· SOHO LANS (small office or home office) connect to ISP in three ways 
· DSL (Digital Subscriber Line): operate on same line as voice telephones, but it operates so that its signals don’t interfere with voice telephone service
· Cable line: second type of WAN connection that provides high speed data transmission using cable television lines
· WAN wireless connection: connect ur computer, smartphone or other communicating device 
· A lot of protocols are used on the Internet , organized according to TCP/IP Protocol Architecture: scheme of 5 protocol types arranged in layers
· (http) Hypertext Transport Protocol: used btw browsers and Web servers. Secure versions http is available as https 
· (Smtp) Simple Mail Protocol: email transmission 
· (Ftp) File Transfer Protocol : used to move files over the internet or maintain websites 
· URL (Uniform Resource Locator): address on the Internet. Consists of a protocol then an Domain name; worldwide unique name affiliated with a particular Internet address 
What happens on a Typical Web Server?
· Three-Tier Architecture: almost all e-commerce applications use this, it’s an arrangement of user computers and servers in 3 categories or tiers
· User Tier: consists of computers, phones, other devices that have browsers that request and process web pages 
· Server tier: consists of computers that run Web servers and process application programs 
· Web page: document that is coded in one of the standard page markup languages 
· Database tier: consists of computers that run a DBMS that processes requests to retrieve and store data 
· Web Server: programs that run on a server-tier and that manage http traffic by sending and receiving Web pages to and from clients
· Commerce server: is an application program that runs on a server-tier computer. Receives requests from users via the Web server, takes some action and returns a response to the users via the Web server
· Hypertext Markup language:  most common language for defining structure and layout of Web pages 
· A html Tag is a notation to define a data element for display or other purposes, tags are enclosed in angle brackets <> 
· Web pages included Hyperlinks ; pointers to other Web pages, contains URL of Web page to find when the user clicks the hyperlink 
Why is the Cloud the Future for Most Organizations?
· Cloud: elastic leasing of pooled computer resources over the Internet. Companies are moving their infrastructure “somewhere in the cloud”. 
· Elastic: the amount of resources released can be increased or decreased dynamically, programmatically, in small amount of time and organizations pay for only resources that they use 
· Resources are Pooled cuz many diff organizations use the same physical hardware shared through virtualization. 
· Resources are accessed through Internet Protocols and standards
· Service-oriented Architecture, (SOA): applications use standard protocols to publish a menu of services that the application provides 
· When legally physical control of data is a requirement, organizations can gain some benefits of the cloud using the Private cloud; in-house hosting, delivered via Web service standard, that can be configured dynamically
Chapter 2: Business Processes, Information Systems and Information
Business Process: 
· Sequence of activities for accomplishing a function like adding a class and activities are tasks within a business process. 
· Business processes require resources like people, computers, data and document collections
· Documenting business processes
· Business Process Model and Notation (BPMN)
· Global standard for documentation, it’s one of the widely known techniques to document business processes 
· Roles: subset of the activities in a business process that is performed by a particular actor 
· Actors: can be people or a computer like the “order tracker” in the story 
· Swim lanes: each lane contains all the activities for a particular role, make it easier to determine which roles do what 
· Starts with a circle with narrow border, stops with a circle with heavy border, activities shown in rectangles, decisions shown by diamonds solid arrow shows flow of action, dotted arrows show the flow of the data named on the arrow
· A Repository is a collection of something, usually a collection of records 
· Small tin can symbol
· Often a database, but it need not be cuz it can be a collection of other things like an inventory 
· When an activity is shown with a plus sign then it means it has been shown is more detail elsewhere  
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Business Process: Organization standardize business processes to;
· Enforce policies 
· Produce consistent (same) results
· Scalable: policies can be copied and reused 
· Reduce Risk: risks from errors and mistakes can be reduced 
Sequence of activities to accomplish a function: Standardized using BPMN

** Information system; Group of components interacting to achieve some purpose (5 component framework) example of writing a report 
1. Computer hardware: It uses computers and network (comp, storage disk, keyboard, monitor) 
2. Procedures: provides real-time accurate data to all the stakeholders (steps to start program, enter report, print, save, backup)
3. Data: stores large amounts of data collected from their operations (words, sentences)
4. Software: connects users to information by integrating business processes using hardware and software (Microsoft word)
5. People: makes business processes run faster. (You) 
· This example uses a Computer-based information system, but there are other non-computer ones like using a calendar outside a room to schedule the room’s use 
How do Business Processes and Information Systems Relate?
· Set of instructions for a person to follow when operating an IS
· Different procedures for different processes
One process can be supported by many information systems 
Information system can support more than one process; it will have multiple procedures. In short, an information system will have a different procedure for each process it supports. Should the information system change or the process change, the procedures will also change accordingly.
How do structures and Dynamic Processes vary? 
Structured and Dynamic Processes 
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Characteristics of a structured are listed here
· Structured processes: they’re generally for formally defined, standardized processes. Most structured processes support day to day operations like scheduling work shifts, calculating daily tax totals and so on. Control is critical in this process and innovation of this process is not expected or accepted, don’t want to say I have 4 ways of closing the store 
· Dynamic processes: are less specific, more adaptive, and even intuitive (creative) 
· Informal meaning they aren’t the same processes each time 
Information:
· Knowledge derived from data; recorded facts or figures 
· Data presented in a meaningful context
· Processed data or information is data processed by sorting, filtering, grouping comparing, summing averaging, and other similar operations 
· A difference that makes a difference: look down at ur speed and compare to speed limit, like 1st diff is the difference btw the two speed limits, second that u adjusted ur speed 
· Is not data, it is more, it is meaningful, data doesn’t change one’s mind, information does 
· Varies from person to person
· Is located inside of you, if it’s on a paper or a digital device, its data, if it’s in ur mind then its information 
How to use these ideas of information 
· Assume it is hard to communicate
· Recognize that all new IS is frustrating at first
· Understand how to be effective on a team 
· Stay curious 
Data Characteristics: 
· Accurate
· Timely : available in time for its intended use not late reports when they’re useless 
· Relevant: To context and to subject
· Just sufficient: we have to make a critical decision about what data to ignore to save on time 
· Worth its cost: an appropriate relationship should exist between the cost of data and its value cuz data is not free
Are you a Jake or a Jen? (Examples in chap 1 and 2)
· Can I apply models, think with them, and use them to see new things?
· Can I see how processes fit together?
· Do I support the work of others or just do my own thing?
· Do I try things on my own  
Ethics Guide
Informing about Misinforming 
· Utilitarianism: the morality of an act is determined by its outcome. Acts are judged to be moral if they result in the greatest good to the greatest number or if they maximize happiness and reduce suffering. 
Competitive Structure: Porter’s five forces model
· Bargaining power pf customers
· Threat of substitutions
· Bargaining power of suppliers
· Threat of new entrants
· Rivalry among existing firms
Information Systems Provide Competitive Advantages
Product Implementations
1. Create a new product or service (Perceive value)
2. Enhance products or service (Increasing productivity)
3. Differentiate products or services 
System Implementations
4. Lock in customers and buyers
5. Lock in suppliers
6. Raise barriers to market entry
7. Establish alliances
8. Reduce Costs

Chapter 5: Using IS to Improve Processes
Q1 Important Characteristics of Processes in Organizations
· Business Process: Sequence of activities for accomplishing a function
· Activities: Tasks within a business process
· Resources: Items necessary to accomplish an activity
· Actors: Resources that are either human or computers
· Role: Subset of activities in a business process performed by a particular actor

[image: ]






Scope of Processes:
· Operational: Common, routine everyday business processes, more computers than other processes are used typically
· TPS: Transaction processing system: information systems that facilitate operational processes 
· Managerial: Allocation and use of resources, mix of actors and 
· MIS: Management Information System: (second meaning of MIS)
· Strategic: Seek to resolve issues that have long-range impact on the organization. Broad-scope, organizational issues, more people than other processes
· ESS: Executive support system
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Objectives of Processes: Desired goal an organization has decided to pursue (2 objectives below) 
· Efficiency: Create more output with same input or same output with less input. Aims to conserve resources
· Effectiveness: Achieve organizational strategy. Helps achieve a company strategy 
Q2 Common Business Processes
· Location in Value Chain: is a series of value-adding activities, include 5 primary activities and several support activities 
· Inbound Logistics Processes: receiving, storing and disseminating inputs to products
· Operations Processes: transforming inputs into final products
· Outbound Logistics Processes: Collecting, storing, and physically distributing products to buyers.
· Sales and Marketing: Inducing buyers to purchase products and providing a means for them to do so 
· Customer Service: Assisting customer’s use of product and thus maintaining and enhancing the product’s value
· Support Activities
· Human Resources Processes: accesses the skills and motivations of the employee 
· Technology Development Processes: designing, developing and testing technology in support of the primary activities 
· Infrastructure Processes: enable day to day operations 
· Applying Process Characteristics
· Ask good questions about objectives
· Standardize structured processes; keep dynamic processes fluid
· Don’t confuse process and IS: the key is that the new process is not an IS, but it may need IS support. By making processes and IS distinct, u can ask if a new process needs a new IS or if an existing IS can work 
· Ensure processes work together
Q3 How can Management Improve Processes?
To improve processes, managers must specify and communicate appropriate objectives. 
1- Classify objectives as effective or efficient to overcome ambiguity.
2- Make unstated objectives explicit.
3- Ensure objectives are appropriate for strategy.
Managers must specify and communicate appropriate measures for each objective that are:
· Reasonable- valid and compelling
· Accurate- exact and precise 
· Consistent- reliable 
Process Measures
· Measures: quantities assigned to attributes. Also called by process improvement experts Key Performance Indicators (KPIs). Many ways to measure an objective 
Q4 How can Information Systems be used to Improve Processes?
Five ways to improve processes with an IS 
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Q5 How Can Process Management Principles Improve Processes? 
Ways to improve an activity 
· Add more resources to it 
· Remove unproductive resources from a process 
· Improve feedback generated by the process, with richer feedback, process managers and participants can identify problems, suggest process improvements, and test potential solutions  
· Remove a process bottleneck; which occurs when one activity reduces the performance of the overall process, one waiter isn’t enough on a busy night for example
       A business process can be improved by 
· Redesigning its structure, changing it. Which means changing the arrangement or roles of the activity of a process
· Outsource an activity; have a supplier, business partner, customer do one of the activities in the process 
Most common approach to process improvement, particularly in the manufacturing industry, is called Sigma Six: seeks to improve process outputs by removing causes of defects and minimizing variability in the process. Each Sigma Six project follows a very structure sequence of steps with qualified financial measures. 
Q6 How to Process Teams Diagram Process Improvement? 
· Always involves a team so diagramming a process is necessary for team members to understand process and to identify activities that must be changed. 
· Diagrams of current process = “as-is” diagrams. Diagrams of suggested improvements = “ought-to-be” diagrams. 
· Use BPMN current gold standard form for diagrams 
Teams Diagram Process Improvement
Q7 How can IS Hinder a Process? 
IS Hinder Process
· Information Silos: in this situation, an IS prevents or restricts the flow. The Data needed for a process activity is unavailable cuz it is stored in an isolated, separated IS
· One fix of the information silos is to duplicate the data, make a copy of the data that is isolated and make it available to the process that needs it but still not a good solution 
· A complete fix to eliminate information silos is to store a single copy of data in a shared database and connect the business process to that database
· Problem of info silos occur when all the data is under the same roof 
· Why Information Silos Exist: Data stored in separate databases
Ethics Guide (expand on this more) 
· Vehicle tracking system: Process improvement or privacy problem
Chapter 6: Supporting process with ERP systems 
Q1. What problem does an ERP system solve?
· Information Silo Problem
· Data isolated in separate information systems. Cuz information silos exist in isolation from one another, they create islands of automation that can reduce the performance of processes and make process integration more difficult 
· Solutions
· Enterprise Application Integration (EAI)
· Provides layers of software that connect information systems together 
· Enterprise Resource Planning (ERP)
· ERP systems are very large enterprise IS that bring data together in a big database and help the company improve its processes 
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· Connects information silos via a new layer of software
· Enables existing applications to communicate and share data with each other
· For data btw accounting and human resources, it will convert the data going to HR in the format HR is working with and vice versa when it has to send data back to accounting 
· Provides integrated data
· Leverages existing systems, leaving departmental information systems as is, but providing an integration layer over the top
· Enables a gradual move to ERP
EAI software keeps files of metadata that describe where all the organization’s data is located and how the data must be transformed to work at each location. Main thing about EAI that’s great is that it enables organizations to use existing application while alleviating many of the problems of the information silos. Cheaper to convert to EAI than ERP. 
· ERP Characteristics (solves the silo problem but with a centralized approach)
1- Creates a single database. By consolidating data, a company can avoid the problem of having multiple versions of the same thing. 
· Ex: having customer data in two silos, but not knowing which customer data is correct
2- Provide a set of industry-leading processes that are well integrated with each other. Process integration allows the “left hand of the organization to know what the right hand is doing” 
· Consolidation of data for real-time sharing of data
· Integrated processes
· Before EPR Implementation: Use reliable suppliers, use boosters (unstated)
· After ERP Implementation: reduce cost
· Look at examples on page 157
· Example of chuck’s bikes, before ERP, all 5 databases were information silos (vender, raw material, manufacturing, finished goods, CRM) so they were all isolated from one another so if manger receives order of 1000 bikes, manager doesn’t know how much material they have or how many bikes have been manufactured so not good for real-time sharing of data
· After ERP, the manager’s just needs to look at the single ERP database and see how much of everything is in the inventory 
· By consolidating the data in one place, the impact of the sale can be shared in real-time with all affected processes 
Q2. What are the elements of an ERP system?
· Manufacturing Software
· MRP (material requirements planning): companies in the 1970s used this software to efficiently manage inventory, production and labor 
· MRPII (this was developed when computing power became cheaper) this added financial tracking capabilities as well as the opportunity to schedule equipment and facilities 
Continued to evolve with JIT (just-in-time) delivery which integrates manufacturing and supply- manufacturing occurs just as raw materials arrive. 
New Federal laws: like SOX (Sarbanes-Oxley Act) required companies to exercise greater control over their financial processes and ERP systems addressed that requirement 
For a product to be considered a true ERP system it must include: 
· ERP includes applications that integrate the processes for the following business functions:
· SCM (supply chain management): procurement, sales order processing, inventory management, supplier management, and related activities)
· Manufacturing: manufacturing scheduling, capacity planning, quality control, bill of materials, and related activities
· CRM (customer relationship management): sales prospecting, customer management, marketing, customer support, call center support 
· Human Resources: payroll, time and attendance, HR management, commission calculations, benefits administration, related activities 
· Accounting: general ledger, accounts receivable, accounts payable, cash management 
· Some organizations may only require some of these applications so will purchase and implement specific ones like university may only add HR and Accounting 
· To implement the ERP system, a company installs the ERP product’s software and database on the company’s hardware, writes procedures and trains its people to follow them 
· Five Components of an ERP System
1. Software: resides on servers and on client machines in the company. Can be customized to meet customer requirements without changing the program code; which is called Configuration. 
· Like when u install an email system, u choose how long to retain old emails, what folders are available and etc. 
·  But configurations has its limits so company has to either adjust to the new software or write application codes, writing new codes to supplement ERP system is called Customization  
· Code can be added to any ERP system using specific application languages like Java 

2. Data: includes database design and initial configuration data but company adds Operational data. ERP systems have different types of data: 
· ERP systems rely on DBMS to process and administer a ERP database
· Transactional Data:  data related to events, like purchase or student enrollment 
· Master Data: (Reference data) data used in the organization that don’t change with every transaction. Includes supplier names and addresses, item names, units of measure, employee data.
· Organizational Data: data about the university like warehouse locations, building mailing addresses, names of financial accounts  
3. Hardware: Each ERP implementation requires diff types of hardware like disk storage, servers, clients, printers, scanners, network devices, cables. 
· To determine the necessary levels for each of these hardware devises, organizations need to estimate number of users, volume of data, processes supported so they can complete hardware sizing with these estimates 
4. Procedures: set of instructions to follow to when operating an IS. 
· Every ERP installation requires a firm to select ERP processes and then specify how those processes will be executed on the ERP software. These specification and procedures are unique to the firm 
· Also good for improving the control of the process 
5. People: three general categories
· User: employees of the firm implementing the system 
· IT analysts (system analysts): also employees. Have specialized training or education ( in MIS or IT background or education) that enables them to support, maintain and adapt the system after its been implemented 
· Consultant: helps budget, plan, train, configure and implement the system 
· Inherent Business Processes in ERP: (this specifies that ERP systems are more than IS) For the implementing organizations, some of the changes it must make from existing processes to inherent processes are minor or hardly noticed but some changes can be significant
· System specified business processes
· Process blueprints
Q3. What are the benefits of an ERP system?
· Benefits of Using an ERP Solution
· Data sharing occurs in real time: so managers can see trends as they occur and respond appropriately 
· Converting its processes to the well-integrated, inherent best-practice processes of the ERP vendor like buying in bulk, negotiating price before purchase  
· More managers see more data, leading to better oversight (due to ERP system) 
· To help managers spot trends and changes, ERP systems can provide managers with Dashboards which are easy to read, concise, up to the minute displays, of process KPIs
· The information silo problem is solved: like at the uni, diff departments no longer create and maintain their own purchasing databases 
· Better integration with supply chain partners: easier to exchange data with supply chain partners 
Implementation Process
1. Top managers of company revisit their strategy so ERP system has clear goals
2. Top managers conduct Gap analysis: study that highlights the differences between business requirements that emerge from strategic planning and the capabilities of the ERP system
3. ERP team (implementation team) develops processes it will use 
4. ERP team configures the ERP software
5. Company’s IT staff installs it by
a. Writing procedures
b. Trains users
c. Tests system
Q4. What are the challenges of implementing an ERP system?
· Decision-Making Challenges
· Details
· People Challenges
· Top management, team and individual challenges 
· Changes 
· ERP Upgrades
Explained in detail below 
· Implementation Decision Challenges
· ERP vendor selection cuz client firms are unique and will have long-term relationships between the two firms
·  Difficult to decide what company wants ERP system to do 
· Gap analysis: decide on limited number of “like to dos” and what to do with gaps ERP team will have to write custom code, look for solution outside ERP or live with gap for now 
· Configuration:
·  item identifiers: does it want to identify every item, or in a bundle or the entire shipment 
· order sizes: the organization must specify the number of items in a standard order  
· BOM (bill of material): like a recipe, specifies raw materials, quantities and subassemblies needed to create a final product  
· Format of Data issues
· Cutover pressure (Transition): from the current way of doing things to the new ERP system, it’s like which option to use to overcome an addiction, go cold turkey or slowly adjust like rehab 
· Implementation People Challenge
· Management:
· Moves on prematurely: managers believe that once the decision to implement is made, they can move on. Instead, they need to stay involved and ensure implementation is monitored, resources are committed, good procedures are written and thorough training is conducted 
· Oversells: overselling the vision of what the system will do 
· Fails to anticipate cultural resistance: ERP can change company’s culture; day-to-day work habits and practices that workers take for granted. Changing culture can threaten self-efficacy; person’s belief that he/she can be successful at their job 
· Teams: collaboration breaks down: implementing ERP system requires a lot of collaboration, getting missing information for different people but once it breaks down then it might cause problems 
· Individual: users feel pain and get no gain: employees see little benefit, the people whose work has been changed receive no benefit from the change 
· ERP Upgrade Challenges (the organizations who have succeeded in implementing the ERP system now has challenges with upgrading the system) 
· Surprise and resistance: When organizations starts discussing upgrades 1-2 years after original implementation so comes to a disappointing surprise to some and resistance from people who think upgrade will be as disruptive as the original 
· Justification: the contrast between the new and the newer (with upgrade) are not so vivid as opposed to the contrast between having no ERP and ERP 
· Version lock from customization: when the ERP vendor upgrades the system it might not be compatible to the version the company might have that they customized by writing new codes so it’s more difficult 
· No long-term upgrade strategy: when company hasn’t planned before for the expense and work for upgrading from the start then it can be challenging 
Q5. What types of organizations use ERP?
· ERP by Industry Type
· Manufacturing
· Distribution
· Mining, Materials extraction, petroleum
· Medical care
· Government and public service
· Utilities
· Retail
· Education
· ERP by Organization Size: large and small organizations implement ERP now but only diff is the availability of skilled business and IT analysts 
· International Firms and ERP
Q6. Who are the major ERP vendors?
· ERP Products
· SAP: 22%
· Oracle: 15%
· Microsoft: 10%
· Other: 30%
Q7. What makes SAP different from other ERP products?
· SAP Modules
· QM: Quality Management
· FI: Financial Accounting
· PM: Plant Maintenance
· HR: Human Resource
· PS: Project Systems
· PP: Production Planning
· CO: Controlling
· SD: Sales and Distribution (Chapter 8)
· MM: Materials Management (Chapter 7)
· BI: Business Intelligence
· SAP Inputs and Outputs
· SAP Software
· SAP Business Suite
· SAP ERP
· SAP CRM
· SAP SRM
· SAP SCM
· SAP NetWeaver 
Ethics Guide
· ERP Estimation
· Todd’s ethical/unethical actions?
Chapter 5: Database and Content Management

· Content: something of value, varies by industries like banking industry, content is account info 
· Intellectual Property: a work or invention that is the result of creativity, such as a manuscript or a design, to which one has rights and for which one may apply for a patent, copyright, trademark, etc.
How can Content be Organized?
· Content Management: how to efficiently store, process all data in computing systems aka bytes 
· Handled through DBMS’s: organizational database management system 
· Content Presentation: how best to present data to person using the system 
· CMS (content management systems)
What is the Purpose of a Database?
· Database: keeps track of things that involve more than one theme, spreadsheets are used if u need to keep track of smaller lists of data but a database is used when it’s too much info to sort out 
What does a Database Contain?
Database: self-describing collection of integrated records 
· Byte: character of data 
· Columns (fields): bytes are grouped into columns 
· Rows(records): Columns grouped into rows 
· Table(files): similar rows or records grouped into table or files 
· A database is a collection of table plus relationships among the rows in those tables plus special data called metadata  that describe the structure of the database 
· Key: column or group of columns that identifies a unique row in a table (unique identifier) (every table has a key) 
· Foreign key: this is used cuz such columns are keys but they are keys of a diff (foreign) table from the one in which they reside 
· Relational Databases: databases who carry their data in the form of tables that represent relationships with foreign keys 
Database are self-describing cuz they have data about the data which is called Metadata (data that describes data) 
What is DBMS and what does it do? 
Database Application System: such systems make the database easier and more useful to use 
· (DBMS) Database management system:  program used to create, process, and administer a database 
· This is used to create tables, relationships, and other structures in the database
· Secondly it process the data 
· 4 operations: read, insert, modify and delete data 
· SQL (structured Query Language): (an international standard for processing a database) there is only one language that relational databases use when communicating data from a database, query means question so SQL could be like a formal way of putting a question to a database 
· Third function is providing tools to assist in the administration of the database 
· Forms
·  Used to read, insert, modify, and delete data
· Reports
· Show data in structured context
· May compute values
· Queries
· Means of getting answers from database data
What is a Database Application?
Database Application: collection of forms, reports, queries and application programs that process a data 
1. process logic that is specific to a given business’s needs
2. enables database processing over the internet 

Multi-User Processing
· Multi-user processing is common
· Unique problems
· Lost-update problem (example of 2 people ordering widgets for customers but having a problem of how many widgets they’re actually are) 
· Locking used to coordinate activities of multiple users
· creates new set of problems
· Data conflicts produce inaccurate results
What is the difference between an enterprise DBMS and a personal DBMS?
· Enterprise DBMS
· Process large organizational and workgroup databases
· Support many users and many different database applications
· Examples: IBM’s DB2, Microsoft’s SQL Server, and Oracle’s Oracle
· Personal DBMS
· Designed for smaller, simpler database applications
· Supports fewer than 100 users
· Example: Microsoft Access
Application Extension 5a Database Design
How are database application systems developed?
· Database application system consists of:
· Database
· DBMS
· One or more database applications
· Database application consists of:
· Forms
· Reports
· Queries
· Application programs
Database Application System Development Process
· Developers interview users
· Develop requirements for new system
· Analyze existing reports, forms, and user activities
· Requirements summarized in data model
· Logical representation of structure of data
· Contains description of data and relationships
· Users validate and approve the data model
· Design implemented in a database
· Database filled with user data

What are the components of the entity-relationship data model?
· Techniques for creating data model
· Entity-relationship (E-R) data model
· Unified Modeling Language (UML)
· E-R data model components
· Entities (things) stored in the database
· Relationships among those entities


Entities
· Something that users want to track
· e.g., Order, Customer, Salesperson, and Item
· May be: 
· Physical object (e.g., Item or Salesperson)
· Logical construct or transaction (e.g., Order or Contract)
· Entity names are always singular
· Entities have:
· Attributes - describe characteristics of the entity
· Identifier - attribute (or group of attributes) whose value is associated with one and only one entity instance
Relationships
· Entities have relationships to each other
· 1:1 relationship
· Single entity to single entity
· 1:N relationship
· One-to-many
· Single entity to many entities
· N:M
· Many-to-many

E-R Diagrams
· Rectangles represent entities
· Relationships shown by lines
· Crow’s foot
· Forks at end of lines 
· Indicate more than one relationship
· Read “many”
· Vertical line means at least one entity of that type
· Small oval means entity is optional

Cardinality 
· Number of entities that can be involved in relationship
· Maximum cardinality 
· maximum number involved
· Minimum cardinality 
· constraints on minimum requirements

How is a data model transformed into a database design?
· Database design is the process of converting a data model into tables, relationships, and data constraints
· Transforms entities into tables
· Expresses relationships 
· defines foreign keys
· Shows data constraints
Normalization
· Normalization is the process of converting poorly structured tables into two or more well-structured tables
· Data integrity problems
· Different names for the same entity
· Produces incorrect and inconsistent information
· Resolve by eliminating duplicated data
· Normalizing for Data Integrity
· Eliminate data duplication
· Slower to process
· Construct tables such that every table has single topic

Relational Database Design
· Designer creates table for every entity
· Entity identifier becomes primary key of table
· Attributes of entity become columns
· Tables normalized to single theme
· Represent relationships between tables
· Add foreign key to one or more tables

What is User’s Role? 
· Final judges as to what data should contain
· Determine how records are related to each other
· Need to review data model
· Must insure that model reflects an accurate view of business

Chapter 8: Decision Making and Business Intelligence

What challenges do managers face when making decisions?
· For business managers, decision making or choosing from a range of alternatives is the essence of management
· Decision making process is much more complicated for three reasons:
· The concept of rationality is hard to define
· Good outcomes may occasionally result from irrational processes, and bad outcomes can result from good processes
· Humans intend to be rational, but there are limits on our cognitive capabilities 

Management Misinformation Systems
· Factors that make business decision making challenging
· Uncertainty and complexity
· Information overload
· Data quality
Three of Ackoff’s assumptions
1. Managers will have no problem making decisions if they get the data they need. 
a. Ackoff countered that for most managers, too many possibilities exist; they should not expect to make better decisions even with perfect data. The uncertainty and complexity surrounding decisions make them challenging.
2. Poor decisions are made because managers lack relevant information. 
a. On the contrary, Ackoff argued, managers suffer more from an overabundance of irrelevant data. Today, we refer to this overabundance as information overload
3. Managers know what data they need. 
a. Ackoff argued that in reality, managers are often not sure just what data they do require. And because they are unsure, the tendency is to ask for as much data as they can get, thus promoting information overload.
Information Overload
· Today, managers face information overload
· Digital universe is doubling in size every two years
· Data is growing at the rate of 40 percent a year
· Occurs inside and outside of organizations
· The challenge is to find the appropriate data and incorporate them into their decision-making processes

Problems with Operational Data
· Raw data usually unsuitable for sophisticated reporting or data mining
· Dirty data
· Values may be missing
· Inconsistent data
· Data not integrated
· Data can be too fine or too coarse (data granularity: degree of summarization or detail)
· Too much data
· Too many attributes (columns)
· Too many data points (rows)

What is OLTP, and how does it support decision making?
· Online Transaction Processing (OLTP) system collects data electronically and process the transactions online
· OLTP systems - backbone of all functional, cross-functional, and interorganizational systems in an organization
· OLTP systems support decision making by providing the raw information about transactions and status for an organization
· Either use it in real-time for less delay (like ticketmaster)or wait till u have many (batch) transactions to process (like at a gas station) 

Transaction Processing 
· Real-time processing
· Transactions are entered and processed immediately upon entry
· Examples: airline reservation systems, banking systems
· Batch processing
· System waits until it has a batch of transactions before the data are processed and the information is updated
· Example: transfer of all daily branch transactions to the central office for processing


What are OLAP and the data resource challenge?

· While data may be collected in OLTP, the data may not be used to improve decision making
· Online Analytic Processing (OLAP) systems focus on making OLTP-collected data useful for decision making
· OLAP provides the ability to sum, count, average, and perform other simple arithmetic operations on groups of data
· OLAP report has measures, or facts, and dimensions

What are BI systems, and how do they provide competitive advantage?

· Business Intelligence (BI) system provides information for improving decision making
· Five categories of BI systems:
1. Group decision support systems (GDSS)
2. Reporting systems
3. Data-mining systems
4. Knowledge-management (KM) systems
5. Expert systems

1. Group Decision Support Systems
· Allow multiple parties to participate in decision making and improve outcomes by reducing often inherent biases
· Across different geographical locations and times
· Anonymous input is automatically summed or communicated to the group and contributes to a decision

2. Reporting Systems
· Integrate data from multiple sources
· Process data by sorting, grouping, summing, averaging, and comparing
· Format results into reports
· Improve decision making by providing right information to right user at right time

3. Data-Mining Systems
· Process data using sophisticated statistical techniques
· Regression analysis
· Decision tree analysis
· Look for patterns and relationships to anticipate events or predict future outcomes
· Market-basket analysis: computes correlations of items on past orders to determine orders that are frequently purchased together 
· Predict donations for example 

4. Knowledge-Management Systems
· Create value from intellectual capital
· Collect and share human knowledge (like info on products, their uses… with employees, managers)
· Supported by the five components of the information system
· Foster innovation
· Improve customer service
· Increase organizational responsiveness (by getting products/services to market faster) 
· Reduce costs
5. Expert Systems 
· Encapsulate the knowledge of human experts in the form of If/Then rules 
· If condition is true, Then initiate procedure
· Improve diagnosis and decision making in non-experts
If  Patient_Temperature > 103, Then  Initiate High_Fever_Procedure
Operational expert systems can have hundreds or even thousands of such rules.

RFM Analysis
· Way of analyzing and ranking customers according to their purchasing patterns
· A simple technique that considers
· How recently (R) a customer has ordered
· How frequently (F) a customer orders
· How much money (M) the customer spends per order

What are the purpose and components of a data warehouse?
· Data Warehouse is used to extract and clean data from operational systems and other sources
· Store and catalogue data for processing by BI tools
· Data-warehouse DBMS (Data warehouse metadata and data warehouse database) 
· Stores data
· May also include data from external sources
· Metadata concerning data stored in data-warehouse meta database
· Extracts and provides data to BI tools

What is a data mart, and how does it differ from a data warehouse?
· Data Mart is a data collection
· Created to address particular needs
· Business function
· Problem
· Opportunity
· Smaller than data warehouse
· Addresses a particular component of functional area of the business
· Users may not have data management expertise
· Knowledgeable analysts for specific function

What are typical data-mining applications?
· Data Mining is the application of statistical techniques to find patterns and relationships among data and to classify and predict
· Represents a convergence of disciplines 
· statistics and mathematics
· artificial intelligence 
· machine-learning
· Data mining techniques take advantage of developments in data management
· Unsupervised and Supervised techniques

Unsupervised Data Mining
· Analysts do not create model or hypothesis before running the analysis
· Apply data-mining technique to the data and observe results
· Hypotheses created after analysis as explanation for results
· Example: 
· Cluster analysis
· identify groups of entities that have similar characteristics

Supervised Data Mining
· Model developed before the analysis
· Statistical techniques applied to data to estimate parameters of the model
· Examples:
· Regression analysis
· measures the impact of a set of variables on another variable
· Neural networks
· used to predict values and make classifications, such as “good prospect” or “poor prospect” customers
Big Data 
· Large amounts of varied data from a variety of sources over a period of time could be used to make better decisions
· Controversial 
· Adds to excessive data collection
· Expensive
· Imprecise (overly vague or general)

What Do You Think?
Data Mining in the Real World
· May be different from the way it’s described in textbooks
· Data are always dirty, with missing values, values way out of the range of possibility, and time values that make no sense
· Overfitting is a huge problem
· Data mining is about probabilities, not certainty
· Seasonality and other problems can result in a bad model



Chapter 9: Ecommerce, Social Networking, and Web 2.0

What is ecommerce, and how is it used?
· Buying and selling of goods and services over public and private computer networks
· This definition restricts ecommerce to buying and selling transactions
· Checking the weather at yahoo.ca is not ecommerce, but buying a weather service subscription that is paid for and delivered over the Internet is

Ecommerce
· Ecommerce has a number of implications
· Technology perspective
· Management and governments perspective
· Technology perspective 
· Defines the need for additional infrastructure
· Management and governments perspective
· Coordination for smooth business operations
· Security must be enabled
Ecommerce Categories 
· Merchant companies
· that take title to the goods they sell
· buy goods and resell them
· sell services that they provide
· Nonmerchant companies
· arrange for the purchase and sale of goods without ever owning or taking title to those goods
· sell services provided by others

Ecommerce Merchant Companies
· Business-to-Consumer (B2C) 
· Sales between a supplier and a retail customer (the consumer)
· Business-to-Business (B2B) 
· Sales between companies 
· Business-to-Government (B2G)
· Sales between companies and governmental organizations 

Nonmerchant Ecommerce
· Most common is auctions like Ebay 
· E-commerce auctions match buyers and sellers by using an ecommerce version of a standard auction 
· Clearinghouses provide goods and services at a stated price and arrange for the delivery of the goods, but they never take title like Amazon selling books owned by others 
· Electronic exchanges match buyers and sellers; the business process is similar to that of a stock exchange

Benefits of Ecommerce
· Disintermediation: elimination of intermediaries, generally higher revenues for manufacturer and lower consumer prices 
·  Improves the flow of price information, can easily compare two TVs to see their price difference
The Challenges of Ecommerce
· Channel conflict
· Price conflict (when business engages in ecommerce, it can cause price conflict with its traditional channels cuz of disintermediation, manufacturer can offer lower prices  and still make a profit) 
· Logistics expense (without the retailer, distribution partners, the manufacturer would have to an increased logistics expense of entering and processing orders in small quantities)
· Customer service expense (this expense will increase for manufacturer as well) 
· Showrooming
· Taxation

What is social networking, and how is it enabled and affected by IS/IT?
· A social network is a structure of individuals and organizations that are related to each other in some way
· Social networking is the process by which individuals use relationships to communicate with others in a social network

What Is Social Capital?
· Business literature defines three types of capital:
1. Physical: the investment of resources for future profit, factories, machines, equipment
2. Human: the investment in human knowledge and skills for future profit, like taking this class is investing my own human capital (my time and money for knowledge) 
3. Social: investment in social relations with the expectation of returns in the marketplace, attending a business function so u can meet people and reinforce relationships u invest in ur social capital 
· Social Capital adds value in four ways:
1. Information     (finding out about opportunities, alternatives, problems) 
2. Influence
3. Social credentials  (being linked to a highly regarded contacts is a form of social credentials, ppl want to work with u even more) 
4. Personal reinforcement (it reinforces the way u see urself or how other see u, professional image and position) 

The Importance of Weak Relationships
· Strong relationships create the most social capital in a social network
· Weak relationships contribute the most to the growth of social networks
· Weak tie: the people you know the least but they contribute the most to your network
· Weak links add the greatest number of new connections to your social network
· Example of going to a party and meeting people in other departments (week tie) opens up a whole new network cuz u can eventually know more people from other departments 

How Do Social Networks Add Value to Business?
· Organizations have social capital just as humans do
· Social capital is measured using: number of relationships, strength of relationships, and resources controlled by “friends”, they have done it through sales-people, customer support and public relations  
· Endorsements by high profile people are a traditional way of increasing social capital
· Progressive organizations maintain a presence on Facebook, LinkedIn, Twitter, and possibly other sites

How Is Social Networking Enabled by IS/IT?
· Besides the ubiquity of computers and the relative low cost, three other considerations and benefits of technology are:
· improved search capabilities
· reduction in the trade-off of richness and reach
· network effects (more users the better the network) 

What is Web 2.0?
· Tim Reilly is noted for helping to establish the concept of Web 2.0 
· Describe applications and platforms on the web 
· Refer to the integration and interaction of products and services include smartphones, user created content, social networking, location and context-based services, and dynamic marketplaces
· Google, Amazon, and eBay exemplify Web 2.0

Software as a (Free) Service (SAAS)
· Web 2.0 companies (stated above) do not sell software licences because software is not their product
· Instead, they provide software as a service (SAAS)
· The Web 2.0 business model relies on advertising or other revenue that results as users employ SAAS
· Several software items are obtained from a thin-client browser(don’t require installing software), with the bulk of the processing occurring in the cloud, somewhere on the Internet
· e.g., search Google, run Google Docs, use Google Earth, process Gmail, and access Google Maps

Use Increases Value
· Another characteristic of Web 2.0 is the extent of network effects
· The value of the site increases with number of users and their use of the site
· e.g., Amazon.com gains more value as more users write more reviews
· User-generated content (UGC) refers to website content that is contributed by users
· Crowdsourcing combines social networking, viral marketing, and open-source design, saving considerable cost while cultivating customers. With crowdsourcing, crowd performs classic in-house market research and development and does so in a way that customers are being set up to buy 

Organic User Interfaces and Mashups
· Web 2.0 interfaces are organic, and may change frequently
· Web 2.0 encourages mashups, which result when the output from two or more websites is combined into a single user experience
· e.g., Google’s My Maps 

Participation and Ownership Differences
· Traditional sites are about publishing
· Web 2.0 is about participation -- users provide reviews, map content, discussion responses, blog entries, and so forth
· Traditional vendors and websites tend to lock down all the legal rights they can
· Web 2.0 locks down only some rights

How Can Businesses Benefit from Web 2.0?
· How Web 2.0 techniques might be used by non-Internet companies?
· Businesses can use Web 2.0 for:
· Advertising
· Mashups
· Not for All Applications
· Note that not all business information systems benefit from flexibility and organic growth
· Information system that deals with assets (financial or material), requires some level of control

Is there a Web 3.0?
· Web 2.0 is thought to be preceded by Web 1.0, and that it will be followed by Web 3.0
· It is hard to predict the future as some changes  are discontinuous and the invention and use of technology are hard to predict as well
· Web 2.0 is a broad overarching term
· We cannot predict what Web 3.0 will look like (or even if it will be called “Web 3.0”)
· Nobody knows what the next generation of inventors and entrepreneur will invent

Chapter 10: Acquiring Information Systems Through Projects

How can information systems be acquired?
· Five basic ways for acquiring software applications:
1. Buy it and use it as is
2. Buy it and customize it (most common for organizations) 
3. Rent or lease it
4. Build it yourself
5. Outsource it (rely on another company to provide products, services, that ur unable/unwilling to develop urself) 
· Acquiring new software is NOT the same as acquiring new information systems, because there is a lot more to think about in systems than just software
· New Software Must Be Integrated into Existing Systems: data, current technology, procedures and people 

What are IT Projects, and what does PMBOK mean?
· Project Management Body of Knowledge (PMBOK) 
· A project consists of a temporary endeavor undertaken to create a unique product, service or result
· Projects often begin with a set of goals or objectives
· A scope is developed for the project: project managers given people, resources, money, working space 
· Projects usually have a start and an end date
· projects often represent change in an organization

IT Projects
· IT projects have a large information technology component (in terms of budget or personnel)
· Scope (objective)
· Start and end date
· Temporary use of resources
· Unique
· Accomplish something new
· Hard to estimate time, budget, and scope
· IT projects are never exclusively about technology: they affect data people and processes 

Information Technology Project Management (ITPM)
· ITPM is the collection of techniques and methods that project managers use to plan, coordinate, and complete IT projects, including:
· Planning tools
· Budgeting methods
· Graphical scheduling methods
· Risk management techniques
· Communication planning
· High-tech team development
· PMPs (Project Management Professionals) 

What should you know about IT operations and IT projects?
· IT Operations (Services): The delivery of service, maintenance, protection, and management of IT infrastructure
· IT Projects: The renewal and adaptation of IT infrastructure is normally accomplished through projects
· Operational work and project work tend to attract two different types of IT professionals
· Operational work attracts professionals who prefer to specialize in particular technologies  
· But these two fields rely on each other for success 
· What the IT Department Does (figure)

Information Technology Infrastructure Library (ITIL)
· ITIL is a well-recognized collection of books that provide a framework of best-practice approaches to IT operations
· ITIL offers a large set of management procedures that are designed to help businesses achieve value from IT operations 
· ITIL has gone through several revisions; core books from the latest refresh (ITIL V4) were published in June 2011

What About the Web?
· Web has become an important avenue for delivering IT services to both internal employees and external customers
· Internal intranet website may include frequently asked questions (FAQ), web-based forms for requesting services, and some web-based applications that help support tasks like adding a new employee 
· Public website provides support for external customers, such as FAQ, customer support information, and company contact information
· IT department is normally responsible for maintaining information about IT services on the site so the web plays a critical role for the delivery of IT services in many organizations 

Why are IT projects so risky?
· Most IT project definitions are not easy to graphically represent 
· Lack of a good model is an important risk to recognize in IT projects
· Good estimates are difficult to develop because the technology is continually changing so can’t estimate cost 
· Being able to monitor progress is another challenge for IT projects cuz for example if u look at a bridge construction, u can physically see if ur half way there but not easy to know for IT projects 

Some Risks Inherent in IT Projects
· Lack of experience in the team
· Lack of support from top management
· Lack of participation from system users
· Unclear and uncertain project requirements
· A high level of technical complexity, and changes in the project environments

What is an SDLC?
· The systems development life cycle (SDLC) is the classic process used to acquire information systems
· To successfully acquire and maintain information systems, there are basic tasks that need to be performed
· These basic tasks are combined into phases of systems development

SDLC
· Classical process with five phases:
1. System definition
· Management’s statement defines new system
2. Requirements analysis
· Identify features and functions
3. Component design
· Based on approved user requirements
4. Implementation
· Implement, test, and install new system
5. System maintenance
· Repair, add new features, maintain
· Phases in the SDLC (figure)

Phase 1: Defining Systems
· Define goals and purpose for new system
· Must facilitate organization’s competitive strategy
· Supports business processes 
· Improves decision making
· Defining project’s scope
· Simplifies requirements determination and other subsequent development work 
· Assess feasibility of project (answers the question of “does this project make sense?”)
· Cost feasibility
· Schedule feasibility
· Technical feasibility
· Organizational feasibility
· SDLC: System Definition Phase


Phase 2: Requirements Analysis
· Form the project team and develop the requirements 
· Management of scope in an IT project
· Determine and document specific features and functions of the new system
· Approve requirements
· Less expensive to change system in this phase

How are information systems designed, implemented, and maintained?
· Five ways to acquire information systems: 
1. Buy it
2. Buy it and customize it
3. Rent or lease it
4. Build it yourself
5. Outsource it
6. For options 1-3, organization must match its requirements with the capabilities of the available software application
· Matching Organizational Needs and COTS Software Capabilities (figure)

Phase 3: Component Design
· Develop and evaluate alternatives
· Accurate requirements critical
· Hardware design determined by project team
· Software design depends on source
· Off-the-shelf (COTS commercial off-the-shelf software ) 
· Off-the-shelf with alterations
· Custom-developed programs
· Data model converted to database design
· Procedures developed for normal processing, backup, and failure recovery operations
· Job descriptions created for users and operations personnel
· SDLC: Component Design Phase (figure)

Phase 4: Implementation
· System must be built 
· Components constructed independently
· Document and review
· System testing
· Individual components tested 
· System integrated and tested
· Users must be converted to new system
· SDLC: Implementation Phase (figure)

Systems Testing
· Test plan
· Sequences of actions that users take when employing system
· Both normal and incorrect actions should be considered
· Labour intensive
· Product quality assurance (PQA)
· Testing specialists
· Beta testing
· Future system users try out system on their own

System Conversion
· Converting business activity from the old system to the new
1. Pilot
· Organization implements entire system on single, limited unit
· If systems fails, it only affects limited boundary
· Reduces exposure 
2. Phased
· New system installed in phases
· Tested after each phase
· Continues until installed at entire organization
· Can’t be used in tightly integrated systems
3. Parallel
· New system runs in parallel with old system during testing
· Expensive and time consuming
· Data must be entered twice
· Provides easy fallback position
4. Plunge
· Direct installation
· Install new system and discontinue old
· There is no backup position
· Design and Implementation for the Five Components (figure)

Phase 5: Maintenance
· Fixing the system so that it works correctly or adapting system to changes in requirements
· Need method to track system failures and enhancements
· Corrections usually prioritized based on severity
· group fixes for high-priority failures into a patch 
· bundle fixes of low-priority problems into larger groups called service packs
· SDLC: System Maintenance Phase (Figure)

Problems With SDLC
· SDLC waterfall method
· Phases are not supposed to be repeated
· Often teams have need to repeat requirements and/or design phases
· Difficulty in documenting requirements
· Analysis paralysis or uncertain requirements
· Scheduling and budget difficulties
· Multiyear projects difficult to properly schedule
· Estimations on labour often produce insufficient budgets

What is outsourcing, and what are application service providers?
· Outsourcing is the process of hiring another organization to perform a service
· The outsourced vendor can be domestic or international
· Offshoring is when vendor is overseas 
(e.g., China, India, and Russia)
· Application Service Providers (ASPs) are a special form of outsourcing

Reasons for Outsourcing
· An easy way to gain expertise
· Concern cost reductions
· To reduce development risk
Outsourcing Risks (figure)

Application Service Providers
· ASP agreement
· Organization contracts with a vendor to “rent” applications from the vendor company on a 
fee-for-service basis
· Vendor maintains the system at its own web location and the client organization accesses the application on the vendor’s website
· Payments
· Monthly or yearly
· Based on number of employees or “users”

Chapter 11: Structure, Governance, and Ethics

How is the IT department organized?
· Most organizations rely on information technology (IT) services 
· All these services -- email systems, accounting applications, desktop computers, and mobile devices -- used in an organization require some form of technical support
· The department of people who support this is often referred to as “IT Services” or “Information Systems Services”
· Typical Senior-Level Reporting Relationships (Figure)

What About the Web?
· The Web has had a significant impact on the organization of IT departments
· Traditionally, IT department was responsible for designing and maintain a website
· This task now belongs to marketing department to keep up with branding and control of content while IT provides technical support for the website
· Creating well-designed company web pages requires knowledge of branding and marketing, plus technical skills

What jobs exist in IT services?
· IT industries have a wide range of interesting and well-paying jobs
· Some think that the industry consists only of programmers and computer technicians who have great technical skills
· The reality is that most jobs that are in the highest demand in the IT industry require a mix of interpersonal and technical skills
· The industry needs people who can bridge the knowledge gap between computer technicians and business system users
· Job Positions in the Information Systems Industry (Figure)

Jobs in IT Services
· The data, procedures, and people components of IS require professionals with great interpersonal communication skills
· For most technical positions, knowledge of business specialty increases marketability
· High-paying jobs require communication, leadership, and business skills
· For students, a dual major can be an excellent choice to open up opportunities 
· Organizational Strategy and Information Systems (Figure)

What is IT architecture?
· IT architecture is the basic framework for all the computers, systems, and information management that support organizational services
· Enterprise architect creates a blueprint of an organization’s information systems and the management of these systems
· organizational objectives, business processes, databases, information flows, operating systems, applications and software, and supporting technology
· A Framework of Enterprise Architecture (Figure)


What is alignment, why is it important, and why is it difficult?
· Process of matching organizational objectives with IT architecture
· Ongoing process -- fitting IT architecture to business objectives is continuous challenge (continuously evolving)
· Measured as the degree to which the IT department’s missions, objectives, and plans overlapped with the overall business missions, objectives, and plans
· Communication between business and IT executives is the most important indicator of alignment

What is information systems governance?
· Goal of IS governance is to improve the benefits of an organization’s IT investment over time
· Reporting structures
· Review processes
· Improve quality
· Reduce service costs and delivery time
· Reduce IT risks
· Better support business processes
· Creating Benefits from IT Governance (Figure)

The Sarbanes-Oxley Act and the Budget Measures Act
· Sarbanes-Oxley Act (SOX) in USA and Budget Measures Act (or Bill 198) in Canada
· Require management to create internal controls sufficient to produce reliable financial statements and to protect the organization’s assets
· e.g.,  ex of internal controls is the separation of duties and authorities
· Expose both management and the external auditor to financial and criminal liability

What is an information systems audit, and why should you care about it?
· Examination and verification of a company’s information resources that are used to collect, store, process, and retrieve information – including organization’s IS policies and procedures
· Many firms offer IS audit services
· Control Objectives for Information and Related Technology (COBIT) is a framework of best practices designed for IT management, help for organization alignment but not guaranteed, point organization to right direction 

Why Should You Care About Information Systems Governance and Information Systems Audits?
· Increased need to report and disclose IS operational information will require employees at all levels of an organization to become more familiar with the issues facing information technology management
· Senior business managers are required to make assertions about the controls on IS that will expose them to both financial and criminal penalties

What is Information systems ethics?

· Information systems ethics is about people involved with the system, not hardware or software
· IS ethics is about understanding our own behaviour—the way we think and act in situations where our choices affect others
· Ethical principles
· United Nations Declaration of Human Rights
· Canada’s Charter of Rights and Freedoms
· Association of Computing Machinery’s code of ethics 

What is green IT, and why should you care about it?
· Green IT (green computing) - using IT resources to better support the triple bottom line for organizations
· The triple bottom line - a concept that expands the notion of traditional financial reports, which are based solely on financial performance, to take into account ecological and social performance
· Primary goals to improve energy efficiency, promote recyclability, and reduce the use of materials that are hazardous to the environment
Green IT
· Green IT considers the effects of choices on people and the environment
· ENERGY STAR program - is an international government/industry partnership to produce equipment that meets high-energy efficiency specifications or promotes the use of such equipment
· E-cycling or the recycling of electronic computing devices

Chapter 12: Managing Information Security and Privacy
What is identity theft?
· Understanding threats to your own privacy will help make you more sensitive to the importance of security and privacy
· In identity theft, vital information such as a person’s name, address, date of birth, social insurance number, and mother’s maiden name are acquired to complete impersonation 
· With this information, the identity thief can take over a victim’s financial accounts; open new bank accounts; transfer bank balances; apply for loans, credit cards, and other services

What is PIPEDA?
· PIPEDA: Personal Information Protection and Electronic Documents Act 
· The Act is intended to balance an individual’s right to the privacy of his or her personal information, which organizations need to collect, use, or share for business purposes
· The Privacy Commissioner of Canada oversees this Act
· PIPEDA governs how data are collected and used

PIPEDA and Organizations
· PIPEDA suggests that organizations should not be able to use the information collected for any purpose other than what the organization agreed to use it for 
· PIPEDA suggests that it is the duty of an organization to protect the information they collect
· PIPEDA does not facilitate individuals suing organizations 
· The commission reviews case and produces a report stating its conclusions

What types of security threats do organizations face?
· Three sources of security threats are:
1. Human errors and mistakes
· Accidental problems 
· Poorly written programs
· Poorly designed procedures
· Physical accidents
2. Malicious human activity
· Intentional destruction of data
· Destroying system components
· Hackers
· Virus and worm writers
· Criminals 
· Terrorists
3. Natural events and disasters
· Fires, floods, hurricanes, earthquakes, tsunamis, avalanches, tornados, and other acts of nature
· Initial losses of capability and service 
· Plus losses from recovery actions
Five types of security problems are:
1. Unauthorized data disclosure
2. Incorrect data modification
3. Faulty service
4. Denial of service
5. Loss of infrastructure

Types of Problems
· Unauthorized data disclosure
· Human error
· Posting private information in public place
· Placing restricted information on searchable Web sites
· Inadvertent disclosure
· Malicious release
· Pretexting : someone deceives by pretending to be someone else 
· Phishing: Pretexting via e-mail 
· Spoofing: someone pretending to be someone else or somewhere else like an intruder using another site’s IP address 
· Sniffing: technique for intercepting computer communications 
· Incorrect data modification 
· Human errors
· incorrect entries and information: entering  price discounts or accidently changing student grade
· procedural problems
· systems errors
· Hacking
· Faulty Service
· Incorrect system operation
· Usurpation: means taking someone's power or property by force
· Denial of service (DOS)
· Human error
· Denial-of-service attacks
· Loss of infrastructure
· Accidental : bulldozer cutting off fiber optic cables
· Theft
· Terrorism
· Natural disasters

Elements of a Security Program
1. Senior management involvement
· Must establish a security policy
· Manage risk
· balancing costs and benefits
2. Safeguards
· Protections against security threats
3. Incident response
· Must plan for prior to incidents
Security Safeguards as They Relate to the Five Components (Figure)

How can technical safeguards protect against security threats? 
· Involve hardware and software components of an information system 
Identification and Authentication
· User names and passwords
· Identification
· Authentication
· Smart cards
· Personal identification number (PIN)
· Biometric authentication
· Fingerprints, facial features, retinal scans
· Single sign-on for multiple systems

Technical Safeguards
· Encryption and Firewalls
· Malware Protection
· Viruses
· Worms
· Trojan horses 
· Spyware: installs on hardware without permission and views what the user is doing 
· Adware : installs on hardware without permission like spyware but it views the user’s behaviour 
· Malware safeguards
1. Install antivirus and anti-spyware programs
2. Scan your computer frequently
3. Update malware definitions: codes, patterns 
4. Open e-mail attachments only from known sources
5. Install software updates promptly
6. Browse only reputable Web sites

How can data safeguards protect against security threats?
· Data safeguards 
· protect databases and other organizational data
· Data administration
· Organization-wide function
· develops data policies
· enforce data standards
· Database administration
· Particular database function
· procedures for multi-user processing
· change control to structure
· protection of database
Data Safeguards
· Encryption keys
· Key escrow
· Backup copies
· Store off-premise
· Check validity
· Physical security
· Lock and control access to facility
· Maintain entry log
· Third party contracts
· Safeguards are written into contracts 
· Right to inspect premises and interview personnel

How can human safeguards protect against security threats?
· Involve people and procedure components of information system
· User access restriction requires authentication and account management
· Design appropriate security procedures
· Security considerations for:
· Employees
· Non-employee personnel



Human Safeguards for Employees
· User accounts considerations
· Define job tasks and responsibility
· Separate duties and authorities
· Grant least possible privileges
· Document security sensitivity
· Hiring and screening employees
· Dissemination
· Employees need to be made aware of policies and procedures
· Employee security training
· Enforcement of policies
· Define responsibilities
· Hold employees accountable
· Encourage compliance
· Management attitude is crucial
· Create policies and procedures for employee termination
· Protect against malicious actions in unfriendly terminations
· Remove user accounts and passwords

Human Safeguards for Non-Employees
· Temporary personnel and vendors
· Screen personnel
· Training and compliance
· Contract should include specific security provisions
· Provide accounts and passwords with the least privileges
· Public users
· Harden Web site and facility
· Hardening: Take extraordinary measures to reduce system’s vulnerability
· Partners and public that receive benefits from the information system
· Protect these users from internal company security problems

Account Administration
· Account management procedures
· Creation of new user accounts
· Modification of existing account permissions
· Removal of unneeded accounts
· Password management
· Acknowledgment forms
· Change passwords frequently
· Help-desk policies 
· Authentication of users who have lost their password
· Password should not be e-mailed (just a notification of password change)
· System procedures:
· Normal operation
· Backup
· Recovery 
· Procedures of each type should exist for each information system
· Definition and use of standardized procedures reduces the likelihood of computer crime
· Each procedure type should be defined for both, system users and operations personnel
· Different duties and responsibilities
· Varying needs and goals
Security Monitoring
· Activity log analyses
· [bookmark: _GoBack]Firewall logs
· DBMS log-in records
· Web server logs
· Security testing
· In-house and external security professionals
· Investigation of incidents
· How did the problem occur?
· Lessons learned
· Indication of potential vulnerability and corrective actions

What Is Disaster Preparedness?
· A substantial loss of computing infrastructure caused by acts of nature, crime, or terrorist activity can be disastrous for an organization 
· Best safeguard is appropriate location
· Backup processing centers in geographically removed site
· Identify mission-critical systems and resources needed to run those systems
· Prepare remote backup facilities
· Hot and cold sites
· Train and rehearse cutover of operations

How should organizations respond to security incidents?
· Organization must have plan 
· Detail reporting and response
· Centralized reporting of incidents
· Allows for application of specialized expertise
· Speed is of the essence
· Preparation pays off
· Identify critical employees and contact numbers
· Training is vital
· Practise incidence response!
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