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Section 8.1:
Subnet an IPv4 Network

Upon completion of this section, you should be able to:

Explain how subnetting segments a network to enable better communication.
Explain how to calculate IPv4 subnets for a /24 prefix.
Explain how to calculate IPv4 subnets for a /16 and /8 prefix.

Given a set of requirements for subnetting, implement an IPv4 addressing
scheme.

Explain how to create a flexible addressing scheme using variable length subnet
masking (VLSM).
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Topic 8.1.1:
Network Segmentation




Broadcast Domains

Each router interface connects a broadcast domain and broadcasts

are only propagated within its specific broadcast domain.

© 2013 Cisco and/or its

affiliates. All rights reserved.

Broadcast Domain

GO0/0

Internet

Cisco Public



Problems with Large Broadcast Domains

« Slow network operations due to the significant amount of
broadcast traffic.

« Slow device operations because a device must accept and

process each broadcast packet.
<nteme>

LAN 1:172.16.0.0/16
(400 users)




Problems with Large Broadcast Domains
(cont.)

« Solution -reduce the size of the network to create smaller
broadcast domains in a process called subnetting.

« These smaller network spaces are called subnets.

< |ﬂtEfﬂE>

~ =

LAN1:172.16.0.0/24
(200 users)

—

[ LAN 2: 172.16.1.0/24
(200 users)
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Reasons for Subnetting

Network administrators can group devices and services into subnets that are
determined by: Location

LAN 5: 10.0.5.0 {24 (Fifth floor)

Go/4
LAN 4: 10.0.4.0 /24 (Fourth floar)
G0/3
LAN 3: 10.0.3.0 {24 (Third floor)
G0f2
LAN 2: 10.0.2.0 /24 (Second floor)
G0J/1

LAN 1: 10.0.1.0 /24 (First floor)
GoJ/o

Interneb

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Reasons for Subnetting (cont.)

Network administrators can group devices and services into subnets that are
determined by: Organizational unit.

< ﬂtEfﬂED

Administration ] | Human Resource
LAN1:10.0.1.0 /24 LAM 3:10.0.3.0 /24

o L.

GO/M G0/2

Students ] | Accounting
LAN 2:10.0.2.0 [24 LAN 4:10.0.4.0 f24

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Reasons for Subnetting (cont.)

Network administrators can group devices and services into subnets that are
determined by: Device type.

LAN 1:10.0.1.0 /24
(All Hosts)

LAN 3:10.0.3.0 f24
(All Servers)

LAN 2:10.0.2.0 /24
(All Printers)

© 2013 Cisco and/or its

affiliates. All rights reserved.
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Topic 8.1.2:
Subnetting an IPv4 Network




Subnet a Network Address

Method:

Borrowing host bits and turning them into network bits.

Example:

Network Address: 172 16 O 0/16

Provided by network ISP ClF
netvLork host

Subnetted Address: 172 16 O 0/24

Eight bits are borrowed to
increase the number of

network bits net Ork SUbnet \)St

Cisco Public 12



A Note About IP Addresses

IP Address in

uman Readable 172.16.15.10/24

Format / /

10101100000100000000111100001010

IP Address in
Network Computer Readable Format

Dots are added only to made IP addresses readable by people.
Subnet Arithmetic needs to be done per octet.

SSSSSSSSSSSS



Octet Boundaries

Subnetting Networks on the Octet Boundary

Prefix
Length
/8

255.0.0.0 nnnnnnnn.

11111111,

1 255 ). nnannnnn.
" 29525500 11111111,
/24 255.256.255.0 nnnnnnnn.

11111111.

Subnet Mask in Binary

(n = network, h = host)

hhhhhhhh.hhhhhhhh. hhhhhhhh
00000000.00000000.00000000

nnnnnnnn, hhhhhhhh hhhhhhhh
11111111.00000000.00000000

nnnnnnnn . nannnnnn . hhhhhhhh
11111111.11111111.00000000

16,777,214

65,534

254

© 2013 Cisco and/or its affiliates. All rights reserved.
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Class B IP Address Subnet Example
Network Address: 1721600/16

Provided by network ISP

Borrow 8 bits from host
for subnet to create /24 172 " 16 . O 0/24

172.16.0.0/24
Specific Subnets 172. 1610/24

172.16.2.0/24

7
172.16.255.0/24

CCCCCCCCCCCC



Class B IP Address Subnet Example contd

) 172.16.0.0/24
oo oroumes=2ss 172.16.1.0/24 2550
172.16.2.0/24 s subnetbis

2
172.16.255.0/24

172.16.5.1

Host Addresses per Subnet

h=8; no. of hosts=254 172 1652 2h_ 2 Hosts
172165§ h: # host bits

172.16.6.@

IIIIIIIIIIIII



Subnetting on the Octet Boundary

Subnetting 10.x.0.0/16

Subnetting 10.x.x.0/24

Subnet Address
(256 Possible Subnets)
10.0.0.0/16
10.2.0.0/16

Host Range

(65,534 possible hosts per subnet)

10.0.0.1 - 10.0.255.254
10.2.0.1 - 10.2.255,254
10.3.0.1 - 10.3.255,254
10.4.0.1 - 10.4.255,254
10.5.0.1 - 10.5.255.254
0.6.0.1 - 10.6.255.254
0.1 - 10.7.255.254

-

=y
(a1}

Q.

iy
=

10.255.0.1 - 10.255.255.254

10.255.255.255

Subnet Address
(65,536 Possible Subnets)
10.0.0.0/24

10.0.1.0/24
10.0.2.0/24

10.0.255.0/24
10.1.0.0/24
10.1.1.0/24
10.1.2.0/24

10.100.0.0/24

10.255.255.0/24

Host Range
(254 possible hosts per subnet)

10.0.0.1 - 10.0.0.254
10.0.1.1 - 10.0.1.254
10.0.2.1 - 10.0.2.254

10.0.255.1 - 10.0.255.254
10.1.0.1 - 10.1.0.254
10.1.1.1 - 10.1.1.254
10.1.2.1 - 10.1.2.254

10.100.0.1 - 10.100.0.254

10.255.255.1 - 10.255.255.254

10.0.0.255

10.0.255.255
10.1.0.255
1.1.1.0.255

10.1.2.0.255

10.100.0.255

10.255.255.255

© 2013 Cisco and/or its affiliates. All rights reserved.
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Classless Subnetting

/25 — Borrowing 1 bit from the fourth octet creates 2 subnets supporting 126
hosts each.

/26 — Borrowing 2 bits creates 4 subnets supporting 62 hosts each.
/27— Borrowing 3 bits creates 8 subnets supporting 30 hosts each.
/28 — Borrowing 4 bits creates 16 subnets supporting 14 hosts each.
/29 — Borrowing 5 bits creates 32 subnets supporting 6 hosts each.
/30— Borrowing 6 bits creates 64 subnets supporting 2 hosts each.

e —
Prefix Subnet Mask in Binary # of H of
Length (n = network, h = host) subnets hosts

nannnnnn . nonnnnnn . nnnnnnnn . nhhhhhhh

AT 11111111.111111211.11111111.10000000

nannnnnn . nnnnnnnn . nnnnnnnn . anhhhhhh

/26 255.255.255.192 11111111.11111111.11111111.11Q00000 4 62
27 | 255.255.255.224 T1111111 1111111111112 11100000 8 30
/28 | 255.255.255.240 11111111 11111111, 11111111 11120000 16 14
29 | 255.255255.248 11111111 11111111, 11111111 11111000 32 6
130 255 255,255,252 ANAMRDANR . ANNNANAN . ARARARNN . anannnhh 64 5

11111111.11111111.11111111.11111100

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Classless IP Address Subnet Example
Network Address: 192 ] 168 ] 1 ] 0/24

Provided by network ISP

Borrow 2 bits from host 192 . 168 . 1 . 0/26 )ary

for subnet to create /26 1921681 SS hhhhhh

network subnet host

192.168.1.0/26 (ss=00)
vy 192.168.1.64/26  (ss=01)
192.168.1.128/26 (ss=10)
192.168.1.192/26 (ss=11)

CCCCCCCCCCCCC



Classless IP Address Subnet Example

192.168.1.0/26

(Szlpsﬁgir?e?sl;bnets 192.168.1.64/26 2% _ 4 Subnets
192.168.1.128/26 = 7subnetpis
192.168.1.192/26

172.16.1.65
o e 172.16.1.66 28 2 s et

172.16.1.67 h=6: # host bits

l
172.16.1.126

IIIIIIIIIIIII



Classless Subnetting Example

192.168.1.0/25 Network

Bomrow 1 kit from the host portion of the address.

—_—
Original 192. 168 . 1, 0 00D 004D
1 Metwork
Mask 255. 255, 255. 0 000 0000
The bormowed bit value is 0 for the Net 0 address.
MNeto 132. 1EE., 1. 0 000 D0OQD
The borrowed béﬁlgses?ﬂ for the Met 1 2 Subnets
MNet1 1392. 168, 1. 1 oan  ©0Oao

The new subnets have the SAME subnet mask.

Mask 255. 255. 255. 1 040 OG0

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Classless Subnetting Example (cont.)

Dotted Decimal Addresses

Borrow 1 bit from the host portion of the address.

—_—
Original 1592. 168, 1. 0 040 0oao
1 Network
Mask 255. 255, 255. 0 0Q0 0O0QD
192, 168, 1. 0/25
Neto 192. 168, 1. 0 040 004D
192 168, 1. 128/25 2 Subnets
Net1 192. 168, 1. 1 040 004D
255, 255, 755, 128
Mask 255. 255, 255. 1 000 ©O04QO

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Creating 2 Subnets

/25 Subnetting Topology

H 192.168.1.0/25
»
G0/0
E B
r

192.168.1.128/25

Cisco Public 23



Creating 2 Subnets (cont.)

Address Range for 192.168.1.0/25 Subnet

Network Address

152, 168. 1. 0 poo oooD = 15%2.168.1.0
First Host Address

152, 168. 1. 0 000 0001 = 152.168.1.1
Last Host Address

192. 168. 1. 0 111 111p = 192.168.1.126
Broadcast Address

1592, 168. 1. 0 111 1111 = 192.168.1.127

MNetwork Address
192,

First Host Address

192,

Last Host Address

192,

Broadcast Address

192,

Address Range for 192.168.1.128/25 Subnet

le8.

1e8.

168.

168.

1.

000

000

111

111

0000

o001

1110

1111

192.168.1,128

192.168.1.129

152.168.1.254

192.168.1.255

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 4 Subnets

{26 Subnetting Topology

192.168.1.2/26

E 192.168.1.0/26
»
E‘

192.168.1.66/26 192.168.1.64/26

192.168.1.128/26

130
S0/0/0

129
S0/0/0

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Creating 4 Subnets (cont.)

Crriginal

Mask

Met O

Met 1

Met 2

MNet 3

Mask

Borrowing 2 Bits

Borrowing 2 Bits
-

182, 1e8, 1. oo 00 0000

255 255, 2h5, oo 00 0000

Borrowing 2 bits creates 4 subnets:

!

192, 1le8, i, 0o 00 0000
192, 1e8, 1. 01 00 0000
192, 1leg, 1. 10 00 0000
192, 1leg, 1. 11 00 0000
All 4 subnets use the same mask:
2550 nEL A s, 11 00 0000

—

192.168.1.0/2¢
132.168.1.64/26
192.168.1.128/28

192.168.1.152/28

_

Mask:255.255.255.192

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 4 Subnets (cont.)

Calculate Number of Hosts Address Range for 192.168.1.0/26 Subnet
MNetwork Address
192, 168. 1. 00 00 0000 182, 158. 1. ao 00 0000 = 182.168.1.0
T First Host Address

| 6 bits remain in host field I

192, 168. 1, - 00 00 0001 182.168.1.1

26 = 64 hosts per subnet
26 - 2 = 62 valid hosts per subnet

Last Host Address
192.168.1.62

132, 158. 1. o0 11 1110 =
Broadcast Address
13z, 158. 1. o0 11 1111 = 1%2.168.1.63

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Creating 4 Subnets (cont.)

Address Ranges Nets 0 - 2

Metwork 12Z. 1g8. 00 00 0000 192 .168.1.0
First 192, 1c8. 00 00 0001 152.168.1.1
Met O
Last 192, 168, 00 11 1110 132 . la8.1.62
Broadcast 192. 1e8. 00 11 1111 1532 .168B.1.63
Network 192. 168. 01 |00 0000 152.168.1.64
First 192. 188. 01 |00 0001 152.168.1.65
Met 1
Last 192. 1&8. 01 11 1110 192.168.1.126
Broadcast 192. 1e8. 01 11 1111 152 .168.1.127
Metwork 1922. 168, 10 00 D000 132 . 168.1.128
First 192. 168, 10 00 0001 132 . 168.1.125
Met 2
Last 19Z2. 1lag. 10 11 1110 192 .168.1.190
Broadcast 182, 188, 10 11 1111 192.168.1.191

© 2013 Cisco and/or its affiliates. All rights reserved.
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Topic 8.1.3:
Subnetting a /16 and a /8 Prefix




Creating Subnets with a /16 prefix

/18

9

120

f21

f22

123

f24

125

/26

127

Prefix
Length

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

Network Address
(n = network, h = host)
nnnnnnnn.annnnnnn.nhhhhhhh.hhhhhhhh
11111111.11111111.10000000.00000000
nnnnnnan.nnnnnnnn.nnhhhhhh.hhhhhhbh
11111111.11111111.11000000.00000000
nnnnnnnn.nnnnnnnn.nnnhhhhh.hhhhhhhh
11111111.111117111.11100000.00000000
nnnnnnnn.nnnnnnnn.nnnnhhhh.hhhhhhhh
11111111.11111111.11110000.00000000
nnnnnnnn.nnnnnnnn.nnnnnhhh.hhhhhhhh
11111111.11111111.11111000.00000000
nnnnnnnn.annnnnnn.nnnnnnhh.hhhhhhhh
TM1T11111.11111111.11111100.00000000
nnnnnnnn.nnnnnnnn.nnnnnnnh.hhhhhhhh
11111111.11111111.11111110.00000000

nnnnnnnn.nnnnnnnn.nnnnnnnn.hhhhhhhh
11111111.111117111.117111111.00000000

nnnnnnnn.annnnnnn.nnnnnnnn.nhhhhhhh
11111111.111117111.117111111.10000000

nannnnnan.nnnnnnnn.annnnnnn.anhhbhhbh
11111111.11111111.11111111.11000000

nnnnnnnn.nnnnnnnn.nnnnnnnn.nnnhhhhh
TMM11111.11111111.11111111.11100000

# of #of |mm
subnets | hosts

16

32

64

128

256

512

1024

2048

32564

16282

8190

4094

2046

1022

510

254

126

62

30

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 100 Subnets with a /16 Network

172

nnnnnnnn.nnnnnnnn.hhhhhhhh.hhhhhhhh

Borrowing 1 bit:
Borrowing 2 bits:
Borrowing 3 bits:
Borrowing 4 bits:
Borrowing 5 bits:
Borrowing 6 bits:
Borrowing 7 bits:
Borrowing & bits:
Borrowing 9 bits:

Borrowing 10 bits:
Borrowing 17 bits:
Borrowing 12 bits:
Borrowing 13 bits:

. 16

2" =2 =
2"2=4 =
2"3=8 =

2"4 =16 =
2"5 =32 =
2"6 =64 =
2"7 =128 =
2"8 = 256 =
2"9 =512 =
2710 = 1024 =
21 = 2048 =
272 = 4096 =
273 = 8192 =

Borrowing 14 bits: 2*14 = 16384 -=

0

0

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 100 Subnets with a /16 Network

(cont.)

172.

255,

172,

172,

172.

172.

Resulting /23 Subnets
—_—
16, 0000 0000. 0000 0000
255, 1111 1110. 0000 0000

}

Borrowing 7 bits creates 128 subnets

1le6.

1le6.

1a.

1a.

0000 0000.

0000 0010.

0000 0100.

Lton.

1111 1110.

0000 0000

0000 0000

0000 0000

0000 0000

172.16.0.0/23

172.16.2.0/23

172.16.4.0/23

172.16.254 .0/23

© 2013 Cisco and/or its affiliates. All rights reserved.
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Calculating the Hosts

Hosts = 2*n
(where n = host bits remaining)

172. 1s. 00 00 00 00. 0000 0000

9 hits remain in host field

29 = 512 hosts per subnet
2"9 - 2 = 510 valid hosts per subnet

Address Range for 172.16.0.0/23 Subnet

MNetwork Address

172, 16, 00 00 00 00O,

First Host Address

172. 16. 00 00 00 00.

Last Host Address

172, 16, 00 00 00 01,

Broadcast Address

172. 16. 00 00 00 O1.

0000 0000

0000 0001

172.16.0.0/23

172.16.0.1/23

172.16.1.254/23

172.16.1.255/23

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 1000 Subnets with a /8 Network

10,

255,

10,

10,

10.

10,

10,

10,

0000

1111

#
gooo. 00 00 0000.
1111. 11 00 0000.

)

0000

0000

Borrowing 10 bits creates 1024 subnets

0000

0000

0000

0000

0000

1111

00o00.

00o00.

0000.

00o00.

0001.

alilaLil, .

00 00 0000.

01 00 0000.

10 00 0000.

11 00 0000.

00 00 0000.

Lto..

10 00 0000.

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

10.0.0.0/18

10.0.64.0M18

10.0.128.0/18

10.0.192.0/18

10.1.0.0/18

10.255.128.0/18

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 1000 Subnets with a /8 Network
(cont.)

CalCUIatmg Hosts Address Range for 10.0.0.0/18 Subnet
140. 00 00 00 0O0. 0000 0000. 0000 0000
T Network Address
l 14 bits remain in host field 10. 00 00 00 00. 0000 0000. 0000 oooo =100.00M18

First Host Address

2™14 = 16384 hosts per subnet 10. 00 00 00 00. 0000 0000. 0000 ooo1 =10.0.0.118
2M4 - 2 = 16382 valid hosts per subnet

Last Host Address

10. 00 00 00 00. 0011 1111. 1111 1110 =110.0.63.254/18
Broadcast Address
10. 00 00 0O 0O0. 0011 1111. 1111 1111 =110.0.63.255/18

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Topic 8.1.4:
Subnetting to Meet Requirements




Subnetting Based on Host Requirements

Two considerations when planning subnets:
The number of host addresses required for each network.

The number of individual subnets needed.

Length {n = network, h = host) subnets hosts
255.255.255.128 31111331, 11111413 11111111 10000000 2 126
/26 | 255.255.255.192 T1111111.11111111.11111111 11000000 4 62
27 | 255.255.255.224 T1111111.11111112 11111111 11100000 8 30
28 | 255.255.255.240 11111111 ,11111111 11111111 11110000 16 14
/29 | 255.255.255.248 31111331, 1211144 11111118 11111000 32 6
/30 | 255.255.255.252 T1111111.11111111.11111111 11111100 64 ‘

The more bits borrowed to create subnets, the fewer host bits available.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Subnetting Based on Network
Requirements

Subnets Based on Organizational Structure

Research and
Development
Executive
Venagement Sales Technical Support
Human )
Resou rb leneem

Corporate Network

S

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Network Requirement Example

Corporate Network
Base Network Address: 172.16.0.0/22

LAN1 [Englneenng} LAN2 (Human Resources) LANS (Sales)
30 hosts 23 hosts 40 hosts

= .-'J = Y

l'. 22 BB

-vja - U

LAN4 (Technical Support) LANS (Exec
35 hosts Management)
10 hosts

IIIIIIIIII



Select Subnet Parameters

1. Base Network Address: 172.16.0.0/22 which has 10 host bits

2. Select number of host bits per subnet:
Maximum number of hosts per subnet = 40

l \ 5
i 2 2 = 62 Hosts i 2"~ 2 =30 Hosts
X h=6: # host bits l h=5: # host bits

Therefore required number host bits = 6

3. Number of remaining bits for subnet = 4
Number of subnets with 4 bits = 16
Number of required subnets = 5

4
2 = 16 Subnets

s=4: # subnet bits
New subnet mask is /126

© 2013 Cisco and/or its affiliates. All rights reserved Cisco Public 40



Network Requirement Example (cont.)

[ I 0 Y O WS T e T

14
15

MNetwork Portion

Host Portion

Dotted

Decimal

10101100.00010000.000000 00.00 000000 172.16.0.0/22

10101100.00010000.
10101100.00010000.
10101100.00010000.
10101100.00010000.
10101100.00010000.
10101100.00010000.
10101100.00010000.

10101100.00010000.
10101100.00010000.

000000
000000
000000
000000
000000
000000
000000

0o0.
0o.
0o0.
0o.
01.
01.
01.

0o
01
10
11
oo
01
10

000000
Qooo0o
000000
Qooo0o
Qooo0o
000000
Qooo0o

Nets 7 - 13 not shown

000000 11.10 0O0O0DOO
000000 11.11 000000

L 1

172.16.
172.146.
172.16.
172.146.
172.146.
172.16.
172.146.

172.16.
172.146.

[l B e B e T i B i N e

L

4 bits borrowed from host portion to create subnets

.0/28
LB4/26
.128/2¢6
L182/2¢8
.0/28
.B4/26
A128/28

L125/26
.182/2¢

© 2013 Cisco and/or its affiliates. All rights reserved.
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Network Requirement Example (cont.)

172.16.0.0/22
LAN1 LAN 2 LAN 3
172.16.0.0/26 172.16.0.64/26 172.16.1.0/26

'l..-' - =

l.," 28 8§99

LAN 4
172.16.0.128/26 172.16.0.192/26

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Topic 8.1.5:
Benefits of Variable Length Subnetting Masking




Traditional Subnetting Wastes Addresses

Building A
25 hosts

~1 s Ly Ry kD

Building B
20 hosts

Building C
15 hosts

Building D

28 hosts

AP

2 hosts

Network portion Host portion
[ ] |
11000000.10101000.00010100 .000 00000 192.168.20.0/24
11000000.10101000.00010100 .000 00000 192.168.20.0/27
11000000.10101000.00010100 .001 00000 192.168.20.32/27 Building LANs
11000000.10101000.00010100 .010 00000 192.168,20,64/27 |A B C,andD
11000000.10101000.00010100 .011 00000 152.168.20.96/27 |
11000000.10101000.00010100 .100 00000 192.168.20.128/2?‘_
11000000.10101000.00010100 ' .101 00000 192.168.20.160/27 %‘fgﬁgSlte
11000000.10101000.00010100 | .110 00000 192.168.20.192/27
11000000.10101000.00010100 .111 00000 192.168.20.224/2?]Unused.’

A A Available
Subnet portion Host portion
2"3 = 8 subnets 2"5 =2 = 30 hosts per subnet

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

a4



Traditional Subnetting Wastes Addresses
(Cont.)

Unused Addresses on WAN Subnets

. Host .
|<— Network portion —>|<- portion —)| Dotted Decimal

4 11000000.10101000.00010100 .100 00000 192.168.20.128/27
5 11000000.10101000.00010100 .101 00000 182.168.20.160/27
6 11000000.10101000.00010100 .110 00000 192.168.20.182/27

Host portion
2”5 - 2 = 30 hosts per subnet

30-2=28
Each WAN subnet wastes 28 addresses

28x3 =584
84 addresses are unused

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Variable Length Subnet Masks

Traditional Subnetting Creates Subnets of Varying Sizes
Equal Sized Subnets

One subnet was further divided to create 8
smaller subnets of 4 hosts each

&
y &

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Section 8.2:
Addressing Schemes

Upon completion of this section, you should be able to:

« Implement a VLSM addressing scheme.
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Section 8.3:
Design Considerations for IPv6

Upon completion of this section, you should be able to:

- Explain how to implement IPv6 address assignments in a business network.
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Topic 8.3.1:
Subnetting an IPv6 Network




The IPv6 Global Unicast Address

The IPv6 global unicast address normally consists of a /48 global routing prefix, a
16 bit subnet ID, and a 64 bit interface ID.

IPv6 Global Unicast Address Structure

48bits 16bits 64bits

||
=~ | GlobalRoutingPrefix | ~~  SubnetID Q Interface ID
| |

AJ48 routing prefix + 16 bit Subnet ID = /64 prefix
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Subnetting Using the Subnet ID

Address Block: 2001:0DB8:ACAD::/48

Increment subnet
ID to create
65,536 subnets

2001:0DB&:ACAD:0000:
2001:0DB8:ACAD:0001::
2001:0DB8:ACAD:0002:
2001:0DB8:ACAD:0003:
2001:0DB&:ACAD:0004:
2001:0DB&:ACAD:0005:
2001:0DB8:ACAD:0006::
2001:0DB&:ACAD:0007:
2001:0DB8:ACAD:000E:
2001:0DB8:ACAD:0009::
2001:0DB8:ACAD:000A:
2001:0DB8:ACAD:000E:
2001:0DB8:ACAD:000C:

164

164

(64
(64
64
64

/64

164
164

164

64
64
/64

Subnets 13 - 65,534 not

shown

2001:0DB8:ACAD:FFFF::/64
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IPv6 Subnet Allocation

Example Topology

H.m
o

A
S0/0/0

2
S0/0/0
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IPv6 Subnet Allocation (cont.)

Address Block: 2007:0DB&8:ACAD::/48

Z001:0DB8:ACAD: /64
2001:00BB:ACAD:0001:: /64

5 subnets allocated Z2001:0DB8:ACAD:-0002: /64

from 65,536 2001 :0DBB:ACAD: 0003 : /64
available subnets 2001:0DB8:ACAD:0004:: /64
. Z2001:0DB8:ACAD:0005::/64

Z001:00B8:ACAD: 11/ 64

Z001:0DBB: ACAD: :: /64

Z001:0DBB: ACAD: :: /64

Z001:0DBB: ACAD: :: /64
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IPv6 Subnet Allocation (cont.)

IPv6 Subnet Allocation

2001:0DB8:ACAD:0001::/64

A
S0/0/0

2001:0DB8:ACAD:000Z::/64
2001:0DB8:ACAD:0003::/64

2001:0DB8:ACAD:0004::/64 \

2
S0/0/0

2001:0DB8:ACAD:0005::/64
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Section 8.4:
Summary

Chapter Objectives:

« Implement an IPv4 addressing scheme to enable end-to-end
connectivity in a small to medium-sized business network.

- Given a set of requirements, implement a VLSM addressing scheme to
provide connectivity to end users in a small to medium-sized network.

- Explain design considerations for implementing IPv6 in a business
network.
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