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Chapter 1 – Importance of MIS

System: a group of components that interact to achieve a purpose. 
· When the systems purpose is to create information, then it becomes an information system. 

Computerized Information System: an information system enabled by technology. Consists of 5 components:
1. Hardware: electrical components. Ex: computer
2. Software: programs/applications part of the system. Ex: Word/PP
3. People: humans interacting.
a. Direct user: inputting data.
b. Indirect user: receives a system-generated report.
4. Procedures: instructions how to achieve an outcome. Ex: how to turn on CPU.
5. Data: Facts and statistics collected to form information.

IT vs. IS
Information Technology consists of hardware, software and data (the physical aspect).

Information Systems consist of hardware, software, data, procedures, and people. Gives IT a purpose. 

Information Systems
· Tradable job: job not specific to location.

Non-routine skills:
1. Abstract Reasoning: building and manipulating models, developing theories, and detecting patterns. 
a. Ex: understand meaning of a painting

2. Systems Thinking: How parts work together, interrelations.
a. Ex: see how the colors were blended.

3. Collaboration: developing ideas and plans with others (providing/receiving feedback).
a. Ex: work as a team to recreate painting.

4. Experimentation: Create and test alternatives, develop a recommendation, learn from mistakes. 
a. Ex: test ways to recreate painting, and determine which is best.

Moore’s Law
· More of a phenomenon
· Gordon Moore, founder of Intel 1965.

1. Computer speed increasing exponentially.
2. Mobile platforms and Internet access is growing worldwide.
3. Data storage and data communications costs virtually 0$.
4. Routine tasks can be outsourced cheaply.

MIS – using technology to achieve strategic business goals and objectives. 

Business Process: a sequence of activities that serve to accomplish something. 

Information: insights gathered to help us do our job. 

Porter’s 5 Forces Model
· Shows if an industry is attractive and profitable.

1. New Entrants: How easy it is for new companies to enter the market?
a. High: easy to set up shop
b. Low: laws, high setup costs

2. Power of Customers: Can customers negotiate with firms?
a. High: lots of choice, very sensitive to price.
b. Low: something they need, no choice but to buy from you.

3. Threat of Substitutes: Are there other products that can be bought instead of the ones in your industry?
a. High: many alternatives in the market
b. Low: product is unique.

4. Power of Suppliers: Can suppliers control prices and pressure ability to produce?
a. High: You need to buy from them.
b. Low: You can switch suppliers easily. 

5. Existing Rivals: How competitive is the market?
a. High: lots of innovation, lots of advertising.
b. Low: Few competitors, little advertising. 

Porter’s 4 Competitive Strategies

· Companies can adopt one or several strategies to compete.
· Company goals, culture, must be in line with strategy.

Cost			Differentiation
Mass		1			2

[bookmark: _GoBack]Focus		3			4

1. Providing low cost products targeting all consumers (Wal-Mart).
2. Providing unique products to all consumers (Coke).
3. Providing low cost products to unique consumers (Forever 21).
4. Providing unique products to unique consumers (Ferrari).

Value Chain Analysis
· Value: the amount of money a customer is willing to pay for a resource.

· Primary Activities: the activities involved with providing a product or service. 

· Inbound Logistics (all raw materials)  Operations (processing)  Outbound Logistics (shipping out)  Marketing & Sales (4 p’s)  Service (after sale service)

· Support Activities: The activities that support the primary ones. 
Background stuff that helps business run.
· Firm Infrastructure (locations)
· Human Resources (hiring/recruiting strategy)
· Technology Development (r&d)
· Procurement (office supplies)

Chapter 3 Part 1 – Hardware and Software

Hardware: all the raw components of an IS system (one of the 5 components of ch. 1).

Types of Hardware:
· Personal computer
· Tablets
· Smartphones
· Servers
· Server Farms (multiple servers)

Hardware breakdown:
Inputs  CPU  Output

Input (keyboard, mouse)
CPU (memory (short term)  storage (long term))
Output (screen, printer)

The CPU
· Brain of the computer.
· Compared based on speed, function, and cost.
· Speed is measured in Hertz.
· Dual-processor  2 CPUs in the same computer, quad-processor, you get it.
· Either 32 bits or 64 bits, 64 bits can have more than 4 GB.

Memory: RAM vs. ROM
ROM: Read-only Memory
Memory state is Permanent (non-volatile)
Purpose is to start the computer.
Speed: adding ROM has little impact on processing speed.
Ex: ROM is like breathing, not thought about it, your body just does it.
RAM: Random Access Memory
Memory State: Volatile (non-permanent). 
Speed: Adding RAM lets you do more things at the same time.
Ex: studying and listening to music can be done at the same time, but running and swimming cannot. Your brain cannot process that many tasks at the same time. 

ROM is what allows a computer to start.
RAM is erased when it loses electricity.

Client-Server Architecture
· Connected using a public or private network (Internet, or a chatroom).

Measuring Computer Data
· Computers use a language called binary code.
· Every 1 or 0 consists of 1 bit. 8 bits = 1 byte.
· 1024 bytes = 1 kilobyte
· 1024 kilobytes = 1MB
· 1024 MB = 1GB
· 1024 GB = 1 TB
· 1 TB = 1 Petabyte

Software

Operating System (OS): controls the computers resources. Ex: iOS.

Application Software: Allows the user to perform a specific task. 

Common Operating Systems:
· Windows – most popular in the world, used for servers in business.
· Apple – widely popular after 2006.
· Unix – developed by bell labs in 1970s, very difficult to use.
· Linux – a version of Unix that is free and developed through open-source.
· Open-source: people develop the technology voluntarily.

Virtualization: when one computer hosts the appearance of many computers.
· Main operating system is called “host operating system”
· You run applications on the machine that is actually OS.

 VM OS
Host OS  VM OS
	 VM OS
PC Virtualization: an individual user than needs to run multiple OS on the same device.

Server Virtualization: Divides the server and allows clients to pick the server that they want to access. 

Desktop Virtualization: each client has a personalized user environment that they can access from any device. 

Horizontal Market Apps  applications used across all organizations.
Vertical Market Apps  designed for specific industries.
One of a kind Apps  designed for a very specific purpose. 

Native Applications vs. Thin-Client Applications	
Native:
· Software made to run on a single operating system.
· Use complex programming languages to make it.

Thin-Client:
· Software that runs on web browsers.
· Less difficult to develop, very easy to update over internet. 

Licensing vs. Owning Software
· When you buy software you do not own it. You own the license to use it. 

Firmware: software that is installed into devices. Ex: printer, keyboard. Referred to as: software for the hardware. 

Mobile User Experience
User Interface (UI): the presentation and format of an application (menus icons toolbars).

User Experience (UX): the way the user responds (happy, frustrated).
Chrome: the visual overhead.

· Feature Content: use as much display space as possible. 
· Use Context-Sensitive Chrome: chrome should only appear when needed.
· Provide Animation/Lively Behaviour: Flashy/beautiful.
· Design to Scale and Share: needs to be able to co-exist well.
· Use the cloud: seamless move from activities across devices.

Push Data: sends notifications to the server.
Pull Data: data is requested from the server. 

Chapter 3 Part 2 – Networks and Data Communications

Network: collection of devices that communicate with one another over transmission lines or wireless connections.

Types:
· Local Area Network (LAN): computers connected within a small, single location, ex: Starbucks Wi-Fi.
· Wide Area Network (WAN): connects computers geographically apart, two or more locations, ex: Concordia Wi-Fi at two separate campuses. 
· internet: lower case I , a collection of WANs and LANs. 
· Internet: higher case I, the world wide web.

How Networks Work
· Switch: an intermediary that allows two computers to talk.
· Network Interface Card (NIC): allows a device to be able to talk to a network. Onboard NIC: when it’s built-in. 
· Wireless NIC: allows device to connect without wires. 
· Access point: like a switch, the computer that all wireless devices connect to. 
· Protocols: rules that allow two computers to talk with each other (computer language).
· All devices on 1 LAN must use the same protocol, or use a switch to translate the language. 
· IEE 802.3 protocol is the most popular, also known as Ethernet.
· IEE 802.11 protocol is popular for wireless connections.
· Bluetooth: a protocol that transfers data between devices at short distance.

How the Internet Works
Basically a giant WAN. 

· ISP: Internet service provider such as bell and Videotron. 
· Provides you with legitimate Internet address.
· Gives you access to the Internet.
· They pay for the Internet.

Connecting to your ISP requires:
· DSL (Digital Subscriber Line): uses the telephone line to connect to the Internet. 
· Cable Line: use television cable to connect to the Internet.
· WAN Wireless: wireless networks by mobile providers.

How do devices speak to the Internet? 
· TCP/IP (Transmission Control Program / Internet Protocol)
· Communication language of the Internet.
· Made up of 5 protocol types.

TCP/IP consists of
1. HTTP (accessing websites)
2. HTTPS (sending sensitive data to website, secured connection)
3. SMTP (emails)
4. FTP (files)

The Web vs. The Internet
· Web: subcategory of the Internet that uses HTTP (hypertext transfer protocol)

· Browsers: the software that speaks in HTTP so you can talk with websites.

· All websites have a TLD (top-level domain). Ex: .com, .ca. 
· All websites have a URL (uniform resource locator). Facebook
· IP Address: The address of the website in networking language. Can be public (websites) or private

How Websites Work
1 User Tier   2 Server Tier  3 Database Tier
1 Phones, devices
2 Run web servers and process application programs
3 Retrieve and store data.

Cloud Computing
· Cloud Computing: Elastic leasing of pooled computer resources over the Internet.
· By elastic we mean scalable.
· By pooled we mean centralized.

Benefits:
· Lower investment required
· Speedy development (employ patches, upgrades)
· Flexibility and adaptability to fluctuating demand
· Known cost structure
· Constantly updated (no obsolescence)
· Economies of scale
Downfalls:
· Dependency of vendor (prices, updates, not up to you)
· Loss of control over data (data can be located everywhere)
· Little visibility into security/disaster preparedness is entirely in the hands of the vendor.

What Made Cloud Computing Possible
1. Moore’s Law – reducing costs for increasing computing power.
2. Virtualization technology allowing for virtual machines and splitting resources.
3. Internet protocols and service oriented architecture services offered over the Internet. 

· SaaS: application software that is accessed over the Internet, running on a remote OS and hardware that the company need not won. 
· PaaS: the cloud vendor provides hardware, and operating system, built-in tools to build an application on their infrastructure. 
· IaaS: The cloud vendor provides remote hardware, storage, and networking, but the client chooses the software that is used (application, OS). 

Chapter 2 & 5 – Business Processes

Business Process: a sequence of activities that serve to accomplish something.

Activity: The tasks involved in completing a business process.

Why should companies standardize process?
· Enforce Policy
· Consistency
· Scalable for change
· Reduces risk

Structured vs. Dynamic Processes

Structured Processes: Formal activities that don’t change from day-to-day. Ex: caramel macchiato at Starbucks.
· Limitations: high, there’s one way of doing things. 
· Innovation: not necessary.
· Control: the company enforces procedure.
· Efficiency: very important, saves time and money.

Dynamic Processes: Informal activities that aren’t always done the same way. Ex: fixing the coffee machine.
· Limitations: more relaxed
· Innovation: very necessary
· Control: must adapt as you go.
· Efficiency: less important, more strategic, as long as the job gets done properly.

Types of Processes in Organizations
· Strategic Processes: solving broad, organization-wide, direction of company. Often made by executives.
· Managerial Processes: planning, analyzing, and managing resources in order to meet objectives.
· Operational Processes: day-to-day tasks with structured processes.

Business Process Model & Notation (needs expansion)

· Role: a category of activities within the process performed by an actor.
· Actor: a human or computer that accomplishes a task.
· Swim lanes: all of the activities in one role.

Data vs. Information
· Data: recorded facts and figures.
· Accurate
· Timely
· Relevant
· Sufficient
· Cost
· Information: the knowledge we gain from interpreting data provides meaning.


Process Improvement
Objectives  Metrics.
· Objectives: defined by management, must be properly communicated.
· Metrics: how well are we meeting the objective, indicates performance.

How it helps:
· Improves Activity
· Improves Data flow
· Improves control
· Improves procedures
· Automation

Bottleneck: when an activity slows down the whole process

Using BPMN diagrams for improvement
· As-is diagrams: the way the process currently looks
· Out-to be diagrams: how the process looks once its improves and re-mapped.

Chapter 6 & 7 – ERPs and SAP

ERP – enterprise resource planning: a system that centralizes data.
· 1 one database
· 2 integrated, industry-leading processes needed to use the system

ERPs prevent information Silos (when data is stored in separate locations, if this is not prevented, departments work in isolation. 
· These processes are called inherent processes or process blueprints.
· Gap Analysis: uncovering differences between business needs and ERPs ability

If ERPs are too expensive, companies may use EAI (enterprise application integration which allows the separate databases to communicate with each other. 
· Enables communication between databases
· Departments maintain their own data but it can be integrated if needed
· Allows companies to gradually move to ERP
· Ex: integrates all of the departments in the company to work together.

ERPs developed over time started with MRP (materials required for planning) then made its way through the value chain to integrate the whole business. 

ERP includes all 5 components of an ERP
· Hardware: purchase needed computers, printers, and servers. 
· Software: configuration setup of the system on the company’s computers. Customization  modifications to the ERP to meet specific needs. 
· Data: big empty databases that need to be converted. 
· Procedures: company chooses which ERP processes, changes old ways.
· People: includes users, system analysts, consultants from the vendor and third party.

Types of Data in ERP
· Transactional Data: day-to-day data collected from operations, changes by transactions.
· Master Data: data that doesn’t change between transactions.
· Ex: supplier name
· Organizational Data: data about the company.

Benefits of ERP
· Suppliers are integrated
· Access to more data for managers
· No more silos. 
· Data is shared in real-time
· Integrated processes based on best practices. 

Integration:
· Vendor selection  which brand to buy
· Gap analysis  which modules should be integrated
· Configuration  the rules, order sizes etc.
· Data issues  the way we store data in ERP may not be the same as the old ways
· Cutover process  when and how do we switch to the new system

Types of Organizations that use ERP:
· Industry: across all industries.
· Company size: used by large organizations, small companies don’t need massive software.
· Country: used around the world and in multi-national companies.
· Single instance: same ERP for the company around the world
· Multiple instances: different installation in different region.

ERP vendors
SAP (22%), Oracle (15%), and Microsoft Dynamics (10%)
· SAP  built in Germany 1972, 80% of fortune 500 companies use it.
Procurement concepts 
· Procurement: the process of acquiring goods and services from suppliers.
· Purchase order (PO): a document that requests the delivery of a product and the quantity.
· Raw materials inventory: stock of materials used to make core products. Ex: stock of coffee beans.
· Supplier Relation Management (SRM): interaction between supplier and company, automated with ERP
· Ex: when less than 5 bags of coffee beans, an order automatically go out.
· Returns Management process: getting defective products back to supplier.
· Supplier evaluation process: adding, removing new suppliers.
· Bull Whip Effect: when a company orders more products than needed, usually caused by a change in demand.

Other Concepts
· Train the trainer: train important people to do their job very well.
· Access controls: which parts of the ERP can a user access.

Chapter 5, 5a & 5b – Database Management

Content is defined as an organizations property. 
· Storage of Data using a DBMS (database management system)  efficiently stores and indexes data.
· Presentation of Data using CMS (content management system)  controls access to controls, and is aimed at the end user. 

Database: a collection of structured data. 

Chapter 9 – E-Commerce, Social Media and Web 2.0

E-business: any business activity conducted electronically

E-commerce: a sub-category of e-business that involves a transaction involving goods or services over a network.
· Merchant companies: actually purchase goods or services
· Non-merchant companies: act as intermediaries

Merchant Companies
· B2C  business to consumer (amazon)
· B2B  business to business (a clothing store buying cloth from china)
· B2G  business to government

Non-Merchant Companies
· Online Auctions  eBay
· Clearing houses  website offers the goods on behalf of someone else, never owns them.
· Electronic exchange  bidding.

Pros of E-Commerce
· Disintermediation: middle man is cut off
· Available information: offers reviews of goods and services
· Price elasticity: companies can better understand supply and demand through online tracking.
· More feedback: easy interaction
· Convenience

Cons of E-Commerce
· Channel conflict: unhappy with disintermediation.
· Price conflict: cheaper prices online
· Logistics expense: costly to ship many small orders
· Customer Service: salesperson isn’t there to show the customer how product works
· Showrooming: people go into stores to test products ex: apple store
· Taxation: oversea taxes and stuff

Social Networking: a web of related individuals and organizations.
· Social Capital: the benefit derived from social media.
· Three types of capital:
· Physical ex computer
· Human
· Social

Benefits of Social Capital
· Information
· Influence
· Social Credentials
· Personal Reinforcement

Weak vs. Strong Relationships
The stronger relationships are less beneficial to you.

Weak relationships tend to contribute most to your network.

Web 2.0

· Software: service is free via web as opposed to paying for a license.
· Client: you don’t need to download extra content to use maps and Gmail (thin client)
· Product value: network effects, more users adds more values 
· User Experience: differs on each website
· Content: participation from user is welcome
· Business Model: free services, advertising for revenue.
· Advertising: viral

User generated content: users create value for an organization.

Crowdsourcing: new ideas are posted online and customers can contribute to the idea. Ex: kick starter

Mashups: using various services across different websites. Ex: there’s a Google maps link to a company’s location on the company’s website. 

Chapter 10 – Acquiring is Through Projects

Project Management
The PMBOK (project management book of knowledge) put standards in place.

People certified to manage projects by PMI (project management institute)

ITPM (information technology institute)

If it involves technology, it becomes an IT project.
· If it affects all 5 components of technology including people and procedures.

The Iron Triangle
Balancing scope, time and budget.

Operations vs. Project
· IT Operations: day-to-day tasks. Ex: keep things running efficiently
· Projects: implementing changes over a period of time ex: improve the business
· ITIL (information technology infrastructure library) = PMBOK for operations.

Risks in Projects
1. Scope – IT is virtual, cant see what final product will look like
2. Costs – IT costs constantly changing
3. Time – How do I know how long each part will take

Acquiring New Systems
1. Buy it
2. Buy it then customize
3. Rent or lease it
4. Develop it yourself
5. Outsource development

Implementing New Systems
SDLC (system development life cycle): a classic process for acquiring or developing IS.

Phase 1: System Definition
· Define goals and purpose

Phase 2: Requirement Analysis
· Take the necessary measures to accomplish the goal
· Ex: hiring new people, getting people on board with your idea.

Phase 3: Component Design
· Buying vs. developing your needs
· Buying: there will always be discrepancy between what you need and what you get.
· Building it: you need to design all 5 components of the IS.

Phase 4: Implementation
· Once it’s all designed, programmers will come in and make it real.

Phase 5: Maintenance
· Making needed modifications after phase 4

Weaknesses:
· Waterfall method: once you move to the next phase, you don’t go back.
· Analysis Paralysis: too many details to cover that it Phase 2 goes on forever even though you should move on.

Other Methodologies (hybrid methods)
· Outsourcing: having another entity perform a service for you.

Chapter 11 – Structure, Governance, Ethics

CIO (chief information officer)
· Technology led by CTO
· Operations day-to-day administrators
· Development improve current systems
· Outsourcing relation’s monitors relationships with other firms. 

IT Architecture: The plan for everything IT in the business.
· Alignment: when IT and the future of the business are on the same page.

IT Governance: standard management policies and processes for IT services. 
· Deals with security, privacy and prioritizing IT investments.
· Recent laws like ONTARIO Act and SOX have made this increasingly important.
· SOX: Sarbanes and Oxley Act
· Requires company to create internal controls to protect: financial statements and company assets (databases)
IT Audit
· IS audit: making sure that the IT systems that hold financial data are secure.
· ISACA (information systems and control association): develops standards for IT governance and IT audits.

Ethics and Green IT
· Green IT: understanding the importance of our tech resources on our environment.
· Triple bottom line: its not all about the money
· Profit, planet, people.

Energy Star: an international program that labels products that consume less power.
· E-cycling
· E-waste

Chapter 12 – Managing Information and Security and Privacy

Identify Theft: critical personal information is stolen and used to impersonate a person. 

Organizations have a responsibility to keep customers safe under PIPEDA (personal information protection and electronic act).

Under this act, online services will tell you:
· What they are collecting
· What they will do with your information
· How they keep your information safe.

How data gets out intentionally
· Pre-texting: saying that you’re someone you’re not to access sensitive info.
· Spoofing: hiding your identity to pretend someone.
· Phishing: same as pretexting but done via email.
· Sniffing: intercepting data.


Technical Safeguards
Human Safeguards
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