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Encryption 
· Secret Writing 
· Stegnagraphy 
· Cyprography 
· Subsitution
· Transpositionk 
· Cipher
· Code 
Cyber warfare= weapon of the future 
Information must be sent to troops/allies without being intercepted 
Many worked as code makers & breakers 
Tried to crack enemy codes (Nazis)
Encryption is essential in information transfer control 
Ex. Web banking, you don’t want strangers to be able to see your banking details 
	Encryption maintains privacy within the information
Cipher: replaces an entire word with a symbol or other letters so that only the recipient can decipher
The message known as cipher text, is locked
The cipher maker has to provide recipient with something called the ‘key’ (metaphorical)
During war between Greeks and the Persians 
· Exiles in the Persian lands needed to communicate vital information to the Greeks 
· Carved message in wood and covered it in plastic – message was conveyed without having been intercepted (Steganography)
· This was an acceptable way of delivering messages secretly 
Steganography: 
· Relies on hiding the message itself
· If method for obfuscation known by enemy, method fails 
· Still used today in digital watermarking 
· Ex. Ancient Chinese scrunched their message up in a silk ball, silk was unraveled and secret message revealed 
· Ex. Message hidden within a hard boiled eggs, message could only be read when shell removed
·  WWII Nazis shrank pages down to the size of a period in a sentence 
· When period was enlarged the secret message was revealed
· This kind of message concealment isn’t good enough especially if the enemy figures out how to figure out th message
· Instead of hiding the message itself why  not hide the meaning of the message
· This is called Cryptography 
Transposition: 
EXAMPLES:
·  (Rail method) We have cookies = WH VCOI SEAEOKE 
· (Caesar shift) JGNNP = HELLO 
· (Kama Sutra – random position) FYIOP = HELLO 
· KEYWORDDABCDE…  
· This is one of the most easiest ciphers to crack because each letter only has 25 possibilities 
Frequency Analysis 
· The letter E appears the most common in the English language
· (frequency is high, 12% of the time) 
Cipher Disk 
· Leon Alberti 1470 
· More convenient to use 
· You only need to know the orientation in order to read what is inside the disk
·  One of the benefits of the cipher disk is that it makes encryption so much faster
· You just turn the wheel and you can figure it out much faster
Vigenere Cipher 
· Giovan Bellaso (1553) 
· More resistant to cracking 
· Complicated variations
· Still not good enough to completely resist group-force-cracking 
· Very time consuming for long messages, had to be a way of mechanizing this process 
· No matter how strong your code/cipher is, there is always going to be someone willing to spend the time to crack it 
The Voynich Manuscript 
· Nobody has been able to crack it 
· Written in the 1300’s in a completely ficticious language that has no equivalent in any language 
· The purpose of a mancuscript like this is to convey secrets that are not to be intercepted by ex. Catholic church 
· More modern example – Codex Seraphinianus 
· Artist spent two years illustrating false language that appears to be a real language 
· Comes out as jibberish when it is attempted to be understood
· Alphabet has 97 capital letters
ENIGMA 
· Arthur Scherbius (1918) 
· Cipher changes daily
· Relies on electronics, rotors, reflectors
·  Weakness: does not encrypt a letter unto itself
· Cracked by Alan Turing
· Jtherw was never a way to figure out if you had a prointed out copy from the enigma because there are so many encrypted/re-encrypted layers 
· One of the weaknesses was exploited – no letter would ever encrypt to itself
· A never = a (it would be something else and could never be itself)
· This presents 25 possibilites to one letter
· Wasn’t perfect, very time consuming 
· Sequental analysis: had to build own versions to test their theories 
· Information could now be intercepted and deciphered
· Human error is what resulted in the cracking of the ENIGMA 
· Always 6 letters in the first sentence. 
· In the navy, weather conditions were important – first 6 letter word was te german word for ‘weather’
· They were able to crack more and more of ht emessage through human error
· British code breakers exploited this
ENCRYPTION TODAY:  
· Computer generated (faster, more complex than by hand) 
· Symmetric Key Encryption  
· Public Key Encryption (asymmetric) 
· If your computer is sending data, you will have 2keys at once 
Ex. 
· Bob puts a message in a box, locks it with his own padlock 
· Alice receives box, puts her own padlock on the box, sends it back to bob
· Bob unlocks is padlock, sends box back to Alice 
· Alice unlocks her padlock and retrieves Bob’s message 
*No one had to share a key* 

Postmodern Economy 
· Mobilized Capital 
· The ability to relocate manufacturing 
· (outsourcing) 
Benefit: Globalization has been exposed to the entire world, creating more opportunities for international business and sharing
Drawbacks:
· Has increased disparity between rich and poor
· More conflict between dwindling natural resources
· People work cheaper overseas 

· Global reach of capital 
· The diffusion of goods, values and tastes on a global scale 
· Migration from industrial labour to service and information economy jobs 
· Cheapter ICT’s allow individuals to circumvent government control over information 
Global diffusion of commodities 
· Mass production of products
· Ex. You can go anywhere in the world and pick up an iPad 
· On the downside, local cultures are being replaced by global cultures 
· Global branding 
· Does “cultural blending” flatten ethnicities to their commodifiable traits? ex. fashion and cuisine?
· Does the decreasing power of central authorities such as Church and state lead to a loss of civil guidance? 
· Is post-modernity simply a “mashup” or is it a pluralist utopia 
· Is there really a true form is it all just random?
Other Problems 
· Hasty to assume the prefix “post” when we are still contending with modernist problems 
· Michel Foucault: we cannot periodize any era without access to all the texts from that era – which is impossible now 
· Arbitrary historical division (as what point did we become “postmodern”? May 2nd 1994 @ 3:44 pm?)
· Pluralism endangered by new global polarities 
· Notion of great pluralism is now under threat
· No longer in an east vs. west kind of world
· New polarities is between the north and south
· North – resource rich South- resource poor 
Globalization 
· 2 predominant definitional flavours: optimistic and pessimistic 
· Globalization is good: an integration of all social, economic and cultural systems facilitating cooperative growth and more equality 
· Globalization is bad: a flattening, hegemonic system that privileges cultural imperialistic tactics which reinforces social inequalities 
· Pessimistic views: spread of corporate media (powerful) which thus, has money to broadcast media, will cause social identities across the world to conform 
· Creating economies  of Scale: super corporation that incorporates all of the Nations 
· $$$$$$
Cultural Imperialism: 
“A pillar of the emergent imperial society, messages ‘Made in America’ radiate across the globe and serve as the ganglia of national power and expansionism.” – Hebert Schiller 
EX. What meaning do you associate with McDonald’s?
· (fast, inexpensive food)
· Western values/society 
· Efficiency, abundance 
· These messages are being distributed all around the world
· Older generation holds onto customs, but children are exposed to all of these “western values” and therefore become re-socialized to embrace these values 
· McDonald’s was bought by a dixy cup sales man and transformed the hamburger stand by using Fordist principles
· Standardized the product line, food tastes identical no matter where you bought it 
· Once the food is standardized, the values become standardized and so do the customers 
· When transported to other nations, their perspective changes as well 
· Has an impact on the identity of the people who live there 
Mike Featherstone
· US. Imperialism is a spent force and so therefore no longer exists 
· The new global civic society has emerged and is forming alternative networks that facilitate the creation of new cultural environments 
· Even if information and media sources is dominated by one nation or region, it o longer matters because the individual will adapt these to their own tastes and needs 
· Imperialism is enforced through the corporations 
David Harvey – does not agree with Featherstone
· The postmodern Condition
· Are the changes in the world simply cosmetic?
· There hasn’t been a fundamental shift in the way we think and operate 
· It hasn’t changed us as people, we are still the same – all that has changed is the technology 
Economic Determinism 
Layers:
Commodities (products, celebrities)
Culture Industry
Profit Accumulation
· Economic determinism forces us to think solely about profit 
· Everything is weighed in the balance of profit 
· Everything is a corporate space – ex Twitter, Facebook
There is no way of fighting the system….or is there?
La Perruque 
· Resistance and revolution is possible, from within 
· Ex. Use the time in the office creatively to write a poem..
· You are always free to interpret differently 
· Gift giving: against capitalism, no profit involved 
· Be someone who gives a gift 
Digital Divide: 
· Internet is important because it is an empowerment tool
· Digital divide is Not about how to access the technology, it is the prospect of gaining benefit from this access
· Ex. Giving iPads to poor countries in Africa isn’t going to solve any problems 
· They need to be able to learn  how to use these technologies to their benefit 
· Infrastructure isn’t there – therefore problems become bigger 
· When digital assistance is given, it is usually assistance designed for the wealthy and elite in society 
· Not designed for the advancement and empowerment of people 
Bridging the Gap 
· Involves ALL the following (the EAT model) 
Equipment
Access
Training
Impediments: 
· Anglocentric Programs
· Providing Enternationment in Lieu of Information 
· Wireless Access Potholes (UCC much?)
Correlation: Terrorist activity and lack of access to Internet 
· People are less inclined to get angry if they actually have the tools by which they can at least hope to be at par with the West 
· People need to stay out in the rural regions, if everyone comes into the urban areas there is overpopulation and lack of access to resources 
· Resources need to be available in rural areas as well 
Benefits: 
· Improvements in health, education and jobs 
· Decreases terrorism (Castells) 
· Decreases migration from rural to urban areas (decreases carbon footprint) 
· Empowers local communities
E-Waste 
· If people in these developing nations resist, government cracks down
· Corporation just relocates to another country with more relaxed labour laws 
· Operation is moved somewhere cheaper 
· Many nations have come to depend on these corporate jobs as means of survival 
· People are exposed to dangerous toxins in their water supply and are greatly affected by our consumption in technology
· The ethics of our consumption present a very serious problem
· Domestically: food industry – we don’t pay attention to the plastic packing it comes in – our mean consumption is unsustainable
· People are in developing nations are literally living in our technological waste 
· Countries in Europe and north America are re-defining e-waste as ‘second hand goods’
· Electronic garbage disposal has a link to our development 
iHazards 
· May contain: 
· Brominated Flame Retardants (neurological damage, thyroid problems)
· Polyvinyl Chloride (PVC) (produces dioxins, respiratory illness)
· Mercury (LCD screens – brain and kidney damage)
· Cadmium (kidney and bone damage)
· Chromium (linked to asthmatic bronchitis) 
Contamination gets into our water and food supply 

