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Q1: What is Content?
· In the broadest sense, content is property
· Often closely related to intellectual property, which is defined as a form of creative endeavor that can be protected through a trademark, patent, copyright, industrial design, or integrated circuit topography
· Organizations also store a lot of other content
· Word-processing documents, spreadsheets, presentations, web pages, text, graphics, video files, audio files, and even geographical information available through applications such as Google Earth
· The expanding volume of content and the growing number of formats in which it is provided can make it difficult for individuals and corporations to effectively utilize that content

Q2: How Can Content be Organized?
· The challenge in content management is indexing or cataloguing the right information, processing and storing it, and then getting it to the right person at the right times
· The presentation of content in organizations today is increasingly handled through a series of steps supported by software
· Web content management systems have been developed to help companies organize this process
· When an employee wants to place some content on the organization’s website, he will access the web content management system (CMS)
· Located on the company’s website server
· The employee typically loads the raw content into the web CMS system
· A copy editor then reviews the documents and makes changes
· He then passes the content on to layout artists, who prepare the content for presentation
· The web content management system helps manage each step of this process and enables a company to standardize the look and feel of a website and control the information available to customers and employees

Q3: What Is The Purpose Of A Database?
· A database keeps tracks of things that involve more than one theme

Q4: What Does A Database Contain?
· A database is a self-describing collection of integrated records
· What does self-describing mean? It means that a database contains, within itself, a description of its contents
· A byte is a character of data
· Bytes are grouped into columns, also called fields
· Columns/fields are grouped into rows/records
· A group of similar records is called a table or a file
· A database is a collection of tables, plus relationships among the rows in those tables, plus special data, called metadata, that describe the structure of the database
· Relationship among records: values in one table relate rows of one table to rows in another table
· A key is a column or group of columns that identifies a unique row in a table
· A foreign key is a column is a key from a different (foreign) table
· Metadata are data about the data
· Understand that metadata are data about data and that such metadata are always part of a database
Q5: What Is A DBMS, and What Does it Do?
· A database application system makes databases more accessible and useful
· Users employ a database application that consists of forms, formatted reports, queries, and application programs
· A database management system (DBMS) is a program used to create, process, and administer a database
· Popular DBMS systems include: DB2, Access, SQL server, Oracle, MySQL
· A DBMS is a software program; a database is a collection of tables, relationships, and metadata
· To modify an existing table, the developer opens the metadata form for that table and adds a new row of metadata
· The second function of the DBMS is to process the database
· Applications use the DBMS for four operations: to read, insert, modify, or delete data
· The third DBMS function is to provide tools to assist in the administration of the database
· DBMS administrative functions include backing up database data, adding structures to improve the performance of database applications, removing data that is no longer needed, and adding a security function to your database
· There is only one language that relational database use when communicating data from a database: Structured Query Language
· An international standard language for processing a database
· A query can be thought of as a question
· SQL can then be thought of as a formal way of asking a question to a database
· SQL can also be used to create databases and database structures

Q6: What is a Database Application?
· A database application is a collection of forms, reports, queries, and application programs that process a database
· Enables database processing over the internet
· The application program serves as an intermediary between the web server and the database
· Multiuser processing is common, but it does pose unique problems that you, as a future manager, need to be aware of
· Lost-update problem
· Making a system usable by two or more people requires a lot more than simply enabling a connection to someone else’s computer

Q7: What is the Difference Between an Enterprise and a Personal DBMS?
· DBMS products fall into two categories
· Enterprise DBMS products process large organizational and workgroup databases
· Personal DBMS products are designed for smaller, simpler database applications
[bookmark: _Toc196455663]Chapter 7: Information Systems for Competitive Advantage

Q1: What Are the Fundamental Types of IS Within Organizations?
· We found there are two basic ways to develop a competitive advantage through systems
· One was by changing the product; by differentiating it
· The second way of competing is through business processes
· Organizations look to technology to help lock in customers, reduce costs, and create entry barriers for competitors in the market
· Calculation Systems:
· Very first information systems
· Relieved workers of tedious, repetitive calculations
· Functional Systems: 
· Facilitated the work of a single department or business function
· In each functional area, companies added features and capabilities to information systems to support more functional-area activity
· Integrated, Cross-Functional Systems:
· Systems were designed not only to facilitate the work of a single department or function, but also to integrate the activities across business processes
· Sometimes called cross-departmental or cross-functional systems
· Systems that are used by two or more related companies are referred to as inter-organizational systems

Q2: What Are Functional Systems and Why Are They Changing?
· The value chain starts with marketing and sales activities, followed by inbound logistics, operations and manufacturing, outbound logistics, and service and support
· These primary activities are facilitated by the support activities: human resources, accounting & infrastructure, and procurement and technology
· Marketing and Sales Systems:
· Product management is the primary functional system for marketing
· Lead Tracking records prospects and keeps track of sales contracts with potential customers
· Sales Forecasting is vital not only for planning production managing inventories, nut also for financial reporting by publicly held companies
· Customer Management Systems generate follow up business from existing customers
· Operating Systems
· Used by non-manufacturers, such as distributers and retailers
· Order Entry
· Order Management
· Inventory Management
· Customer Service
· Manufacturing Systems
· Manufacturing Information Systems support the transformation of materials into products
· They process inventory data for raw materials, work-in-progress, and finished goods
· Planning: push-production planning or pull-production planning (demand)
· Scheduling Systems help organization determine the optimal methods
· Manufacturing Operation Systems control manufacturing plants and machines
· Human Resource Systems:
· Functional systems for HR include Payroll and Related Compensation Systems
· Recruitment Systems
· Assessing Employee Performance Systems
· Development and Training
· HR planning 
· Accounting Systems:
· Support all of the organization’s accounting activities
· Examples include: general ledger, financial reporting, accounts receivable, accounts payable, cost accounting budgeting, cash management, and treasury management (bonds, borrowing, and capital investment)
· There are many problems with functional systems
· Duplicated Data + Disjointed Systems + limited Information + inefficiencies = higher cost

Q3: What Is The Importance of Industry Standard Processes?
· Business process design: idea that organizations should not simply automate or improve existing functional systems
· “Paving the cowpath”  the process of making efficient what already exists, and while it makes things easier, it doesn’t necessarily change how it is done\

· Consider the creating of new, more efficient business processes
· Integrate activities of all departments involved in a value chain
· Process design projects are expensive and difficult
· Business processes are often complex and require many people to agree on changes to be made
· And, employees of an organization typically resist change
· Many early business process design projects were tailor-made: expensive as fuck
· But by mid 1990, companies developed integrated applications, with built-in Industry Standard Processes: cheaper, and saves time

Q4: What Are CRM Systems?
· One type of cross-functional systems in use today is Customer Relationship Management (CRM)
· Support the business processes of attracting, selling, managing, delivering, and supporting customers
· The difference between CRM systems and traditional functional applications is that CRM systems address all activities and events that touch the customer and provide a single repository for data about all customer interactions, while with functional systems, data about customers are sprinkled in databases across the organization
· CRM Components: Solicitation, Lead Tracking (presale), Relationship Management (post sale)
· Customer Life Cycle: [image: ]
Q5: What are ERP Systems?
· Enterprise Resource Planning Systems support many or all of the primary business processes as well as the human resource and accounting support processes
· ERP is an outgrowth of materials resource planning (MRP), and the primary users are manufacturing companies
· It represents the ultimate cross-departmental process systems:
· Integrates sales, orders, inventory, manufacturing, and customer service activities
· Provides software, pre-designed databases, procedures, and job descriptions for organization-wide process integration
· ERP Characteristics:
· Provides cross-functional, process view of organization
· Has a formal approach based on formal business models
· Maintains data in centralized database
· Offers large benefits but is difficult, fraught with challenges, and can be slow to implement
· VERY FUCKING EXPENSIVE
· Benefits of ERP:
· Efficient business processes
· Inventory reduction
· Lead-time reduction
· Improved customer service
· Greater, real time insight into an organization
· Higher profitability

Q6: What Are E-Commerce and Web 2.0?
· The most common type of inter-organizational system involves selling and purchasing
· E-commerce is the buying and selling of goods and services over public and private computer networks
· Web 2.0 has been used to describe applications and platforms on the web
· Focuses on providing services, not simply software applications, that can be accessed by a large number of people
· Recognizers the importance of the user as part of the system, providing data and information that makes the service better
· Creation of unique and difficult-to-develop data improves when more people use the system (YouTube, Facebook)
· Merchant companies are defined as those that take title to the goods they sell: they buy goods and then sell them
· B2C
· B2B
· B2G
· Non-merchant companies are those that arrange for the purchase and sale of goods without ever owning the goods
· Auctions
· Clearinghouses
· Exchanges
· EBay
· Benefits of E-commerce
· Disintermediation: elimination of middle layers in the supply of products to customers
· Improves the flow of price information
· For the seller, knowledge of price elasticity
· Losing-bidder auction prices
· Price experimentation
· More information obtained directly from customer
· Issues with E-Commerce:
· Channel Conflict
· Price Conflict
· Logistics Expense
· Customer service expense

Q7: What Are SCM Systems?
· Supply Chain
· Network of organizations and facilities
· Transforms raw materials into products
· Products delivered to consumer
· Integrates primary inbound logistics business activity
· Involves: customer, retailers, distributors, manufacturers, suppliers
· Transportation, companies, warehouses, inventories
· Supplier Relationship Management (SRM)
· Business process for managing contacts between an organization and suppliers
· Supports inbound logistics primary activity and procurement support activity
· Benefits of Information Systems on Supply Chain Performance
· Reduce cost of buying and selling
· Expanded supply chain speed
· Reduce size and cost of inventory
· Fix bullwhip effect
· Variety in the size and timing of orders increases at each stage up supply chain
· Natural dynamic of multi-usage supply chain
· Eliminate effect by giving participants access to consumer-demand information
· Do not optimize supply chain profitability
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Q1: What Are The Challenges Managers Face in Making Decisions?
· We will look at three of the assumptions Ackoff wrote about
· The first one is that managers will have no problem making decisions if they get the data they need
· Ackoff countered that, for most managers, too many possibilities exist: they should not expect their decisions to improve even with perfect data
· The second assumption is that poor decisions are made because managers lack relevant data
· Ackoff argued that managers suffer more from an overabundance of irrelevant data
· We refer to this overabundance of data as information overload
· The third assumption is that managers are aware of the data they need
· Ackoff argued that mangers are often not sure just what data they do require, and because they’re unsure, they ask for as much data as possible, leading to information overload
· The challenge for managers in a world overloaded with information is to find the appropriate data and incorporate them into their decision processes
· A final challenge in decision making is the quality of the data
· Raw data is unsuitable for sophisticated reporting or data mining
· Problematic data are termed dirty data
· Missing data
· Inconsistent data, particularly common in data that has been gathered over time
· Data can also be too fine or too coarse
· Data granularity refers to the degree of summarization or detail
· Coarse data is highly summarized, fine data expresses precise details
· Too Fine > Too Coarse

Q2: What is OLTP and How Does It Support Decision Making?
· Online Transaction Processing System
· Collects data electronically
· Processes the transactions online
· Backbone of all functional, cross-functional, and inter-organizational systems in an organization
· OLTP systems support decision making
· Provides raw information about transactions
· Provides information about status for an organization
· If transactions are entered a processed immediately upon entry, then the system is operating in real time
· If you wait for many transactions to pile up before you process them, then the system is batch processing

Q3: What Are OLAP and the Data Resource Challenge?
· While data may be collected in OLTP, the data may not be used to improve decision making
· We refer to this as the data resource challenge
· OLAP – Online Analytic Processing
· Focuses on making OLTP-collected data useful for decision making
· Provided the ability to sum, count, average, and perform other simple arithmetic operations on groups of data
· An OLAP report has measures, or facts, and dimensions
· A measure is the data item of interest
· A dimension is a characteristics of a measure
· The distinguishing characteristic of an OLAP report is that the user can alter the format of the report
· With an OLAP report, it is possible to “drill down” into the data
· This term means to further divide the data into more detail

Q4: What are BI Systems and How Do They Provide Competitive Advantage?
· Provide information for improving decision making
· Primary systems:
· Reporting system
· Data-Mining system
· Knowledge Management system
· Expert system
· Reporting Systems:
· Integrate and process data by sorting, grouping, summing and formatting… Produce, administer, and delivers the report
· Improves decision making by providing relevant, accurate, and timely information to the right person
· Data-Mining Systems:
· Use sophisticated statistical techniques to find patters and relationships
· Improves decision making by discovering patters and relationships in data to predict future outcomes
· Unsupervised Data-Mining:
· Analysis run before the hypotheses
· Hypotheses created after analysis to explain results
· Cluster Analysis
· Technique to identify groups of entities that have similar characteristics
· Supervises Data-Mining
· Model developed before analysis
· Statistical techniques used to estimate parameters
· Regression Analysis
· Measure impact of a set of variable on another variable
· Neural Networks
· Predicts Values
· Makes classifications
· Market-Basket Analysis
· Computes correlation based on past performance
· Technique for determining sales patters
· Creates probabilities that two items will be purchased together
· Knowledge Management Systems:
· Share knowledge of products, product uses, best practices among employees, managers, customers and others
· Improves decision making by publishing employee and others’ knowledge
· Create value from existing intellectual capital
· Expert Systems:
· Encode Human Knowledge
· Gathered from human experts in the domain
· Rule based systems
· Improve diagnosis and decision making in non-experts
· Expert System Shells
· Program that process the rules
· Process IF side of rules until no value returned
· Reports values of all variables
· Drawbacks:
· Difficult and expensive to develop
· Difficult to maintain
· Cant live up to expectations
· Data mining techniques should be incorporated into complete information systems
· An RFM analysis is a way of analyzing and ranking customers according to their purchase history
· Recent?
· Frequent?
· Money?

Q5: What are the Purposes and Components of a Data Warehouse?
· Data Warehouse
· Extracts and cleans data from operational systems
· Prepares data for BI processing
· Data Mart
· Data Collection
· Created to address particular needs
· Business function
· Problem
· Opportunity
· Smaller than data warehouse
· Users may not have data management expertise
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Q1: What is the Relationship between Organizational Strategy and Information Technology Planning?
· Use Porter’s five forces model to consider the industry structure and then develop a competitive strategy for the organization
· This competitive strategy is supported through activities in the value chain, which consist of business processes supported by information systems

Q2: What is Information Technology Architecture
· Information Technology Architecture:
· Basic framework for all the computers, systems, and information management that support organizational services
· Enterprise architect (new job)
· Creates a blueprint of an organization’s information systems and the management of these systems
· In developing the architecture, the enterprise architect usually considers organizational objectives, business processes, databases, information flows, operating systems, applications and software, and supporting technology
· The IT Architecture is typically a complicated document
· John Zachman created a method to ease the understandability
· Divides system into two dimensions
· Six reasons for communication (Who – people, what – data, when – time, where – network, why – motivation, how - function)
· Stakeholders (planner, owner, designer, builder, implementer, and worker)

Q3: What is Alignment, Why is it Important, and why is it Difficult?
· The process of matching organizational objectives with IT architecture is often referred to as alignment
· Not a straightforward process
· Measured as the degree to which the IT department’s missions, objectives and plans overlapped with the overall business missions, objectives and plans
· Alignment should be viewed as an ongoing process – meaning that fitting IT architecture to business objectives is a challenge that continually evolves
· Communication between business and IT executives is the most important indicator of alignment
· Successful companies find ways to help share knowledge and frustrations between the IT department and the business functions

Q4: What is Information System Governance?
· One purpose of governance is to ensure, on behalf of the firms’ shareholders, that an organization produces good results while working to avoid bad results
· Governance is often designed to work toward the development of consistent management policies and verifiable internal processes
· Establishing rules that apply to: Sourcing, privacy, security, and internal investment
· The goal of IS Governance is to improve the benefits an organization’s IT investment over time
· Organizational governance is associated with Information Technology Architecture
· Laws:
· Sarbanes-Oxley
· Bill 198
· Force companies to comply with standards regarding:
· Collecting, reporting, and disclosing information

Q5: What is an Information Systems Audit?
· Examination and verification of a company’s information resources that are used to collect, store, process, and retrieve information – including organization’s IS policies and procedures
· Many firms offer IS audit services
· Information Systems Audit and Control Association
· Certified Information Systems Auditor certification
· One of the developments provided by ISACA along with the IT Governance Institute is the Control Objectives for Information and Related Technology (COBIT)
· A framework of best practices designed for IT management
· Provided board members, managers, auditors, and IT users with a set of generally accepted measures, indicators, processes, and best practices to assist them in getting the best from their organizational IT investment
· COBIT framework:
· Allows:
· Management to benchmark the security and control practices for IT control
· Users of IT services to be assure security and control exists
· Auditors to substantiate their opinions on internal control and advise on IT security and control matters
· Addresses issue of control from three dimensions:
· Business Objectives
· Conform to criteria
· Effectiveness, efficiency, confidentiality, integrity, availability, compliance, reliability
· IT resources
· People, application systems, technology, facilities and data
· IT processes
· Four domains
· Planning & organization, acquisition and implementation, delivery and support, monitoring

Q6: What are Information Systems Ethics?
· It is important to note that information systems ethics is not about hardware or software, nut rather the people involved with the system
· There are limits to developing a competitive advantage with the use of IT or IS
· Illegal
· Unethical
· Understanding our own behavior
· Thinking and acting that affects others
· There are many examples of ethical principles:
· United Nations Declaration of Human Rights
· Canada’s charter of Rights and Freedoms
· Association of Computing Machinery’s code of ethics

Q7: What is Green IT and Why Should I Care?
· Green IT, or green computing, means using information technology resources to better support the triple bottom line for organizations
· Expands rational financial reports
· Takes into account ecological and social performance
· Primary goals:
· Improve energy efficiency
· Promote recyclability
· Reduce the use of materials that are hazardous to the environment
· Considers the effect of choices on:
· People and the environment
· ENERGY STAR
· International government/industry partnership to produce equipment that meets high energy efficiency specifications or promotes the use of such equipment
· E-cycling
· Recycling of electronic computing devices
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Q1: Why Do You Need To Know about the IT Department?
· You need to understand the responsibilities and duties of the department so that you can be more effective
· Easier to obtain services, equipment, or systems that you need
· You need to know how the IT department works in order to be a more effective manager or executive
· Better understanding of integration
· Ability to raise and discuss IT issues

Q2: What Should You Know About IT Operations and IT projects?
· The IT department is generally responsible for providing IT services to the organization
· There are two basic activities required to provide these services
· The first is maintaining the current information technology infrastructure
· The second is renewing and adapting the infrastructure to keep IT working effectively in the future
· The delivery of service, maintenance, protection, and management of IT infrastructure are often accomplished by IT Operations
· Demands large portion of the IT budget
· Stability, predictability, accountability, reliability and security
· Demands IT professionals who specialize is a particular technology
· Information Technology Infrastructure Library:
· Collection of books providing framework of best practices approaches to IT operations
· The renewal and adaption of IT infrastructure is often accomplished through IT Projects
· Responsible for changing the production system rather than maintaining it
· May be funded from outside of IT department
· Demands IT professionals with a broader skill set
· Project Management Body of Knowledge:
· Provides accepted project management techniques and practices
· Using the web:
· The IT department supports the company’s website with servers and applications
· Important player in delivering IT services
· In many companies, the IT department has developed an intranet website with:
· Frequently asked questions, web-based forms for requesting services, and some web-based applications

Q3: What Are The IT Department’s Responsibilities?
· Our previous discussion has suggested that the IT department has two basic functions:
· Managing the information technology infrastructure to provide IT services, which requires:
· Managing IT Infrastructure: 
· Aligns activities and services with the primary goals of the organization
· Assess new technologies to determine possible applications
· Managing and protecting the:
· Information technology
· Data resource
· Threats:
· Human error, malicious human activity, natural disasters

· System applications
· Functional and cross functional application
· ERP, CRM, SCM
· Developing and adapting information systems and IT infrastructure
· The department is also charged with the responsibility to create, develop, and adapt the IT infrastructure to enable business projects to be completed
· The IT department is also charged with creating system infrastructures
· And the department will specify standard computer systems and configurations that it will support

Q4: How Do IT Departments Decides What to Adopt, and When?
· The benefits of adopting technology are often referred to as business value
· Organization’s Decision to adopt: five innovation characteristics
· Relative advantage
· Performance of innovation relative to traditional products or services
· Compatibility
· Ability to use innovation along with existing technology
· Complexity
· Difficulty in using or understanding the innovation
· Trialibilty
· Ability to use the innovation before purchasing it
· Observability
· Extent that innovation can be demonstrated
· Technology Acceptance Model (TAM)
· An individual considers two primary factors when forming intentions about whether to adopt the technology
· Perceived Ease of Use
· The degree to which a person believes that using a particular system would be free from effort
· Perceives Usefulness
· The degree to which a person believes that using a system would enhance his or her job performance

Q5: How Is The IT Department Organized?
· The principal manager is the Chief Information Officer (CIO)
· Most IT departments include a technology office that investigates new information system technologies and determines how the organization can benefit from them
· Operations:
· Manages computers, network, communications
· Development
· Manages creation of new information systems
· Maintains existing system
· Outsourcing Relations:
· Handles affairs with outsourced systems
· Data Administration:
· Establish data standards & data management practices and policies
· Protect data
· Using the Web:
· Support for company web pages
· IT department in the early years
· Due to impact of these pages, moved to marketing
· Web Design requires expertise
· Lead to new Web design industry


· Web Design project roles:
· Project Manager
· Interacts with customer, move project along
· Lead Designer/Analyst
· Over look & feel, design elements
· Developer
· Design & create functioning site
· Technical Architect
· Server/browser support, database integration

Q6: What Are Your Rights and Responsibilities?
· 
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· Rights								
· Having resources to perform work proficiently
· Having reliable network and internet services
· Secure computing environment
· Participation in setting requirements for application
· Reliable systems development and maintenance
· Prompt attention
· Problems, concerns, complaints
· Effective Training
· Protection from viruses, worms and other threats

· Responsibilities:
· Learning basic computer skills and techniques
· Follow security and backup procedures
· Protect your passwords
· Use computer resources according to your employer’s computer-use policy
· Install only authorized programs
· Install computer patches and fixes
· Avoid reporting trivial problem
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Q1: How Can Information Systems Be Acquired?
· There are four basic methods for acquiring software applications:
· Buy it and use it
· Buy it and customize is
· Rent or lease it
· Build it yourself
· Acquiring an information system involves more than just obtaining and installing software
· It also involves incorporating the software into the data and procedures people use to make things happen in an organization

Q2: What Are Projects, What Is IT Project Management, and What Does PMBOK Mean?
· What exactly is a project?
· We refer to the Project Management Body of Knowledge which says that a project consists of temporary endeavor undertaken to create a unique product, service or result
· Projects that have a large information technology component are referred to as IT projects
· Information technology project management (ITPM) is the collection of techniques and methods that project managers use to plan, coordinate, and complete IT projects
· Planning tools, budgeting methods, graphical scheduling methods, risk management techniques, communication planning
· The guide to PMBOK suggest there are five process groups in any project:
· Initiating, planning, executing, controlling, closing
· Each of these processes can be related to one of the nine project knowledge areas
· Work Breakdown Structure:
· Hierarchy of tasks required to complete project
· Each task is broken into smaller tasks that can be managed and estimated
· Define task dependencies
· Estimate task duration
· Final WBS is known as baseline WBS
· A Gantt Chart consist of tasks, dates, and dependencies

Q3: Why Are IT Project So Risky?
· Not easy to graphically represent
· Lack of a good model
· Almost impossible to get good estimates difficult to develop because technology continually develops
· Difficult to estimate how far an IT project has come
· Difficult to monitor progress
· Estimate time
· Budget
· When the project ends, we measure the project process performance, usually by measuring whether the project is on budget and on schedule
· In addition, we consider whether what we produced added any business value
· This is represented by project product performance
· The model shows us 3 things about IT project risk:
1. IT Project performance has to be evaluated on not only whether the project was on budget and on time, but also whether the expected benefits from the project were realized
a. Forces of Evil include structural risk, volatility risk, and project process performance
b. Forces of good involve knowledge resources etc.…

Q4: What Are Systems Analysis and Design, and SDLC?
· Systems analysis and design is the process of creating and maintaining information systems
· Development involves all five components
· Requires business knowledge and an understanding of group dynamics
· Never just “off-the-shelf”
· Methodology: 
· Systems development life cycle (SDLC)
· Rapid application development (RAD)
· Object-oriented system development (OOD)
· Extreme programming (XP)
· SDLC: System Development Life Cycle
· System Definition
· Requirement analysis
· Component design
· Implementation
· System maintenance
· System Definition:
· Define system goals and scope
· Assess feasibility
· Cost, schedule, technical, organizational
· Form project team
· Plan project




Q5: What Is the User’s Role In Requirements Development?
· The primary purpose of the requirements analysis phase is to determine and document the specific features and functions of the new system
· Difficult and expensive
· Determining the system’s requirements is often the most important phase in the systems development process
· Requirement analysis:
· Conduct user interviews
· Evaluate existing systems
· Determine new forms/reports/queries
· Identify new application features and functions
· Consider security
· Create the data model
· Consider all five components
· Once the requirements have been specified, the users must review and approve them before the project continues

Q6: How Are Information Systems designed, implemented, and maintained?
· No application fits perfectly into an organization
· So, you can 1) modify the software, 2) modify the organizational procedures or 3) live with the problems
· Component design:
· Determine hardware specifications
· Determine software specifications
· Design the database
· Design procedures
· Create job definitions
· Implementation
· A test plan consists of sequences of actions that users take when using the new system
· Testing/product quality assurance consists of constructing the test plan with the advice and assistance of users
· Beta testing is the process of allowing future system users to try out the new system on their own
· Usually the last stage of testing
· Organizations can implement their new system in one of four ways
· Pilot
· Implements the entire system in a limited portion of the business
· If system fails, problems are contained in one segment
· Phased
· Installed in phases across the organization
· Parallel
· New system runs in parallel with the old system
· Very expensive
· Plunge
· Shuts down old system, implements new one
· Maintenance: the work done during this phase is either to fix the system so that it works correctly or to adapt it to changes in requirements
· Records request for changes
· Failures
· Enhancements
· Prioritize requests
· Fix failures
· Patches
· Service packs or new releases
· Problems with the System development Life Cycle (SDLC):
· Waterfall method
· Sequence is often described as a sequence of non-repetitive phases
· Difficult of documenting requirements in a useable way
· Projects in which people spend so much time documenting requirements are sometimes said to be in analysis paralysis
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Q1: What is Identity Theft and What Types of Security Threats do Organizations Face?
· In Identity Theft, vital information such as a person’s name, address, DOB, SIN, mother’s maiden name need to be acquired in order to complete the impersonation
· There are three sources of security threats in an organization:
· Human error and mistakes
· Malicious human activity
· Intentionally destroy data, by hackers, virus and worm writers, and spammers
· Natural events and disasters
· Unauthorized data disclosure:
· Can occur by human error when someone inadvertently releases data in violation of policy
· PIPEDA requires organizations to identify why they are collecting information and how they plan to use it
· Pretexting: occurs when someone deceives by pretending to be someone else (Credit card)
· Phishing: Pretending to be a legitimate company
· Spoofing: Another term for someone to be someone else
· Sniffing: a technique for intercepting computer communications
· Drive-by-sniffers
· Incorrect data modification:
· Hacking occurs when a person gains unauthorized access to a computer system
· Faulty service:
· [bookmark: _GoBack]Problems that result of incorrect system operation
· Denial of service:
· Often launched maliciously
· Loss of infrastructure

Q2: What Are The Elements Of A Security Program?
· A security program has three components
· Senior management involvement
· Must establish security policy
· Manage risk by balancing costs and benefits of security program
· Safeguards of various kinds
· Protection against security threats
· Incident response

Q3: How Can Technical Safeguards Protect Against Security Threats?
· Identification and Authentication
· Every information system should require some form of authentication
· Still some deficiencies but can be eliminated via smart card or biometric authentication
· Encryption and Firewalls
· Understand that they are a very important technical safeguard

· Malware Protection
· Malware is viruses, worms, Trojan Horses, spyware and adware
· Spyware programs are installed on the user’s computer without the users knowledge or permission
· Adware watches user activity and produces pop-up ads
· Malware Safeguards:
· Install Antivirus and anti-spyware programs on your computer
· Set up your anti-malware programs to scan your computer frequently
· Update malware definitions
· Patters that exist in malware code
· Open email attachments only from known sources
· Promptly install software updates from legitimate sources
· Browse only in reputable Internet Neighborhoods

Q4: How Can Data Safeguards Protect Against Security Threats?
· Data safeguards protect databases and other organizational data
· Data administration refers to an organization wide function that is in charge of developing data policies and enforcing data standards
· Ensures that procedures exist to facilitate orderly multi-user processing of the database, to control changes to the database structure, and to protect the database
· Data administration should define data policies that govern how customer data will be used and shared
· Rights to users’ accounts should be enforced by identification and authentication
· Data should also be encrypted
· A trusted party should have a copy of they key = key escrow
· Periodically create backup copies of database contents
· Physical security is another data safeguard

Q5: How Can Human Safeguards Protect Against Security Threats?
· Human safeguards involve the people and procedure components of information system
· Result when authorized users follow appropriate procedures for system use and recovery
· 1) Human Safeguards for employees
· Position Definitions
· User accounts should be defined to give users the least possible privilege needed to perform their jobs
· Documenting position sensitivity enables security personnel to prioritize their activities in accordance with the possible risk and loss
· Hiring and Screening
· Dissemination and Enforcement
· Enforcement consists of: responsibility, accountability, compliance
· Termination
· In unfriendly termination, user account and passwords are removed prior to notifying the employee of his termination
· 2) Human Safeguard for non-employees
· In general, the best safeguards from threats from public users is to harden the website or other facility against attack as much as possible
· Hardening a site means to take extraordinary measures to reduce a systems vulnerability
· Technical safeguard



· 3) Account Administration
· Account management
· Concerns the creation of new user accounts, the modification of existing accounts, and the removal of unneeded accounts
· Password Management
· 4) Security Monitoring
· Important monitoring function are:
· Activity log analyses, security testing, and investigating and learning from security incidents

Q6: What Is Disaster Preparedness?
· A disaster is a substantial loss of computing infrastructure caused by acts of nature, crime, or terrorist activities
· Hot sites are remote processing centers run by commercial disaster-recovery services
· Cold sites provide office space but the customers themselves provide and install the equipment needed to continue operations
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Customer Relationship 
Management Systems (CRM)
 Organization Customer Centered
 Support processes



 Attracting, Selling, Managing, Delivering and 
Supporting Customers



 Direct  value chain activities involving customer
 Integrates four Customer Life Cycle phases
 Single repository for customer data



 Eliminates inconsistent data
 All departments access to all customer information



Customer Relationship 
Management Systems (CRM)
 Customer life cycles



 Marketing sends messages to target market
 Prospects order and need to be supported
 Support and resale increases value to existing 



customers
 Win-back processes categorize customers according 



to value



Customer Life Cycle CRM Components
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