Midterm2: CST8103 Networking Basics
Fall 2014

Time: 45 minutes;  42 questions, total Marks available:  41 marks

Version C


Instructions:
1. BEFORE answering any questions, please check that your copy of the test has all pages (as indicated in the footer at the bottom of each page).  Please read all questions carefully, then answer question 1 first!
2. Be sure to mark your name, student id and version of this midterm on the scantron answer sheet.
3. All answers should be circled on this test paper and then marked on the scantron answer sheet.
4. If you do not find an answer which is clearly the correct choice, choose the best answer.
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	 1.	Which 802.11 security protocol offers the best protection?
	a.
	WPA-PSK with TKIP
	c.
	WEP

	b.
	WPA2-PSK with AES
	d.
	All of the above




	2.	What identifies the wireless network and is contained in the beacons sent out by the Access Points?
	a.
	BSS
	c.
	IBSS

	b.
	SSID
	d.
	SID




	3.	What is not a characteristic of the IPv4 protocol?
	a.
	Low overhead
	c.
	Media independent

	b.
	Connectionless
	d.
	Reliable




	4.	Which of the following is NOT a valid method for obtaining an IPv6 address?
	a.
	SLAAC (RA) and DHCPv6
	d.
	NDP

	b.
	Static (manual)
	e.
	DHCPv6

	c.
	SLAAC (RA)




	5.	Which network diagnostic tool is used to display the route (path) and measuring transit delays of packets across an Internet Protocol (IP) network.
	a.
	icmp
	c.
	route -r

	b.
	ping
	d.
	tracert




	6.	What dotted-decimal subnet mask would be used for hosts in the 128.176.0.0/15 network?
	a.
	255.252.0.0
	d.
	255.255.254.0

	b.
	255.0.0.0
	e.
	255.238.0.0

	c.
	255.254.0.0




	7.	What is not true about an IPv6 address?
	a.
	8 hextets
	c.
	128 bits

	b.
	32 octets
	d.
	32 hexadecimal digits




	8.	Are hosts 172.10.10.124/25 and 172.10.10.130/25 part of the same network segment?
	a.
	Yes
	b.
	No




	9.	Which media access control method is used with 802.11?
	a.
	Shared Media Access
	c.
	None

	b.
	CSMA/CA
	d.
	CSMA/CD




	












	10.	Examine the exhibit to determine the lease on the IPv6 address?

[image: ]
	a.
	1 year
	d.
	Impossible to tell

	b.
	1 day
	e.
	It’s a static address, therefore there is no lease!!!

	c.
	1 second




	11.	How many usable host addresses exist in subnet 10.11.12.32/27?
	a.
	32
	d.
	16

	b.
	62
	e.
	30

	c.
	64




	12.	What protocol helps discover the MAC for an IPv6 address?
	a.
	NDP
	c.
	ARP

	b.
	DNS
	d.
	DHCP




	13.	A wireless access point shares the same features as which of the following devices:
	a.
	router
	c.
	switch (dedicated bandwidth)

	b.
	hub (shared bandwidth)




	14.	You have been tasked with subnetting IP address 200.10.23.0/24 into 4 networks.  How many host bits are left after the subnetting process?

	a.
	6
	c.
	4

	b.
	3
	d.
	5




	











	15.	How many broadcast domains in the following network topology:

[image: ]
	a.
	7
	c.
	5

	b.
	6
	d.
	4




	16.	PC0 and Server0 have been assigned the last and second last addresses in their subnet.  What are their IP addresses and the dotted-decimal subnet mask.
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	a.
	172.16.1.255 and 172.16.1.254  Subnet Mask:  255.255.255.224
	c.
	172.16.1.255 and 172.16.1.254  Subnet Mask:  /27

	b.
	172.16.1.254 and 172.16.1.253  Subnet Mask:  255.255.255.224
	d.
	172.16.1.254 and 172.16.1.253  Subnet Mask:  /27




	17.	What is NOT a characteristic of hosts on the same network segment?
	a.
	Two hosts may have the same host ids
	c.
	They share the same network id

	b.
	They share the same subnet mask
	d.
	They share the same broadcast address




	
	18.	Which statement is not true about ping?
	a.
	Only works with IPv4 hosts
	c.
	Ping is often blocked by a host’s firewall

	b.
	The two Ping messages are Echo request and Echo reply
	d.
	Ping uses the ICMP protocol




	19.	What are the features for 802.11n?
	a.
	Maximum speed  600Mb/s
Frequency 2.4
Backward Compatible 802.a/b/g
	c.
	Maximum speed  600Mb/s
Frequency 2.4 or 5 Ghz
Backward Compatible 802.a/b/g

	b.
	Maximum speed  600Mb/s
Frequency 2.4 or 5 Ghz
Backward Compatible No
	d.
	Maximum speed  7Gb/s
Frequency 2.4 or 5 Ghz
Backward Compatible 802.a/b/g




	20.	What protocol helps discover the MAC for an IPv4 address?
	a.
	ARP
	c.
	NDP

	b.
	DHCP
	d.
	DNS




	21.	Analyse the network topology below to determine which entry is missing from PC2’s host routing table.  Assume PC2’s IPv4 address is 172.16.1.130/27 and the router’s address is 172.16.1.129/27.   Hint:  PC2 must be able to communicate with remote and local hosts!


PC2’s Routing Table
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	a.
	172.16.1.128 255.255.255.224 On-Link 172.16.1.130

	b.
	0.0.0.0  0.0.0.0 172.16.1.130 172.16.1.130
172.16.1.129 255.255.255.224 On-Link 172.16.1.130

	c.
	0.0.0.0  0.0.0.0 172.16.1.129 172.16.1.130
172.16.1.128 255.255.255.0 On-Link 172.16.1.130

	d.
	0.0.0.0  0.0.0.0 172.16.1.129 172.16.1.130
172.16.1.128 255.255.255.224 On-Link 172.16.1.130




	22.	Can a router have a default route?
	a.
	No
	c.
	Yes, but only if it is not directly connected to a switch

	b.
	Yes
	d.
	Yes, but only if it is directly connected to a switch




	23.	Which of the following is not a valid IPv6 Unicast address type?
	a.
	Link-Local
	d.
	Unique-Local

	b.
	Global
	e.
	unspecified

	c.
	Multicast




	24.	Analyse the network topology below to determine which entry is missing from Router2’s routing table.


Router2 Routing Table

Gateway of last resort is not set

C 172.16.1.160/27 is directly connected, FastEthernet0/0
C 172.16.1.224/27 is directly connected, FastEthernet0/1
C 172.16.1.192/27 is directly connected, FastEthernet0/2

S 172.16.1.0/27 [1/0] via 172.16.1.162
S 172.16.1.96/27 [1/0] via 172.16.1.162
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	a.
	S 172.16.1.64/27 [1/0] via 172.16.1.162
	c.
	S 172.16.1.128/27 [1/0] via 172.16.1.162

	b.
	S 172.16.1.32/27 [1/0] via 172.16.1.162
	d.
	0.0.0.0/0 via 172.16.1.162




	25.	What is the first and last usable address for 172.138.1.44/30?
	a.
	172.138.1.44  and  172.138.1.46
	d.
	172.138.1.45  and  172.138.1.49

	b.
	172.138.1.44  and  172.138.1.47
	e.
	172.138.1.45  and  172.138.1.46

	c.
	172.138.1.44  and  172.138.1.46




	26.	Examine the exhibit and select the incorrect statement?
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	a.
	The network segment on which this host is connected offers SLAAC and DHCPv6 services
	d.
	The IPv6 address enables local communication only.

	b.
	The IPv6 is a link-local address
	e.
	The ping ::1 should succeed!

	c.
	The Ethernet adapter is dual-stacked




	


	27.	When does a host use a default route?
	a.
	It completely depends on the protocol being used.
	c.
	For packets of unknown networks

	b.
	Never
	d.
	Always (for every network interaction)




	28.	For IP 177.15.126.66/26, calculate: the network and broadcast address; first and last host IP address; number of hosts that can exist in the subnet.
	a.
	177.15.126.66, 177.15.126.128, 177.15.126.65, 177.15.126.126, 62
	c.
	177.15.126.64, 177.15.126.127, 177.15.126.65, 177.15.126.126, 62

	b.
	177.15.126.64, 177.15.126.127, 177.15.126.65, 177.15.126.126, 64

	d.
	177.15.126.0, 177.15.126.255, 177.15.126.1, 177.15.126.254, 254




	29.	Which of the following is not a valid IPv6 address type?
	a.
	Multicast
	c.
	Broadcast

	b.
	Anycast
	d.
	Unicast




	30.	Which of the following is NOT a valid subnet mask?
	a.
	255.255.254.0
	d.
	224.0.0.0

	b.
	255.250.0.0    
	e.
	255.255.255.255

	c.
	248.0.0.0




	31.	Which of the following is not a Wi-Fi issue?
	a.
	Range
	c.
	Mobility

	b.
	Security
	d.
	Interference




	32.	What is the correct statement about this address: 2001:4860:4860::8888/64
	a.
	The network id is:  2001:4860:4860
The interface id is:
::8888
	c.
	This is a link-local address

	b.
	The network id is:  2001:4860:4860:0000
The interface id is:
0000:0000:0000:8888
	d.
	This is a loopback address




	33.	Which of the following is not a valid IPv4 communication type?
	a.
	Broadcast
	c.
	Anycast

	b.
	Unicast
	d.
	Multicast




	34.	Which of the following is not an Internet IPv4 routable address?
	a.
	They are all public addresses
	d.
	128.122.99.22

	b.
	15.33.44.67
	e.
	196.168.1.2

	c.
	192.168.1.1




	35.	Compress the following IPv6 address: 0000:0000:0000:0000:0001:0000:0000:0000
	a.
	0:0:0:0:1:

	b.
	::1:0:0:0

	c.
	::1::




	

	36.	What entry will be added to PC1’s ARP cache following a ping to PC2.  Assume PC1 and PC2 are in the subnet? 
	a.
	PC2’s MAC address 
	c.
	PC1’s MAC address

	b.
	PC1 and PC2’s MAC addresses
	d.
	none of the answers




	37.	Decompress the following IPv6 address: 1::
	a.
	0001:0000:0000:0000:0000:0000:0000:0000:0000

	b.
	0001:0:0:0:0:0:0:0

	c.
	0000:0000:0000:0000:0000:0000:0000:0001




	38.	Examine the exhibit to determine the lease on the IPv4 address?
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	a.
	1 second
	d.
	1 day

	b.
	It’s a static address, therefore there is no lease!!!
	e.
	Impossible to tell

	c.
	1 year




	39.	What are the three non-overlapping (22 Mhz) channels for the 2.4Ghz band?
	a.
	0, 7 and 11
	c.
	1, 6 and 11

	b.
	none of the answers
	d.
	1, 6, and 14




	40.	What Windows command gives your adapter’s MAC address?
	a.
	tracert
	c.
	ipconfig/all

	b.
	ipconfig
	d.
	ifconfig




	41.	Which of the following prefix is equivalent to subnet mask 255.255.192.0?
	a.
	/19
	d.
	/17

	b.
	/18
	e.
	/26

	c.
	/10




	42.	Which version of the midterm are you writing (check the cover page)?
	[bookmark: _GoBack]a.
	A
	c.
	C

	b.
	B
	d.
	D
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