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Module 7
· Three stages of involvement in combating terrorism:
1. Deter terrorist acts before they occur
2. Improve strategies such as negotiation skills and military units
3. If act of terrorism is successfully completed, law enforcement must locate, apprehend, prosecute, and convict terrorists
· Terrorists depend on surprise. Wardlow suggest they accomplish:
1. Force police and military into unplanned action
2. Create violent situation that law enforcement is unprepared to deal with
3. Capitalize on the use of unexpected tactics
4. Disperse security personnel
5. Create illusion of relative strength
· Cellular organization (3-5 members per cell)= emphasis on group secrecy
· Undercover operations are very dangerous therefore use of informant is common
· Retaliation is used to punish terrorists but moral ambiguity about pre-emptive strikes
· Support for retaliation is high after terrorist incident but quickly goes down afterwards
· Two opposing views:
· Retaliation invites terrorists to escalate violence
· Retaliation is necessary to demonstrate that the US will not be passive victims of violence
· Counterterrorism is police function that military is inept at
· Schoch identifies 5 problems:
1. Deployment of large number of troops implies serious terrorist threat (used as propaganda)
2. Incites violence rather than prevent it
3. Indicates that less violent methods have failed
4. More likely to be used for political reasons unacceptable in democracy
5. Should be limited to specific strike attacks where there is no other option (not included in security responsibilities)
· Canada Anti-Terrorism Act (Bill C-36) designed to:
· Deter, disable, identify, prosecute, convict and punish terrorists
· New investigative tools to law enforcement
· Ensure respect of Candadian values through laws on hate crimes and propaganda
· Goes further in definition of terrorist activity:
· Offense under UN anti-terrorism protocols
· Done for political, religious, or ideological purposes and intimidates public about security, or compels government to do something
· Two controversial measures: preventive arrests and investigative hearings (expired in February 2007)
· Preventive arrests allow police to arrest and detain suspect without warrant if they might be committing act of terrorism
· Investigative hearings allows judges to compel people to testify in terror cases and prosecute them if they refuse
· Bill S-3 was introduced in October 2007, re-enacted the above
· Canada also accepts all 12 major UN counter-terrorism Conventions and Protocols
· Momin Khawaja was first Canadian charged under the Act
· Plotted to blow up London’s electricity supply network, etc.
· Build detonating devices that would trigger the bombs
· Justice Douglas Rutherford stated that motive clause of Anti-Terrorism Act violates Canadian Charter of Rights and Freedoms (reasons why someone commits a criminal act neither establishes nor excuses a crime)
· Khawaja was convicted of 5 charges under the act in 2008
· Both the Canadian government and the defendant are appealing the decision
· Canada’s national security certificate process is in provisions of Immigration and Refugee Protection Act (not Anti-Terrorism Act)
· Employed only in exceptional cases when there is information to be protected for reasons of national security or safety of any person
· They are a fast-track process for expelling dangerous persons from Canada
· Do not apply to Canadian citizens or Indians (only to permanent residents or foreign nationals)
· A foreign national is automatically arrested and detained
· A permanent resident can be arrested and detained if warrant is issued
· There must be reasonable grounds to believe that the person is a danger to national security
· Once certificate is signed by Ministers, it is referred to a Federal Court judge to determine reasonableness of certificate
· Judge determines what information cannot be disclosed for reasons of national security of protection of any person
· Judge provides person with summary of information and evidence (not including ‘dangerous’ information)
· Person is given opportunity to provide evidence and be heard in court for inadmissibility 
· The determination of the judge is final and cannot be appealed or judicially reviewed
· If reasonable: constitutes a removal order which is in force
· In 2007, Supreme Court of Canada struck down security certificates because unfair to terrorism suspects
· Violated Section 7 of the Charter of Rights and Freedoms (protects life, liberty, and security rights)
· Federal government given 1 year to improve legislation that better balances civil liberties with national security
· Should permit individuals to know case against them to build informed defense
· Bill C-3 involves independent lawyers with security clearance (special advocates) who will have access to evidence and defend their clients in closed-door hearings
· According to Conservative government, special advocates bring law in line with Constitution
· Critics say bill does not give special advocates enough leeway to meet with accused after seeing secret government evidence
· Cases of Adil Charkaoui and Mohamed Harkat called into question lack of compliance to Charter of Rights and Freedoms and their veiled secrecy procedures
· Secrecy of security certificates will not be readily accepted in Canadian courts, as suggested by release of Charkaoui and Harkat
· Charkaoui: defense’s pressure to disclose CSIS’s sensitive information resulted in Crown lawyers refusing to disclose evidence, stating asking for too much transparency
· Judge’s request meant disclosing information dangerous to national security
· Having spies testify in courts made federal lawyers walk away from the case
· Debates: subject of individual rights and the need to protect the nation against terrorist attacks
· Conservative government opted not to revise legislation
· Building Resilience Against Terrorism: Canada’s 1st counter-terrorism strategy
· Assesses the nature & scale of a threat and sets out basic principles which serve as a means of prioritizing and evaluating the government’s effort against terrorism
· Goal is Canada where individuals and communities can withstand violent extremist ideologies and is resilient to attacks’
· 4 elements of counter-terrorism strategy:
1. Prevent
· Focus on motivations of individuals who engage in terrorism
· Addressing factors that may motivate individuals
2. Detect
· Identifying terrorists, organizations, and supporters, capabilities, and nature of plans
· Extensive collaboration and information sharing with domestic and international partners 
3. Deny
· Deny terrorists the means and opportunities to pursue terrorist activities
· Mitigating vulnerabilities and aggressively intervening in terrorist planning
4. Respond
· Developing capacities to respond proportionately, rapidly, and in organized manner
· Rapid return to ordinary life and reducing impact of terrorist activity
Module 8
· Symbiotic relationship between terrorism and media formed by Narodnaya Volya through ‘propaganda by deed’, communicate message to wider audience
· Second great revolution was in 1968: launching by US of first television satellite
· Thus US became #1 target for terrorists
· Unparalleled opportunities for publicity and exposure
· In 1970s, further enhanced by technology making ‘real-time’ events possible:
· Minicam
· Battery powered video recorder
· Time based corrector
· Terrorists make conscious efforts to play the modern media and the media usually eager to respond
· Terrorism and media bound together in relationship feeding off and exploiting the other for their own purposes
· Does this actually affect public opinion and government decision-making
· Americans demonstrate profound fascination with terrorism
· However, the media do not exist in a vacuum and respond naturally to consumer demand
· Two areas where relationship between media and terrorism impacts negatively on public and governmental behavior:
1. The public’s perception of personal risk from terrorism (willingness to travel)
2. The time pressures imposed by the media under which governments labor
· The CNN syndrome (all news all the time) results in immediacy effercs where media becomes a policy driver
· Thus governments are pressured to respond to events before they can fully evaluate them
· The weapons of terrorists are no longer just bombs, they are the minicam, the videotape, and video editing
· Terrorists can now control the entire production process
· They can shape and disseminate their own message in their own way
· Propaganda is directed towards a committed audience to strengthen resolve or towards an uncommitted audience to win sympathy and support
· The terrorist of the past used 3 methods to facilitate communication process:
1. Clandestine, rebel radio stations
2. Underground newspapers, posters, and flyers
3. Conventional, commercial, or stated-owned mass media
· In 1980s, more stringent self-policing was practiced by media in response to criticism, which reduced opportunities for terrorists
· In 1990s, 3 new technologies let terrorists break from the stranglehold of mass media:
1. The Internet
2. Cheap video production
3. Terrorist-owned television stations
· Terrorists use the Internet to mobilize international support
· The Internet has other advantages:
· Circumvents government censorship
· Messages are anonymous
· Messages transfer quickly and effortlessly
· Cost-effective
· Perception management: can use it to portray themselves and their actions in the light they want
· Information laundering: taking and interesting video clip and creating an Internet Buzz to move mainstream press
· Enhanced fund-raising capabilities for otherwise illegal entities
· First group to harness power of Internet was Zapatista National Liberation Army (EZLN), subsequently emulated by others
· Another among the first were Tamil Tigers (LTTE)
· Established TamilNet. Motivated by alternative to state-controlled media in Sri Lankan
· Almost all major terrorist groups have websites, do not draw attention to violence committed by them
· One of the first to fully harness power of the Web was Hezbollah
· From beginning, al Qaeda grasped enormous potential of Internet. Facilitated 3 functions for al Qaeda:
1. Propaganda for recruitment and shaping of public opinion in Muslim world
2. Terrorist training and instruction
3. Operational planning for attacks through email
· The core messages of al Qaeda remain:
· The West is hostile towards Islam
· The only language the West understands is violence
· Therefore, jihad is the only option
· Al Qaeda has also used Internet for intelligence gathering and targeting
· 1985 TWA Hijacking by Hezbollah:
· Advised by media studies graduates
· Granted television reporters preferential treatment to reach larger audiences
· Preferred television over print because they understood that visual images affect audiences more deeply than the written word
· Triangle of communication: mass media, government decision-makers and the public constitute
· Terrorists calculate what they need to get access to this triangle of communication
· 3 goals that terrorists tie to news coverage:
1. They want attention
2. They want their grievances, demands, and objectives recognized
3. They want to win respect
· By getting attention, terrorists also intimidate their target society and spread fear and anxiety throughout the population
· Government officials are critical of the media’s willingness to provide a platform for terrorists
· Many of the cover the root causes of violent terrorist action
· By striking hard in the US, the terrorists got the media to explore their grievances in a way that surpasses pre-crisis coverage by far
· Respectability: terrorists want to be feared by their targets
· Bin Laden gained respectability and legitimacy in some countries due to 9/11
· 9/11 resulted in the Patriot Act, which few lawmakers were familiar with when they cast their votes
· The most controversial sections were those allowing government to get access to medical, library, and other personal records and to search a person’s home without notifying the individual
Hoffman Chapter 7
· Through propaganda, terrorists seek to communicate a particular message to a particular target audience. It can be:
· Didactic (designed to inform, educate, solicit support, and rally the masses)
· A vehicle for recruitment (win new converts)
· Deliberately coercive (promote compliance through threat)
· Seek to intimidate strategically (undermine popular confidence in government)
· Serve an internal function (directed towards members of terrorist group to strength morale, dampen dissent, or justify decisions)
· One of the first groups to successfully harness the power of the Internet was the Zapatista National Liberation Army (EZLN)
· Insurgent group
· They encouraged Mexican civil society to observe the conflict
· Their mobilization strategy proved pivotal in halting government efforts to defeat the rebellion
· They were so successful that the president proclaimed a truce and agreed to enter negotiations with the EZLN

· Tamil Tigers (LTTE)
· Established TamilNet in 1995
· Initial presence on the Internet was motivated by desire to present an alternative news and information source
· Site conceived to mobilize the support of Tamil diaspora by providing them with breaking news from Eelam
· Sought to link up with international humanitarian relief organizations and NGOs
· Government attempts to shut down websites resulted in denial-of-service attacks against Sri Lankan diplomatic facilities worldwide
· Terrorist websites share key characteristics:
· Colorful, well-designed, and visually arresting
· Chart terrorist group’s history
· Aims and objectives
· Depredations inflicted by enemy upon those it purports to represent
· Biography of leadership
· Up to date news and stories
· Ethno-nationalist separatist groups will have maps
· Avoid focusing attention on violence they have caused
· First group to harness communicative power is Hezbollah
· 20 different websites in 3 different languages
· Each site has different purpose, orientation, and intended audience
· Readers were encouraged to post their opinions (valued due to morale provided)
· Used television and internet to sell videogame (seeks to convey Hezbollah’s values, concepts, and ideas)
· Hamas
· Observers of their website often cite professionalism, excellent content, and clean English and Arabic prose
· Used to feature interviews, picture, etc.
· Used for communication of operational instructions through steganography
· Encourage visitors to participate in demonstrations, write letters to elected officials, and boycott Israeli goods
· Al Qaeda
· Unique because seems to have grasped importance of Internet from beginning and sought to harness it to further movement’s aims and facilitate tactical operations
· One of the original 4 operational committees was specifically charged with media and publicity
· Virtual sanctuary where it can communicate with fighters, followers, sympathizers, and supporters worldwide
· Online treaties, news articles, justifications, and suggested readings
· Site used to call attention to alleged control, suppression, and censorship of jihadist struggle by the West
· The mixture of ideology and propaganda with practical guidance on guerilla warfare and related terrorist operations has come to typify al Qaeda’s current Internet profile
· Finally, al Qaeda has also made extensive use of the Internet for intelligence-gathering purposes and targeting
Module 9
· US and allies began daily air strikes against Afghan military installations and terrorist training camps as Taliban refused to hand over Osama bin Laden
· US started new war aimed at overthrowing the Taliban
· US started to provide financial and military support to Northern Alliance and other opposition groups, which quickly ousted Taliban and al Qaeda by taking key cities Mazar-i-Sharif and Kabul
· Attacks on US-led forces have intensified since the war and warlords continue to maintain tight regional control
· Still have strong presence in country where they suppress scattered insurgent attacks
· The Afghan Army continues to seek and root out al Qaeda and Taliban elements
· In the aftermath of 9/11, Canada invaded Afghanistan to engage in counterinsurgency to neutralize al Qaeda members and fight Taliban regime which posed security threat
· Goals of Canada:
1. Defend Canada’s national interests
2. Ensure Canadian leadership in world affairs
3. Help Afghanistan rebuild
· Hamid Karzai asked Canada to maintain military after 2009
· Pakistan relations
· The northwest and Balochistan have complicated Afghanistan’s relations with Pakistan since establishment of Durand line
· Pakistan developed close ties with Taliban regime (believed it would offer strategic depth in any future conflict with India)
· The proximity of Pakistan and its tribal areas is one reason why insecurity in Afghanistan is markedly higher in the southern and southeastern areas
· Areas where the Taliban have centered their operations
· High percentage of Taliban are Pashtuns and dominate Pakistani military
· Pakistan is leading external player in Afghanistan
· Afghan-Pakistani relations continue to fluctuate due to controversy over Durand Line and close relations with India
· 48 hours after 9/11 attacks, Pakistan became all of US despite clearly sponsoring the insurgency
Module 10
· Azzam, bin Laden, and Qutb share beliefs in impending clash of civilizations between Islam and non-Islamic world, and in necessity of a violent revolution against secular governments to establish an Islamic state
· Afghan-Soviet war
· When the Soviet Union invaded Afghanistan, Azzam issued a fatwa declaring that the struggles in Afghanistan and Palestine were jihads which Muslims had personal obligation of killing occupiers of their land
· Azzam did not agree with bin Laden and al-Zawahiri in killing fellow Muslims branded as non-believers
· Al Qaeda described victory against Soviet Union and subsequent collapse as model of resistance to superpowers
· Confirmed bin Laden’s desire to execute global defensive jihad 
· After the Afghan-Soviet war
· Marked a shift in targets for the jihad from near enemy to far enemy
· Al Qaeda turned jihad towards US, Israel, and Western allies
· The ‘far enemy first’ strategy was revolutionary, overthrew near enemy strategy
· US interference in Persian Gulf after Iraq’s invasion of Kuwait turned bin Laden from being US ally against Soviet Union
· Bin Laden declared the bleed-until-bankruptcy-plan would work with US
· Al Qaeda goals
1. Organize ideological clarity and coherence
2. Resist the current secular regimes within Muslim world
3. Establish Islamic state
· The resistance is threefold:
1. Political activism against secular Muslim states
2. Terrorist campaign within urban areas of these states
3. Terrorist campaign against US and Israel to increase jihad support
· Following US invasion of Iraq, al Qaeda plunged Iraq into guerilla form civil war which resulted in enough chaos to prevent US goal of establishing democratic state in Iraq
· Invasion of Afghanistan prompted Taliban and al Qaeda to build new bases
· Took pressure off al Qaeda in Pakistani badlands
· Al Qaeda leadership
· Top core leadership: Osama bin Laden and Ayman al-Zawahiri
· Operated through coalition of terror organizations
· Successful in:
1. Continued resonance of message
2. Continued ability to attract recruits and replenish ranks
3. Capacity for continual regeneration and renewal
· Al Qaeda’s chain of command
· Hoffman:
1. Al Qaeda Central
· Bin Laden & al-Zawahiri
· Advised by shura council
· Assumes coordination, command, and control over attacks and directs surveillance, plans operations and approves their execution
2. Al Qaeda Affiliates and Associates
· Established insurgent/terrorist groups that have benefited from bin Laden’s largesse, spiritual guidance, or training, weapons, etc.
· Have local agendas merged with global jihad
3. Al Qaeda Locals
· Individuals with prior terrorism experience or who have been trained at al Qaeda facility
· Go for training in camp, return to homeland with specific attack plan and knowledge of how to implement it
4. Al Qaeda Network
· No direct link with al Qaeda but attacks in solidarity with al Qaeda’s agenda
· Difficult to assess as individuals are unknown prior to carrying out attacks
· Thus al Qaeda retained core leadership with increasingly large membership
· Extraordinary resilience and adaptability
· Group’s strength comes from fragmented aspect
Module 11
· Cyberspace attacks require ‘terrorist’ component to constitute cyberterrorism (involving use of technology as a weapon or target by non-state actors to instill fear with a political motivation)
· Cyberterrorism= criminal act done through computers resulting in violence, destruction, or disruption of services, to create fear by causing confusion and uncertainty within given population, with goal of influencing government or population to conform to particular political, social, or ideological agenda
· Cybercrime can be used to support cyberterrorism
· Hacktivists have four main weapons: virtual blockades, email attacks, hacking and computer break-ins, and computer viruses and worms
· Cyberterrorism is threat because of growing dependency on technology
· Advantages:
· Computers are a force multiplier for terrorist groups (function as if large groups)
· Computers allow such groups to remain connected and to reach vast audiences without much cost or effort
· Computers allow cyberterrorists to attack the infrastructure of a society
· Modern Western societies function on information to a large extent and cyberterrorists threaten to interrupt this flow of information
· Worst Case Scenarios:
· Remotely access processing control systems of cereal manufacturer, change levels of iron supplement, and sicken and kill children. Similar alterations to infant formula.
· Place computerized bombs around city, they all detonate simultaneously.
· Challenge with anti-cyberterrorism is decentralized nature
· Building counter-cyberterrorism program:
· Accept that approach to counter-terrorism must change
· Cooperate and share intelligence as never before
· Enlist assistance of individuals who understand the weapons we are facing and have experience
· Learn new rules, new technologies, and the new players
Module 12
· Suicide bombings create increasing fear and widespread media attention
· Cost-effective
· Directed towards civilians
· One of most feared terrorist weapons
· Intent is maximum number of innocent casualties
· Produce fear, intimidation, and anxiety in larger population
· Ensures full media coverage
· Suicide bombing: politically motivated violent attack carried out by an individual who is fully aware and purposely causes their own death by blowing themselves up along with intended target usually to influence an audience
· The threat of suicide terrorist is a useful tactic
· According to Hoffman, the dominant force behind the trend is religion
· Core characteristics of suicide terrorism:
1. Effective
2. Lethally efficient
3. Greater likelihood of success
4. Relatively inexpensive
5. Easier to execute than other attack modes
· Differs from other terrorism because requires own death, kill 4x as many people, guaranteed media coverage, and is especially powerful psychological weapon
· No simple theories for suicide bombings or strategies to predict them
· Not certain why they carry out these attacks
· Not confined to suicide bombing attacks: hunger strike, self-immolation
· Logic of suicide terrorism: effective weapon of the weak in confronting a stronger and more powerful opponent
· Religion and theological justification played an important role in framing popular attitudes toward suicide operations and encouraging their followers to carry out acts of self-sacrifice on behalf of their community
· Suicide terrorism becomes the ultimate expression of selflessness and altruism
· 4 essential motivations to justify it:
1. Seeking for martyrdom
2. Hurting the enemy
3. Encouraging Muslims
4. Weakening the spirit of the enemy
· Suicide bombers in the Mideast
· Suicide bombers from Hezbollah drove trucks with TNT
· Prompted withdrawal of US and French forces from Lebanon
· Profile of typical Palestinian bomber: unobtrusive, uneducated, raised in poor families with no criminal record, and capable of blending easily in a crowd
· Even closest family members unaware of such plans
· Hamas clerics use 3 strategies to convince youth to die for Palestine:
1. Force/trick people to carry out missions against their will
2. Seek out mentally disturbed persons who may harbor suicidal tendencies
3. Brainwash potential young recruits to believe that to die for God is a great honor
· Islamic bombings intended to be expressions of both religious faith and nationalistic fervor
· Liberation Tigers of Tamil Eelam (LTTE)
· Inspired by Hezbollah, shifted attacks from ambush to assassination through suicide bombing
· Al Qaeda: Hot Spots
· Suicide bombings are preferred terrorist strategy
· Unlike kamikaze, suicide bombing adopted as first choice
· Heavier casualties on enemy and represents a logical war strategy
· Al Qaeda: Iraq
· Frequency of Iraq’s suicide bombings is unprecedented
· Replaced Afghanistan as breeding ground for new terrorists
· Al Qaeda: Afghanistan and Pakistan
· Since first suicide attacks 2 days before 9/11, suicide attacks have become increasingly common
· Shift in tactic by Taliban to drive out US
· However, often killed only the bombers
· Set off debate over nationality of bombers: Taliban claim them to be Afghan locals (sign of local support) while Afghan officials claims attacks done by foreigners
· Explanation for escalation of violence is al Qaeda and Taliban’s decision to try to force Pakistan’s General out of power by attacking him
· Al Qaeda: Europe
· Phenomenon on al Qaeda’s influence over young Muslims in Europe who either convert to Islam or radicalize themselves, harder to determine whether attacks carry al Qaeda signature or are simply inspired by group
· The London bombings were the first major instance of suicide attacks in Europe
· The Madrid bombings
· The London Suicide Attacks
· Chechen suicide bombers
· At least 70% were religiously motivated
· According to Pape, however, bombers are motivated by nationalism, not religion
· The LTTE are not motivated by religion
· Promise of an afterlife
· American imperialism
· Anti-semitism
· An effective defense against suicide terrorism must be nimble, flexible, and adaptive
· It must be as dynamic and fluid as terrorist operational planning, reconnaissance, and attack execution are
Module 13
· Some governments have now come to embrace terrorism as a deliberate instrument of foreign policy
· Acts of violence perpetuated by terrorists secretly working for the government are:
1.  Relatively inexpensive
2. Potentially risk-free means of anonymously attacking enemy
3. Avoiding threat of international punishment
· State sponsorship also affords terrorists greater training opportunities
· It operates under fewer constraints than ordinary terrorism because geared less towards obtaining publicity
· Do not depend on local population for support, do not need to be concerned with risk of alienating popular support
· Iran is deemed by the US State Department as ‘premier state sponsor of terrorism’
· Implications of religious terrorism for use of WMDs
· 3 incidents generated heightened concern that terrorism entered period of increasing violence and bloodshed
· The March 1995 nerve gas attack on Tokyo subway system
· The bombing of Alfred P. Murrah Federal Building in Oklahoma City
· The 1993 bombing of New York City’s World Trade Center
· The connecting thread of these incidents is religion
· While terrorists are becoming less active, they are becoming more lethal
· Terrorism will not disappear as the weapon of choice in the hands of domestic and international groups and individuals who cannot fight their enemies in legitimate political arenas
· Target societies must become aware of these facts and realize that the psychological impact of terrorism is disproportionate to the likelihood that an individual will become a victim of terror strike
Current Events
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