Chapter 1: Why Computers Matter to You. 

Becoming Computer Literate
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Chapter Objectives

Being computer literate means being familiar enough with computers that you understand their capabilities and limitations, and you know how to use them. It is more than just knowing about the parts, some of the benefits include:

· As a computer literate individual, you can use your computer more wisely and be more knowledgeable consumer
· Computer-literate employees are sought after in almost every vocation
· It will help you better understand and take advantage of future technologies
Becoming a Savvy Computer User and Consumer

· Avoiding hackers and viruses- being aware of how hackers and viruses operate and knowing the damage they can do to your computer can help you avoid failing prey to them.

· Protecting your privacy- identities are stolen and whose credit rating are ruined by “identity thieves”

· Understanding the real risks- part of being computer literate means being able to separate the real privacy and security risks from things you don’t have to worry about. 

· Using the Internet wisely- use the Internet as a powerful tool and know how to find the information they want effectively. 

· Being able to maintain, upgrade, and troubleshoot your computer- learning to care for and maintain your computer and knowing how to diagnose and fix certain problems can save you a lot of time and hassle. 

· Making good purchasing decisions- understanding computer buzzwords and keeping current with technology will help you better determine which computers and devices match your needs.

· Knowing hot to integrate the latest technology with your equipment- knowing which technologies is on the horizon and how to integrate them into your home setup when possible. 

What You Can Do with a Digital Home?

A digital home means having an appropriate computer and digital devices that are all connected to a home network. 

1. A media computer- is the nerve center of any digital home, allowing you to interface with all the different digital devices you have been connected to the network. 

a. A TV turner- allows your computer to receive television channels from a cable connection and display them on the computer monitor. 

b. A radio turner- allows you to tune into Internet radio stations and record their broadcasts as digital files on the computer. 

c. Media software- a video player, and a music player that you can use to view and organize the digital audio and video files onto your computer. 

d. Blu-ray, DVD, and CD players and recorders- high-definition recorders and DVD and CD players and recorders allow you to record files onto high-definition media (Blu-ray discs) or onto standard DVD and CDs instead of your hard drive. 

e. A network adapter- a special device that is installed in your computer and allows it to communicate with other devices on a network. It must be connected to a network. 

2. A network- a group of two or more computers (or nodes) that are configured to share information and resources. 

3. A digital television- an important part of any digital home because they enable you to best show off all your digital entertainment.  

4. A digital media adapter- allows you to transfer media from your computer to other media devices. These devices are known as media center extenders. A digital media adapter allows you to integrate your TV into your home network, which connects to your computer network and then to your TV through audiovisual connectors. 

5. A universal remote- is a single remote control that works with any infrared controlled device and allows you to access media no matter where in the house it is stored. 

Definitions

· Information technology (IT)- is the set of techniques used in information handling and retrieval of information automatically. This includes computers, telecommunications, and software deployment.  

· Data mining- the process of searching huge amounts of data with the hope of finding a pattern. 

· Bluetooth technology- a type of wireless technology that uses radio waves to transmit data over shirt distances. Often used to connect peripherals such as printers and keyboards to computers or headsets to cell phones. 

· Offshored- the practice of relocating technical work to countries outside the United States. 

· Personal Digital assistant- a small device that enables users to carry digital information. 

· Computer Forensics- the application of computer systems and techniques to gather potential legal evidence; a law enforcement specialty used to fight high-tech crime. 

· Radio frequency identification tags (RFID tags)- a tag that looks like a sticker or label, is attached to a batch of merchandise, and contains a microchip that holds a unique sequence of numbers used to identify the product to which it is attached. 

· Patient Simulator- allows health care students to practice medical procedures without risk of injury or death to real patients. 

· Public domain- the status of software that is not protected by copyright. 

· Nanoscience-the study of molecules and nanostructures whose size ranges form 1 to 100 nanometers. 

· Nanotechnology- the science revolving around the use of nanostructures to build devices on an extremely small scale. 

· Affective computing- is the computing that relates to emotional or deliberately tries to influence emotion. 

Chapter two – looking at computers

Computer: a data processing device that gathers, processes, stores and outputs data

Data: representation of an idea, figure or idea. Can be a number, word, picture etc

Information: data that has been organized 

Binary language

· Consists of two digits: 0 and 1

· Each 0 and 1 is a binary digit (bit) and each digit of a bit combines to create a byte

Hardware: any part of the computer you can physically touch 

Function keys: shortcut keys or “F keys” 

Optical mouse: uses an internal sensor or laser to detect movement 

Trackball mouse: roller ball sits on top or the side of the mouse and you move to ball with your fingers 

Magnetically shielded microphones: computer microphones, plugs into a port on the sound card in your computer 

Output devices: enable you to send processed data out of your computer in the form of text, pictures, sounds, video 

Printers

Impact printers: have tiny hammer-like keys that strike the paper through an inked ribbon making marks on the paper

Nonimpact printer: spray ink or use laser beams to transfer marks onto the paper 

Thermal printer: work either by melting wax-based ink onto ordinary paper or burning dots onto specially coated paper 

Warm boot: restarting the system while it’s powered 

Cold boot: starting your computer when it has been completely powered down 

Drive bays: reserved for storage devices that hold data and applications when power is shut off 

Ports: places on the system unit where peripheral devices attach to the computer so that data can be exchanged between them and the operating system 

Serial ports: send data one bit at a time and often used to connect modems

Parallel ports: sends data between devices in groups of bits and faster than serial 

Universal serial ports: popular ports used to connect input and output devices to the computer. Now most popular 

Cpu: central processing unit- the largest most important chip on the computer. “Brain” of the computer

Ram: random access memory – storage space nearby to feed the CPU 

Rom: read only memory – holds the instructions the computer needs to start up 

Mainframes: large, expensive computers that support hundreds of users simultaneously 

Supercomputers: specially designed computers that can perform complex calculations extremely rapidly 

Embedded computers: specially designed computer chips that reside inside other devices such as your car or the electronic thermostat in your home 

Ergonomics: an applied science concerned with designing and arranging things people use so that people and things interact most efficient and safe

Chapter 3 

· Vinton Cref and Robert Kahn first invented the Internet.

E-mail

· Emails can be view through email clients like Microsoft outlook, but this only works on the computer it is installed on.

· Emails can also be viewed on a web based email client like Gmail, Hotmail, and Yahoo!

· Emails are not private, they can be printed out  or forwarded.

· Instant messaging (IM) is another form of communication over the Internet.

Blogs

· A blog is a personal journal on the web that is text based but may include some videos.

· You can create a blog at blogger.com

· You have to be careful of spam blogs (splogs) which are artificially created blog sites filled with fake articles and stolen text.

Wikis

· These are web sites like wikipedia that are publicly managed and edited.

Podcasts and Webcasts

· Podcasts are a clip of audio or video content that is broadcast over the Internet using compressed audio and video files like MP3s and MP4s.

· Webcasts are the broadcast of audio or video content over the Internet.

Social Networking

· This is a means by which people use the Internet to communicate and share information among their immediate friends.

· Social networking sites have huge concern over privacy issues.

· E.g. Facebook, Myspace.

Business over the Internet

· E-commerce is the process of conducting business over the Internet.

· E-commerce consists of Business-to-customer (B2C) Transactions, Business-to-Business (B2B) transactions and Customer-to-Customer (C2C) transitions.

· For safe online shopping, make purchases from familiar sites, and pay with credit card, not debit.

URLs
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Search Engines

· 3 parts: Spider (collects data on the web), Indexer program (organizes data into a large database), Search Engine software (searches indexed data pulling out relevant information.

Evaluating websites

· To make sure a website has accurate information you should check for:

Authority- who is the author or sponsor of the site

Bias- is it bias based

Relevance- is the information in the site current

Audience- for what audience is the site intended

Links- Are the links available and appropriate

Connecting to the Internet

Broadband

· Broadband often referred to “high speed internet” has a maximum data transmission rate of 256 kbps

· The two types of broadband connection are: digital subscriber line (DSL) and fiber-optic service (FiOS).

· DSL uses a standard phone line to connect your computer to the Internet, and cable, which uses your televisions cable service provider to connect to the Internet. 

· FiOS uses plastic or glass cables to transfer data at the speed of light.

· To hook up a broadband connection, you will also need a DSL or cable modem.

Wireless

· To access the Internet wirelessly, you need to be in a (Wi-Fi) hot spot and have the right equipment on your mobile device.

· A concern is most public hotspots are unsecure. Casually surfing the Internet is fine, but it is best not to use your credit card as a lurking identity thief can capture it.

Dial-Up Connection

· A dial-up connection needs only a standard phone line and a modem.

· A dial-up modem is a device that converts digital signals the computer understands into analog signals that travel over the phone lines.

· Most devices have built in modems but if not, a small PC card can be purchased and placed in a special slot.

Chapter Summary on Page 130 If Interested
Computing Chapter Notes- Chapter 4(Application Software)

Objectives: 

1) What’s the difference between application software and system software?

2) What kinds of applications are included in productivity software?

3) What are the different types of multimedia software?

4) What are the different types of entertainment software?

5) What are the different types of drawing software?

6) What kind of software do small businesses use?

7) What kind of software is available online?

8) Where can I go for help what I have a problem with my software?

9) How can I purchase software or get it free?

10) How do I install, uninstall and start software?

The term software refers to a set of instructions that tells the computer what to do.

-An instruction set also called a program, provides a means for us to interact with an use the computer. There fore the computer has two basic types of software.


1) System software- the set of programs that enables a computer’s hardware devices and application software to work together; it includes the operating system and utility programs.


2) Application Software- The set of programs on a computer that helps a user carry out tasks such as word processing, sending email, balancing a budget, creating presentations, editing photos, taking an online course and playing games.

- Productivity software includes programs that enable you to perform various tasks required at home, school and business (spreedsheet, presentation, database, and personal information manager (PIM)programs).

- Speadsheet software: for example Microsoft excel and open office calc- enables you to do calculations and numerical analysis easily. 

· Text: any combination of letters, numbers, symbols, and spaces. Text is often used as labels to identify the contents of a worksheet or chart.

· Values: numerical data that represents quantity or an amount are often the basis for calculations. 

· Formulas: equations that you build yourself using addition, subtraction, multiplication, and division as well as values and cell references.

· Functions: formulas that are preprogrammed into the spreadsheet software. Functions help you with calculations ranging from the simple to the complex without your needing to know the exact formula.

-Presentation Software: such as PowerPoint, open office impress or Zoho show to create these types of dynamic slide shows. These applications are easy to use and you can produce high quality presentations without much knowledge. 

-Database Software: such as oracle, MySQL and Microsoft access is basically a complex electronic filing system. 

Which applications should I use to manage my time, contact lists, and tasks?

· Personal Information Manager (PIM) software such as Microsoft Outlook or Lotus Organizer.

· Good examples of Web-based PIM programs are yahoo!, Google, AOL.

-Productivity Software features:

· A wizard: is a systematic guide that walks you through the steps necessary to complete a complicated task. At each step, the wizard asks you questions. Based on responses, the wizard helps you complete that portion of the task. When you install software, you are often guided by a wizard.

· A template: is a predesigned form. Templates are included in many productivity applications. They provide the basic structure for a particular kind of document, spreadsheet or presentation.

· A macro: is a small program that groups a series of commands so they will run as a ingle command. Macros are best used to automate a routine task or a complex series of commands.

-An Integrated software application is a single software program that incorporates the most commonly used tools of many productivity software programs into a single integrated program.

- A software suite- is a group of software programs that have been bundled as a package. They are in many different categories such as graphics and virus protection.

-Tax preparation software- such as Intiut Turbo Tax and H&R Block Tax Cut enable you to prepare your state and federal taxes.

-Financial planning Software- helps you manage your daily finances. Intuit Quicken and Microsoft Money are popular examples.

- Multimedia Software- includes image, video and audio editing software; animation software; and other specialty software required to produce computer games, animations, and movies.

- Image editing Software- enables you to edit photographs and other images.

-MP3 recording: allows you to record directly from streaming audio and other software or microphone sources to MP3 format.

-CD ripping- allows you to copy or extract CDs and encode to the MP3 format

-CD burning- allows you to create your own CDs from your MP3 collection

Encoding and decoding is done by encoders, programs that convert files to MP3 format at varying levels of quality. Most ripping software has encoders built in to convert the files directly into MP3 format.

-Format Conversion- programs allow you to convert MP3 files to other digital audio formats such as WAV(short for Waveform audio format), WAM(Windows Media Audio), and AIFF(audio Interchange File Format).

-Editing Software- includes tools that make editing your audio files as easy as editing your text files.

-Virtual reality programs- turn artificial environments into a realistic experience.

How do I tell what computer games are appropriate for a certain user?

-The entertainment software Rating board (ESRB) is a self-regulatory body established in 1994 by the entertainment software association (esrb.org).
- Many programs provide tutorials for popular computer applications. These programs use illustrated systematic instructions to guide users through unfamiliar skills. Some training programs, known as simulation programs, allow users to experience or control the software as if it were the actual software or actual event.

-Many online courses are run using course management software such as Blackboard, Moodle, and angel.

- Drawing software- lets you create or edit two dimensional, line-based drawings. You can use drawing software to create technical diagrams or original non-photographic drawings, animations, and illustrations using standard drawing and painting tools such as pens, pencils, and paintbrushes.
Business Software

-Accounting software- helps small businesses owners manage their finances more efficiently by providing tools for tracking accounts payable, as well as payroll and billing tools.

What software can I use to layout and design newsletters and design newsletters and other publication?

-Desktop publishing (DTP) software allows you to incorporate and arrange graphics and text in your documents in creative ways. 

What software do I use to create a web page?

· web page authoring software- allows even the novice to design interesting and interactive web pages, without knowing any Hypertext Markup Language (HTML) code.

What software do businesses use for planning and management?
-Project management software-such as Microsoft project. This type of software helps project managers create and modify scheduling charts.

- Customer relationship management (CRM) software-stores sales and client contact information in one central database.

- An enterprise resource planning (ERP) system-lets a business consolidate multiple systems into one and improve coordination of these business areas across multiple departments. They are used for functions such as billing, production, inventory management and human resources. 

What software helps business travelers?

-Mapping programs-such as Delorme Street Atlas USA and Microsoft Streets &Trips are perfect for businesses that require employees to travel frequently. These programs provide street maps and written directions.

Specialized Business Software

-Software designed for a specific industry is called vertical market software. 

- Programs are often custom developed to a companies needs. These custom applications are referred to as proprietary software because they are owned and controlled by the company that uses them.

What software is used to make 3D models?

Computer – aided design (CAD) programs are a form of 3D modeling that engineers use to create automated designs, technical drawings and model visualizers.

Help with software

- Integrated help means that the documentation for the product is built directly into the software so you don’t need to keep track of bulky manuals. 
Chapter 5: Using System Software
System Software Basics:

· Application Software: software used for everyday tasks at home and at the office

· System Software: software that help the computer run and coordinate instructions between the application software and the hardware devices

· Used from the moment the computer is started up and shut down

· 2 types of system software

· 1. The operating system

· 2. Utility programs

What does an operating system (OS) do?

· It’s a group of programs that controls how the system functions

· Controls the CPU, hardware, memory, and peripheral devices

· Helps the system software work with application

· Schedules tasks for the processor

· Utility Programs: a small program that performs many of the general “housekeeping” tasks for the computer

· File compression

· System maintenance

Do all computers have operating systems?

· Every computer has an operating system

· Cell phones, game consoles and some appliances have OS

· The OS is critical in the computer running organized, on schedule and in coordination with the hardware, software and the user interface 

Are all operating systems alike?

· There are many different types of operating systems, based on the job of the OS

· Car engines and appliances have OS that require no user intervention 

· Proprietary Systems: developed specifically for the devices they manage

· Some OS are available for personal and office use

· PC’s were run by a single-task OS called Microsoft Disk Operating System (MS-DOS) 

· Had to type commands in instead of clicking icons

· Apple and Microsoft multitasking OS replaced MS-DOS

· Eventually included networking through multiple computer

Types of Operating Systems:
Real-Time Operating Systems:

Why so machines with built-in computers need an operating system?

· Machinery that is used for repetitive tasks in an exact amount of time requires a real-time operating system (RTOS). 

· Require minimal user interaction

· Devices are written specifically for this processor, therefore you cannot buy RTOS

· Used in digital storage oscilloscopes and the Mars Reconnaissance Orbiter

Where else are RTOS’s in use today?

· Fuel-injection systems in car engines

· VoIP phones

· Some medical equipment (radiography devices)

· Televisions may use robotic controlled cameras

Operating Systems for Networks, Servers, and Mainframes:

What kind of operating system do networks Use?
· Multiuser operating system (network operating system)
· Enables more than one user to access the computer at one time by efficiently handling and prioritizing requests from users

· Server: is the computer on the network that manages network resources such as printers

· Latest versions of Mac OS X and Windows can be considered multiuser OS – can set up network at home and for small businesses

· Network operating systems include Linux and Unix

What is UNIX?
· A multiuser operating system used primarily with mainframes 

· Usually found on PC’s

· Developed in 1966 by Ken Thompson and Dennis Ritchie of AT&T and Bell Labs

· Anyone can use the codes, which are changed for the functions needed

What other kinds of computers require a multiuser operating system?
· Large companies that have thousand of employees will use powerful computers called mainframes

· Mainframe: responsible for storing, managing and processing data from all users

· UNIX and IBM’s i5/OS and z/OS

· Supercomputers used by scientists are multiuser and are used to solve equations, massive problems or computations

Operating Systems for Mobile Devices:

What kind of operating system controls a PDA or simple cell phone?
· Single-user operating system: designed to perform one task

· When PDA’s and cell phones were separate, SUOS’s were used

· PDA’s used Palm OS and Windows Mobile which were designed to look like computers and included applications for personal info management (contacts, calendar, note pads)

· Windows Mobile included Word, Excel, PowerPoint, Outlook and Internet Access

· When PDA’s turned into smart phones, they changed capabilities to allow phone calls while accessing messages and contacts

What kind of operating system do smart phones use?
· Smartphone: combine a PDA capabilities and a cell phone, allowing you to do both simultaneously

· Have the ability to connect to the internet, play music or take pictures or videos

· Initial smart phones were single-task OS, but now are MUOS

· Most common smart phone OS include Symbian OS, RIM’s Blackberry OS, Windows Mobile and the iPhone OS

· Google’s Android and Palm’s webOS are the newest

· These allow applications to run concurrently

Do gaming consoles and personal media players require an operating system?
· Gaming consoles and media players require a customized OS for specific software 

· System software includes system programs called firmware – that control the device as well as other programs that are included on the gaming device

· CD ripping program on media device programs

· Internet capabilities on gaming consoles or media players

Operating Systems for Personal Computers:

What types of operating system controls my personal computer?
· Old computers used to use single-user OS

· Mac OS X Snow Leopard and Windows 7 have networking capabilities, therefore are MUOS

Does it matter what operating system is on my computer?
· The type of processor determines which operating system is used

· Platform: the combination of the processor and operating system

· Mac OS and Windows OS are not interchangeable as their respective processors do not understand the OS

· New Mac OS (Snow Leopard) includes a utility called Boot Camp – allows networking b/w Macs and Windows machines

· Both can easily share files, hardware and cameras

Microsoft Windows:

What is the Microsoft Windows operating system?
· Began using MS-DOS and incorporated the user interface like the Mac OS did in 1995

· Windows XP introduced networking capabilities

· Windows 7 continues that route with user interface upgrades and the ability to use touch-screen monitors

What is the difference between various editions of Windows 7 operating system?
· The home users (Starter, Home Basic, Premium), business users (Professional, Enterprise), and a combination (Ultimate) have different features and benefits based on the edition

Mac OS:

What is the Mac operating system?
· In 1984, Mac OS was the first operating system with a graphical user interface (GUI)

· Snow Leopard, the newest OS is based from a UNIX OS

· Macs have long been attested because of better graphics, processing abilities, backup utilities and system reliability 

· Fewer software programs are available for Mac, which are also usually more expensive

How do the Mac and Windows operating systems compare?
· Have similar window-like work areas on the desktop

· Macs feature a dock for applications and a dashboard for widgets

· Widget: mini application

· These features allow quick access to programs and tools

· Windows has followed this look with a task bar, and dock-like capabilities like gadgets, which are similar to Mac’s widgets

Linux:

What is Linux?
· Linux is a an open source operating system designed for use on personal computers and as a network operating system 

· Open source software is freely available for developers to use or modify if they wish

· Based on the central programming code of an OS and the res of the code is from the GNU (pronounced g’noo)

· Created in 1991 by Finnish student Linus Torvalds, he wanted to create a free OS to run on his home computer

· He posted it to the web and others tweaked it and changed it to do what they want

· Linux is gaining popularity for its adaptability and its reliability and it can be used on many external devices (iPods, Palms)

Where can I get Linux?
· Downloaded from open source versions of Linux for free

· Mandrive, Ubuntu, Fedora, Suse, Debian GNU/Linux distribute Linux code

What the Operating System Does:
· Kind of like a traffic cop

· Controls the flow of data and info through the computer system

· Performs several functions

· Provides a way for the user and computer to interact

· Manages the processor (CPU)

· Manages memory and storage

· Manages hardware and peripheral devices

· A consistent means for computer software to work with the CPU

The User Interface:

How does the operating system control how I interact with my computer?
· The OS provides a user interface that enables you to interact with the computer

· The first computers had a DOS OS with a command-driven interface where you enter commands to communicate with the computer

· DOS commands are not always easy, which resulted in an interface not suitable for the average user

· Menu-Driven Interface: replaces the command-driven interface

· Chose commands from menus displayed on the screen

· Not the easiest interface to use, but better than the command-driven interface

What kind of interface do operating systems use today?
· Graphical user interface: or GUI (gooey) uses display graphics to make commands

· Uses the point and click mouse and is much more user friendly

· Uses rectangular windows that contain program

· GNOME, and KDE are free interfaces that work like a GUI

Processor Management:

Why does the operating system need to manage the processor?
· The OS assigns slices of time to each command in order for the computer to work seamlessly and not delay

How exactly does the OS coordinate all these activities?
· Event: the use of hardware or creating a command for the computer by using the mouse, keyboard, CD drive

· Interrupt: when a command is made that tells the OS that its in need of immediate attention

· Every device has an interrupt handler, a special numeric code that prioritizes the request

· These requests are placed on the interruption table in the computers primary memory (RAM)

· Preemptive multitasking: completing tasks with a higher priority before tasks with a lower priority

Memory and Storage Management:

Why does the operating system have to manage the computer’s memory?
· Uses the RAM for storing instructions that need to be completed 

· The processor accesses the tasks from the RAM

Does the amount of RAM on a system control the type of OS I get?
· Systems that offer a 4gb or more RAM will have a 64-biit system instead of a regular 32-bit

· Some software and hardware is not compatible with a 64-bit system

Can my system ever run out of RAM?
· Yes, usually 1-2gb is sufficient to run multiple programs at once

· Windows 7 require a minimum 1 gb

· Should have a minimum 128mb video card to run high graphic programs like Adobe Photoshop

What happens if my computer runs out of RAM?
· The RAM will send unused or less important memory to the Hard Drive Disk (HDD) 

· Virtual memory: borrowing HDD space by the RAM

· Unused, or not often used instruction are sent to the swap file or page file in the HDD

Can I run out of virtual memory?
· You can manually change the amount of virtual memory

· Thrashing: your computer will become sluggish if too many pages are forced on the CPU

Hardware and Peripheral Device:

How does the operating system manage the hardware and peripheral devices?
· Device Driver: each device attached to the computer comes with a program to facilitate commands between the device and the computer

Do I always need a driver?
· Some devices come with the driver previously installed on Windows

· Plug and Play (PnP): devices with drivers previously installed onto the computer

What happens if the device is not Plug and Play?
· You will be prompted to install the driver

Can I damage my system by installing a device driver?
· Occasionally this happens when the device causes the system to be unstable

· Can cause delays, or even crashes

· Roll back drive – new feature that will allow the computer to uninstall a new driver and reinstall the last driver installed that works

· Application programming interface (API): application software needs in order to interact with the OS

· Microsoft DirectX is a group of API’s built into Windows that improves graphics and sounds when using multimedia devices

What are the advantages of using API’s?
· You can create programs that work on Windows because if you don’t have the API code in your programming it will not work on the OS

The Boot Process:
· Boot process: to load the operating system into the RAM

· Bootstrap loader – a small program used to load a larger program

What are the steps involved in the boot process?
1. The basic input/output system (BIOS) is activated by powering on the CPU

2. The BIOS checks that all attached devices are in place (called a power-on self-test or POST)

3. The operating system is loaded into the RAM

4. Configuration and customization settings are checked 

Step 1: Activating BIOS:

· The CPU activates the basic input/output system (BIOS) 

· Bios is a program that manages the exchange of data between the OS and all the devices into the system

· Responsible for loading the OS into the RAM

Step 2: Performing the Power-On Self-Test:

· The first thing for the BIOS is to do is ensure that essential peripheral devices are attached and working

· This step is called a POST (power-on self-test)

· The POST consists of a test on the video card and video memory to ensure the memory chips are working properly

· The BIOS and POST are permanently stored in the CMOS (complementary metal-oxide semiconductor)

· Powered by battery and will hold the info so when the computer is turned off, the data isn’t lost

· CMOS contains info on the memory, disk drives, and essential input and output hardware

· Is the results of the POST compare favorably to the CMOS, the boot process continues

· If new hardware is installed, it wont agree and you will be notified

Step 3: Loading the Operating System:

· After, the BIOS goes through the system to access the system files, which are the main files of the OS

· After the system files are located the OS loads into the RAM from its permanent storage area on the HDD

· When the system files are loaded onto the RAM, the kernel (supervisor program) is loaded

· Manages the processor and all the other components of the computer

· Because the computer says RAM on boot up, the kernel is said to be memory resident 

· The kernel is said to be nonresident meaning it will copy over to the RAM on an as-need basis

Step 4: Checking Further Configurations and Customizations:

· The last phase, the OS checks the registry for the configuration of other system components 

· Registry: contains configurations (settings) used by the OS and applications

· Authentication: verification of users by entering a username and password

· This entire process should take a minute or two – it is complete when the desktop is shown

Handling Errors in the Boot Process:

What should I do if my computer doesn’t boot properly?
· If you’ve recently installed a program, try uninstalling it, otherwise you can entre in “safe mode”

What is safe mode?
· Safe Mode: a special diagnostic mode for troubleshooting errors

· Only essential devices will work 

· You can use the device manager from the OS that lets you change the properties of the devices attached to the computer 

· If the device manager isn’t working, you can access the last known good configuration which will reboot the computer to the last working configuration

· Each time the computer shuts down, the configuration saves 

· Both processes are accessible by selected F8 when booting up

What should I do if my keyboard or another device doesn’t work after I boot my computer?
· Sometimes the BIOS will skip a device or improperly identify a device

· This is solved generally by rebooting the system, if the problem persists you can check the OS’s website for any patches or technical support

The Desktop and Windows Features:
· Desktop: the first place of interaction and the first thing you see on the monitor

· Puts everything at your fingertips

What are the main features of the desktop and Start menu?
· Recycle Bin: location for deleted files from the C: drive only

· Deleted files from other locations are permanently deleted

· Sidebar and Gadgets: sidebar is for organizing gadgets and applications

· Gadgets are small programs that are accessories to the computer (clock, dictionary, weather information, etc)

· Documents: enables you to keep all documents in 1 folder – you can have subfolders, similar to the way a traditional filing system works

· Computer: easy access to the disk drives and system and network devices

· All Programs: in the start menu, this provides access to all the programs installed, used to prevent taking up all the screen space

What are common features of a window?
· Toolbars: contain buttons to control different features in a window

· Ribbon: a small group or strip of buttons that have functions 

· Scrollbars: appear at the side and bottom, used for easy access to pages lower or above, and info from side to side

How can I see more than one window on my desktop at one time?
· You can manually arrange them to be beside other windows, behind or in front for easy access

· Windows Vista and 7 offered a 3D view of the open windows – like on Macs, you can see the open windows and select the one you need to use when you need to

Can I move or resize the windows once they are tiled?
· Regardless if they’re tiled, you can resize them and reposition them around the desktop

Organizing Your Computer: File Management:
· File Management: entails providing organizational structure to the computer’s contents 

· The OS allows you to organize contents of your computer into hierarchical directory structure including files, folders, libraries and drives

· A folder is a collection of files

· A library is a folder that gathers files from different locations and displays them as if they were saved in a single folder 

How does the operating system organize files?
· Files are organized into files, folders, drives, subfolders, etc

· All these components are located in the C: drive, which is where all the data is stored

· The A: drive is traditionally used for the floppy drive

· Other drives are represented by D, E, F, and so on

How is the hard drive organized?
· The C drive (hard drive) is at the top of the computer filing cabinet and is referred to as the root directory
· Some people store their files randomly on the computer, which can make it difficult to find certain files

· Windows 7 started using libraries to organize files, it comes with a pictures, music, movies, documents files and subfolders can be created within them 

How can I easily locate and see the contents of my computer?
· Windows Explorer: the main tool for finding, viewing and managing the contents of your computer

· Divided into 2 panes: the navigation pane and the information pane

· The navigation pane displays the contents of your computer in a traditional hierarchical style, it displays the drives and commonly accessed places (desktop, libraries, music, pictures, videos)

How should I organize my files?
· Creating folders is key 

· Use the folders to break down into classes, projects, jobs, etc

· Use subfolders for assignments, or documents

Viewing and sorting files and Folders:

· Explains how you can view folders in different way

· Title View:

· Displays the files and folders as icons in list form. 

· Each icon represents the application which the file is associated with (Next to a word document, it usually has the Word logo, or DocX logo) 

· This is handy for web page developers

· Details View: 

· Most interactive view

· Files and folders are shown like they are in List view, but with additional information displayed as well.

· Many different sorting options for this view (such as date modified and file size)

· List View:

· Display of Icons and File Names 

· Smaller than Title View

· Meant to be used if you have a lot of content in a folder and need to see all of it at once

· Small and Medium Icon Views
· Similar to list form, but the icons are either small or medium depending on the size of the document

· Large and Extra Large Icon Views:

· Shows the content of the folder as small images on the side.

· Best to use if the folder has pictures or power point presentation inside of it.

· This view setting also comes with a preview option

· Best way to search for a file (Page 230)
· Quickest way to find a file

· Instant Search

· Searches through your hard drive or flash drive to find documents that match the criteria you have provided

· Common file name extensions

	Extension
	Type of Document
	Application

	.doc
	Word Processing Document
	Microsoft Word 2003

	.docx
	Word Processing Document
	Microsoft Word 2007

	.wpd
	Word Processing Document
	Corel WordPerfect

	.xlsx
	Spreadsheet
	Microsoft Excel 2007

	.accdb
	Database
	Microsoft Access 2007

	.pptx
	Powerpoint Presentation
	Microsoft Powepoint 2007

	.pdf
	Portable Document Format
	Adobe Reader or Adobe Acrobat

	.rtf
	Rich Text Format
	Any program that reads text documents

	.txt
	Text
	Any program that reads text documents

	.htm or .html
	Hypertext Markup Language for a Webpage
	Any program that can read HTML

	.jpg
	Joint Photographic Experts Group Image
	Most programs capable of displaying images

	.gif
	Graphics Interchange Format Image
	Most programs capable of displaying images

	.bmp
	Bitmap Image
	Windows

	.zip
	Compressed File
	Winzip


· Naming Files
· Are there rules to how you name files?

· Naming a file is like naming a human

· First name is what you name the document to find it (I.E. Report)

· The Last name is the type of document, or the extension (I.E. DocX)

· Final name for the document would be Report.DocX

· Do you need to know the extension of a file to save it?
· When saving a file in word, you don’t need to add .DocX to the title, this is done automatically

· Same in most other programs.

Working with Files
· You can copy files to different folders by using the copy command (creates a duplicate file and keeps the original)

· To move a file, use the move command (this deleted the original file, but creates a separate duplicate file)

· Deleted Files go to the recycling bin folder (Trash on mac)

· To permanently delete files, delete them from the recycling bin

· Utility Programs
· Utility programs are small applications that perform special functions

· Some utility programs help manage the system (defrag utilities) and others make your time on the computer more enjoyable (screen savers) and still others just improve efficiency

· Some utilities are installed into the Operating System (Windows having its own firewall)

· Other things like Anti-virus’s are sold separately because they are to large and need frequent updating.

· Display Utilities
· You can change the appearance of your computer in many different ways

· Computers come installed with default screensavers, but you can also pick your own.

· The Programs and Features Utility
· When you install programs, a wizard (step by step guide) walks you through the installation process

· If a wizard does not appear,  go to the programs and features utility found in the control panel.

· To correctly remove unwanted folders from your computer go to program files in the C drive and remove it.

· File Compression Utilities
· File compression utility is a program that takes out redundancies in a file to reduce the size of the file. 

· Helpful because it makes large files easier to upload and send over the internet.

· File compression works by finding patterns of letters and replacing these patterns with a shorter placeholder. The repeated patterns and the associated placeholder are cataloged and stored temporarily in a separate file called dictionary.

System Restore and Backup Utilities
· Undo command for the system

· If you install a new program and your computer freezes every time you try to use it.

· You uninstall the program but the computer continues to freeze. What do you do?

· New Windows system has something called System restore, that allows you to go to your computer’s settings at a certain date, to get rid of things that have messed up your computer

· A system restore is kind of like saving while playing a video game

· When you die, you go back to that point

· System restore point is done automatically every day by the CPU

· How does the CPU remember its previous settings?

· CPU takes a snapshot of your settings every time you turn on your computer or install a new application

· Remembers the settings forever and you can access each set of settings when you want to use system restore

· How can I protect my data if my computer malfunctions

· Backup and restore utility (found in control panel)

· Creates a duplicate of all data o the harddrive and you can copy this to a dvd or external harddrive 

· Don’t need to backup all files, but to be safe should back up important ones

· Mac has OS X Snow Leapord that uses a program called time Machine that automatically backs up your files to a specified location.

· The Task Scheduler Utility
· A program with windows, allows you to set times where the program allows you to run tasks at predetermined times

· I.E. I can make my computer back its data up every day at 4 PM automatically

Accessibility Utilities
· Utilities for Special Needs people

· Ease of Access Center

· Centralized location for assistive technology and tools to adjust accessibility settings

· Here you can adjust screen image, contrast and have what’s on the screen read to you by a computer voice.

· High Contrast
· Allows you to select a color scheme setting where you control the contrast between the background and the texts

· Magnifier
· A utility that creates a separate window that shows a magnified portion of the screen (for vision impaired users)

· Narrator
· A basic speech program that reads what is on the screen, whether it is the contents of a window or text you have typed

· On-Screen Keyboard
· Displays a keyboard on the screen. You type by clicking on the letters on screen. Not meant for people with serious disabilities. More advanced programs exist for those needs

· Windows Speech Recognition
· Allows you to dictate speech and control your computer by voice.

Chapter 6 - Understanding and assessing hardware

· Moore’s Law describes the pace at which CPUs (central processing units) – the small chips that can be thought of as the “brains” of the computer.

· Gordon Moore, the cofounder of the CPU chip manufacturer Intel, this rule predicts that the number of transistors inside a CPU will increase so fast that CPU will double every 18 months.

· The number of transistors on a CPU chip helps determine how fast it can process data.

Choosing Either a Desktop or Notebook System

· If your main need is internet connectivity, not processing power and a small screen and small keyboard are acceptable, a netbook may be a workable option.

· The main distinction between desktops and notebooks is portability.

· Desktop systems are invariably a better value than notebooks in terms of computing power gained.

· You pay more for notebook because each piece had extra engineering time invested to make sure it fits in the smallest space.

· A desktop system offers more expandability options and it’s easier to add new ports and devices.

· Notebooks do not last as long as desktop computers.

· Notebooks are equipped with an expresscard.

· ExpressCard can add fax modems, network connections, wireless adapters, USB 2.0 and ForeWore ports.

	Notebooks
	Desktops

	Portable
	Best value: more speed, memory and storage

	Take up less physical space
	Easier to expand and upgrade 

	Easier to ship or transport if the system needs repair
	More difficult to steal, less susceptible to damage from dropping


Assessing your hardware: Evaluating your system

· System Evaluation:

· CPU subsystem

· Memory subsystem (RAM)

· Storage subsystem (hard drive and other drives)

· Video subsystem (video card and monitor)

· Audio subsystem (sound card and speakers)

· Computer ports

Evaluating the CPU subsystem

· CPU is critically important because it processes instructions, performs calculations, manages the flow of information through a computer system, and is responsible for turning raw data into valuable information through processing operations.
· The CPU is located on the motherboard, the primary circuit of board of the computer system.
· There are several types of processors including Intel processors (Core i7, Core 2 Quad, Core 2 Duo and Centrino line) and AMD processors (Athlon and Phenom).
· The CPU is composed of two units: the control unit and the arithmetic logic unit (ALU).
· The ALU is responsible for performing all the arithmetic calculations (addition, subtraction, multiplication and division)
· ALU makes logic and comparison decisions such as comparing items to determine if one is greater than, less than, equal to or not equal to another.
· Every time the CPU performs a program instruction, it goes through the same series of steps. First, it fetches the required piece of data from RAM, and then decodes the instruction into something the computer can understand. Once the CPU has decoded the instruction, it executes the instruction and stores the result to RAM before fetching the next instruction. This process is called machine cycle.
· Core is a complete processing section from a CPU embedded into one physical chip.
· In addition to core, other factors differentiate CPUs include clock speed and cache memory.
· Hyperthreading provides quicker processing of information by enabling a new set of instructions to start executing before the previous set has finished.
· Hyperthreading allows two different programs to be processed at one time, but they are sharing the computing resources of the chip.

· With multiple cores, each program has the full attention of its own processing core.

· The Intel i7 has four cores, each one using hyperthreading, so it simulates having eight processors.

· Clock speed is an important consideration when determining processor performance, CPU performance also is affected by the amount of cache memory and the speed of the front side bus (FSB).

· Cache memory is a form of random access memory that is more accessible to the CPU than regular RAM. It gets data to the CPU for processing much faster than bringing the data in from RAM.

· Level 1 cache is a block of memory that is built onto the CPU chip for the storage of data or commands that have been used.

· Level 2 cache is located on the CPU chip but is slightly farther away from the CPU, or it’s on a separate chip next to the CPU. Level 2 cache contains more storage area than level 1 cache.

· Front side bus (FSB) connects the CPU to the system memory (RAM). It is measured in megahertz (MHz). The speed of FSB is an important to determine CPU performance.

· Benchmarks are measurements used to compare CPU performance between processors.

· Benchmarks are generated by running software programs specifically designed to push the limits of CPU performance.

· CPU usage is the percentage of time that your CPU is working.

· Upgrading the CPU will affect only the processing portion of the system performance, not how quickly data can move to or from the CPU. The systems overall performance depends on many other factors, including the RAM installed and hard drive speed.

Evaluating RAM: The Memory Subsystem

· RAM (random access memory) is the computer’s temporary storage space. It is a short term memory. It is a example of volatile storage.

· Nonvolatile storage devices for permanent storage of instructions and data when the powered off. ROM and Hard drive are examples of nonvolatile storage.

· It is faster for the CPU to retrieve a piece of data from RAM than from hard drive.

· The time is takes CPU to retrieve data from RAM is measured in nanoseconds whereas retrieving data from a fast hard drive takes about 10 ms.

· RAM appears in the system on memory modules (or memory cards), small circuit boards that hold a series of RAM chips and fit into special slots on the motherboard.

· Types of RAM are slightly different from each other in how they function and in the speed at which they access memory.

· Physical memory is the amount of RAM that is actually sitting on memory modules in your computer.

· RAM capacity is measured in gigabytes (GB)

· Kernel memory is the memory that the operating system uses. 

· When there is not enough RAM installed in your system, it will become sluggish, freeze more often or just shut down when you perform certain tasks. When this happens, the system becomes memory bound – that is, limited in how fast it can send data to the CPU because there is not enough memory.

· When the system is memory bound, the operating system will begin to store the data that doesn’t fit in RAM in a space on the hard drive called virtual memory. When it is using virtual memory, the operating system builds a file called the page file on the hard drive to allow processing to continue.

· Every computer is designed with a maximum limit on the amount of RAM it can support and specific number of slots on the motherboard.

· Adding RAM to a personal computer is quite simple and relatively inexpensive. Just be sure that you’re adding a memory module that’s compatible with your computer.

Evaluating the storage subsystem

· There are two ways data is saved on your computer: temporary storage and permanent storage. 

· Storage devices include hard drive, USB flash drives, optical drives and external hard drives. These devices are referred to as nonvolatile storage devices.

· Hard drive has the largest storage capacity of any storage device.

· Access time is the time it takes a storage device to locate its stored data and make it available for processing, is faster than that of optical drives.

· Solid state drive (SSD) uses the same kind of memory that flash drives use, but flash drives have access time higher than SSD.

· Data transfer rate is the speed at which a hard drive can transfer data to other computer components. Rate is expressed in megabytes per second.

· Hard drive is composed of several coated round, thin plates of metal stacked on a spindle. Each plate is called a platter.

· When data is saved to a hard drive platter, a pattern of magnetized spots is created on the iron oxide coating of each platter. When spots are aligned in one direction, they represent a 1; when aligned in other direction, it represents 0.

· 0s and 1s are bits and are the smallest pieces of data that computers can understand.

· There are several types of hard drive: 

· Integrated Drive Electronics (IDE) is an older style that uses wide cables to connect the hard drive to the motherboard.

· Serial Advanced Technology Attachment (Serial ATA) uses much thinner cables and can transfer data more quickly.

· External hard drive have two popular ports, USB 2.0 port with a transfer rate of data to 400 Mbps and eSATA port with a transfer rate of up to 3 Gbps.

Optical storage

· Optical drives are disc drives that use a laser to store and read data.

· Data is saved to a compact disc (CD), digital video discs (DVD), or Blu-ray disc (BDs) within established tracks and sectors.

· Optical discs store data as tiny pits that are burned into the disc by a high-speed laser.

· Data is read from a disc by a laser beam, with the pits and nonpits translating into the 1s and 0s of the binary code computers understand.

· CDs and DVDs use a red laser to read and write whereas Blu-ray dics use blue laser light.

· All forms of optical media comes in prerecorded, recordable and rewritable formats. Prerecorded discs known as CD-ROM, DVD-ROM, BD-ROM, this are read only optical discs. Recordable formats such as CD-R, DVD-R, BD-R allow data to be written to them. Rewritable formats such as CD-RW, DVD-RW, BD-RW allows data rewriting of data many times.

· DVD drives are much faster than CD drives. It can transfer data approximately 1.3 Mbps whereas CD can transfer 150 Kbps.

· Blu-ray drives are the fastest optical devices because it can transfer data at 36 Mbps. Blu-ray requires a data transfer of rates of at least 54 Mbps, most disc players have a minimum of 2x speeds.

Evaluating the video subsystem

· Video displayed depends on two components: video card and monitor.

· Video card (video adapter) is an expansion card that is installed insider your system unit to translate binary data into the images you view on your monitor.

· Video memory – video cards include their own RAM with a range between 512 MB and 2GB.

· Video cards also come with their own graphics processing units (GPUs)

· When a CPU is asked to process graphics, those tasks are redirected to the GPU, significantly speeding up graphics processing.

· Graphics processing unit (GPU) performs the same kind of computational work that a CPU performs. However, a GPU is specialized to handle 3-D graphics and image and video processing speedily.

· The two major video card manufacturers, Nvidia and ATI, have each developed their own standards supporting the combining of multiple video cards.

· The video card controls the number of colors your monitor can display. The number of bits the video card uses to represent each pixel on the monitor is called bit depth. The more bits, the better an image’s color detail.

Evaluating the Audio Subsystem

· Computers output sound by means of speaker and a sound card
· Sound card is an expansion card that attaches to the motherboard inside your system unit.
· A sound card enables the computer to produce sounds.
· 3D sound card technology advances sound reproduction beyond traditional stereo sound
· Surround sound is a type of audio processing that makes the listener experience sound as if it were coming from all directions.
· The current surround sound standard is from Dolby.
Chapter 7: Networking

Pages 307:329

· What is a network, and what are the advantages of setting up on?

A computer network: two or more computers that are connected via software and hardware so they can communicate with each other. 

Nodes: Devices connected to a network (ie. computers, printers, Xboxes etc.) 

-Networks are advantageous because they allow several nodes to share information, and communicate (ie. having several computers share a printer, transferring/sharing files).

Router: allows computers on a network can share internet connections

Network Architectures: refers to the design of a network and are classified by the way they are controlled and the distance between nodes. 

A network can be managed in either of two ways: locally (most common being peer to peer P2P) or centrally (most common being client/server)

Peer-to-peer network: each node in the network can communicate directly with every other node. These are most common for home networks. 

Client/Server network: Networks with 10 or more nodes have client/server networks. A client is a computer which users accomplish specific tasks (such as making spread sheets) and make specific requests (like printing a file). The server is the computer that provides information and resources to the client computers. 

· What is the difference between a client/server network and peer-to-peer network?
P2P networks are smaller then client/server networks as images show. 
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LAN-local area network. All nodes are in a small geographical area, ie. library or school. 

HAN- home area network. A network located in a home, they connect all digital devices ie. phones, PCs, xbox, camera etc. 

WAN- wide area network. Connected over long distances, ie. a school with two campuses. Connecting the LAN at one campus to the LAN at the other with telecommunication lines would allow the two LANs to connect and become and WAN.

MAN- metropolitan are network. City networks, ie. Many cities in the US are deploying MANs to provide internet access to residents and tourists. 

· What are the main hardware components or every network?

A network needs to function:

1. Connection of all nodes on the network (cables or wireless tech)

-cables used include: twisted-pair cable (normal telephone wire –copper wire twisted together with plastic covering), coaxial cable (single copper wire surrounded with layers of plastic), or fiber-optic cable (plastic or glass fibers which transmit at very fast speeds).

- Wireless networks transmit data with radio waves, or you can use cables to connect nodes

-Networks can use existing wiring, ie. power lines, to connect the nodes

2. Devices to allow the nodes to ‘talk’ to each other and send data
-Data transfer rate (bandwidth) is the maximum speed at which data can be transmitted between nodes

-throughput is the actual speed of transmittance that takes place (usually less than bandwidth) measured in megabits per second Mbps
-network adapters allow nodes to communicate to each other, a *network navigation device (used for more sophisticate and specialized networks) help data flow between computers- DATA is sent in bundles and each bundle is called a packet

-*Common navigation devices include: a router (ex. Home network connected to internet), or a switch “traffic cop” receive and send data to intended nodes on the same network. Most routers have switches on them as well. 

3. Software that allows network to run

-operating system (OS) are needed for home networks to support P2P networking, ie. windows 7, Vista, XP, Max OS X)

-network operating systems (NOS) are used for client/server networks, ie. windows server 2008 and SUSE Linux Enterprise

· what are the most common home networks
P2P! And there are 3 main types:

1) Wired Ethernet Networks

2) Wireless Ethernet Networks

3) Power-line networks
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What are wired Ethernet networks, and how were they created?

The Ethernet protocol – developed by the Institute of electrical and electronics engineers (IEEE) is the means by which nodes on the network communicate, very complex algorithms for moving data. Wired Ethernet Networks  is slightly more complicated to set up than other home network options, but faster, reliable, and less expensive. 

Unshielded twisted-pair (UTP) cable are most popular transmission media options. 

	UTP Cable Category
	Data Transfer Rate

	Cat 5E
	100-1,000 Mbps

	Cat 6
	1,000 Mbps (1 Gbps) +

	Cat 7 
	10 Gbps and +


Ethernet Switches- data is transmitted through the wires in packets. Imagine these packets are cars on a road. And switches are the stop lights, without lights the packets will crash and data can be destroyed. Switches help the packets so find their destination without crashing into anything and enforce the rules of the road..or wire rather. 

Hubs- a network navigation device that retransmits a signal to all other nodes attaches to it. Switches are smart hubs-they sent data only to the node to which it should be sent.
Switches have ports on them, however many ports there are is how many devices you will be able to connect to the network. And if you had 2 eight port switches, you could ‘daisy chain’ them together for a total of eighteen devices being able to connect to the network. 

Ethernet routers- if a home network is connected to the internet, you need a router to send data between the home network and the internet. 

There are ‘network ready’ devices- so when you buy a printer, instead of having to attach it to one computer and that computer has to be on to print it from another computer, it you just go on network and you can access printer. 

Network attached storage (NAS)- designed to store and manage data, and can be thought of as specialized external hard drives. You can buy software that saves anything you do on your computer automatically to that NAS as back up.  

Digital Media Receiver (DMR) – aka  media extender/media adapter- are specialized entertainment devices that receive digital data (music, movies, pictures) from computer or storage on a network and display them on TV. 

· What are wireless Ethernet networks, and how are they created?
Wireless network- uses radio waves to transmit data, IEEE set standards (802.11 standard aka Wi-Fi! Data transfer rate 54 Mbps which is good for home use) There are 4 standards with differences in data transfer rates and the type of security that they support. 

Wireless network adapters are needed for each node on the network ,and these are usually built into devices. 

Transceiver - a device that translates the electronic data that need to be sent along the network in radio waves and then broadcasts these radio waves to other network nodes. 

Wireless Router – aka ‘a gateway’ is a device that cobines the capabilities of a wired router with the ability to receive wireless signals. 

Wireless Access Point – aka WAP- is a device that attached to a network and provides wireless nodes (such as a notebook) with a means of wirelessly connecting to the network. IT basically provides a second point at which nodes can connect to the network (like if you can a notebook that cant connect on the porch). 

You can have computers (say a desktop) attached to the network with wires, while your notebooks connect wirelessly. 

· How are power-line networks created, and are they a viable alternative to Ethernet networks?
Power-line Networks- use existing electrical wiring to connect nodes to network. To do this you need power line network adapters on each computer or peripheral.

- Original Power-line networks had low bandwidth and are more expensive then Ethernet networks. However, with new equipment that supports higher data throughput, power-line networks are becoming popular again.  They can exceed speeds of wireless networks-specially when there is a lot of interference. In a situation where running new wires isn’t an option, and there is too much interference on the wireless network- power-line networks is a good alternative. 

· How do i configure my computer’s software to set up a network?
Wired Ethernet networks are the fastest home networks. If you have a high throughput (up to 1,000 Mbps) you may want to consider a Gigabit network.

There are several factors to consider when choosing a network to install: costs, advantages, disadvantages, bandwidth, actually throughput, frequency.. LOOK AT CHART on page 322!

How you connect to the internet (DSL, Cable, Satellite) makes no difference for the type of network you pick. The difference is in the hardware and software requirements. 

You install the hardware for the network, you gotta configure your operating system software for networking. To do this you use with a special windows tool, unless if you have a mac. Linux is the most complex operating system to configure for a home network. 

Windows make configuring software easy by automating the entire process, using various wizards (chapter 4). A Wizard is the disk that comes with software that you can use to accomplish a specific task.

Before running the wizard you should:

1) Install network adapters to each node. 

2) If you have wired network, plug all cables into the router, network adapters etc. 

3) Make sure cable/DSL modem is connected to router and you are connected to internet. 

4) Turn on your equipment (modem>router>computers/peripherals) allow modem and router a minute to get going. 

*These steps allow the wizard to make the best decisions about how to configure your network best. After this is done you go into the Network and Sharing Center (via the control panel)
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Make sure public sharing, and network discovery are on!

Select set up a new network and access the networking wizards. Select connec to the internet wizard to configure- pick a name for your network (which u can change in the change settings link)

You can test your internets connection speed at a number of different webites (www.speedtest.net) to see if the speed you are supposed to have is correct. 

· Why are wireless networks more vulnerable than wired networks, and what special precautions are required to ensure my wireless network is secure?

All computers that are connected to the internet need to be secured (via a firewall- hardware or software solution that helps shield your network from prying eyes.. more info in Chapter 9)

With a wired network it is much easier to see if a hacker is using your network. Wireless is much more vulnerable. Piggybacking is connecting to a wireless network without the permission of the owner-this is illegal! However sometimes by accident neighbours access each others, a computer will generally connect to the signal that is the strongest. 

If  your network is not protected a hacker could park outside your house and engage in criminal activities and it be traced back to you! To ensure this doesn’t happen to you, you should:

1) Change your networks name from the default network name SSID (service set identifier) hackers know these default names and access codes for routers. 

2) Disable SSID broadcast, this will make it harder for hackers to detect you.

3) Change the default password. 

4) Turn on security-which uses encryption to translate your data into code. WPA (Wifi protected Access) is stronger than WEP (Wired Equivalent Privacy) You then pick a passphase- and if you make it good, hackers will have a hard time using your network. 

5) Implement media access control. Each network adapter on your network has a unique number called the media access control (MAC) address. Only allow specific MAC addresses to get on. 

6) Limit your signal range: make it as small of a range as possible. 

7) Apply firm wall upgrades: Routers have read-only memory that has software written on it (firmware) as bugs are found manufactures issue patches

.....In chapter 9, many more ways to protect your computer will be explored. 

*See Page 330-331 for a summary of chapter 7.

Chapter 8 notes: Digital Lifestyle

Digital Telephony: Communicating with Bits

Telephony: The use of equipment to provide voice communications over a distance.
ex, cell phones, smart phones, VoIP

What is a cell phone?  
A phone that operates over a wireless network.  They offer internet, texting, personal info management etc.
*The most fully featured and powerful are considered smartphones.

Analog-to-digital converter chip: Converts a voice’s sound waves into digital signals.  
Digital signal processor:  Compresses the data so that the digital signals will be transmitted more quickly.  

Base transceiver station: A large communication tower with antennas, amplifiers and receivers/transmitters.
( When you place a call on a cell phone, a base station picks up the signal. The station then passes the signal onto the Mobile switching centre
( Cell phones and smartphones can be considered to be little computers

( Primary input device for cellphone: microphone and keypad
( Primary output device for cellphone: speaker and a LCD

Synchronizing: The process of updating data so that the files on different systems are the same.

Bluetooth: Uses radio waves to transmit data signals over short distances (Uses to transfer files wirelessly).

Short message service (SMS): Technology that enables short text messages to be sent over mobile networks.

Multimedia message service (MMS): An extension of SMS that enables messages that include text, sound, pictures etc.

Microbrowser: Software that makes it possible to access the internet from a smartphone.  

Wireless markup language: A format for writing content viewed on a cellular phone or personal digital assistant that is text-based and contains no graphics.

Digital Media

Flash memory: Portable, non-volatile memory.

Peer-to-peer (P2P) sharing: The process of users transferring files between computers.

Codec: A rule, implemented in either software or hardware, which squeezes a given amount of audio and video info into less space.

Digital Mobility and Access

Netbook: A computing device that runs a full-featured operating system but weighs 2 pounds or less.

Internet tablet: A very light, portable computing device without a keyboard.

Ubiquitous computing: The condition in which computing is so woven into that the fabric of everyday life that it becomes indistinguishable from.

Chapter 9: Digital Lifestyle (protecting digital data and devices)

Keeping Your Data Safe 

· Cybercrime: people stealing other people’s identity, viruses damaging other people’s computers, etc.

· The internet crime complaint center (IC3) is in partnership with the FBI and national white collar crime center (NW3C) 

· The majority of complaints were in 3 areas: internet auction fraud, non-delivery of merchandise and failure to pay 

· Theft of computer devices is not considered a cyber crime 

Computer Threats: Computer Viruses 

· Virus: a program that attaches itself to another computer program (known as the “host” program) and attempts to spread to other computers when files are exchanged

· Viruses try to copy its code and replicate onto as many files as possible 

· Viruses can destroy files on your hard drive or have annoying messages pop up constantly 

· The steps that viruses are usually passed from one computer to the next: 

1. Hacker creates virus file 

2. You download a file to your computer with the virus 

3. You send someone an email with the infected file 

4. That person puts the file on their flash drive and onto their work computer 

5. Everyone who copies files from the work computer will get infected 

Types of Viruses 

Boot-Sector Viruses 

· Boot sector virus: duplicates itself into a hard drives master boot record 

· Master boot record: a program that executes whenever a computer boots up

· This ensures that the virus will be loaded into the memory immediately, even before some virus protection programs can load 

·  Often transferred by a flash drive left in the USB port 

Logic Bombs and Time Bombs 

· Logic bomb: a virus that is triggered when certain logical conditions are met such as opening a file or starting a program a certain number of times 

· Time bomb: a virus that is triggered by the passage of time or on a certain date 

Worms 

· Worm: slightly different from a virus in that a worm attempts to travel between systems through network connections to spread an infection 

· A virus effects a host file and waits until that file is executed on another computer to replicate 

· Worms work independently of host execution and is much more active in spreading itself 

Script and Macro Viruses 

· Some viruses are hidden on websites in the form of scripts 

· Script: a series of commands, a miniprogram that is executed without your knowledge 

· Scripts are often used to perform useful, legitimate functions on web sites such as collecting names and addresses from customers 

· Macro virus: a virus that attaches itself to a document (such as a word or excel file) that uses macros 

· A macro is a series of short series of commands that usually automates repetitive tasks 

· Macro languages are now so sophisticated that viruses can be written with them

· Email virus: use the address book in the victims email to distribute a virus 

Encryption Viruses 

· Encryption virus: the newest form of viruses, when they infect your computer they run a program that searches for common types of data tiles (such as Microsoft word) and compresses them using a complex encryption key that renders your files unusable 

· You then receive a message that you have to send money to an account if you want to receive the program to decrypt your files 

Virus Classifications 

· Polymorphic virus: changes its own code to avoid detection, most infect one file type (.exe. file for example) 

· Multipartite virus: designed to infect multiple file types in an effort to fool the antivirus software that is looking for it 

· Stealth viruses: temporarily erase their code from files where they reside and then hide in their active memory of the computer where they avoid detection if only the hard drive is being searched for for viruses 

Computer Safeguard: Antivirus Software and Software Updates 

· Certain viruses just causes annoyances such as an image flashing at the bottom of the screen 

· You can buy antivirus protection on its own or as comprehensive internet security packages such as Norton Internet Security where antivirus is included 

Antivirus Software 

· You should run an active virus scan once a week 

· Most antivirus software looks for virus signature files 

· Virus signature: a portion of the virus code that is unique to a particular computer virus 

· If your antivirus software detects a signature, it will store it in a specific location on your hard drive so that it cannot infect your other files, this is called quarantining 

· Inoculation: the antivirus software records key attributes about files on your computer (such as file size and date created) and keeps these statistics in a safe place on your hard drive 

· When inoculating files, your computer compares the file data to see if anything has changed from a virus

· Antivirus tries to detect all viruses but will occasionally miss some 

· Automatic updates are available for your antivirus software 

· If you download antivirus software from the internet it is a god idea to back it up onto a disk 

· Instant messenger programs bring in a lot of viruses 

· To keep your IM sessions safe: 

1. Allow contacts only from users on your Buddy or Friends list 

2. Never automatically accept transfers of data 

3. Avoid using instant messaging programs on public computers 

Software Updates 

· Many viruses like weaknesses in operating systems so always update your system when automatic updates are available 

· Drive-by-download: an attack that is common and affects almost one in one thousand web pages by downloading harmful software onto your computer 

· There are several options you have to update your virus software: 

1. Install updates automatically

2. Download updates but let me chose whether to install them 

3. Check for updates but let me chose whether to download and install them 

4. Give me recommended updates 

5. Microsoft update 

Computer Threats: Hackers

· Hacker: anyone who unlawfully breaks into a computer system 

· White hat hacker: someone who breaks into systems just for the challenge of it and who don’t wish to steal or wreak havoc on the system 

· Black hat hacker: use their knowledge to destroy information or for illegal gain

· Script kiddies: amateur hackers, don’t create the programs used to hack into computer systems , instead they use tools created by skilled hackers that enable unskilled novices to wreak the same havoc as professional hackers

What Hackers Steal

· Hackers can steal credit and debit information from your computer if you have made online transactions 

· A hacker can also steal your login information and password to various websites by using a packet sniffer 

· Packet: small pieces of data that travel through the internet 

· Packet sniffer: a program that looks at (or sniffs) each packet as it travels on the internet 

· Once the hacker has the “sniff” information, they can use the credit card info to purchase items illegally or sell the number to someone who will 

· Identity theft: someone that uses personal information about you to assume your identity for the purpose of defrauding others 

Trojan Horses 

· Trojan horse: a program that appears to be something useful or desirable (like a game or screen saver), but while it runs does nothing malicious in the background without your knowledge 

· Computer programs that contain a hidden (and usually dreadful) “surprise” are referred to as Trojan horses 

· Often the malicious activity perpetrated by a Trojan horse program is the installation of a backdoor program 

· Backdoor program: allows hackers to take almost complete control of your computer without your knowledge 

· Using a backdoor program, hackers can access and delete all the files on your computer, send email, run programs, etc. 

· A computer that hackers can control is called a zombie 

· Zombie: used to launch denial-of-service attacks on other computers 

Denial of Serial Attacks 

· Denial-of-service (DoS) attack: legitimate users are denied access to a computer system because a hacker is repeatedly making requests of that computer system through a computer he or she has taken over as a zombie 

· A computer can handle only a certain number of requests of information at a time, so if it getting many requests in a denial-of-service attack, it shuts down and refuses to answer any requests for information, even if the requests are from a legitimate user 

· DoS attacks launched from a single computer are easy to trace 

· Most hackers use a distributed denial-of-service (DDoS) attack, which launches DDoS attacks from more than one zombie at the same time 

· Botnet: a large group of software programs (called robots or bots) that runs autonomously on zombie computers 

How Hackers Gain Access

· Direct access is gained by sitting down at a computer and installing hacking software 

· Indirect access is gained through using another computer and accessing yours through an internet connection 

· When on the internet your computer is open to attackers 

Logical Ports 

· Logical ports: virtual communication gateways or paths that allow a computer to organize requests for information from other networks or computers 

· You can’t see or touch a virtual port, it’s part of your computer’s internal organization 

Restricting Access to Your Digital Assets 

Firewalls 

· Firewall: a program or hardware device designed to keep computers safe from hackers 

· Personal firewall: a firewall specifically designed for home networks 

· Packet filtering: firewalls can be configured to filter out packets sent to specific logical ports 

· Logical port blocking: if a firewall is configured to ignore “all” incoming packets that request access to port 21, no FTP requests will get through to your computer 

· Dynamic addressing: assigning IP addresses when users log on to their internet service provider (ISP) 

· Static addressing: your IP address is always the same and is assigned by your ISP 

· Network address translation (NAT): a process used by firewalls to combat problems associated with static addressing, it assigns internal IP addresses on a network

Types of Firewalls 

· Software firewalls 

· Firewalls from home are normally offered through comprehensive security packages like Norton Internet, etc.

· These programs come with systems that monitor your computer and let you know when it is under attack 

· They can make security decisions for you 

· The newest versions of these programs have “smart agents” that automatically stop attacks as they are detected by closing certain logical ports 

· Hardware firewalls 

· For example, routers can come with firewalls 

· They come with default configurations for novices

Knowing Your Computer is Secure

· You can visit websites that test your computer’s vulnerability (example, Gibson Research) 

Preventing Bluetooth Attacks 

· You can be susceptible to attacks if you have a Bluetooth enabled device 

· Bluesnarfing: involves exploiting a flaw in the Bluetooth access software for the purpose of accessing the Bluetooth device and stealing the information contained on it 

· Bluebugging: much more difficult and expensive to do, it causes more serious damage; a hacker will take over control of a blue tooth device and can make phone calls, internet connections, etc. 

Protect Yourself from Bluetooth Attacks 

· Most devices with Bluetooth technology give you the option of making the device invisible to unauthorized Bluetooth devices 

· You prevent hackers from connecting to your computer if you make your device “invisible” 

Password Protection and Password Management

· It is essential to have a strong password so hackers have a harder time to get into your account 

Creating Passwords 

· Tips for strong passwords: 

1. Contain at least 14 characters and include #’s, symbols, upper and lowercase letters 

2. Not a single word 

3. A combination of several words 

4. Not easily associated with you 

5. Use a different password for each system 

6. Never tell anyone your password 

7. Change your password on a regular basis 

· You can use online password strength programs to check the strengths 

Managing Your Passwords 

· You can use password management tools/software to remember your passwords 

· Windows, Norton and Firefox offer password management tools 

Anonymous Web Surfing: Hiding from Prying Eyes 

· Be wary of using public computers 

· Google chrome and internet explorer 8 offer privacy tools that help you surf the internet anonymously by not saving files you download and websites you visit in the Web browsers history and by deleting new cookies generated

Biometric Authentication Devices 

· Biometric authentication device: a device that reads a unique personal characteristic such as a fingerprint or the iris pattern in your eye and converts its pattern in your eye and converts it to a digital code 

· Your pattern is read and compared to what’s stored in your computer 

Managing Online Annoyances 

Malware, Adware and Spyware 

· Malware: software that has a malicious intent 
· 3 forms: adware, spyware and viruses 

· Adware and spyware are not destructive like viruses and worms are 

· They are known collectively as grayware, most are intrusive, annoying or objectionable online programs that are downloaded to your computer when you install or use other online content such as freeware programs, games or utilities 

· Adware: software that displays sponsored advertisements in a section of your browser window or as a pop up box 

· It is a legitimate means of generating revenue for those developers who do not charge for their software or information 

· Pop ups that open automatically are called online billboards 

· Spyware: an unwanted piggyback program that usually downloads with other software you want to install from the internet 

· Runs in the background of your system 

· Many use tracking cookies to collect information 

· Keystroke logger: a type of spyware that monitors keystrokes with the internet of stealing passwords, login Ids or credit card info 

· Many internet security suites include antispyware software or you can buy stand alone spyware software 

Spam 

· Spam: unwanted or junk email where they find your email address from a list they purchase or with software that looks for email addresses on the internet 

· Set your privacy settings to block out spam on your email 

· Spam filters catch spam (as much as 95%) by looking for words in the subject header and senders address 

· Spam can also be prevented by: 

1. Before registering for a website, read the privacy policy on what they do with your email 

2. Don’t reply to spam or remove yourself from the list 

3. Subscribe to an email forwarding service that screen your email messages, forwarding only those messages you designate as being okay to accept 

Cookies 

· Cookies: small text files that some websites automatically store on your computer’s hard drive when you visit them 

· When you log onto a website that uses cookies, a cookie file assigns an ID number to your computer 

· The unique ID is designed to make your return visit to the web site more efficient and better geared to your interests 

· Cookies provide information about your browsing habits, such as ads you’ve opened, products you’ve looked at, etc. 

· Some sites sell the personal information their cookies collect to Web advertisers that are building huge databases of consumer preferences and habits, collecting personal and business information such as phone numbers, credit reports, etc. 

· There is really no reason to delete cookies, it can actually inconvenience you if you do by having you enter information again 

Protecting Yourself... From Yourself 

Back up your data 

· Your computer faces 3 major threats: unauthorized access, tampering and destruction 

· You should back up your data on an external hard drive 

· 2 types of files need backup, program files and data files 

· Program file: used to install software and usually comes on CD’s or DVD’s or is downloaded from the web 

· Data file: a file you have created or purchased, include files such as research papers, spreadsheets, music files, etc. 

· Full backup: will back up all file in a specified location 

· Incremental backup: will back up only files that have changed since the last time a back up was performed on the files 

· image backup: backs up everything on your entire hard drive, including your system image 

Social Engineering: Fooling the Unwary 

· social engineering: any technique used that uses social skills to generate human interaction that entices individuals to reveal sensitive information 

· it often doesn’t involve the use of a computer or fact-to-face interaction 

· telephone scams are a form of social engineering because it is easier to manipulate someone when you don’t have to look at them 

· pretexting: a way to lure their victims, it involves creating a scenario that sounds legitimate enough that someone will trust you 

Phishing and Pharming 

· phishing: lures internet users to reveal personal information such as credit card numbers, SIN numbers, etc. by sending messages that look like they are from a legitimate business, the site from the email looks real but it is actually a fake copy

· Pharming: when a malicious code is planted on your computer that alters your browsers ability to find Web addresses, users are directed to bogus websites even when they enter the correct address of the real website so you end up on a fake bank website instead of your own 

Hoaxes 

· Hoax: an attempt to make someone believe something that is untrue 

· Hoaxes target large audiences and are generally perpetuated as practical jokes, instruments of social change, etc. 

· Many people start an email hoax just for the challenge of seeing if their “brainchild” can be spread globally 

· Urban legend: hoaxes that become so well known that that they are accepted by society 

· You can find out if an email you receive is a hoax or not by going to web sites that keep track of and expose e-mail hoaxes 

Protecting Your Physical Computing Assets 

Environmental Factors 

· Falling, getting wet, too hot or too cold, etc. can damage your computer so you need to take good care of it

Power Surges 

· Power surges occur when electrical current is supplied in excess of normal voltage 

· Lightning strikes, faulty wiring, downed power lines, etc. can cause power surges 

· Surge protector: a device that protects your computer against power surges 

· Surge protectors contain 2 components that are used to protect the equipment  that is connected to them 

· After a major surge the surge protector will not work and will need to be replaced 

· It is better to use a whole-house surge protector that will protect everything in the house instead of individual surge protectors (cost about $200-$300 installed)

· Data lines such as coaxial cable that attaches to your modem can also carry surges 

· Data line surge suppressor: for each data line connected to your computer through another device (such as a modem) will provide additional protection 

· Surge protectors may not guard against all surges, lightning strikes can generate such high voltages that they can overwhelm a surge protector 

· Uninterruptible power supply (UPS): a device that contains surge protection equipment and a large battery, when power is interrupted (such as during a blackout), the UPS continues to send power to the attached computer from its battery (you’ll have between 20 minutes and 3 hours to save your work depending on the strength of your battery) 

Deterring Theft

· Don’t leave your notebook unattended 

Alarms 

· You can attach a motion alarm to your notebook called a “key fob activator” to activate the alarm 

· If the notebook is moved while the alarm is activated, it emits a loud sound 

Locks and Surrounds 

· You can chain your notebook to your work surface 

· You can use a “surround” which is a metal box that encloses the system unit, making it possible to remove your desktop from the cage while still allowing access to ports and drives 

Software Alerts 

· You can purchase tracking software for your computer so that if it was stolen you could track down where it is 

· The files from the software are not visible to the thieves, so they cannot easily delete them, 

Other Devices 

· Cell phones and other devices contain a lot of information so they need to be protected too 

· Some come with features such as encryption and protection against attempts to break into a device through “brute force” (running a program to guess all possible passwords) 

· Most programs offer optional data self-destruction mode called “time bombs” that destroy data on both the internal and external data cards if repeated attempts are made to crack passwords 

Chapter 10: Understanding Software Programming 

Most modern software applications enable you to customize and automate various features by using custom-built mini-programs called macros
Macros ( a small program that groups a series of commands to run a single command 

By creating macros, you can ask the computer to execute a complicated sequence of steps with a single command. This allows you to program certain tasks to word that are frequently preformed. 

The Life Cycle of an Information System

An information system includes data, people, procedures, hardware and software.  We interact with information systems all the time.

System Development Life Cycle
These are the phase’s necessary in making a program product complete and saleable. 
These steps are referred to as a waterfall system because they each rely on the process before it.
1. Problem and opportunity Identification
· Serve existing consumers better 
· Respond with a bigger and better system
2. Analysis
· Explore the problem to be solved more in-depth 
· Develop a program specification which is a clear statement of the goals and objectives of the project 
· This stage also incorporates the feasibility assessment which determines weather the project should go forward.
3. Design
· To design documents that programmers can fallow in developing the actual system 
· Data flow diagrams trace all the data in an information system from the point at which data enters the system to its final resting place as storage or output. 
4. Develop and documentation 
· Where the actual programming takes place 
· This phase is also a part of the program development life cycle (PDLC)
5. Testing and installation 
· Testing the program to make sure it works properly and then installing the program so that it can be used 
6. Maintenance and Evaluation 
· The performance must be monitored to determine if it still meets the needs of the consumer and that no (bugs) errors were detected. 
· Additional enhancement may be make during this stage 
However there may be backflow up the system development life cycle because even well designed projects can require redesign and specific changes mid cycle. 
Life Cycle of a Program 
Programming is the process of translating a task into a series of commands a computer will use to perform that task. As well as translating the certain description into the language spoken by the computer’s central processing unit (CPU)

How programmers tackle a problem..   
Program Development Life Cycle (PDLC)

1. Describing the problem 

· First programmers need to develop a complete description of the problem referred to as problem statements … they create this by 

i)  Data is the raw input that users have at the start of the job. It will be fed into the program 

ii) Information is the result that the users require at the end of the job.

iii)  Method, described precisely, is how the program converts the inputs into the correct outputs 

· Error handling is when the inputted data is invalid or just gibberish

· Test planning lists the specific input numbers the program would typically expect users to enter. 

However, all problem statements include the same basic components: the data that is expected to be provided (inputs), the information that is expected to be produced (outputs), the rules for transforming the input into output (processing), an explanation of how the program will respond if users enter data that doesn’t make sense (error handling) and test plan. 

2. Making a plan

· Translate into a set of specific steps that describe exactly what the computer program must do to complete the work

· This is known as an algorithm, which at this stage is written in natural language.

· Flowcharts provide a visual representation of the patterns the algorithm comprises 

· Pseudocode is a text-based approach to documenting an algorithm

· In pseudocode, words describe the actions that the algorithm will take

· Decision point or points which is where the program must choose from an array of different action based on the value of its current inputs

Examples

i) Binary decisions can be answered in one of two ways: yes(true) or no (false)

ii) Repeated loop -  a question is asked, and if the answer is yes a set of actions are performed. Once the set of actions is performed. Once the set of actions is preformed, the question is asked again, creating a loop. As long as the answer to the question is yes, the algorithm continues to loop around and repeat the same set of actions. When the answer is no, the algorithm breaks free of the looping and moves on to the first step that fallows the loop.
· Control structures is the general term used for keywords in a programming language that allows the programmer to control (redirect) the flow of the program based on a decision.

· Top-down design is a systematic approach in which a problem is broken down into a series of high-level tasks. 

· In top-down design, programmers apply the same strategy repeatedly, breaking each task into successively more detailed subtasks.

· Object-oriented analysis – programmers first identify all of the categories of inputs that are part of the problem the program is trying to solve. These categories are called classes. 
3. Coding

· The algorithm is then translated into a computer code which is a set of instructions a computer knows how to perform

· Generations are programming languages for instance: 

i) First generation (1GL) CPU is the actual machine language ( the sequence of bits that the    CPU understands). 

ii) Second generation language(2GL)  is also known as assembly language which allows programmers to write their programs using a set of short English commands that speak directly to the CPU and give the programmer direct control of the hardware.

iii) Third generation language (3GL) uses symbols and commands to help programmers tell the computer what to do. The easier one for programmers to remember. 

iv) Structured Query Language (SQL) is a data base programming language that is an example of the fourth generation language (4GL)
 v) Fifth generation language (5GL) is considered the most natural of languages. In this language a problem is presented as a series of facts or constraints instead of a specific algorithm. 

· Variable declaration tells the operating system that the operating system that the program needs to allocate storage space in RAM.

· A complier is a program that understands both the syntax of the programming language and the exact structure of the CPU and its machine language. 

          ( Feature an Integrated Development Environment (IDE) which is a development tool that helps programmers writes, compile, and test their programs 

·  A complier can read the source code which comprises the instructions programmers have written in higher level language, and translate the source code directly into machine language which is the binary patterns the CPU will execute.

· Finally programmers have produced an executable program, the binary sequence that instructs the CPU to run their code

· However some programmers do not have a complier, but used an interpreter instead. Interpreter translates the source code into an intermediate form, line by line. Each line is executed as it translates. 

4. Debugging 

· Programs find and repair any known errors in the code

5. Finishing  the project 

· The software is tested by both the programming team and by the people who will be using the program 

· Finally the users are trained so that they can use the program efficiently 

· Internal testing is after all the errors are found then the user tests the program. A group within the software company uses the program in every way it can imagine- including how it was intended to be used and in ways only new users may think up. 
· before final commercial release , software is often provided free or at a reduced cost in beta version to certain test sites or to interest users. This way programmers can work out speed bumps in the system.  
Web Applications 

 Tags control how a Web browser will display the text, , images, and other content tagged in the HyperText Markup Language(HTML) or eXtensible HyperText Markup Language(XHTML). 
To make web pages more visually appealing and interactive, programmers use scripting languages to add more power and flexibility to their HTML code. A scripting language is a simple programming language that is limited to performing a set of specialized tasks
JavaScript is a scripting language that is often used to add interactivity to web pages.
To build websites with interactive capabilities, programmers uses active server pages (ASP), Java server pages (JSP) , or the scripting language PHP (hypertext preprocessor) to adapt the HTML or the XHTML pages to the users selections 
eXtensible Markup Language (XML), enables designers to define their own data base tags, making much easier for a web site to transfer the key information on its page to another site. 
Chapter 11 

Chapter Objectives (pg. 508)
What is a database, and why is it beneficial to use databases? (pp. 510 – 511)

Databases are electronic collections of related data that can be organized so that it is more easily accessed and manipulated. Properly designed databases cut down on data redundancy and duplicate data by ensuring relevant data is recorded in only one place. This also helps eliminate data inconsistency, which comes from having different data about the same transaction recorded in two different places. When databases are used, multiple users can share and access information at the same time. Databases are used any time complex information needs to be organized or more than one person needs to access it. In these cases, lists (which are used to keep track of simple information) are no longer efficient.

What components make up a database? (pp. 512 – 525)

The three main components of a database are: 

1. Fields: A database stores ach category of information in a field, which is usually displayed in a column (e.g., name)

2. Records: A group of related fields (e.g., name + address + phone)

3. Tables: A group of related records (e.g., all student records)

A category of information in a database is stored in a field. Each field is identified by a field name, which is a way of describing the field. Fields are assigned a data type that indicates what type of data can be stored in the field. Common data types include: 

· Text field: holds any combination of alphanumeric data

· Numeric field: hold numbers that can be used to perform calculations

· Computational field: a field that stores the contents of a calculation

· Date field: holds calendar dates

· Memo field: like a text field, but for long pieces of text

· Object field: holds items like pictures, videos or documents

· Hyperlink field: hold hyperlinks to Web pages

To keep records distinct, each record must have one field that has a value unique to that record. This unique field is a primary key (or a key field).

What types of databases are there? (pp. 516 – 517)

The three major types of databases currently in use are: 

1. Relational

· Relational databases are characterized by two-dimensional tables of data in which a common field is maintained in each of two tables and the information in the tables is linked by this field.

2. Object-oriented

· Object-oriented databases store data in objects, not in tables. The objects also contain instructions about how the data is to be manipulated or processed.

3. Multidimensional

· Multidimensional databases represent data in three-dimensional cubes to enable faster retrieval of information from the database.

What do database management systems do? (pp. 517 – 526)

Database management systems (DBMSs) are specially designed applications (such as Oracle or Microsoft Access) that interact with the user, other applications, and the database itself to capture and analyze data. The main operations of a DBMS are: 

1. Creating databases

· Defining the data to be captured by describing it in a “data dictionary” that defines the name, data type and length of each field in the database.

2. Entering data

· Inputting the data into the database fields. Data is validated by field constraints, which are properties that must be satisfied for an entry to be accepted into a field

· Range check: ensures that data falls within a certain range of numbers

· Field constraint: a property that must be satisfied for an entry to be accepted into the field

· Completeness check: a field that is required to have data in it

· Consistency check: compares the value of data in two or more fields to see if these values are reasonable

· Alphabetic check: confirms that only textual characters are entered in a field

· Numeric check: confirms that only numbers are entered in a field

3. Viewing (or browsing) data

· Displaying the tables on screen, often with a variety of viewing options

4. Sorting (or indexing) data

· Organizing the displayed data by a certain field (column) in either ascending or descending order

5. Extracting (or querying) data

· Requesting specific records to be viewed in a query language (such as SQL)

· e.g., requesting records for all students with a date of birth between 1990 – 1991) 

6. Outputting data

· Printable electronic reports (such as a summary of today’s sales transactions) or exporting data to other applications

A query language is used to extract records from a database. Almost all relational databases today use structured query language, or SQL. However, most DBMSs include wizards that enable you to query the database without learning a query language. The most common form of output for any database is a printed report.

How do relational databases organize and manipulate data? (pp. 526 – 532)

Relational databases operate by organizing data into various tables based on logical groupings. Because not all of the data in a relational database is stored in the same table, a methodology must be implemented to link data between tables. In relational databases, the links between tables that define how the data is related are referred to as relationships. To establish a relationship between two tables, both tables must have a common field (or column). Once linked, information can be drawn from multiple tables through the use of queries (for onscreen viewing of data) or report generators (used to produce printed reports).

What are data warehouses and data marts, and how are they used? (pp. 532 – 536)

A data warehouse is a large-scale electronic repository of data that contains and organizes in one place all the relevant data related to an organization. Data warehouses often contain information from multiple databases. Because it can be difficult to find information in a large data warehouse, small slices of the data warehouse called data marts are often created. The information in data marts pertains to a single department within the organization, for example. Data warehouses and data marts consolidate information from a wide variety of sources to provide comprehensive pictures of operations or transactions within a business.
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Figure 11.28

Data from individual databases is drawn together under appropriate subject headings in a data warehouse. Managers can then produce comprehensive reports that would be impossible to create from the individual databases.
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Figure 11.29

An overview of the data warehouse process.

What is an information system, and what types of information systems are used in business? (pp. 536 – 541)

Information systems are software-based solutions that are used to gather and analyze information. Information systems fall into one of five categories. 

1. Office support system (OSS)

· designed to assist employees in accomplishing their day-to-day tasks and improve communications

2. Transaction processing system (TPS) 

· a system that is used to keep track of everyday business activities

3. Management information system (MIS) 

· provides timely and accurate information that enables managers to make critical business decisions

4. Decision support system (DSS) 

· a system designed to help managers develop solutions for specific problems

5. Enterprise resource planning (ERP) system 

· a large software system that gathers information from all parts of a business and integrates it to make it readily available for decision making.

What is data mining, and how does it work? (pp. 542 – 543)

Data mining is the process by which large amounts of data are analyzed to spot otherwise hidden trends. Through data mining processes, data is organized so that it provides meaningful information that can be used by managers to identify business trends. Common data mining processes are:

1. Classification

· Managers define data classes that they think will be helpful in spotting trends and then apply these class definitions to all unclassified data to prepare it for analysis.

2. Estimation

· Managers assign a value to data based on some criterion.

· E.g., bank running customer data through a program that assigns them a score based on certain records (such as income) to estimate which customers would be likely to be granted a credit card.

3. Affinity grouping

· Applying association rules to data to group data together

· E.g., identifying that 2 items are bought together 70% of the time.

4. Clustering

· Allowing data-mining software to organize data into similar subgroups. A manager then determines whether the identified clusters are meaningful.

5. Description (visualization)

· Describing data in order that managers can visualize it.

Key Terms

Alphabetic Check: Confirms that only textual characters are entered in a database field.

Artificial Intelligence (AI): The science that attempts to produce computers that display the same type of reasoning and intelligence that humans do.

Batch Processing: The process of accumulating transaction data until a certain point is reached, then processing those transactions all at once.

Binary Large Object (BLOB): In databases, a type of object that holds extremely large chunks of data in a binary form; this data is usually video clips, pictures, or audio clips.

Browsing: (1) The process of viewing database records. (2) The process of “surfing” the Web.

Clickstream Data:  Information captured about each click tht users make as they navigate a Web site.

Completeness Check: A process that ensures that all database fields defined as “required” have data entered into them.

Computational Field (Computed Field): A numeric field in a database that is filled as the result of computation.

Consistency Check: The process of comparing the value of data in a database field against established parameters to determine whether the value is reasonable.

Data Centralization: Having all data in one central location (usually a database). Data centralization helps ensure data integrity by requiring data to be updated only in one place if the data changes.

Data Dictionary (Database Schema): A file that defines the name, data type, and length of each field in the database.

Data Inconsistency: Any difference in data in lists caused when data exists in multiple lists and not all lists are updated when a piece of data changes.

Data Integrity: The process of ensuring that data contained in a database is accurate and reliable.

Data Mart: Small slices of a data warehouse.

Data Mining: The process by which great amounts of data are analyzed and investigated to spot significant patterns or trends within the data that would otherwise not be obvious.

Data Redundancy: When the same data exists in more than one place in a database.

Data Staging: A three-step process: extracting data from source databases, transforming (reformatting) the data, and storing the data in a data warehouse.

Data Type (Field Type): An attribute of a data field that determines what type of data can be stored in the database field or memory location.

Data Warehouse: A large-scale electronic repository of data that contains and organizes in one lace all the data related to an organization.

Database: A collection of related data that can be easily stored, sorted, organized, and queried.

Database Administrator (Database Designer): An individual trained in the design, construction, and maintenance of databases.

Database Management System (DBMS): A type of specially designed application software (such as Oracle or Microsoft Access) that interacts with the user, other applications, and the database to capture and analyze data.

Database Query: An inquiry the user poses to a database to extract a meaningful subset of data.

Date Field: A field in a database that holds data such as birthdays, due dates, and so on.

Decision Support System (DSS): A system designed to help managers develop solutions for specific problems.

Default Value: The value a database will use for a field unless the user enters another value.

Detail Report: A report generated with data from a database that shows the individual transactions that occurred during a certain time period.

Enterprise Resource Planning (ERP): A large-scale software system that accumulates data from all parts of an organization for the purpose of providing key information as needed to efficiently manage all key business operations.

Exception Report: A report that shows conditions that are unusual or that need attention by users of a system.

Expert System: A system designed to replicate the decision-making processes of human experts to solve specific problems.

Export: The process of putting data into an electronic file in a format that another application can understand.

External Data Source: Any source not owned by the company that owns a decision support system, such as customer demographic data purchased from third parties.

Field: A field where a category of information in a database is stored. Fields are displayed in columns.

Field Constraint: Any property that must be satisfied for an entry to be accepted into the database field.

Field Name: An identifying name assigned to each field in a database.

Field Size: The maximum number of characters (or numbers) that a field in a database can contain.

Foreign Key: The primary key of another database table that is included for purposes of establishing relationships with another table.

Fuzzy Logic: A type of logic that allows the interjection of experiential learning into an equation by considering probabilities.

Hyperlink Field: A field in a database that stores hyperlinks to Web pages.

Information System: A system that includes data, people, procedures, hardware, and software and that is used to gather and analyze information.

Input Form: A form that provides a view of the data fields to be filled in a database, with appropriate labels to assist database users in populating the database.

Join Query: A database query that links (or joins) two database tables using a common field in both tables and extracts the relevant data from each.

Knowledge-Based System: A support system that provides additional intelligence that supplements the user’s own intellect and makes a decision support system (DSS) more effective.

Management Information System (MIS): A system that provides timely and accurate information that enables managers to make critical business decisions.

Many-to-Many Relationship: A database relationship in which one record in a database table (A) can have many related records in another table (B), and any record in table B can have many related records in table A.

Memo Field: A text field in a database that is used to hold long pieces of text.

Metadata: Data that describes other data.

Model Management System: A type of software that assists in building management models in decision support systems (DSSs).

Multidimensional Database: A database that stores data in multiple dimensions and is organized in a cube format.

Natural Language Processing (NLP) System: A system that enables users to communicate with computer systems using a natural spoken or written language as opposed to using computer programming languages.

Normalization: The process of recording data only once in a database to reduce data redundancy.

Numeric Check: A data validation routine that confirms that only numbers are entered in a database field.

Numeric Field: A field in a database that stores numbers.

Object Field: A field in a database that holds objects such as pictures, video clips, or entire documents.

Object-Oriented Database: An approach to software design that differs from traditional “top-down” design. In object-oriented (OO) analysis, programmers first identify all of the classes (collections of data and methods) that are required to describe completely the problem the program is trying to solve. 

Object Query Language (OQL): A query language that is used to extract information from an object-oriented database.

Office Support System (OSS): A system (such as Microsoft Office) designed to assist employees in accomplishing their day-to-day tasks and to improve communications.

One-to-Many Relationship: A database relationship in which one record in a data table can have many related records in another data table.

Online Transaction Processing (OLTP): The immediate processing of user requests or transactions.

Primary Key (Key Field): A unique field that each database record in a table must have.

Query: The process of requesting information from a database.

Query Language: A language used to retrieve and display records. A query language consists of its own vocabulary and sentence structure, used to frame the requests.

Range Check: A type of data validation used in databases to ensure that a value entered falls within a specified range (such as requiring a person’s age to fall in a range of between 1 and 120).

Real-Time Processing: The process of updating a database (or information system) immediately as changes are made.

Record: A collection of related fields in a database.

Referential Integrity: For each value in the foreign key of one table, there is a corresponding value in the primary key of the related table.

Relation: A database table that contains related data.

Relational Algebra: The use of English-like expressions that have variables and operations, much like algebraic equations.

Relational Database: A database that organizes data in table format by logically grouping similar data into relations (or tables) that contain related data. 

Relationship: In relational databases, the link between tables that defines how the data are related.

Select Query: A query that displays a subset of data from a table based on the criteria the user specifies.

Sort (Index): The process of organizing a database into a particular order.

Structured (Analytical) Data: Data that can be identified and classified as discrete bits of information (such as a name or phone number). Unstructured data includes nontraditional data such as audio clips (including MP3 files), video clips, and pictures that must be viewed in their entirety rather than in discrete segments.

Structured Query Language (SQL): The most popular database query language today.

Summary Report: A report that summarizes data in some fashion (such as a total of the days’ concession sales at an amusement park). Also known as a summary data report.

Table (File): In database terminology, a group of related records. Also called a file.

Text Field: A database field that can hold any combination of alphanumeric data (letters and numbers) and is most often used to hold text.

Transaction Processing System (TPS): A system used to keep track of everyday business activities (such as sales of products).

Unstructured Data: Nontraditional database data such as audio clips (including MP3 files), video clips, pictures, and extremely large documents. Data of this type is known as a binary large object (BLOB) because it is actually encoded in binary form.

Validation: The process of ensuring that data entered into a database is correct (or at least reasonable) and complete.

Validation Rule: A rule that is set up in a database to alert the user to possible wrong entries.

Chapter 12 – Behind the Scenes: networking and security in the business worlds

Networking Advantages

· A networks is a group of two or more computers (or nodes) that are configured to share information and resources

· The advantages of networks for business are:

· Networks increase productivity – by sharing data and peripherals with co-workers and communicating with them efficiently 

· Networks enable expensive resources to be shared

· Networks facilitate data sharing – networked databases can serve the needs of many people at one time and increase the availability of data

· Networks enable software sharing 

· Networks facilitate internet connectivity – share internet

· Networks can enable enhances communication – email and instant messaging are extremely powerful when employed on a network

Networking disadvantages

· Business networks require network administrates that have training in computer and peripheral maintenance and repair, networking design, and the installation of networking software

· Operating a network requires special equipment and software

Client/Server Networks

· Aside from the smallest networks, such as p2p networks, which are typically used in homes, the majority of computer networks are based on the client/server model

· A client/server network (also called a server-based network) contains servers as well as client computers

· The main advantage of a client/server relationship is that it makes data flow more efficiently than in p2p networks

· Servers can respond to requests from a large number of clients at the same time

· P2P networks should not be used beyond 10-users

· Client/server networks have increased scalability; With a scalable network, more users can be added easily without affecting the performance of the other network nodes 

· P2P networks are decentralized – which means that users are responsible for creating their own data backups and providing security for their computers, however, client/server networks are centralized – all clients connect to a network that performs that task for them 

Classifications of Client/Server Networks: LANS WANS and MANS

· A local area network (LAN) is a generally small group of computers and peripherals linked together over a relatively small geographical area

· Wide area  networks (WANS) comprise large numbers of users or separate lans that are miles apart

· Sometimes government organizations or civic groups establish WANS to link users in a specific geographic area such as within a city or country; a WAN of this type is known as a metropolitan area network (MAN)

· A personal area network (PAN) is a network used to connect wireless devices such as Bluetooth-enables devices that are in close proximity to each other. Generally only span 30 feet of the person’s body

· An intranet is a private network set up by an entity (such as a business, charity, or government organization) that is used exclusively by a select group of individuals (employees, customers, suppliers, volunteers, supporters, etc.) and is not accessible by unauthorized individuals

· An area of an intranet that only certain corporations or individuals can access is called an extranet

Security tools for intranets and extranets

· Intranets and extranets often use virtual private networks to keep information secure; A virtually private network uses the public internet communications infrastructure to build a secure, private network among various locations

· The main technology for achieving a VPN is called tunneling, where data packets are placed inside other data packets

Constructing Client/Server Networks

Several  components:

· Server: At least one computer that functions solely as a server

· Network topology: The layout of the network

· Transmission media: Data needs a way to flow between clients (cable or wireless)

· Network operating system: A specialized software that enables the network to function

· Network adapter : also known as network interface cards and be attached to each device on the networks

· Network navigation device: Routers, switches, and bridges are needed to move data signals around the network

Servers

· Workhorses of the client/server network

· A dedicated server is used to fulfill one specific function (such as handling email)

· An authentication server is a server that keeps track of who is logging on to the network and which services on the network are available to each users

· A file server is a server that stores and manages files for network users

· A print server manages client-requested printing jobs and a print queue is a software holding area for print jobs

· Application server acts as a repository for application software

· A database server provides client computers with access to information stored in a database

· A communications server handles all communications between the network and other networks, including managing internet connectivity

· A web server is used to host a website so it will be available through the internet; They run specialized software such as Apache and Microsoft Internet Information Services (IIS)

Network Topologies

· Bus topology: all computers are connected in sequence on a single capable, not used much anymore, needs an access method which controls which computer is allowed to use the transmission media at a certain time, has a risk for data collision which results in loss of data

· Ring topology: configuration resembling a circle, data flows around the circle in one direction only, data passed using a special data packet called a token, a ring topology is an active topology because each node on the network is responsible for retransmitting the token or the data to the next node on the ring

· Star topology: A star topology is the most widely developed client/server network layout in homes and business because it offers the most flexibility for the lowest price, the nodes connect to a central communications device called a switch in a pattern resembling a star, the switch receives and retransmits singles to the nodes on the network, it is an active topology, it is an Ethernet network, it uses carrier sense multiple access with collision detection (CSMA/CD) to avoid data collisions

Transmission Media

· Can be cable or wireless communications technology, comprise the routes data takes to flow between devices on the network

· Most home networks use either twisted-pair cable (phone wire or Ethernet) or electrical wires as transmission media; For business networks, the three main cable types that are used today are twisted pair, coaxial, and fiber optic

Factors in choosing a cable type:

· Maximum run length

· Bandwidth -  The amount of data that can be transmitted across a transmission medium in a certain amount of time

· Bend radius (flexibility)

· Cable cost

· Installation costs

· Susceptibility to interference – Two types: Electromagnetic interference (EMI) and radio frequency interference 

· Signal transmission methods – coaxial and twisted pair  cable send electrical impulse down conductive material to transmit data signals, fiber optic transmit data as pulses of light

Twisted-Pair cable

· Consists of copper wires twisted around each other and covered by a protective sheath

· If the twisted-pair cable contains a layer of foil shielding to reduce interference it is known as shielded twisted-pair (STP), otherwise it is unshielded twisted-pair UTP)

Coaxial Cable

· Copper core, solid layer of nonconductive insulating material, a layer of braided metal shielding covers the insulation to reduce interference, and an external jacket of light-weight plastic covers the internal cable components

Fiber-Optic Cable

· Composed of a glass or plastic fiber where the data is transmitted, a protective layer of glass or plastic cladding is wrapped around the core to protect it and an outer sheath is added for extra protection, often made of Kevlar

Wireless Media Options

· Wireless media are usually add-ons that extend or improve access to a wired network. In the corporate environment, wireless access is often provided to give employees a wider working are

· Wireless networks in the US are currently based on the 802.11 standard, also known as WIFI

Network Operating Systems

· A network operating system needs to be installed on each client computer and server connected to the network to provide the services necessary for them to communicate

· P2p networks don’t need this

· Nos software is specifically designed to provide server services, network communications, management of network peripherals, and storage

Network Adapters

· Network adapters are devices that perform specific tasks to enable computers to communicate on a network

· Network interface cards (NICs) are a type of network adapter installed inside computer

· Some network adapters plug into usb port

· Network adapters generate high powered network transmissions, are responsible for breaking the data into packets and preparing the packets for transmission across the network, they act as gatekeepers for information flowing to and from the client computer

· Ethernet is the standard communications protocol (rules) used on current networks and the adapter cards today are Ethernet compliant

· Wireless networks require a wireless network interface card (wireless NIC) and the network must be fitted with wireless access point (WAP)

· A special communications software called a device driver is installed on all client computers in the client/server network and they enable the network adapter to communicant with the servers Operating system  and the computers OS

Network Navigation Devices

· Each network adapter has a physical address called a media access control (MAC) address, and is made up of six two-position characters 

· A mac address is used for identification purposes internally on a network

· A frame is a container that can hold multiple data packets

· The NOS software assigns the appropriate MAC address to the frame

· MAC address filtering , where only a certain list of addresses are allowed on the network, is a useful security tool on home networks and small business networks

Repeaters and Hubs

· A repeater amplifies signals and retransmits it

· A hub receives a signal from a device, reconstructs it, and transmits it to all other ports on the hub

· Hubs are uncommon in modern networks

Switches and Bridges

· A switch is basically a “smart” hub; It uses the MAC address of the data to send the data only to the recipient instead of all devices on the network

· When a corporate network grows in size, performance can decline, because many devices compete for transmission time on the network media; To solve this problem a network can be broken into multiple segments known as collision domains and a bridge is used to send data between these collision domains

Routers

· Designed to send information between two networks, uses MAC and IP addresses

Network security for client/server networks

· Client/server networks offer more security than p2p networks

· ID and passwords can be required on a client/server network

· Some sources of security threats are: Human errors and mistakes, Malicious human activity, Natural events and disasters

Authentication

· The process whereby users prove they have authorization to use a computer network

· A possessed object is any object that a user carries to id himself and that grants them access to a computer system or facility (ID card, key card etc.)

· A brute force attack is delivered by a software that tries many combinations of letters, numbers, words, or pieces of  a user ID in an attempt to gain access

Physical Protection Measures

· An access card reader is a device that reads information from a magnetic strip on the back of a credit card-like access card (ex. Student ID )

· A biometric authentication device uses some unique characteristic of human biology to id authorized users (ex. Fingerprints or palm prints)

Firewalls

· Involves packet screening- examining incoming data packets to ensure that they originated from or are authorized by valid users on the internal network; The router does this

· Most large networks add a bastion host, which is a heavily secured server located on a special perimeter network between the company’s secure internal network and the firewall

· A bastion host is often conjured as a proxy server; A proxy server acts as a go-between, connecting computers on the internal network with those on the external network (Internet) All requests to and from the Internet must pass through the proxy server

Chapter 13 Computing 1200 Exam

Chapter 13; Behind the scenes: the internet – how it works
The management of the internet 
Who owns the internet?
- us government funds the development but no one really owns it 
- smaller networks can be owned by, universities, individuals, government agencies and companies

Does anyone manage the internet?
- Several non-profit organizations and user groups are responsible for its management
Who pays for the internet?
- We do! Our tax dollars

Internet Networking
internet backbone:
the main paths of the internet, along which data travels the fastest
T-line:


carries digital data over twisted-pair wires
optical carrier line:
lines the come in a variety of speeds
NAPs:


the points of connection between ISPs, access points that move data quickly 


between networks
switches:

devices that send data on a specific route through a network
point of presence:
a bank of modems

the network model of the internet
what type of network model does the internet use ( client/server mofel

Web server:  computer that runs specialized operating systems enabling it to host web pages
Commerce server: computer that hosts software that enables users to buy goods/services over the web
File server: computer that  is deployed to provide remote storage space or act as a storage house

Data Transmission and Protocols 
computer protocol: is a set of rules for exchanging electronic information 
open system: meaning its design would be made public for access by any internet party

**the three biggest internet tasks..  communication, seeking information, and shopping

Circuit switching: a dedicated connection is formed between two points and the connection remains
 

   active for the duration of the transmission

Packet switching: data is broken into smaller chucks that are sent over various routes at the same time
what information foes a packet contain; 1. An address to which the packet is being sent





2. The address from where the packet originates





3. Reassembling instructions





4. The data that is being transmitted
why do packets take different routes; routers decide on the most efficient route for packets to take to 




          their destination (if one route is jammed, it will travel a new route)

TCP/IP: transmission control protocol and the internet protocol
what protocol sends the information; the internet protocol 

IP Addresses and Domain Names

IP Address; unique identification number that defines each computer, service or other device that 

     connects to the internet 
- IP addresses must be registered with the Internet Corporation for Assigned Names and Numbers
example: 197.169.73.63
this style is known as a dotted decimal number

· Dynamic addresses are assigned by the dynamic host configuration protocol

Benefits of dynamic addressing; 
- provides a more secure environment (by keeping hackers out of computer systems)


Domain name:
is simply a name that takes the place of an IP address, making it easier for people to 


remember (ex/ yahoo.com)
* yahoo.com also has a number sequence which is known as it’s IP address, however it is more convenient for people to remember words than it is number, that is why each IP address is given a word or phrase so people remember it easier * 

Second-level domain:
needs to be unique within its own top-level domains



(ex/ mycoolsite.com vs. mycoolsite.org will be registered as separate domain



names) 

Who controls domain names; ICANN assigns companies or organizations to manage domain name 



         registration 

The url you type into your computer will transfer to an IP addresses using the DNS (domain name system) server (this functions like a phone book for your computer)


URL to IP Address (follow these steps)

i. Your browser requests information from ABC.com
ii. Your ISP doesn’t know the address of ABC.com, so it requests the address from its default DNS
server

iii. The default DNS server doesn’t know the IP address of ABC.com either, so it queries the root server of the .com domain

iv. The root server provides the default DNS server with the appropriate IP address of ABC.com

v. The default DNS server stores the correct IP address for ABC.com for future reference and returns it to your ISP’s web server

vi. Your ISP’s web server also stores the correct IP address for ABC.com for future reference and returns it to your computer

vii. Your computer then routes its request to ABC.com and stores the IP address in cache for later use

Root DNS server:
knows the location of all the DNS server that contain the master listings for
an entire top-level domain

Other protocols: FTP and Telnet

File Transfer Protocol (FTP)
how does it work;
it enables users to share files that reside on local computers with 



remote computers, FTP provides for authentication and password 



protection
can you upload files;
most FTP sites allow you to upload files

Telnet
what is telnet;

telnet is both a protocol for connection to a remote computer and a 



TCP/IP service that runs on a remote computer to make it 




accessible to other computers
how do you use it;
you need to know the domain name or IP address of the computer 



your connecting to, login id is required

HTTP, HTML and other web jargon

http:

HyperText Transfer Protocol was created for the transfer of hypertext documents across 

the internet (hypertext is documents with words attached to a media file)

http secure:
a combination of http protocol and a network security protocol 


(ex/ Transport Layer Security and Secure Sockets Layer)

how are web pages formatted?

· Using HTML or XHTML, these are not programming languages rather they are a set of rules for marking up blocks of text so that a browser knows how to display them 

· HTML tags are used, such as <b> *starting instruction* </b>*ending instruction*

Communications over the Internet

Who invented e-mail?
Ray Tomlinson, 1971

How does e-mail travel the internet?
- it has its own protocol, Simple Mail Transfer Protocol
email servers:
specialized computers whose sole function is to store, process and send e-mail

How do your encrypt e-mail?
to protect e-mail messages you use encryption,
encryption:
refers to the process of coding your e-mail so that only the other person with the key to 


the code can de-code it and read it
private-key encryption:
only 2 parties involved
public-key encryption:
there is a coding key, and a private decoding key


Instant messaging
how does it work?
- the client software on your computer makes a connection with the chat server using your internet connection, then you can log on with a username and password

Is sending an instant message secure?
- they do not use a lot of encryption, therefore it is not a good idea to send sensitive information using instant messaging because it is possible for hackers to misuse it 

Voice over Internet Protocol (VoIP)
- turns your internet into a way to make free long distance phone calls

How are VoIP security issues being handled?
- its vulnerable to some threats, use of encryption methodologies, antivirus software, firewalls are used to cut down the vulnerability 

Cloud Computing

What is cloud computing?
it refers to using the internet to deliver business services online that were previously delivered locally by company owned IT departments
why use cloud  computing?
- it reduces costs for companies who input large amounts of data daily 
- reduces workload for companies that are busy during certain months of the year 
