A computer is a data processing device that performs four major functions:
1. It gathers data, or allows users to input data.
2. It processes that data into information.
3. It outputs data and information.
4. It stores data and information
Data: representation of a fact, figure or idea. (Number, word, sound)
Information: Data that has been organized.
Bit = Binary Digit – 0 or 1
8 bit = 1 byte 
Hardware: Any part of the computer you can physically touch. 
Software: a set of computer programs that enables hardware to perform certain tasks.
There are 2 types: Application software and system software. 
Application Software: is the set of programs you use on a computer to help you carry out tasks such as writing a research paper.
System Software: The set of programs that allow your hardware and your application software to work together. 
OS : Operating system = the programs that controls the way in which your computer system functions. 
Peripheral device: keyboard, monitor its connected to the computer. 
Mainfraim: large expensive computer that supports hundreds of users simultaneously. (many programs slower pace.)
Supercomputer: computer that does complex calculations extremely fast. (not many programs at once, but as fast as possible.)
Embedded computers: a omputer chip that resides in another device, has its own programming, does not receive input or interact with any other systems. 
The Dvorak keyboard: most used letters in “home keys” which is the middle row. Increases typing speed. 
Maltron keyboard: only one hand. 
Mouses: Optical mouse (laser), Trackball mouse, touchpad, trackpoint device. 
An output device enables you to send processed data out of your computer in the form of text, pictures (graphics), sounds (audio), or video.
What are the different types of monitors? 
Liquid crystal display (LCD) also called a flat-panel monitor: use LED light emitting diode technology even more energy efficient. 
Legacy technology: uses parts from an older time and isn’t popular anymore. 
CRT: cathode ray tube monitor (old.)
Sound input
Desktop microphones sit on flat surface.
Unidirectional mic, omnidirectional mic, clip on microphones(lavalier), close-talk microphones(headsets).
With disabilities: Visually impaired there is voice recognition or larger keys. 
How do monitors work?
They are made of pixels. Each pixel has 3 subpixels of red blue and green. Some 4 with yellow. Made of two shits filled with liquid crystal solution. Florescent panel in back of monitor generates light waves. With the electric current passing through the crystals move to either block or let the florescent light pass creating images. 
What factors affect the quality of an LCD monitor?
Aspect ratio: width to height proportion of the monitor. 
Screen Resolution: number of pixels on the screen. Max 1600(vertical columns) x 1200(in each column). Usually detected by screen size and aspect ratio. 
Contrast Ratio: measure of the difference in light between the brightest white and the darkest black. Colors fad if too low. 
Dynamic contrast ratio: is taken when backlight is turned off completely and is not a relevant measure unless you are using an LED monitor. 
Viewing Angle: Meausured in degrees tells you how far you can move to the side before image quality degrades to unacceptable levels. 
Brightness: candelas per square meter(cd/m2). Greatest amount of light showing when monitor is displaying pure white. (300cd/n2 or greater is reccommended)
Response time: masured in milliseconds. The amount of time it takes for a pixel to change color. 
Printers:
2 primary categories: inkjet and laser. (both nonimpact)
Nonimpact printer: sprays ink or uses laser beams to transfer marks onto paper 
Impact printer: has hammerlike keys that strike paper through an inked ribbon. (dot-matrix)
Advantages of inkjet printers: standard in homes. Affordable. 
Laser printers: faster speed, higher quality. Uses laser beams and static electricity to deliver toner onto the paper. 
Wifi send data quicker than Bluetooth 
Plotter: produces oversized pictures that require the drawing of precise and continuous lines such as maps and detailed images. 
Thermal printer: work by either melting waxed-based ink (thermal wax transfer printing) or by burning dots onto specially coated paper (direct thermal printing)(receipts and airplane tickets). 
General-purpose printers have finer, faster text output whereas photo printers have more distinctive color output. 
How to choose a printer?
Speed: pages per minute.
Resolution: measured by dots per inch - # of dots of ink in a one-inch line. 
Color output: the cartriges. 
Duty cycle: how long a machine can keep operating before it needs rest. 
Processing and Memory on the Motherboard
The motherboard is he main circuit board that contains the central economic components of the computer.
Includes: processor(CPU), memory, and the many circuit boards that let the computer function. 
Located inside system unit.
System unit is the metal or plastic case which houses the power and all storage devices. (CD and hard drive)
What’s on the motherboard?
CPU, ROM, RAM, cache, and the chips that provide short term memory for the computer. Slots for expansion cards(adapter cards) which add functionality. 
Typical expansions: Sound cards provide connection for speakers and mics. 
Video card provides connection for monitor. 
Modem card provides computer with a connection to the internet via phone line. 
Network interface card (NIC) enables your computer to connect to other computers or cable modem to facilitate high speed internet connection. 
Memory
Ram = Random access memory is the place in a computer where the programs and data the computer is currently using are stored. It is a temporary(volatile) storage. 
ROM = Read only memory holds all the instructions the computer needs to start up when the computer is powered on. 
Processing 
CPU= central processing unit is the brain of the computer. Controls all functions performed by the computers other components and processes all the commands issued to it by software instructions.
Speed of processor is measured in hertz – machines cycles per second.  
Machine cycle is CPU getting data from RAM and decoding the instructions into something the computer can understand.
CPU decodes then executes and stores the result back into system memory.
What else determines processor performance?
The number of cores = # of processing paths the computer has.
Cache memory
Front side bus(FSB)
Storing data and information 
Permanent storage devices are located in a space called the drive bay. 
Flash storage AKA thumb drive jump drive 
USB universal serial bus
Firewire speedy data transfer
Connectivity port gives you access to networks and the internet or enable your computer to act as a fax machine. 
Ethernet port
VGA port video graphics array port is the port CRT monitors connect to
DVI port digital video interface
S-video port super video port. 
Ergonomics is an applied science concerned with designing and arranging things people use to that the people and things interact most efficiently and safely. 
Chapter 2
The internet
Created for 2 reasons:
1. Establishing a secure form of military communications
2. Creating a means by which all computers could communicate
Who invented the internet?
Advanced research projects agency network (ARPANET).
Are the Web and the internet the same thing?
Web is only one component of the internet, the means which we can access information. 
Other components: FTP, Gopher, Telnet, BitTorrent.
Web is different from the rest of the internet because: 
1. Uses common communication protocols that enable different computers to talk to each other and display information in compatible formats.
2. There are special links that enable users to go from one place to another on the web. 
Client based Email clients: read send and organize your email are software programs running on your computer that access your internet service provider(ISP) which is like an electronic post office. 
Web-based Email clients: where users can get there emails directly fro the web. 
IRC internet relay chat is a means of synchronous group communication 
Newsgroup threads. 
Web 2.0 techonologies: Collaborating and communicating through the internet. 
Web 2.0 = social web. 
Blogs: one author, list of entries on a single page.
Spam blogs(Splogs) : stolen text is used (blog scraping)
Wikis: is a type of website that allows users to changes its contents by adding, removing, or editing content. 
Podcast: is a clip of audio or video content that is broadcasted over the internet. Broadcasting + ipod. 
Portable media player: PMP
RSS: Really simple syndication facilitates the delivery of frequent content updates on web pages.
Using RSS web content is formatted in a way that aggregators can find it and download only the new content on your computer. 
Aggregators are software programs hat go out and grab the latest updates from of web according to your specifications. 
Webcats: broadcasts audio or video over the internet. Live or one time events. 
MMORPG’s massive multiplayer online role-playing games. World of warcrat. 
Different types of ecommerce
1. Click-and-brick
2. Business-to-consumer (B2c)
3. Business-to-business
4. Consumer-to-consumer
Safetiness of online transactions
Check for https:// the –s- stands for secure socket layer
Check for the padlock on internet explorer and firefox 
Web browsers
Most are graphical browsers – they display text and pictures
URL – Uniform resource locator
Hyperlinks- formatted pieces of text that let you navigate around the website
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Protocol = set of rules used to retrieve a specific document
Domain name(host name) 
Websites are further identified after the domain name and they are reffered to as path or subdirectory.
What is protocol? 
HTTP = hypertext transfer protocol – this allows files to be transferred from a web server to your computer
FTP = file transfer protocol – used to download files from your computer to a web server. 
FTP files use FTP file server whereas HTTP files use web server
To connect to FTP you usually need a user name and password and they also identify one location on the internet. 
What’s in a domain name? 
Domain name identifies the sites host.
Host= location that maintains the computers that store the web site files
Top-level domain = .com – it indicates what kind of organization the host belongs to
Within a countries top-level domain there can be further subdivisions state.pa.us 
Breadcrumb trail a list of pages within a Web site that you’ve already visited
Favorites, Live Bookmarks, and Tagging 
What are live bookmarks? 
A live bookmark delivers updates to you as soon as they become available. (RSS technology)
Social Bookmarking (tagging) lets you store organize bookmarks(or tags) of web pages. 
Search engine:  is a set of programs that searches the web for keywords and return a list of websites. 
Subject Directory: searching the web through a structured outline of websites organized by topics and subtopics.
Search Engines have 3 parts 
1. Spider: constantly collects data on the Web, following links in websites and reading web pages. 
2. Indexer program: organizes the data into a larger database
3. The search engine software: searches indexed data and pulls out relevant information to your search.
Boolean operators : and not and or 
Searching for exact phrase on search engine use “”
Searching within a specific site: use fruits site:bonaza.com 
Searching using wild card: congress voted *on the* bill will show you how congress voted on the bill. 
Evaluating Websites
1. Authority 
2. Bias
3. Relevance: is it current?
4. Audience
5. Links
The internet and how it works 
Computer is either a client: it asks for data
Or a server: receives the request and returns the data to the client.
Internet is a client/server network
How do computers talk to each other?
1. You type and address (client becs your are asking for information)
2. Your request travel along several pathways to the main arteries of the internet called the internet backbones. 
3. Flows from the backbone into smaller pathways untl it gets to the server computer(website). 
4. Server computer returns the requested data to your computer.
5. Web browser interprets data and displays it on your monitor 
How does the data get sent to the correct computer? 
IP address – internet protocol address = set of 4 numbers separated by periods. (dotted quad)
Connecting to the internet 
Dial-up connection = using standard telephone line
Broadband Connections
Broadband = high speed internet
Different types:
· DSL = digital subscriber line uses standard phone line to connect 
· No need for second phone line because phone lines are made of twisted coper wire(twisted pair wiring) The bandwith of the wire is split into three sections like a three lane highway. 
· Cable service. 
· Fiber-optic service = uses platic or glass cables to transfer data at the speed of light
· Satellite broadband – rural or mountain areas
How does cable work?
Uses same coaxial cable as pc, however, since cable is a one way service networks must upgrade their networks with 2 way data transmission.
DSL is limited by distance, Cable isn’t however they are shared between users so connection speeds can be slow sometimes. 
How does fiber-optic service work?
Use fiber-optic lines : strands of optically pure glass or plastic as thin as human hair. 
Arranged in bundles called optical cables & transfer datavia light signals.
The converted into electrical pulses that transmit digital signals your computer can read.
What equipment do you need to connect to broadband?
Modem : either DSL or Cable – translates broadband signals into digital data and then back again. 
Allows data to tranfel on the unused capacity of the transmission medium. 
Filters are necessary to reduce interference caused when DSL equipment shares the same lines as a standard phone line. 
Modem connects to expansions card called the NIC. (Network interface card) 
A router is needed in is needed if you want to connect with more than one computer. 
WiMAX extends local WiFi across greater distances. 
WiFi = wireless fidelity 
Air cards = if you want internet but not in wifi spot. (cellular modems) Fit into slot on the computer called an Express Card Slot. (PC card slot) 
How does dial-up connection work?
Phone line + modem(modulate demodulate)
Dial up modems convert digital signals that the computer understands into analog signals that can travel along phone lines. 
Advantages: least costly
Disadvantages: speed
Data transfer rate: measure of how fast data travelsbetween computers. (connection speed) 
Large Scale Networking (LSN) = increases speed of networks. 
Chapter 3
Information Technology Ethics 
Ethics: the study of the general nature of morals and of the specific moral choices made by individuals.
Morals = conforming to established or accepted ideas of right and wrong. 
Ethical Value: guidelines you use to make decisions every day.
Relativism: is a theory that holds that there is no universal moral truth and that instead there are only beliefs, perspectives, and values. 
Situational Ethics: states that decision making should be based on the circumstances of a particular situation and not on fixed laws. 
Are laws established to guise people’s ethical actions? 
Societal ethics provides a general set of unwritten guidelines for people to follow.
Rule utilitarianism: an ethical theorythat espouses establishing moral guidelines through specific rules. 
Amoral behavior: is when a person has no sense of whats right and wrong, and no interest in the moral consequences of his or her actions. 
Positive psychology: discover the cause of happiness instead of treatment of mental dysfunctions.
Whistle-blowers: are people that report businesses to regulatory agencies for committing illegal acts. 
Stakeholders: are those people who are affected by the operations of a business.
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Chapter 4 application software: 
Software: refers to a set of instructions that tells the computer what to do.
Program (instruction set): provides means for us to interacts with and use the computer.
2 types:
Application Software: software used to do tasks such as writing letters, paying taxes, editing photos. 
System software: Windows, Mac OS X, help run the computer and coordinate between application software and the computer’s hardware devices. 
Productivity software includes programs that enable you to perform various tasks required at home, school and business. 
PIM programs: personal information manager.
Word Processing Software 
What is the best software to use to create general documents? 
Word processing software 
Are there free or more affordable alternatives?
Open source software is publicly available and has few restrictions. 
Proprietary software neither free nor open source
Popular tool: Search and replace – allows you to search for text in your document and automatically replace it with other text.
Spreashsheet software 
Enable you to do calculations and numerical analyses easily 
Benefits: automatic recalculation. (what-if analysis) 
Sparklines : charts that fit into one cell
Presentation Software
Database Software: applications that allow you to store and organize data 
Traditional databases are organized into fields, records, and tables. 
Field: data category such as name, street address. It is a data category. 
Record: yasmine 9215 villieu ( a collection of related fields) 
Table: groups related records such as “sales contacts”
Note Taking Software
Personal Information Manager(PIM) software
· It is an open source so it is free, strive to replace management tools (calendar, notepad, to do list, emails) Ex. Outlook. 
Web-based PIM programs like yahoo google, do the same thing. 
Productivity Software Features 
Wizard: is a systematic guise that walks you through the steps necessary to complete a complicated task. Ex. When you download a program. 
Template: They provide the basic structure for a particular kind of document, spreadsheet ect.. 
Macro: a small program that groups a series of commands so they will run as a single command. 
Integrated Software Applications: a single software program that incorporates the most commonly used tools of many productivity software programs into a single integrated program. 
Software Suites: is a group of software programs that have been bundled as a package. 
Personal Financial Software
Tax preparation software: enables you to prepare your state and federal taxes on your own instead of hiring a professional.
Financial planning software: helps you manage your daily finances. 
Media Software for Home
Multimedia software includes image, video and audio editing software, animation software, and other specialty software to create computer games, animations and movies. 
Digital Image Editing Software
Speech Recognition Software:
· Devides your speech into  samples and compares it to a database(codebook) that contains every sound a human can make. 
· When it finds a match it assigns it a number that corresponds to the number in the database. 
· These numbers are then matched with another database containing phenemes for the language.
· Phoneme: is the smallest phonetic unit that distinguishes one word from another, 
· B & M are both phoneme for distinguishing bad and mad from each other. 
Digital Audio Software 
Extract(Rip) CD means putting it on your computer.
Mp3 = short for MPEG-1 Audio Layer 3 is a type of audio compression format that reduces the file size of the traditional digital audio files so that they will take up less storage capacity. 
MP3 recording: allows you to record directly from streaming audio and other software or microphone sources to MP3 format. 
CD ripping: allows you to copy or extract your CDs and encode to the MP3 format. 
CD burning: allows you to create your own CDS from your MP3 collection. 
Encoding and Decodiong: is done my encoders: programs that convert files to MP3 format. 
Digital Video Editing Software 
AVCHD : advances video coding high defitinon. 
Media Management Software
Software Home Fun
Entertainement Software
Gaming Software : Meed to make sure you have enough processing power, memory RAM, and hard drive capacity to run the program. Sound and video cards. 
Entertainment Software Rating Board (ESRB) is a self-regulatory body that tells you what games are appropriate for a specific user. Rating Symbol and Content descriptors. 
Educational Software , Drawing Software
Desktop Publishing (DTP) software allows you to incorporate and arrange graphics and text in your document in creative ways. 
Web page authoring software simple way to create web pages. 
Customer relationship management (CRM) software stores all sales and client info in one database. 
Enterprise resource placing (ERP) system lets a business consolidate multiple systems into one and improve coordination of these business areas across departments.
Vertical market software: is software that is designed for a specific industry.
Computer-aided design (CAD) programs make 3D modeling. 
Software Licenses: an agreement between you, the user, and the software company.
Multiuser license: more than one person can use the software. 
Concurrent licenses: limit the number of users accessing the software at any given time. 
Copyleft: the concept of redistributing modified open source software under the same terms as the original software. 
Bloat ware: when software clogs up your system unnecessarily since you didn’t renew the license. 
Software as a Service (SaaS) : the application is hosted online by the vendor and made available to the customer over the internet. 
Freeware: is any copyrighted software that you can use for free. 
Postcard ware – e-mail ware: request an email or postcard telling them your opinion oftheir software. 
Open source programs are free to use on the condition that any changes you make to improve source code also must be distributed for free. 
Beta version: is an application that is still under development. 
Shareware software is distributed for free but with certain conditions. It is not freeware. 
Every Software program has a set of System Requirements: minimum recommended standards for the operating system, processor, primary memory RAM, and hard drive capacity.
Full installation: copies all the files and programs from the distribution disk to the computer’s hard drive. 
Custom installation: you decide which features you want installed. 
Chapter 5
System Software Basics 
2 Types of software : System/application 
System has 2 types of programs: The operating System / utility programs.
Operating System: is a group of programs that controls how your computer functions. 
Utility program: small program that performs many of the general housekeeping taks for the computer such as system maintenance and file compression. 
Operating Systems classified as Single or multiusers, and single or multitask. 
Microsoft Disk Operating System (MS-DOS) single task, single user. 
Types of operating systems: are categorized by the type of device in which they are installed. 
Real-time operating Systems
Real-time operating system ( RTOS) are necessary in machinery that is required to perform a repetitive series of specific tasks in an exact amount of time. 
RTOS( or embedded systems) require minimal user interaction. It is a program with a specific purpose such as performing regimented tasks, or recording precise results. 
Operating Systems for Networks, Servers, and Mainframes
What kind of operating system do networks use?
Multiuser operating system ( network OS) enables more than one user to access the computer system at one time. 
Networks : groups of computers connected together for the purpose of communicating and sharing resources. 
Networks requires a multiuser OS because many users simultaneously access the server. 
Server: computer on a network that manages network resources such as a printer. 
UNIX : multiuser multitask operating system used as a network operating system.
What other kinds of computers require a multiuser operating system?
Mainframe: is responsible for storing, managing, and simultaneously processing data from all users. (Large cooperation)
Supercomputers also use MUOS. 
Operating systems for mobile devices. 
What kind of OS do smartphones use?
Symbian, Blackberry, Windows Mobile. iPhone OS X, Android by google.
Do gaming consoles and personal media players require an OS?
The system software includes system programs ( firmware) that control the device. 
OS for personal Computers
Windows – the diff between 32 bit and 64 bit is that the 32 bit is built for computers that have up to 4 GB of RAM. For those with more they need 64 bit. 
What is Mac OS?
First to incorporate a GUI with point and click technology. 
Does it matter what OS is on my computer? 
The type of processor determines which OS a computer uses. 
OS + processor is referred to as platform. 
Most application software is also platform dependant. 
Can I have more than one OS on my computer? 
Yes you just need to separate your harddrive into partitions. 
What is Linux?
An open source OS  for use on personal computers as a network operating system.
New android OS is based on Linus.
What the OS does:
· Provides a way for the user to interact with the computer
· It manages the processor or CPU
· It manages the memory and storage
· It manages the computer systems hardware and peripheral devices 
· Provides consistent interaction between the applications and CPU 
The User Interface, provided by the OS, enables you to interact with the computer. 
A command-driven interface is one in which you enter commands to communicate with the computer system. 
Menu-driven interface came later and is one in which you choose commands from menus displayed on the screen. 
Today, we use GUI(graphical user interface) – displays graphics and use point and click technology with the mouse and cursor making it much easier to use. 
Processor Management
Why does the OS need to manage the processor? 
Whenever you use your computer, you are asking the CPU to perform several tasks at once. You need the OS to assign a slice of its time to each activity that requires the processors attention. Or else you would always have delays. 
How exactly does the OS coordinate all the activities?
Although it looks as if you are watching a movie as you are printing a document, the OS actually switches back and forth among processes, controlling the timing of events that the processor works on. 
When you tell your computer to print it sends a unique signal called a interrupt
The interrupt tells the OS that it is need of immediate attention. 
Every device has its own interrupt handler, which is a special numerical code that prioritizes the requests. 
These request are places in RAM and then the OS processes the tasks assigned a higher priority before those who have been assigned lower priority.
This is called preemptive multitasking 
Memo = places in special location of RAM called a stack. 
Reminder of what the CPU was doing before it started a new task 
What happens if ther is more than one document waiting to be printed? 
If the printer is already in use. The OS puts the request in another temporary storage area in RAM called the buffer. Waits till the ‘spooler’ indicates that the printer is available. 
Memory and Storage Management
Why does the OS have to manage the computers memory? 
As the OS coordinates the activities of the processor, it uses the RAM as a temporary storage area. Therefore it is responsible for coordinating the space allocation in RAM.
What happens if my computer runs out of RAM?
Vitrual Memory: when RAM is optimized by borrowing hard drive space. 
Data not recently used  hard drives swap file(page file)
Data now needed  active RAM 
The process of swapping between the 2 is called paging. 
Thrashing = excessive paging. 
Hardware and Peripheral Device Management 
How does the OS manage the hardware and peripheral devices? 
Each device attached to your computer has a device driver which facilitates the communication between the hardware device and the OS. Changes it into a language that the OS can understand. 
Plug and Play (PnP): is a software and hardware standard that Microsoft created. You do not need a driver. 
Software Application Coordination
How does the OS help application software run on the computer?
The OS  includes the blocks of code – each called API ( application programming interface) – that application software needs in order to interact with the OS.
The Boot Process: Starting Your Computer
Once your computer is turned off all your RAM is wiped, including the OS. 
The boot process is necessary to load the OS into the RAM. There are 4 steps :
1. The basic input output system (BIOS) is activated by powering on the CPU. 
2. Power-on-self-test (POST): The BIOS checks that all attached devices are in place. 
3. The OS is loaded into RAM.
4. Configuration and customization settings are checked. 

In detail.
Step 1: Activating BIOS
CPU activates BIOS. 
BIOS: is a program that manages the exchange of sata between the OS and all input an output devices attached to the system. Stored on the ROM chip on the mother board. 
Step 2: Performing the Power-On Self-Test
How does the computer determine whether the hardware is working properly? 
POST : Performed by BIOS
1. Test on video card and video memory
2. BIOS identification process 
3. Memory test. 
Then BIOS compares results of POST with CMOS. 
CMOS : complementary metal-oxide semiconductor memory that uses almost no power and contains info about the systems memory, types of disk drives, and other essential input or output hardware components. 

Step 3: Loading the OS
How does the OS get onto RAM? 
BIOS searches for ‘system files’ which are main files of the OS and when found is loaded into RAM. 
The kernel ( supervisor program) is then loaded. It is the essential component of the OS responsible for manging processor and all other components of the computer system. 
Kernal is MEMORY RESIDENT: becs it resides in RAM as long as your computer is turned on. 
NONRESIDENT: is when files stay on harddrive and are only copied over when needed.

Step 4: Checking further configurations and Customizations
CMOS checks confirguration at the beginning, but in the last phase of boot process the OS checks the registry of all other system components. 
Registry: customized setting you put in place. 
Safe Mode: special diagnostic mode designed for troubleshooting errors. You can use the device manager. 
Device Manager: lets you view and change all properties of devices attached to your computer. 
The Desktop and Windows Features 
Desktop: first image and interaction you have with the OS. 
Gadget: mini program
Aero Shake: a feature that allows you to grab a window and shake it and it will minimize all other windows. 
Organizing your computer: File Management
File: a collection of related pieces of info stored together for easy reference. 
Files folderlibraries 
How does the OS organize files?
Drivesfolderssubfoldersfiles. 
The C drive is the harddrive 
A drive floppy disk
The C drive is the root directory. 
Libraries: regardless of where files are saved it will siplay as if they were in a single folder. 
Windows Explorer: main tool for finding, vieweing and managing contents of your computer 
Different ways to view files:
Titlesdetails list view small and medium icon views (Screen tip info is showed when you place cursor over file icon)  Large and Extra Large Icons views. 
How to name put filename.extension or filetype 
No 2 files can be stored with both the same file name and same file extension
File path has back slashes called path seperators. 
Utility Programs are another set of programs included in System Software. 
UP- are small applications that perform special functions. 
Display Utilities
Personalization : change desktop, screensaver. 
Program and Features Utility
How to add new programs to my system? 
Use the programs and features utility if wizard dosent start. 
To remove?
Use windows uninstaller utility
File Compression Utilities
A program that takes out redundancies in a file to reduce the file size. 
How does it work? 
Look for repeated patterns of letters and replace them with  a shorter placeholder. They are cataloged and stored temporarily in a separate file called a dictionary. 
System Maintenance Utilities
Disk Cleanup cleans and removes unnecessary files from your hard drive. 
Disk Defragmenter: regroups related pieces of files on the hard drive therefore allowing OS to work more efficiently. FASTER
Error-checking: is a utility that diagnoses potential errors on my storage devices. 
Once files are moved sometimes references are left on the FAT(file allocation table) to files that no longer exist. 
Physical errors: when you can’t tell if the area holds a 0 or a 1 then it is called a bad sector. 
Task Manager Utility: checks on programs or exits non responsive programs. 
System Restore and Backup Utilities
System restore: lets you roll your system settings back to a specific date. 
System restore point: is a snapshot of your entire system setting made every week. 
How can I protect my data in the event something malfunctions in my system? 
Backup and Restore utility: you can create a copy of all files and put it on another storage device. 
Ex. Time machine in MAC and Time Capsule which wirelessly works with it.
The Task Scheduler Utility
Task scheduler utility allows you to schedule tasks to run automatically at predetermined times
Accessibility Utilities
Ease of Access Center: centralized location for assistive technology and tools to adjust accessibility settings. (High Contrast, Magnifier, Narrator, On-screen keyboard, Windows Speech Recognition)

Chapter 6(Module 5) – Understanding and Assessing Hardware 
Moore’s Laws: describes the pace at which CPUs improve. It predicts that the # of transistors increase so fast that the CPU capacity will double every 18 months. 
DRAM : dynamic random access memory increases 60% every year
Harddrives: storage capacity has been growing 50% every year. 
How to chose a computer?
Desktop or Notebook? 
If you have an external SATA or USB 3.0 – adds more storage space
Notebooks have an ExpressCard slot – ExpressCard
Assessing your hardware: Evaluating you system 
Conducting a system Evaluation : Looking at your computers subsystems
1. CPU subsystem
2. Memory Subsystem (RAM)
3. Storage subsystem (hard drive and other drives)
4. Video subsystem (video card and monitor)
5. Audio subsystem (sound card and speaker)
6. Ports
Evaluating the CPU subsystem: 
Located in the motherboard. Several Types such as Intel & AMD.
How does the CPU work?
2 units: 
1. Control Unit: coordinates the activities of all the other computer components
2. Arithmetic Log Unit (ALU): responsible for performing all arithmetic calculations, and makes logic and comparison decisions such as comparing items to determine if one is greater than, less than, or equal to one another. 
Everytime CPU performs a program instruction same steps: 
The process is called a machine cycle. 
1. It fetches the required piece of data or instruction from RAM 
2. Decodes the instructions into something the computer can understand
3. Executes instruction and stores the result to RAM before fetching next instructions. 
What makes one CPU different from another?
First distinction is Processing Power, determind by a number of factors:
1. Design of CPU in terms of number of cores. 
a. Core: is a complete processing section rom a CPU embedded into one physical chip.
2. Clock speed: how quickly the processor can work
3. Cache memory: the amount of immediate access memory the CPU has
How will a multiple-core CPU help me?
Hyper threading (executing more than one instruction at a time)  - this is the use of multiple cores on one CPU chip. 
Results in faster processing and smoother multitasking. 
How do I pick the fastest processor? 
1. Clock speed
2. Amount of cache memory: is a form of access memory that is more accessible to the CPU than regular RAM.
a. Several Types of cache memory, levels defined by chip’s proximity to the CPU.
i. Level 1 : cache is a clock of memory that is built onto the CPU chip for the storage of data or commands that have just been used. 
ii. Level 2 cache: located on the CPU chip but slightly further away, or on a separate chip right next to it. Therefore longer to access. Contains more storage area than Level 1.
iii. Level 3 cache: cache is slower for the CPU to reach but larger in size. 
3. Speed of FSB: Front side bus connects the CPU in your computer to the system memory. Measured in megahertz, faster FSB = faster data can get to your processor= faster your processor can work on it. 
Benchmarks are measurements used to compare CPU performance between processors. 
CPU usage: is the percentage of time that your CPU is working 
Evaluating RAM: The Memory Subsystem 
Volatile(Temporary storage)
Different tyes: 
1. DDR2: Double data rate 2
2. DDR3 even faster
3. DRAM dynamic ram
4. SRAM static ram
5. SDRAM synchronous DRAM 
Appears on memory modules ( memory cards): small circuit boards that hold a series of RAM chips and fit into special slots on the motherboards. 
Most memory modules today: DIMMs dual inline memory modules/
How can I tell how much RAM is installed on my computer? 
Physical memory: the mount of RAM that is actually sitting on memory modules in your computer. 
Superfetch: monitors which applications You use the most and preloads them into your system memory so that it will be ready 

How much memory does the OS need to run?
Kernel memory: memory your OS uses 

Adding RAM 

Every computer has a max of RAM it can support because the motherboard is designed with a specific number of slots into which memory cards can fit.

OS also has its own limit. 32-bit version of Windows 7 has max RAM of 4GB. 
64 bit of windows 7 has 192 GB

Evaluating the Storage Subsystem 

2 ways to store data: 
1. Temporary storage
2. Permanent storage 

The hard Drive

What makes the hard drive the most popular storage device? 

1. Has the largest storage capacity of any storage device.
2. Most economical device since more gigabytes per dollar. 
3. The hard drives access time : the time is takes a storage deive to locate its stored data and make it available for processing, is faster than that of other permanent storage devices. Measured in ms.

Solid state drive (SSD): uses the same kind of memory as flash drives, but has faster access times . No noise, no heat and very little power. 

Data transfer rate: speed at which it can transfer data to computer components such as ram. Megabits or bytes per second. 

How is data stored on a hard drive? 

Hard drive is composed of several coasted round, thin plates of metal stacked on a spindle. 
Each plate is a platter. 
When data is saved to platter, a pattern of magnetized spots is created on the iron oxide coasting of each platter. 

How do hard drives compare for speed? 
a) Several types of hard drives: 

1. Intergrated Drive Electronics (IDE) = parallel advanced technology attachment (PATA) older style that uses wide cables to connect the hard drive to the motherboard. 
2. Serial Advanced Technology Attachment (Serial ATA) hard drives: much thinner cables and transfer data more quickly.
b) Access time 
a. Solid State Drive (SSD) latest and fastest
c) Hard drive transfer rate: is speed at which hard drive can transfer data to other computer components such as RAM. 

To add external hard drive :
1. USB 2.0 port
2. USB 3.0 port
3. eSATA port 

Do I want one huge drive or several smaller drives? 
You can combine them using RAID technology (redundant array of independent disks)

Raid 0 configuration: every time data is written to a hard drive, it is actually spread across two physical drives. Makes writing information twice as fast however is you lose one drive you loose everything since part of the file is on each drive. More concerned with performance.

RAID 1: all the data written on one drive is written on the other. Automatic backup. 

Optical Storage 

Optical drives: disc drives that use a laser to store and read data. CD, DVD, BDs. 
Information is saved within established tracks and sectors.
Store data as tiny pits that are burned into the disc by a high-speed laser. 
Pits and nonpit(lands) translate the 0 and 1 binary digits 
CD and DVD use red laser. 
Blueray uses blue. 
Collectively they are Optical Media. 

Why can I store data on some discs but not others? 

CD-ROM, DVD-ROM, BD- Rom : are read-only optical discs you cannot save data. 
CD-R DVD R and BD-R are recordable formats allow data to be written(burned) to them. 
CD-RW read and writeable. 

Are there different standards of optical media? 
DVD-R/RW (dvd dash)
DVD+R/RW DVD plus
DVD-RAM: usually encased in a plastic cartridge.

Are some CD and DVD drives faster than others? 
Record(write) speed is listed first.
Rewrite speed is listed second. 
Playback speed is listed last. 
Example: 52X32X52X 
X in CD = 150 KB/ second
DVD faster X = 1.3MB
BDs X = 36MB/second 

Evaluating the Video Subsystem 

Video displayed depends on 2 components:
1. video card
2. monitor 

1) Video card
a. A video card is an expansion card that is installed inside your system unit to translate binary data into images you can view on your monitor.
b. DVI port for digital LCDs
c. HDMI port for tvs and gaming ocnsoles
d. S-video ports lower res – connecting computer to TV
e. Super VGA ports for CRT and analog LCD monitors. 
f. Include own RAM – video memory 
g. Include own GPU
Is a GPU different from a CPU? 

GPU does same computational work as CPU however handles 3-D graphics with incredible efficiency and speed. 

Does the GPU live on the motherboard or on the videocard?

Basic video processing motherboard. 
High-end video cards own GPU separated from motherboard. 
Connected through PCI Express Bus. 

What else does the video card do?
Controls the number of colors  your monitor can display. 
Bit depth: # of bits the video card uses to represent each pixel on the monitor. 
Bit depth: defines the color quality of the image displayed. 
Surround sight: allows you to merge all six monitors as one screen. 

Evaluating the Audio Subsystem 
Sound Cards

What does a sound card do?

It is a expansion card that attaches to the motherboard.
It enables the computer to produce sounds.

Can I hook up a surround-sound system to my computer?
Basic sound card : 3D sound card.

What is surround sound then?

It is a type of audio processing that makes it sound  like it is coming from all directions. 
Current Standard is Dolby.
Dolby trueHD : no data is lost in the compression process. 
To make surround sound, takes sound and reproduces it in eight channels. 
7 speakers and an eight channel that holds extremely low-frequency subwoofer. 

Most basic sound cards contain the following:
Microphone in, speaker out, and line in. 

Evaluating System Reliability

Chapter Seven : Networking

What is a computer network? 

A computer network: is simply 2 or more computers connected via software/hardware so that they can communicate with each other. 

· Each device connected to a network is a node. 
· Node: can be a computer, a peripheral, a game console, digital video recorder, or a communications device. 

Benefits of networks

· Main: to facilitate information sharing (peripheral/internet sharing)
· Easily share files without using portable storage devices 
· Computers running different different O.S can communicate 

Disadvantages: 
· Cost 
· Network Administration: installation/monitoring/updating 

Network Architectures : design of a network 
· Classified according to : 
· 1. The way in which they are controlled
· 2. The distance between their nodes 

Describing networks based on Network Administration 

What different types of control do I have over my network? 

2 mains ways:
1. Locally: local administration means that the configuration and maintenance of a network must be performed on each individual computer attached to the network
2. Centrally: tha tasks performed form one computer affect the other computers on the network.

· Most common type of Central: is client/server network. 

What is a peer-to-peer network?

Peer-to-peer (P2P) network: each node connected to the network can communicate directly with every other node on the network. 

What are client server networks? 

Contains 2 different types of computers:
1. Client: computer on which users accomplish specific tasks and make specific requests
2. Server: computer that provides information or resources to the client computers on the network. Also provides central administration for network functions such as printing 

Are client/server networks ever used as home networks? 

Home network server: is designed to store media, share media across the network, and back up files on computers connected to the network. 

Describing Networks Based on Distance 

How does the distance between nodes define a network? 

LAN (local area network): is a network in which nodes are located within a small geographic area. 
HAN (home area network): is a network located in a home. 
WAN (wide area network): is made up of LANs connected over long distances. 
MAN (metropolitan area network): when a network is designed to provide access to a specific geographic area

Network Components

To function all networks must include: 
1. A means of connecting the nodes 
2. Special devices that allow nodes to communicates 
3. Software that allows the network to run 

Transmission Media

How are nodes on a network connected? 
Transmission media: establishes a communications channel between the nodes on a network and can either be wireless or wired 

Wireless: use radio waves 
Wired: use various types of cable to connect nodes 
· Twisted-pair cable: made up of copper wires that are twisted around each other and urrounded by a plastic jacket 
· Coaxial cable: consists of a single copper wire surrounded by layers of plastic
· Fiber-optic Cable: made up of plastic or glass fibers 

Does is matter what type of media you use to transfer data? 
The media you choose depends on the requirements of a network’s users

Data transfer rate (bandwidth): is the maximum speed at which data can be transmitted between two nodes on a network 

Throughput: is the actual speed of data transfer being achieved. 

DTR/throughut are both measured in megabits per second 

Network Adapters
How oe the different nodes on the network communicate? 

Network adapters: are devices connected to or installed in network nodes that enable the nodes to communicate with each other and to the network 

Network interface card: are network adapters installed inside the device 

Why would I ever consider using a wired connection with my notebook computer?

Sometime it is faster because 
1. Wireless signals are more susceptible to interference from magnetic and electrical sources 
2. Other wireless networks can interfere with the signals on your network
3. Certain builsing materials and metal can decrease throughput
4. Throughput varies depending on the distance from your networking equipment 
Network Navigation Devices

How is data sent through a network?

Network navigation devicces: facilitate and control the flow of data through a network 
· Data is send over transmission media in bundles
· Each bundles is a packet
What netwok navigation devices will I use on my home network?
 2 most common:
1. Router: transfers packets of data between two or more networks
2. Switches: “traffic cop” of a network. Receive data packets and send them to their intended nodes on the same network

Networking software

What software do home networks require?

Needs an operating system that supports P2P networking 
Is the same software used in client/server networks? 

NOS : Network operating system 
Ex. Windows Server 2008 R2 and SUSE Linux Enterprise Server 

Home Ethernet Networks 
What tupe of P2P network should I install in my home? 

Majority are Ethernet Network: is named because it uses the Ethernet protocol as the means by which nodes on the network communicate 

Developed by the IEEE: Institue of Electrical and Electronic Engineers 

Each standard developed if numbered wth 802.11(wireless) and 803(wired). 

What is the current wireless standard for Ethernet networks? 

802.11n standard – also known as WiFi. Currently there are 4 – a,b g, n. 

How do 802.11n wireless devices work? 

Transceiver is a device that translates the electronic data that needs to be sent along the network into radio waves then broadcast these radiowaves to other network nodes. 

80.11n higher throughput – because of Multiple Input Multiple output (MIMO).

Throughput Seeds 

How can I tell how fast the wireless connection to my network is on my computer> 
Netmeter. 

What kind of throughput is achieveable with wired network connections? 

Gigabit Ethernet standard: 1gigabit/second 

Network Cabling 
What type of cable do I need to connect to a wired Ethernet network? 

Unshielded twited-pair(UTP) cable: most popular transmission media. 

UTP: four pairs of wires that are twisted around each other to reduce electrical interference. 

Do all wired Ethernet networks use the same kind of UTP cable? 

1. Cat 5E: cheapest 
2. Cat6 : fits the 1 gigabit rate
3. Cat 6a : deigned for Ulta-Fast Ethernet 

How long can an Ethernet Cable run be? 

Cannot exceed 100 meters or else the signal starts to degrade 

Wired an Wireless on One Network
Can I have wired and wireless nodes on one Ethernet network? 
Are there other types of p2p networks that can be installed in the home? 

Extremely rare because Ethernet networks:
1. Are based on well-established standard
2. Feature easy set-up
3. Provide good throughput for home networking needs 
4. Are cost effective 

Home Etherent Equipment 

Router and Switches: Moving Data Around Your Network 

What equipment do I need for a home Ethernet network? 

Router: transfer packets of data between networks
Switch: device that is used on Ethernet networks to route the data between nodes on the same network 

Routers/Broadband Routers: combination of routers and switches. 

What do switches fo on an Ethernet network? 
1. Acts like a traffic signal by enforcing the ules of the data roadon the transmission media
2. Keeps track of the data packets
3. In conjunction with NIC helps data packets find their destinations without running into each other. 
Connecting Devices to Routers

How many computers and other decies can be connected to a router in a home network?

Most up to 253 however usually fewer than 10
The router should be connected directly to your broadband modem – usually from Ethernet port on your modem to the modem port on your router 

Apple AirPort Extreme: optimized for working with Apple 

Connecting Network Nodes 

What equipment do my computers need to communicate with wireless media on an 80.11n wireless network? 
· NIC 
· See which network adapters are installed through the Device Manager utility

Connecting Other Devices to Networks 

Devices with built-I Ethernet adapters = “network-ready” 

Netowrk-Ready Devices 
What is it? 
Network-ready device/ Internet : can be connected directly to a router instead of to a computer on the network. 

Network attached storage(NAS) devices: are specialized computing devices designed to store and manage your data 

My Book series from Western Digital: connect directly to the network through a router or switch. 

Besides external hard drives, are their other NAS devices I could use on my network> 
Yes, Home network server. 
Ex. Acer Aspire easyStore server 

Handles these tasks: 
1. Automatically back up all computers connected to the network 
2. Act as a repository for files to be shared across the network
3. Function as an access gateway to allow any computer on te network to be accessed form a remote location via the internet 

Digital Entertainment Devices on a Network

Internet appliance: is easy access to the internet 

How can I use my home network to enhance photo sharing? 
Digital picture frames: eStarling TouchConnect come with built-in wireless adapters 
How can I use my home network to enhance my home security? 
Logitech Digital Video Security System
Security monitoring software allows tour o view real-time images from the cameras at your homes.

Securing Wireless Networks 

Firewall: a hardware or software solution that helps shield your network from prying eyes. 
Why is a wireless network more vulnerable than a wired network? 
It is much easier to tell if a hacker is using your network if it is a wired network. 

Why should I be worried about someone logging onto my wireless network without my permission? 
Piggybacking: is connecting to a wireless network without the permission of the owner 

How is my wireless network vulnerable? 
Make is safer

1. Change your network name (SSID)
a. Server set indentifier: name of network 
2. Disable SSID broadcast 
3. Change the default password on your router 
4. Turn on security protocols
a. WEP : Wired Equivalent Privacy 
b. WPA: Wifi Protected Access 
c. Both use encryption to protect data in wireless transmissions 

d. WPA is stronger protocol than WEP 

5. The encryption key/passphrase: code that computers need to decrypt data transmissions 
6. Implement media access control:
a. Media access control(MAC) address: unique number of network adapter
7. Limit your signal ranger 
8. Apply firmware upgrades
a. Firmware: ROM of your router 

Configuring Software of Your Home Network 

Windows Configuration 

Before running wizard: 

1. Make sure network adapters on each node
2. For wired connections plug all the cables
3. Make sure broadband modem is connected to router and that modem is connected to the internet 
4. Turn on equipment in this order:
a. Broadband modem
b. Router
c. All computers and peripherals 
5. Netowkr discovery: allows your computer to locate other computers on network 
How do I differentiate the computers on my network? 

Windows 7 : HomeGroup 

Troubleshooting Network Problems 

What types of problems can I run into when installing wireless networks? 

Wireless range extender: is a device that amplifies your wireless signal to get it our to parts of your home that are experiencing poor connectivity. 

Chapter nine: securing your system 

Keeping your Data Safe 
Cybercrime: any criminal action perpetrated primarily through the use of a computer. 
Cybercriminals: individuals who use computer to perpetrate crimes. 
The Internet Crime Complaint Center(IC3)
Virus: is a computer program that attaches itself to another computer program(host program) and attempts to spread while other computer files are exchanged. 

Computer threats: Computer Viruses

What do computer viruses do? 
Main purpose is to replicate and copy its code onto as many other files as possible. 

Types of Viruses 
6 main categories – based on their behavior and method of transmission 

1. Boot-Sector Viruses 
a. Replicates itself into a hard drives master boot record 
b. Master boot record: is a program that executes whenever a computer boots u – even before virus protection programs can load 
c. Transmission medium: flash drive left in USB port 
2. Logic Bombs and Time Bombs 
a. Logic bomb: triggered when certain logical conditions are met 
b. Time bomb: triggered by the passage of time or date 
c. Effects: displaying annoying messages to reformatting hard drive. 
3. Worms
a. Attampts to travel between systems through network connections to spread infection 
b. Works independently of file execution and is more active in spreading itself 
c. Protection with antivirus software and software patches 
4. Script and Macro Viruses 
a. Script: series on commands (miniprogram) that is executed without your knowledges. 
b. Macro Virus: attaches itself to a document that uses macros. 
c. Ex. Melissa virus 
d. E-mail Virus: use address book in the victims email system to distribute the virus 
5. Encryption Viruses
a. They run a program that searches for common types of data files and compresses them using a complex encryption key that renders your files unusable 

Virus Classifications 

They could also be classified by the methods they take to avoid detection by antivirus software, 
1. Polymorphic virus: changes its own code to avoid detection 
a. Usually infect particular type of file 
2. Multipartite virus: designed to infect multiple file types in effort to fool the antivirus software that is looking for it 
3. Stealth viruses: temp erase their code from the files where they reside andthen hide in the active memory of the computer 

Computer Safeguard: Antivirus Software and Software Updates 
Antivirus Software

How does antivirus software work? 
1. Looks for virus signatures on files 
a. Virus signature: portion of virus code that is unique to a particular computer virus 
2. Scan files when open or exe when suspicious
a. Notifies you
b. Quarantining: places virus in a secure area on your hard drive 
3. Prevent infection by inoculating key files
a. Inoculation: records key attributes about files on your computer and keeps these statistics in a safe place on your hard drive 
b. Then compares the files to attributes previously recorded to help detect any attempts to modify your files. 
Are instant messenger programs safe from virus attacks? 
Keep safe: 
1. Allow contact only from users on your Buddy List 
2. Never automatically accept transfers of data
3. Avoid using instant messaging programs on public computers

Software Updates 
Drive-by download: exploit weaknesses in OS. 

Computer Threats: Hackers 
Hacker: anyone who unlawfully breaks into a computer system 

Different kinds of hackers: 
1. White-hat hacker: breaks into systems just for the challenge of it 
2. Black-hat hacker: villainous hackers 
3. Script Kiddies: amateur hackers – teens 

What Hackers Steal 
Keylogger: a program that captures all keystrokes made on a computer 
Whats a packet sniffer?

· Data travels through the internet in packets 
· Each packet has an IP address 
Packet sniffer: is a computer program deployed by hackers that looks at each packet as it travels on the internet 

Identity theft: is characterized by someone using personal information about you to assume your identity for the purpose of defrauding others. 

Trojan Horse: is a program that appears to be something useful or desirable but while it runs does something malicious in the background without your knowledge

What damage can Trojan Horses do? 

Backdoor program: allows hackers to take almost complete control of your computer without your knowledge 
Zombie: a computer that hacker controls in this maner. Often used to launch denial-of-service attacks on other computers, 

Denial of Service attacks: DoS attack: when users are denied access to a computer system because a hacker is repeatedly making request of that computer system though a computer he or she has taken over as a zombie. 

Couldn’t a DoS attack be traced by to the computer that launched it? 
Use distributed denial-of-service (DDOS) attack : which launches DoS attacks from more than one zombie. 

Coordinated by botnets: large group of software programs(robots or bots) that runs autonomously on zombie computers

How Hackers Gain Access
a) Directly/Indirectly
a. Directly: sitting down n a computer an installing hacking software
b. Indirectly: through internet connection 
Logical ports: virtual communications gateways or paths that allow a computer to organize requests for information from other networks or computers 
Logical port 80: designated for hypertext transfer protocol HTTP 
Simple mail transfer protocol(SMTP) used for sending email on the internet go through logical port 25

Restricting Access to Your Digital Assets 

Firewalls

Firewall: program or hardware device designed to protect computers from hackers. 
Personal Firewall: specifically designed for home networks 

Types of Firewalls
a) Software Firewalls: Norton Internet Security, McAfee Internet security, Internet Security Suite 
a. If using something that has a firewall disable the one that came with your OS. 
b) Hardware Firewalls

How do they work? 

Designed to: 
A) Block access to logical ports 
B) Keep your computers network address secure 

Preventing Bluetooth Attacks 
Bluetooth: transmission medium for exchanging data wirelessly over short distances. 
Bluesnarfing: involves exploiting  flaw in the Bluetooth access software for the purpose of accessing a Bluetooth device and stealing the info contained on it. 
Bluebugging: a hacker actually takes control of a Bluetooth-enabled device. 

Password management software – helps you remember all your passwords 
Anonymous Web Surfing 
Portable privacy devices:  provide and even higher level of surfing privacy 

Biometric Authentication Devices 

Besides passwords, hoe else can I restrict the use of my computer? 

Biometric authentication device: reads a unique personal characteristic such as a fingerprint or the iris pattern in your eye and converts its pattern to a digital code. 

Managing Online Annoyances 
Malware, Adware and Spyware 

Malware: is a software that has a malicious intent 
3 forms: 
a) Adware
b) Spyware
c) Viruses
Adware/spyware(grayware): not physically destructive – annoying programs such as freeware games or utility 

Adware: software that displays sponsored advertisements in a section of your browser window or as a pop-up as box. 
Spyware: is an unwanted piggyback program that usually downloads with other software that you want to install.
Spyware transmits information about you for marketing purposes. Ex. Keystroke loggers
To remove: stand alone spyware removal software 
Ex. Windows Defender, Malwarebytes AntiMalware, Ad-Aware, Spybot-Search & Destroy 

Spam : unwanted or junk email 
Spim: unwanted ims 

Spam filter: option on email to place suspected spam messages in another folder 

Cookies

Cookies (tracking cookies): small text files that some Web sites automatically store on your computers hard drive when you visit them. 
Cookie files assigns and ID number to your computer so when you come back it is better geared for your interests. 

What info never to share on websites? 
SSN. Phone number. Street Adress. 

Backing up Your Data 
Data faces 3 major threats:
a) Unauthorized access
b) Tampering
c) Destruction 
Backups: copies of files that you can use to replace originals if they are ost or damaged. 

What Type of files do I need to backup?
Two types: 
a) Program files
b) Data files 
Different ways to back up files:
a) Incremental backup(partial backup): involves backing up only files that have been changed since the last backup was preformed. 
b) Image backup (system backup): all files get backed up. 

Where can I put the backups of my files? 
a) Online
b) Local drives 
c) Network-attached storage devices and home servers 

Social Engineering: Fooling the Unwary 

Social engineering: is any technique that uses social skills to generate human interaction that entices individuals to reveal sensitive information. 

Pretexting: involves creating a scenario that sounds legitimate enough to someone will trust you 

Phising: lures internet users to reveal personal information such as credit card numbers that could lead to identity theft. 
Pharming: does not need positive action. It is when malicious code is planted on your computer that alters your browser’s ability to find Web addresses. Directed to bogus websites regardless if they entered the correct address. 

Hoax: attempt to make some believe something that is untrue. 
Urban Legend: when hoaxes become so well known they are accepted as true event 

Protecting Your Physical Computing Assets 

Not to damage: 
a) Environmental factors
b) Power surges: when electrical current is supplied in excess of normal voltage
a. Surge protector: device that protects your computer against power surges
c) Power outages
d) Theft 

How do Surge protectors work? 

Contain 2 components: 
a) MOVS: Metal-oxide varistors: bleed off excess current during minor surges and feed it to the ground wire. 
b) When overwhelms the MOV the fuse blows which stops all current. 
c) Whole-house surge protector: protect all electrical devices in house. 

If power is out
UPS : uninterruptible Power supple, contains surge protection equipment and a large battery.

Deterring Theft
3 ways: 
a) Alarming them
b) Locking them down
c) Installing devices that alert you or destroy data 

Alarms

Motion alarm: use a small device called Key Fob Activator or punch in a code to activate alarm. 
If moved it emits a wailing sound. 


Excel

Introduction to spreadsheets

Spreadsheet: is an electronic file that contains a grid of columns and rows used to organize related data and to display resuls of calculation, enabling interpretation of quantitative data for decision making 

Spreashsheet program: is a computer application such as excel, that you use to create and modify electronic spreadsheets. 
Planning for Effective Workbook and Worksheet Design 
Worksheet: is a spreadsheet that contains formulas, functions, values, text ect.. 

Workbook: is a collection of one or more related worksheets contained within a single

1) State the purpose of the worksheet
2) Decide what input values are needed. 
a. Input area: range of cells to enter values for your variables or assumptions. 
3) Output area: is a range of cells containing results based on manipulating variable. 
4) Assign the worksheets inputs and results into columns and rows. 
5) Enter labels, values, and formulas in Excel. 
6) Format the numerical values in the worksheet. (accounting number format, the percent Style)

Name box: is an identifier that displays the address of the cell surrently being used in the worksheet, 
Formula Bar: displays the content in the active cell. 
Sheet tab: displays the name of a worksheet within a workbook 
Cell address: identifies cell by a column letter and a row number 
Active Cell: current cell indicated by dark border. 

4 types of data you can enter: text, values, dates, formulas 
Text: letters,numbers, symbols, and spaces
Value: number that represents quantity or amount 
Formula: combination of cell references, operators, value, and or functions used to preform a calculation. 

Formlas transform otherwise static numbers into meaningful results. 

[image: ]

The order of precedence: controls the sequence in which Excel performs arithmetic operations. 
 
Auto fill: enables you to copy the contents of a cell or cell range or to continue a sequence by dragging the fill handle over and adjacent cell or range of cells. 

Fill handle: is a small black square at the bottom-right corner of a cell. 
[bookmark: _GoBack]The Grave accent key = tilde key 
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Getting Around
the Web: URLs,
Hyperlinks, and
Other Tools

You gain initial access to a particular Web
site, which is a collection of Web pages, by
typing its unique address, or Uniform
Resource Locator (URL, pronounced “you-
are-ell”), in your browser. For example, the
'URL of the Web site for Popular
Science magazine is hitp:// www.

formatted pieces of
text called hyperlinks. Let's look at these and.
other navigation tools in more detail.

URLs

What do all the parts of the URL
mean? Asnoted earlier,a URLis a Web
site's address. A Web site is comprised of
‘many different Web pages, each of which is a
separate document with its own unique
URL. Like a regular street address, a URLis

COMMON TOP-LEVEL DOMAINS AND THEIR

comprised of several parts that help identify
the Web document for which it stands (see
Figure 3.22). The first part of the URL indi-
cates the protocol (set of rules) used to retrieve
the specified document. The protocol is gen-
erally followed by a colon, two forward

slashes, waw (indicating World Wide Web),
and the domain name. (Sometimes the do-
‘main name s also thought to include the
wiww) The domain name is also referred to as
the host name. Individual pages withina
‘Web site are further identified after the
‘domain name, following another for-

popsci.com. By typing this URL poman ‘ward slash. These are
for Popular Science Y referred to as the path.
‘magazine, you con- B e Itshould be noted that
ot ,:,‘mge hitp://www.nytimes.com/pages/cartoons [t S1ouid be noted that
page ormainpage, ) longer require
of the Web site. A Jouto nterthe
Onceyouareatthe  Protocol T e protocol and the
home page, you ) 2 www.Some, like
can moveall Firefox, don't even
around thesiteby oo g on require the domain ifit's a
clicking specially 1 AL .com. But even though these parts of the

URLare not physically entered, they are
still part of each Web site’s URL.

What's the protocol? Most URLs
‘begin with http, which is short for hypertext
transfer protocol (HTTP). HTTP is the pro-
tocol that allows files to be transferred from
a Web server—a computer that hosts the

Web site you are requesting—so that you
can see the Web site on your computer by
using a browser.

Another common protocol used to
transfer files over the Internet is file transfer
protocol (FTP). It s used to upload and
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as individuals and a a society.In the res of
this Technology in Focus feature, we will ex-
plore some issues involving the relationship
between technology and ethics. Specifically, we
will examine situations in which ethics and
technology touch each other: social justice
(whistle-blowing), intellectual property (inter-
national piracy), privacy (personal privacy and

technology), e-commerce (geolocation), provide the employees with anonymity. In
electronic communication issues (free speech), addition, many businesses are using their
and computer abuse (cyberbullying). ‘Web sites to allow whistle-blowers ta report )

lars quickly for relief efforts.

When you spot unethical behavior at your
company, you need a fast, secure way to report
it to the appropriate members of management.
‘The Sarbanes-Oxley Act requires companies to
provide mechanisms for employees and third
parties to report complaints, including ethics
violations. These mechanisms are required to

Ethics in Computing

ToPIC ETHICAL DISCUSSION DEBATE ISSUE
Sodial justice e there Imits o whiste-bowing? | Does technology provide 00 easy an
o whiste-blowing?
Intllctual property Do entire counries suppart software. | Gan we mpose our values and ntellectual
piracy? propety laws on the worla?
Pivacy Is personal privacy a casualty of the | Should persora privacy be protected?
modem age?
E-commerce: 0 gedlcation devices and Do the benefs of geclocation devices and
applications threaten privacy? ‘applications outweighthe risks?
Electonic communication Vinen does big business it fee | Should companies allow the Crnese
speech? ‘qovemment o dictte when t curtal ree
speeci?
Computer abuse Whase responsibilty s 10 monior | Should parents bear al the responsiblly
cyperbulying? of monitring cyberbulying, or shoud it
e nthe hands of publc offcils?
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Inthis section, you will learn how to use mathematical operationsin Excel formulas. You
will refresh your memory of mathematical order of precedence and how to construct
formulas using cel addresses so that when 2 value of an input cel changes, the result of the
formula changes without you having to modify the formula.

Using Symbols and the Order
of Precedence
“The four mathematical operatons—addition, subtraction, multplicaton, and dvision—

are the basis of mathematical calculations. Table 3 lsts the common arithmetic operators
‘and their symbols.

Operation Symbol in Excel
p— : -
T .
i

— . .
e — .

Enter Cell References in Formulas

Start a formula by typing the equal sign (=), folowed by the arithmeic expression. Do not
include a space before or aftr the arithmetic operator. To add the contents of cells A2 and
A3, enter =A2+A3 or ~A3+A2. Excel uses the value stored in cell A2 (10) and adds it to the
value stored in cell A3 (2). The result—12—appears i the cell instead of the formala telf.
‘You can sce the formula of the active cell by looking at the Formula Bar. Figure § shows 1
‘worksheet containing data and results of formulas. The figure also displays the actual for-
mulas used to generate the calculated results.

4 A s < )
Description Results
n First input value

(rovivaes

2 ‘Second input value.
Sumof 10and2
Difference between 10and2

oot fermol rei]

FIGURE 8 Formuia
Resulis >

Productof 10200 2
Results of ividing 10 by 2.
Results of 101to the 2nd power | 1
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‘Workbook: is a collection of one or more related worksheets contained withir

1) State the purpose of the worksheet
2) Decide what input values are needed.

a. Input area: range of cells to enter values for your variables o
3) Output area: is a range of cells containing resuits based on manipulati
) Assign the worksheets inputs and results into columns and rows.
5) Enter labels, values, and formulas in Excel.
6) Format the numerical values in the worksheet. (accounting number fc

Name box: is an identifier that displays the address of the cell surrently being
Formula Bar: displays the content in the active cell.

Sheet tab: displays the name of a worksheet within a workbook

Cell address: identifies cell by a column letter and a row number

Active Cell: current cell indicated by dark border.

4types of data you can enter: text, values, dates, formulas
Text: letters,numbers, symbols, and spaces

Value: number that represents quantity or amount

Formula: combination of cell references, operators, value, and or functions us
calculation.

Formlas transform otherwise static numbers into meaningful results.
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