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Chapter 2: Looking at computers and understanding their parts 
· Computers are processing devices that perform 4 major functions:
1. Gathers data or allows users to input data
2. Processes data into information
3. Outputs data and information 
4. Stores data and information 
· Data is a representation of a fact, figure, or an idea. It can be a number, picture, word, or even a recording of a sound. Information is data that has been organized or presented in a meaningful fashion. Ex: the name Zoe is DATA, when your computer tells you that you can reach Zoe at phone number (514-555-0125) it is INFORMATION. 
· Binary Language: language computers need and understand in order to process information. Consists of just two digits: 0 and 1. Everything a computer does is broken down into a series of 0s and 1s (string of 8) called a binary digit (bit). Bits and bytes not only are used as the language that tells the computer what to do but also are what the computer uses to represent the data and information that it inputs and outputs. 
· Kilobyte(KB) = 1000bytes 
· Megabyte (MB) = 1 million bytes
· Gigabyte (GB)= 1 billion bytes 
· Terabyte (TB)= 1 trillion bytes 
· Computer hardware: any part of the computer you can physically touch. Software is the set of computer programs that enables hardware to do different tasks. Application software is what helps computer carry out tasks (writing a research paper). System software allows hardware devices and application software to work together. OPERATNG SYSTEM (OS) controls ways computer functions and manages hardware operation such as monitors and printers. 
· Peripheral device is a component that connects to a computer such as keyboard or monitor.

Types of Computers
1. Notebook computer: laptop	1.1. Netbook computer: 7-10inch laptop
2. Tablet PC
3. Desktop computer 
4. Mainframe: handles hundreds of users simultaneously (ex insurance companies)
5. Supercomputer: solves very complex math problems (ex weather forecast, atomic res)
6. Embedded computer: GPS, Thermostat, small computer chip in other objects.
· Data is transmitted via Bluetooth technology, which is a wireless transmission standard that facilitates the connection of electronic computing devices such as cell phones, smartphones, and computers to peripheral devices such as keyboards and headsets.
Types of Mice
· Optical mouse: uses internal sensor or laser to detect mouse’s movement. Most common. Have fewer moving parts which lessens chances of dirt entering. Doesn’t need mouse pad.
· Trackball mouse: rollerball on top and side, requires less wrist movement. 
· Touch pad (laptop)
Types of Microphones
· Desktop: have a base, hands-free, good for recording podcasts.
· Unidirectional: only picks up sounds from one direction. Good for podcasts with only one voice or making internet phone calls with one sender and one receiver.
· Omnidirectional: picks up sounds from multiple directions. Ex conference calls.
· Clip-on
· Headsets

· Output devices allow you to send data from your computer to outside sources through texts, pictures, recordings, videos. 
· Monitor, printer, speakers, earbuds.

Types of Monitors:
· LCD (flat-panel monitor, most common). 
· CRT (old, hard to find, been replaced by LCD).

· Monitors made up of pixels that illuminate to form images on screen. Each pixel composed of subpixels of red, blue, green, and sometimes yellow. 
· Important aspects of a monitor: aspect ratio (height to width ratio). Resolution (reflects number of pixels on screen). Resolution of LCD monitor is generally determined by screen size and aspect ratio.
· Contrast ratio (difference in light intensity between brightest white and darkest black).
· Viewing Angle
· Brightness
· Response time (measurement in milliseconds of how long it taxes for a pixel to change colour). 
Types of Printers
· Nonimpact printer sprays ink or uses laser jets to transfer marks onto paper. 
· Impact printer has tiny hammer-like keys that strike the paper through an inked ribbon, making marks on the paper. 
· Inkjet printer most popular. Inkjet printers work by spraying tiny drops of ink onto paper and are great for printing black-and-white text as well as color images.
· Laser printers, faster, used in classrooms and offices. Uses laser beams and static electricity to deliver toner (similar to ink) onto the correct areas of the page. Heat is used to fuse the toner to the page, making the image permanent.
· All-in-one printer combines a printer, scanner and copier/fax into one. 
· Plotters, thermal printers, 

Processing and Memory on the Motherboard
· Motherboard is the main circuit board that contains the central electronic components of the computer (processor, circuit board, memory). 
· On a desktop, the motherboard is located inside the system unit, the metal or plastic case that also houses the power source and all the storage devices.
· Notebook computer, the system unit is combined with the monitor and the keyboard into a single package.
· Motherboard includes a set of chips that power the system (central processing unit CPU), expansion cards (adapter cards). Sound card provides connection for speakers and microphone and video card provides connection for the monitor. 
· Modern card provides computer access to the internet using traditional phone line. 
· Network interface card (NIC), which enables your computer to connect with other computers or to a cable modem to facilitate a high-speed Internet connection. 
· Random Access Memory (RAM) is the place where programs and data that the computer is currently using is stored. Very fast, series of small cards plugged into the slots of the motherboard. All ram memory is erased when you shut off the computer, need to save it to the hard drive (permanent memory). 
· Read-only memory (ROM). ROM holds all the instructions the computer needs to start up when the computer is powered on. Data is permanent. 
· CPU “brains” of the computer. Can perform up to 45 billion tasks per second without error. Speed measured in units of Hertz (HZ). 
· Permanent storage locations located inside a drive bay. Internal drive bays (cannot be seen/accessed from outside the system unit, holds all previously stored data). External drive bays can be seen (house CD and DVD drives). 
· Optical drive that can read from and maybe even write to CDs, DVDs, or Blu-ray discs. Data is saved to a compact disc (CD), digital video (or versatile) disc (DVD), or Blu-ray disc (BD) as tiny pits that are burned into the disc by a high-speed laser. 
· A flash drive, sometimes referred to as a jump drive, USB drive, or thumb drive, is a way of storing portable data. Flash drives plug into USB ports.
· In terms of computing, ergonomics refers to how you set up your computer and other equipment to minimize your risk of injury or discomfort.


Chapter 3: Using the Internet 

· The Internet was created to respond to these two concerns: establishing a secure form of military communications and creating a means by which all computers could communicate. 1960s. Cold War with Soviet Union.
· The first real communication occurred in late 1969 between the computer at Stanford and the computer at UCLA. 
· Web is only one component of the internet, what we use to access info. FTP, Gopher, Telnet, and BitTorrent. Allows computers to communicate with each other/ display info in compatible formats. Links enable users to go to different places on the web. 
· Also, most e-mail is not encrypted, so you should never use e-mail to send personal or sensitive information such as bank account numbers or Social Security numbers.
· E-mail clients such as Microsoft Outlook are software programs running on your computer that access your Internet service provider (ISP), which acts like an electronic post office.
· Chatrooms: synchronous convos, occurs in real time, everyone can see.
· Newsgroup: forum, discussion threads.
· Internet Relay Chat (IRC) is primarily a means of synchronous group communication used in discussion forums.

Web 2.0 Technologies: Collaborating and Communicating Through the Internet

· User is also a participant. Social Web. 
· Wiki is a type of Web site that allows users to change its content by adding, removing, or editing the content. 
· A podcast is a clip of audio or video content that is broadcast over the Internet using compressed audio and video files such as MP3s and MP4s.
· Podcasts are different from audio files on an MP3 because podcasts are files that come to you through syndication so you do not have to search for them. RSS technology. 
· Really Simple Syndication (RSS) is an XML-based format that facilitates the delivery of frequent content updates on Web pages. 
· A webcast is the broadcast of audio or video content over the Internet. LIVE. Webcasts use a special kind of media technology that continuously feeds the audio and video content, which facilitates the viewing and downloading process of large audio and video files.
· Streaming audio/video continuously feeds an audio file to your browser so you avoid having to wait for the entire file to download completely before listening/watching it.

Conducting Business over the Internet: E-commerce
· E-commerce, or electronic commerce, is the process of conducting business online, such as through advertising and selling products.
· Business-to-consumer (B2C): businesses selling to consumers in online stores. Business-to-business (B2B): businesses sell to businesses, consumer-to-consumer (C2C): exchange sites like e-bay or varagesale. 
· To certify that their online transactions are secure, businesses hire security companies such as VeriSign. But just seeing the VeriSign seal is not always a guarantee that the site is secure because the seal can be copied and pasted onto virtually any site. Therefore, be sure to check that the beginning of the URL changes from “http://” to “https://”—with the “s” standing for secure socket layer. Another indication that a Web site is secure is the appearance of a small icon of a closed padlock (in both Microsoft Internet Explorer and Mozilla Firefox). 
Accessing the Web: Web Browsers
· Internet Explorer, Firefox, Safari, Google Chrome, Bing. 
· You gain initial access to a particular Web site, which is a collection of Web pages, by typing its unique address, or Uniform Resource Locator (URL). 
· The first part of the URL indicates the protocol (set of rules) used to retrieve the specified document. The protocol is generally followed by a colon, two forward slashes, www (indicating World Wide Web), and the domain name. Individual pages within a Web site are further identified after the domain name, following another forward slash. These are referred to as the path. 
· Most URLs begin with http, which is short for hypertext transfer protocol (HTTP). HTTP is the protocol that allows files to be transferred from a Web server—a computer that hosts the Web site you are requesting—so that you can see the Web site on your computer by using a browser.
· The suffix in the domain name after the dot (such as .com or .edu) is called the toplevel domain. This suffix indicates the kind of organization to which the host belongs.
· To retrace your steps, some sites also provide a breadcrumb trail—a list of pages within a Web site you’ve visited. 
Search Engines:
· 3 Parts: The first part is a program called a spider. The spider constantly collects data on the Web, following links in Web sites and reading Web pages. Spiders get their name because they crawl over the Web using multiple “legs” to visit many sites simultaneously. As the spider collects data, the second part of the search engine, an indexer program, organizes the data into a large database. When you use a search engine, you interact with the third part: the search engine software. This software searches the indexed data, pulling out relevant information according to your search. The resulting list appears in your Web browser as a list of hits (sites that match your search). 
· Each search engine uses a unique formula (algorithm). Boolean operators are words such as AND, NOT, and OR that describe the relationships between keywords in a search.
· A computer connected to the Internet acts in one of two ways: it is either a client, a computer that asks for data, or it is a server, a computer that receives the request and returns the data to the client. Because the Internet uses clients and servers, it is referred to as a client/server network.
· IP address (Internet Protocol Address) is how all computers connected to the internet identify each other. When you type “skislope.com” into your browser window, your computer (with its own unique IP address) looks for the ski area’s IP address (66.117.154.119). Data is exchanged between the ski area’s server computer and your computer using these unique IP addresses.
Connecting to the Internet:
· Broadband: high-speed internet. Digital-subscriber line (uses phone line to connect you to internet and cable). Fiber-optic service (uses plastic or glass cables to transfer data at the speed of light). 

Chapter 4: Application Software
· 2 types of software: Application Software (used to do tasks at home, work, school). System Software: (software that helps run a computer like Windows and MAC. Coordinates instructions between computer’s hardware also). 
Productivity Software for Home & Office
· Productivity software includes programs that enable you to perform various tasks required at home, school, and business. This category includes word processing, spreadsheet, presentation, database, and personal information manager (PIM) programs.
· The basic element in a spreadsheet program is the worksheet, which is a grid consisting of columns and rows. EXCEL. Form individuals boxes called cells. 
· Most productivity suites contain some form of personal information manager (PIM) software such as Microsoft Outlook or Lotus Organizer.
· An integrated software application is a single software program that incorporates the most commonly used tools of many productivity software programs into a single integrated program.
· Tax preparation software such as Intuit TurboTax and H&R Block At Home enable you to prepare your state and federal taxes on your own instead of hiring a professional.
· Multimedia software includes image, video, and audio editing software; animation software; and other specialty software required to produce computer games etc.
Digital Audio:
· • MP3 recording allows you to record directly from streaming audio and other software or microphone sources to MP3 format
· CD ripping allows you to copy or extract CDs and encode to the MP3 format.
· CD burning allows you to create your own CDs from your MP3 collection.
· Encoding and decoding is done by encoders, programs that convert files to MP3 format at varying levels of quality. Most ripping software has encoders built in to convert the files directly into MP3 format.
· Format conversion programs allow you to convert MP3 files to other digital audio formats such as WAV (short for Waveform audio format), WMA (Windows Media Audio), and AIFF (Audio Interchange File Format).
Software (cont.)
· Software designed for a specific industry is called vertical market software.
· Integrated help means that the documentation for the product is built directly into the software so you don’t need to keep track of bulky manuals.
· A software license is an agreement between you, the user, and the software company. You accept this agreement before installing the software on your machine.
· A full installation will copy all the files and programs from the distribution disc to the computer’s hard drive. By selecting custom installation, you can decide which features you wanted installed on the hard drive. 

Chapter 5: Using System Software
· The OS manages the computer’s hardware, including the processor (also called the central processing unit, or CPU), memory, and storage devices, as well as peripheral devices such as the monitor and printer. 
· Your first interaction with the OS is the user interface—the features of the program such as the desktop, icons, and menus that allow the user to communicate with the computer system.
· System software includes UTILITY PROGRAM (small program that performs housekeeping tasks like system maintenance & file compression). 
· OS coordinates the flow of data/info through the computer system by coordinating hardware, software, user interface, processor, and system memory. 
· Personal computers were at one time run by single-task, single-user operating systems such as the Microsoft Disk Operating System (MSDOS). New OS like MAC and Windows allows users to multitask.

Types of Operating Systems
· Real Time Operating System (RTOS): required to perform repetitive series of specific tasks in specific time. Minimal user interaction. Programs written specifically for computer’s needs, not commercially available. Ex: aerospace industry, washing machines, robotics. 
· A multiuser operating system (also known as a network operating system) enables more than one user to access the computer system at one time by efficiently handling and prioritizing requests from multiple users. Networks require these OS because many users simultaneously access the server.  MAINFRAMES AND SUPERCOMPUTERS 
· UNIX is a multiuser, multitask operating system used as a network operating system, primarily with mainframes, although it is also often found on PCs.
· Smartphone software is multitasking. 
· Gaming consoles require some form of customized system software that is developed specifically for the particular device. Includes system programs—also known as firmware—that control the device, as well as other programs that come with the personal media player or the gaming device. 
· Personal Computers: Windows is now a powerful operating system that can support simple networking tasks. Windows 7, follows Windows Vista, and builds on the security and user interface upgrades that the Windows Vista release provided. Gives users with touch-screen monitors the ability to use touch commands to scroll, resize windows, pan, and zoom.
· Different versions of Windows for different users (home, business, 32 bit version, 64 bit version). 
· The type of processor in the computer determines which operating system a particular personal computer uses. The combination of operating system and processor is referred to as a computer’s platform
· Linux is an open source operating system designed for use on personal computers and as a network operating system. Android is Linux-based. 
What the operating system does
· Allows user to interact with computer
· Manages processor (or CPU)
· Manages memory and storage 
· Manages hardware and peripheral devices 


· Current personal computer operating systems such as Microsoft Windows and Mac OS use a graphical user interface, or GUI (pronounced “gooey”). Unlike the command- and menu-driven interfaces used earlier, GUIs display graphics and use the point-and-click technology of the mouse and cursor, making them much more user-friendly
· OS switches back and forth among processes, controlling the timing of events the processor works on even though it looks like you’re doing multiple things at the same time. Ex: if you are typing and want to print a document, the printer generates a unique signal called an interrupt which tells the OS that it is in need of immediate attention. 
· Interrupt handler, a special numerical code that prioritizes the requests. These requests are placed in the interrupt table in the computer’s primary memory (random access memory, or RAM). The operating system processes the task assigned a higher priority before processing a task that has been assigned a lower priority. This is called pre-emptive multitasking.
· Spooler: program that helps coordinate all print jobs currently being sent to a printer. 
· Systems that offer 4 GB or more of RAM will feature a 64-bit version of Windows
· When there isn’t enough RAM for the operating system to store the required data and instructions, the operating system borrows from the more spacious hard drive. VIRTUAL MEMORY. If the data or instructions in the swap file are needed later, the operating system swaps them back into active RAM and replaces them in the hard drive’s swap file with less active data or instructions. PAGING.
· Excessive paging is called THRASHING. Solution is to increase amount of RAM in system so there is no need for virtual memory. 

Hardware and Peripheral Device Management
· Each device attached to your computer comes with a special program called a device driver that facilitates communication between the hardware device and the operating system. Device driver translates device’s special commands into commands that the OS can understand and vice versa. Devices wouldn’t function without device drivers because OS wouldn’t know how to communicate with them. 
· Devices whose drivers are already included in Windows are called Plug and Play (PnP). Software and hardware standard that Microsoft created. Designed to make installation of new hardware in PCs easier because OS already has drivers. 
· Application software feeds the CPU the instructions it needs to process data. These instructions take the form of computer code. For programs to work with the CPU, they must contain code that the CPU recognizes. 
· The operating system includes the blocks of code—each called an application programming interface (API)—that application software needs in order to interact with the OS. Useful because software programmers can refer to API code blocks when they write an application instead of including the entire code sequence in the application. 
· Because APIs coordinate with the operating system, all applications that have incorporated these APIs have similar interface features, such as toolbars and menus. Therefore, many features of the applications have the same look.

Boot Process: Starting your Computer

1. Basic Input/Output system (BIOS) activated by powering on the computer 
2. BIOS checks that all connected devices are in the right place (power on self-test)
3. OS is loaded into RAM
4. Configuration and customization settings are checked. 
· BIOS is a program that manages the exchange of data between the operating system and all the input and output devices attached to the system. Responsible for loading OS into ROM (read-only) memory chip on the motherboard. 
· POST consists of a test on the video card and video memory, a BIOS identification process, and a memory test to ensure that memory chips are working properly. 
· The BIOS compares the results of the POST with the various hardware configurations that are permanently stored in CMOS. CMOS is a memory that uses almost no power (little battery) so that CMOs contents will not be lost after the computer is turned off. Contains info about the system’s memory & hardware components. 
· BIOS goes through a preconfigured list of devices in its search for the drive that contains the system files, which are the main files of the operating system. When it is located, the operating system loads into RAM from its permanent storage location on the hard drive. KERNEL (supervisor program) is then loaded. Responsible for managing all components of computer system. Memory resident.
· Last step: OS checks the registry (contains diff configurations used by OS and other apps). Safe mode is a special diagnostic mode designed for troubleshooting errors. When the system is in Safe mode, only essential devices—such as the mouse, keyboard, and monitor—function when Windows doesn’t boot properly. 

Desktop and Windows Features
· Icons, recycle bin, gadgets (mini-program that gives u info at a glance), and taskbar.
· Windows and Mac operating systems use windows (rectangular boxes that contain programs displayed on the screen), menus (lists of commands that appear on the screen), and icons (pictures that represent an object such as a software application or a file or folder). Both have widgets (mini-app that enables quick access to frequently used tools/activities). 

Organizing Files
· File is a collection of related pieces of information stored together for easy reference. A file in an operating system is a collection of program instructions or data that is stored and treated as a single unit. 
· Folder is a collection of files. A library is a collection that gathers files from different locations and displays them as if they were all saved in a single folder, regardless of where they are actually physically stored. 
· C drive (hard drive) referred to as the root directory. All other libraries, folders, and files are organized within the root directory. The programs within these files help run the computer and generally shouldn’t be accessed. 
· File path: starts with the drive in which the file is located and includes all folders, subfolders (if any), the file name, and the extension.

Utility Programs
· A file compression utility is a program that takes out redundancies in a file to reduce the file size. File compression is helpful because it makes a large file more compact, making it easier and faster to send over the Internet, upload to a Web page, or save onto a disc.
· Error-checking, once known as ScanDisk, is a Windows utility that checks for lost files and fragments as well as physical errors on your hard drive.
· Sometimes the system becomes confused, leaving references on the file allocation table or FAT (an index of all sector numbers in a table) to files that no longer exist or have been moved. Physical errors on the hard drive occur when the mechanism that reads the hard drive’s data (which is stored as 1s or 0s) can no longer determine whether the area holds a 1 or a 0. These areas are called bad sectors.
· If a program has stopped working, you can use the Windows Task Manager utility to check on the program or to exit the nonresponsive program. 
· When you use the Windows Backup and Restore utility (found in the Control Panel), you can create a duplicate copy of all the data on your hard drive (or just the folders and files you specify) and copy it to another storage device, such as a DVD or external hard drive.
· 

Chapter 6: Understanding and Addressing Hardware 
· Moore’s Law describes the pace at which CPUs improve. States that number of transistors inside a CPU will increase so fast that CPU capacity will double every 18 months (faster to process data). 
· Before purchasing a computer, you should figure out what you need it for. 
· Desktop systems are invariably a better value than notebooks in terms of computing power gained for your dollar. Because of the notebook’s small footprint (the amount of space it takes up on the desk), you pay more for each component.
· A desktop system offers more expandability options. It’s easier to add new ports and devices because of the amount of room available in the desktop computer’s design.
· Desktop systems more reliable. Notebooks are more prone to dust, water, damage when they are being transported and experience vibration. 
· Notebooks are often equipped with an ExpressCard slot (can add capabilities to your system).

	Notebooks
	Desktops

	Portable (lightweight and thing)
	Best value: more power for money

	Take up less physical space
	More difficult to steal, harder to damage

	Easier to ship/transport for repairs
	Easier to expand or upgrade

	Smaller video display
	Larger monitors available 

	
	

	
	



Addressing your Hardware: Evaluating Your System:
· System Evaluation
· CPU System
· Memory system (RAM)
· Storage subsystem (hard drive and other drives)
· Video subsystem 
· Audio subsystem
· Ports

· CENTRAL PROCESSING UNIT: two units: the control unit and the arithmetic logic unit (ALU). The control unit coordinates the activities of all the other computer components. The ALU is responsible for performing all the arithmetic calculations (addition, subtraction, multiplication, and division). The ALU also makes logic and comparison decisions such as comparing items to determine if one is greater than, less than, equal to, or not equal to another.
· To perform a program instruction, CPU first fetches data or instruction from RAM. Next, it decodes data into something the comp can understand. Finally, it executes the instruction and stores it into RAM before fetching the next instruction. 
· Primary distinction between CPUs is processing power (cores). A core is a complete processing section from a CPU embedded into one physical chip.
· Clock speed, memory cache. 
· Hyperthreading provides quicker processing of information by enabling a new set of instructions to start executing before the previous set has finished. New technology, there are also multiple cores on one CPU chip. With core technology, two or more processors reside on the same chip, enabling the execution of two sets of instructions at the same time.
· Cache memory is a form of random access memory that is more accessible to the CPU than regular RAM. Because of its ready access to the CPU, cache memory gets data to the CPU for processing much faster than bringing the data in from RAM. 
· There are several levels of cache memory. These levels are defined by a chip’s proximity to the CPU. Level 1 cache is a block of memory that is built onto the CPU chip for the storage of data or commands that have just been used. Level 2 cache is located on the CPU chip but is slightly farther away from the CPU, or it’s on a separate chip next to the CPU and therefore takes somewhat longer to access. Level 2 cache contains more storage area than level 1 cache. In the same way, some chips continue on to have a third cache, Level 3. Again, this level of cache is slower.
· Front Side Bus (FSB) connects processor to system memory (like a highway). Speed measured in megahertz.
· Benchmarks are measurements used to compare CPU performance between processors. Benchmarks are generated by running software programs specifically designed to push the limits of CPU performance. The percentage of time that your CPU is working is referred to as CPU usage.

· RAM: appears in the system on memory modules (or memory cards), small circuit boards that hold a series of RAM chips and fit into special slots on the motherboard. 
· Systems running all the new features of Windows 7 should have a minimum of 1 GB of RAM, but for peak performance, systems are recommended to have at least 2 GB of RAM.
· When upgrading RAM, the rule of thumb is to buy as much as you can afford but no more than your system will handle. 


· EVALUATING STORAGE SUBSYSTEM: With storage capacities exceeding 2 terabytes (TB), a hard drive has the largest storage capacity of any storage device. Economical. 
· A solid state drive (SSD) uses the same kind of memory that flash drives use, but whereas flash drives have access times of about 1 ms, SSD drives can reach data in only a tenth of that time (around 0.1 ms).
· A hard drive is composed of several coated round, thin plates of metal stacked on a spindle. Each plate is called a platter. When data is saved to a hard drive platter, a pattern of magnetized spots is created on the iron oxide coating of each platter. When the spots are aligned in one direction, they represent a 1; when aligned in the other direction, the represent a 0. These 0s and 1s are bits. 
· To determine the storage capacity your system needs, calculate the amount of storage required by all the types of files you will be keeping on your system.
· Types of Hard drives:
· Integrated Drive Electronics (IDE) uses wide cables to connect hard drive to motherboard.
· Serial Advanced Technology Attachment (Serial ATA) use much thinner cables and transfer data more quickly than IDE drives. 
· Access time also affects hard drives performance. 
· Solid State Drive (SSD) latest and fastest hard drive, good for netbooks, 
· Important to evaluate hard drive transfer rate when looking for best performance drive. 
· If you purchase two smaller drives, you can combine them using RAID technology. RAID (redundant array of independent disks) is a set of strategies for using more than one drive in a system. RAID 0 and RAID 1 are the most popular for consumer machines. 

Optical Storage
· Optical drives are disc drives that use a laser to store and read data. Data is saved to a CD, DVD, or Blu-ray within established tracks and sectors. Stores data by tiny pits that are burned into the disc by a high-speed laser. 
· Data is read from a disc by a laser beam, with the pits and nonpits (called lands) translating into the 1s and 0s of the binary code computers understand. CDs and DVDs use a red laser to read and write data. Blu-ray discs get their name because they are read with a blue laser light. All of them collectively are referred to as optical media. 
· A video card (or video adapter) is an expansion card that is installed inside your system unit to translate binary data into the images you view on your monitor.
· The graphics processing unit (GPU) performs the same kind of computational work that a CPU performs. However, a GPU is specialized to handle 3-D graphics and image and video processing with incredible efficiency and speed.
· The video card also controls the number of colors your monitor can display. The number of bits the video card uses to represent each pixel (or dot) on the monitor, referred to as bit depth, defines the color quality of the image displayed. The more bits, the better an image’s color detail. 
How to ensure your system is reliable 
· Cleanout Start-up Folder 
· Clear out unnecessary files 
· Run spyware and adware removal programs 
· Run the Disk Defragmenter utility on your hard drive. 

Chapter 7: Networking: Connecting Computing Devices
· A computer network is simply two or more computers that are connected via software and hardware so that they can communicate with each other. Each device connected to a network is referred to as a node.
· Facilitates resource sharing. Share peripheral devices. Share files between computers without the use of portable storage devices. Computers running different operating systems (such as Windows and OS X) can communicate on the same network.
· Network administration involves tasks such as: 1) installing new computers and devices, 2) monitoring the network to ensure it is performing efficiently, 3) updating and installing new software on the network, and 4) configuring, or setting up, proper security for a network

Network Architecture (refers to the design of the Network)

· Classified according to the way in which they are controlled and by the distance between their nodes.
· Local administration: configuration and maintenance of the network must be performed on each individual computer attached to the network.
· Central administration: tasks can be performed from one computer and affect the other computers on the network. The most common type of centrally administered network is a client/server network.
· Peer-to-peer (P2P) network, each node connected to the network can communicate directly with every other node on the network. Thus, all nodes on this type of network are peers (equals).
· A client/server network contains two different types of computers: clients and servers. Internet is a client-server network. 
· A home network server is designed to store media, share media across the network, and back up files on computers connected to the network.
· A local area network (LAN) is a network in which the nodes are located within a small geographic area. (Computer lab at school or fast-food restaurant).
· A home area network (HAN) is a network located in a home.
· A wide area network (WAN) is made up of LANs connected over long distances (ex: connects different campuses for same University). Telecommunications lines. 

Network Components

· To function, all networks must include (1) a means of connecting the nodes on the network (cables or wireless technology), (2) special devices that allow the nodes to communicate with each other and to send data, and (3) software that allows the network to run.
· Nodes are connected to each other through Transmission Media. Wireless networks use radio waves to connect nodes. 
· Wired networks use various types of cables to connect nodes:
· Twisted-pair cable
· Coaxial cable
· Fiber-optic cable 
· Data transfer rate (also called bandwidth) is the maximum speed at which data can be transmitted between two nodes on a network. Throughput is the actual speed of data transfer that is achieved (always less than or equal to data transfer rate). Measured in Megabits per second.
· Network adapters are devices connected to or installed in network nodes that enable the nodes to communicate with each other and to access the network
· Network Interface Card (NIC) installed inside the device. 
· Network navigation devices facilitate and control the flow of data through a network. Data is sent over transmission media in bundles. Each bundle is called a packet
· A router transfers packets of data between two or more networks. Switch is a “traffic cop” on a network. Switches receive data packets and send them to their intended nodes on the same network (not between different networks).


Home Ethernet Networks
· An Ethernet network is so named because it uses the Ethernet protocol as the means (or standard) by which the nodes on the network communicate. Majority of home networks.
· The current standard that governs wireless networking for Ethernet networks is the 802.11n standard.
· This accommodation of current devices being able to use previously issued standards in addition to the current standards is known as backward compatibility
· Up to one gigabit per second (1,000 Mbps) of throughput is possible using the gigabit Ethernet standard. The most popular transmission media option for wired Ethernet networks is unshielded twisted-pair (UTP) cable.
· Regardless of the type of Ethernet cable you use, runs for UTP cable can’t exceed 100 meters (328 feet) or the signal starts to degrade
· Need a router. 
· Network-attached storage (NAS) devices allow for the storage and sharing of data files such as movies and music as well as providing a central place for file backups
· Wireless networks are even more susceptible to hacking than wired networks because the signals of most wireless networks extend beyond the walls of your home.
· Most home network wireless routers can support up to 253 wireless connections at a time.
· If you are connecting Apple computers to your network, you may wish to consider using an Apple AirPort router. (Windows machines can also connect to the AirPort routers.) supports up to 50 wireless connections, has 3 gigabit Ethernet ports for wired devices.
· Computer needs to have Wireless Interface Cards (NIC) to work on wireless networks. 
· A network-ready device (or Internet ready) can be connected directly to a router instead of to a computer on the network. Network-ready devices usually contain wireless and/ or wired network adapters inside them.
· Network attached storage (NAS) devices are specialized computing devices designed to store and manage your data.
· Firewall is a hardware or software solution that helps shield your network from prying eyes.
· Piggybacking is connecting to a wireless network (other than your own) without the permission of the owner.
· Prevent network hacking by changing name of network (service set identifier or SSID). Disable SSID broadcast. Change default password on router. Turn on security protocols. Implement media access control (MAC). Limit signal range. Apply firmware upgrades. 
· For ease of file and peripheral sharing, Windows 7 created a feature known as HomeGroup. If you have all Windows 7 computers on your network, you simply all join the same HomeGroup.
· The maximum range of wireless devices under the 802.11n standard is about 350 feet.

Chapter 9: Securing Your System: Protecting Your Digital Data & Devices
· Cybercrime, which is defined as any criminal action perpetrated primarily through the use of a computer.
· A computer virus is a computer program that attaches itself to another computer program (known as the host program) and attempts to spread to other computers when files are exchanged. Designed to evade detection. 
· Although virus replication can slow down networks, it is not usually the main threat. The majority of viruses have secondary objectives or side effects, ranging from displaying annoying messages on the computer screen to destroying files or the contents of entire hard drives.

Types of Viruses:
1. Boot-Sector Virus: replicates itself into a hard drive’s master boot record. master boot record is a program that executes whenever a computer boots up, ensuring that the virus will be loaded into memory immediately, even before some virus protection programs can load. Transmitted through flash drive left in USB port. 
2. Logic Bomb: triggered when certain logistic conditions are met like opening a file or starting a program a certain number of times. A time bomb is a virus that is triggered by the passage of time or on a certain date. 
3. Worm: attempts to travel between systems through network connections to spread an infection. Worms independently of host file execution and is much more active in spreading itself. ANTIVIRUS SOFTWARES GOOD AT DETECTING WORMS.
4. Script & Macro Viruses: Script is a series of commands (a mini program) that is executed without your knowledge. Ex when you get an e-mail directing you to a website and you click the link a virus run script infects your computer. Macro is a virus that attaches itself to a document (such as a Word or Excel file) that uses macros. E-mail viruses use the address book in the victim’s e-mail system to distribute the virus. Anyone opening an infected document triggered the virus, which infected other Word documents on the victim’s computer.
5. Encryption Viruses: runs program that compresses files like Word and Excel documents into complex encryption key that renders your files unusable. You then receive a message that asks you to send money to an account if you want to access your files again. HOSTAGE SHIT.

· A polymorphic virus changes its own code (or periodically rewrites itself) to avoid detection. Usually infects specific type of file.
· Multipartite virus is designed to infect multiple file types in an effort to fool the antivirus software that is looking for it. 
· Stealth viruses temporarily erase their code from the files where they reside and then hide in the active memory of the computer. This helps them avoid detection if only the hard drive is being searched for viruses.
· Recommended to run anti-virus software once a week.
· A virus signature is a portion of the virus code that is unique to a particular computer virus. Antivirus software scans files for these signatures and thereby identifies infected files and the type of virus that is infecting them.
· Quarantining: when anti-virus software detects a virus and places it in secure location of hard drive so that it won’t spread to other files.
· Inoculation: antivirus software records key attributes about files on your computer (such as file size and date created) and keeps these statistics in a safe place on your hard drive. When scanning for viruses, the antivirus software compares the files to the attributes it previously recorded to help detect attempts by virus programs to modify your files.
· Drive-by-download: malicious Web sites can be set up to attack your computer by downloading harmful software onto your computer.
Hackers:
· Hacker is defined as anyone who unlawfully breaks into a computer system— either an individual computer or a network.
· White-hack hacker: breaks into the system just for fun, doesn’t want to corrupt anything.
· Black-hat hacker: hacker with purpose of destruction
· Data travels through the Internet in small pieces, each called a packet. The packets are identified with an IP address, in part to help identify the computer to which they are being sent. Once the packets reach their destination, they are reassembled into cohesive messages.
· A packet sniffer is a computer program deployed by hackers that looks at (or sniffs) each packet as it travels on the Internet—not just those that are addressed to a particular computer, but all packets.
· Trojan Horse: program that appears to be something useful or desirable (like a game or a screen saver), but while it runs does something malicious in the background without your knowledge.
· Backdoor program allows hackers to take almost complete control of your computer without your knowledge. Turns computer into a zombie (often used to launch attacks on other comps).
· Denial-of-service (DoS) attack: legitimate users are denied access to a computer system because a hacker is repeatedly making requests of that computer system through a computer he or she has taken over as a zombie. Most savvy hackers use a distributed denial-of-service (DDoS) attack, which launches DoS attacks from more than one zombie (sometimes thousands of zombies) at the same time.
· A botnet is a large group of software programs (called robots or bots) that runs autonomously on zombie computers.
· Logical ports are virtual—that is, not physical— communications gateways or paths that allow a computer to organize requests for information (such as Web page downloads or e-mail routing) from other networks or computers. HTTP = LOGICAL PORT 80
Restricting Access to Your Digital Assets
· A firewall is a program or hardware device designed to protect computers from hackers. A firewall specifically designed for home networks is called a personal firewall.
· Firewalls protect you in two major ways: by blocking access to logical ports and by keeping your computer’s network address secure.
· Bluesnarfing involves exploiting a flaw in the Bluetooth access software for the purpose of accessing a Bluetooth device and stealing the information contained on it. 
· Bluebugging: hacker actually takes control of a Bluetooth-enabled device. Once a hacker gains control of the device, he or she can make phone calls, establish Internet connections, read phonebook entries, set call forwarding, or send, receive, and read short message service (SMS) messages.
· Biometric authentication device: device that reads a unique personal characteristic such as a fingerprint or the iris pattern in your eye and converts its pattern to a digital code. When you use the device, your pattern is read and compared to the one stored on the computer. Only users having an exact fingerprint or iris pattern match are allowed to access the computer.
Malware, Adware, & Spyware
· Malware is software that has a malicious intent (hence the prefix mal). There are three primary forms of malware: adware, spyware, and viruses
· Adware is software that displays sponsored advertisements in a section of your browser window or as a pop-up ad box. It is considered a legitimate (though sometimes annoying) means of generating revenue for those developers who do not charge for their software or information.
· Spyware is an unwanted piggyback program that usually downloads with other software you want to install from the Internet. It runs in the background of your system. Without your knowledge, spyware transmits information about you, such as your Internet surfing habits, to the owner of the program so that the information can be used for marketing purposes.
· Keystroke logger monitors keystrokes with the intent of stealing passwords.
· Cookies (also known as tracking cookies) are small text files that some Web sites automatically store on your computer’s hard drive when you visit them. When you log on to a Web site that uses cookies, a cookie file assigns an ID number to your computer. The unique ID is intended to make your return visit to a Web site more efficient and better geared to your interests.
· The data on your computer faces three major threats: unauthorized access, tampering, and destruction. Backups are copies of files that you can use to replace the originals if they are lost or damaged.
· A program file is used to install software and usually comes on CDs or DVDs or is downloaded from the Web. A data file is a file you have created or purchased.
· Incremental backup (or partial backup) involves backing up only files that have changed or been created since the last backup was performed. 
· An image backup (or system backup) means that all system, application, and data files are backed up, not just the files that changed.
· Backups can be stored on online sites, local drives, NAS and home servers.
· Social engineering is any technique that uses social skills to generate human interaction that entices individuals to reveal sensitive information.
· Phishing (pronounced “fishing”) lures Internet users to reveal personal information such as credit card numbers, Social Security numbers, or other sensitive information that could lead to identity theft.
· Pharming is when malicious code is planted on your computer that alters your browser’s ability to find Web addresses. Users are directed to bogus Web sites even when they enter the correct address of the real Web site or follow a bookmark that they previously had established for the Web site.
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